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ABSTRACT 

The technology advancements that take place today happen at a very dynamic rate. 

The fruit of science is beard by all walks of life. Over the period of last two 

decades, the judiciary and the legal arena in India has witnessed a new line of 

advancement with respect to evidentiary laws. Now, evidence material for 

advancement of a case includes electronic evidences such as electronic mails, 

phone call records, videos and photographs. Digital evidence has witnessed 

exponential increase for admissibility of the same in the Indian Courts. But, till 

what extent does the judiciary claim to accept evidences produced through digital 

devices? The binary nature of such evidence has erupted different stances of 

judges in the Indian Legal context. The initial apprehension towards the 

admissibility of evidences of above nature has seen a swift turn over the period of 

last two decades. A analysis of the change of opinion of the judiciary has been 

analysed through studying Indian Case laws of last fifteen years. The nature and 

meaning of evidence has been widened and numerous other changes have been 

identified over the years.  
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INTRODUCTION 

In today’s world, communication, businesses and commerce, information storage and other 

avenues of life have gone online or digital. With the increased dependence on electronic 

dispersion of information, the laws in compliance to electronic materials and system and 

regulation with respect to the electronic evidence in cases irrespective of their nature being a 

civil suit or a criminal matter, have needed to transform as per the dynamic environment of 

India.  

The intricate nature of ‘digital and electronic’ evidence has boosted the judicial judges’ 

insightful towards it and there are new talks regarding the nature of electronic evidence and the 

manner in which they shall be included in the cases which involve the same1. Over the years 

the protection used against safekeeping of electronic evidence have undergone much 

advancement and have changed substantially2. There have been changes in precedents to follow 

as well as procedure and nature of such evidence.  

For example, in the early decade of the 2000s, the Information Technology Act came in to 

being. Since then it has displayed a rather intricate work towards avenues ranging from business 

to communication to services to government sector etc. the act has brought significant changes 

in the Indian Penal Code, 1860, the Reserve Bank of India Act, 1934 and like legislations under 

the cap of electronic evidence3.  

The term ‘evidence’ in a basic terminology mean any proof that is submitted for the intention 

of stirring up a belief in one’s thinking and consciousness. Section 3 of the Indian Evidence 

Act of 1872 gives the definition of the term ‘evidence’4. The definition has two fold meaning. 

Firstly, evidence includes statements of persons which can be presented in the court of law 

which the court allows to be made or recorded in advance5. The statements are recorded during 

the enquiry stage and are deemed to be oral evidence. Secondly it includes documents and 

information which are available at an electronic or digital platform6. These electronic records 

 
1 Manish T. Karia and Tejas D. Karia, India, in Electronic Evidence, Edited by Stephen Mason, LexisNexis 

(2013) 
2 Vivek Dubey, Admissibility of electronic evidence: an Indian perspective, FRCIJ Volume 2 Issue 4 (2017) 
3 Soni Lavin Valecha, Sonika Bhardwaj, Admissibility of electronic evidence under the Indian Evidence Act, 

1872, IJMH, volume 4 Issue 7 (2020) 
4 Section 3, India Evidence Act (1872) 
5 Ibid 
6 Supra note 4 

https://www.ijllr.com/
https://www.ijllr.com/volume-ii-issue-i


Indian Journal of Law and Legal Research                                                   Volume II Issue I | ISSN: 2582 8878 

                   

3 
 

are brought in the court of law for its inspection. The information held in electronic evidence 

falls under the purview of documentary evidences.  

Digital evidence has many definitions in order to include every aspect of the same. The ‘term 

electronic evidence’ includes a wide spectrum of material and information. It refers to data 

which is accumulated in binary language and transmitted in binary form itself. Hence it is the 

data which is transferred and stored in computer language and which can be proved to be of 

value in the court of law7.  

Electronic evidence, as defined in the above texts, can be called binary, but has a bigger 

meaning to it. The term binary only includes information which is stored digitally in one 

structure that is the computer language. Hence electronic evidence means data which can be 

relied on in the court of law and which is saved in an analogue format in digital man made 

devices. This data can be changed, stored and transmitted by computer or system of digital 

appliances. The data stored electronically shall have enough information and factual evidence 

that the parties requiring it in the court of law can make their claims and arguments more note 

worthy without compromising on any faulty information8.   

The meaning of electronic evidence holds two components which are mentioned below. First 

and foremost in take account of all the information and proof which can be digitalised in a 

computer and not necessarily stored in a person’s consciousness9. The second form takes 

accountability of electronic man made gadgets which are used to posses information as well as 

communicate or transit information via the same10. For example, cell phones, mobile phones, 

hard disks etc are electronic devices which fall under the second component of the meaning of 

electronic evidence.  

Electronic evidence comes under secondary category of evidence. How the courts shall deal 

with it is defined under section 65B of the Indian Evidence Act of 1872. Section 65B of the act 

mentions about admissibility of electronic evidence in Indian Courts11. It states that any data 

having an digital record which may or may not be available on paper and which is stored and 

transmitted into an electronic manmade device shall be deemed to be a ‘document’ and such 

 
7 Supra note 2  
8 Admissibility and perplexility of electronic evidence,  lexology, May 2020 

https://www.lexology.com/library/detail.aspx?g=adb8484a-3b50-4452-8453-36536f5a5a35 
9 Supra note 3 
10 Supra note 3 
11 Section 65B, Indian Evidence At (1872) 
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document shall be admissible in the court of law with any clarification about the original 

content and be treated as evidence12.  

Sub section (2)13 of the above section provides for the conditions which are ought to be met in 

order to gain admissibility of electronic evidence as per the above mentioned clause. There 

exist three conditions, the evidence must be contained in a computer which is in an working 

order and is operated constantly for the rationale of conducting required activities on the same 

and the person using the computer shall have legal authority over it, secondly the data should 

be borne into the device in a regular course of time and lastly that the computer shall be 

functional14. 

In the Indian Scenario, principles laid down under this section are not defined in its totality 

hence the Supreme Court has given judgements regarding the applicability of section 65B of 

the Indian Evidence Act of 1872 time and again. There exist various case laws under the above 

heading which includes landmark judgements directed by the Apex court of law.  

In the case of State (NCT of Delhi) V. Navjot Sandhu15, the court directed that certification 

of evidence as provided under section 65B is not an essential element and the courts can give 

the weightage to electronic evidence as secondary evidence even without it.  

In the year 2014, the Top most court of the country stated inAnvar P.V v. P.K Basheer16. The 

above case overruled the judgement provided in Navjot Sadhu case and stated that secondary 

evidence will not be deemed as evidence unless the provisions mentioned in section 65B are 

fulfilled and before that it will not be admissible in the courts.   

Many judgements have followed the precedent laid down in the above mentioned case law. In 

State of Karnataka Lokayukta Police Station, Bengaluru V. R. Hiremath17, the agenda 

regarding certificate again resurfaced and the judgement was provided in accordance to the 

precedents present. There exist more case laws like the above which will be mentioned in the 

research paper.  

MEANING AND CLASSIFICATION OF ‘ELECTRONIC EVIDENCE’ 

 
12 Section 65B(1), Indian Evidence At (1872) 
13 Section 65B(2), Indian Evidence At (1872) 
14 Ibid  
15State (NCT of Delhi) V. Navjot Sandhu (2005) 11 SCC 600 
16 Anvar P.V v. P.K Basheer (2014)10 SCC 473 
17 State of Karnataka Lokayukta Police Station, Bengaluru V. R. Hiremath, 2019 SCCOnLine SC 734 
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The term ‘edivera’ means to find or to discover, it finds its root in the Latin language. The term 

evidence has been derived from the above mentioned Latin word, since edivera also means to 

prove or ascertain a given act. Blackstone defines evidence as “a fact that describes and helps 

in ascertaining the truthfulness of one side (one party) or the other”18.   

The range of electronic evidence falls under the domain of secondary evidence under the 

evidence act19. Secondary evidences are those that are used in the place of primary evidence or 

in cases where ascertainment and availability of primary evidence is not possible20. It is, in 

general sense, a reproduced duplicate/replica of the original document. In some cases it is also 

used as a substitute to the original evidence that is the primary evidence. For instance, if in a 

case it is impossible to procure an original photograph or an original government document, a 

copy of it can be permissible in the court of law, provided that it will be considered as a 

secondary evidence and not primary21.  

Electronic evidence is better known as digital evidence and even e-evidence  

(“e” signifies electronic). It includes evidence that are presented in the way of websites, social 

media intercoms, internet portals, electronic mails, audio and visual documents and every 

document and file that has been or can be generated electronically22. digitally produced 

evidence include the information captured by technological devices.  The admissibility of this 

kind of evidence has posed a constant question in the court of law. The increase of the above 

mentioned kind of evidence has been seen in the past years of the judiciary of the country (in 

every kind of litigation).  

The usage of such above mentioned evidences have become so prominent that in many courts 

throughout the country these digital evidences have been given the stage of primary evidence 

instead of considering them as secondary evidence. Though there is the air of authenticity and 

the question or rather doubt of admissibility of electronic evidence based on its originality and 

legitimacy. It has been observed that the Indian courts have started trusting such digital 

evidences putting aside the conventional norms of evidence law. The judiciary has taken into 

 
18 Batuklal  
19 The Indian Evidence Act ( 1872)  
20 R. Rubavarshini, Analysis on Oral Evidence, Indian journal of research,  pg 686, Volume 6 Issue 6, June 2017 

ISSN 2250-1991 
21 Ibid 
22Dougherty, Chris. Force Development Options for India by 2030. Center for a New American Security, 2019, 

www.jstor.org/stable/resrep20455. Accessed 13 Oct. 2020.  
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account camera footage, emails, call recording as digital evidences and has given them 

admissibility in the court of law.  

The rules of primary and secondary evidences are applied even in the circumstance of electronic 

evidence being in question. The rule of thumb is that evidence will be categories as secondary 

evidence if there are traces that it has been procured through reproduction of evidences, 

documents, files, etc23. If not, the evidence shall be given the stature of primary evidence. The 

same rule is applied when the court deals with digitally produced evidences. While the machine 

where such evidence is produced shall be deemed as a primary source but if the file or document 

has been duplicated then it will fall under the purview of secondary evidence24. The rule that 

requires the admissibility of secondary evidence on default of primary evidence not being 

available has been forgone for the admissibility of electronic e-evidence25. The new problems 

and confusions that electronic evidence may produce is one of the reasons that the above rule 

in applied; since they are complex.  

As it is mentioned above, because of the complex and dynamic nature of electronic evidences 

along with the constant changes brought in the technology environment, the tampering of 

evidences and presenting fake e-evidence is plausible. To mitigate such circumstances, the 

courts have adopted strict regulations where even a slight possibility of any tampering of digital 

evidence makes the court reject its admissibility.  

SPECIAL SECTION 65B UNDER THE INDIAN EVIDENCE ACT, 1872  

Section 65b of the Indian Evidence Act of 1872 contains whether electronic evidence is 

admissible in the court of law. The section starts off by explanation of conditions for the 

evidence to actually be accepted in the court of law (these provisions are mentioned in other 

sub sections of the act)26. The contents of the evidence will be deemed as admissible in the 

court of law without the requirement of any further proof of the subject27.  

Subsection (2) of the above mentioned section28 provides four conditions that shall be satisfied 

in order for electronic evidence produced by a computer to be admissible in the court. Firstly, 

 
23Mason, Stephen. "Evidence and Digital Signatures." In Electronic Signatures in Law, 351-86. University of 

London Press, 2016. Accessed October 13, 2020  
24 Supra note 2  
25 Supra note 2  
26 Section 65B(1), Indian Evidence Act (1872)  
27 Ibid 
28 Section 65b, Indian Evidence Act (1872)  
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the information that has been brought into question shall be produced in the device that has 

been in a constant use and should not be produced in an alienated device. The computer should 

carry the functions encompassing regular activities like storing information. The person should 

have legal authority over the use of such computerized device. Secondly, the computer that 

comprises the information should be regularly used rather than remaining stagnant. Thirdly, the 

device (computer) if incase has any defective part or material, such defect should not affect the 

working of the device. The computer that stores the required data shall be in working condition.  

The fourth sub section governs how the evidences are to be produced in the litigation practice. 

If one has to make their evidence admissible, the have to abide by the rules that are present in 

the above mentioned sub section. The requirement of a certificate is necessary for this section 

to be followed. The process, the whereabouts of the evidence and the device that it was stored 

in, and other compulsory details shall be present. Other details relate to the procedure of gaining 

such evidence29. 

TIMELINE OF CASES (LAST FIFTEEN YEARS)   

The admissibility of electronic evidence has been in question from a long due. There were 

requirements that one had to follow for making digitally turned in evidence as admissible in 

the court. The issue of admissibility of the evidence that is in electronic form/nature was first 

noticed in the case State (NCT of Delhi) v. Navjot Sandhu30(2005). This landmark judgment 

is also known as the “parliament attack cas”. The question on which the Apex court of the 

country had to deliberate upon was “where phone records that were submitted by the 

prosecution counsel was admissible in the court of law?’. The phone records that has been 

founded from a cellular handset is an example of electronically produced evidence. The 

Supreme Court had allowed such evidence without fulfilling the requirements of section 65B 

and section 65 of the Indian Evidence Act, 1872. That means, the electronic evidence was 

accepted the Supreme Court as secondary evidence without the requirement of submission of 

a certificate that was supposed to be submitted along with the evidence.   

The prior mentioned case gave a way out to the courts to disobey the provisions of the specififed 

sections while deliberating upon electronic evidence issues. In the case of Societe Des 

 
29 Section 65B(4), Indian Evidence Act (1872) 
30 Supra note 15 

https://www.ijllr.com/
https://www.ijllr.com/volume-ii-issue-i


Indian Journal of Law and Legal Research                                                   Volume II Issue I | ISSN: 2582 8878 

                   

8 
 

Products Nestle SA v. Essar Indiustries31(2006), the High Court of Delhi relied on the oral 

testimonies given by the prosecution over the admissibility on the digital evidence in the case.   

In the case of Rakesh Kumar and Others v. State32(2009), the Delhi High Court held that 

under section 65 and section 63 of the Indian Evidence Act of 1872, the evidene of call 

recordings was considered to be evidence that was admissible in the court without the 

requirement of producing any other secondary evidence. In another case namely, R.K. Anand 

v. Delhi High Court33 (2009), the question before the Supreme Court arose regarding the 

admissibility of CDs, recordings and microchips. The apex court allowed the admissibility of 

the above mentioned digital evidences as it was noticed that these evidences were genuinely 

preserved and there was no inference that could prove the tampering of such evidence in the 

case.  

The judgment of the landmark case of Navjot  Sandhu34 was followed in every case until the 

case of Anwar v. Basheer35(2014). In the present case, the Supreme Court placed importance 

over the “non obstante clause” that is present in section 65B of the Indian evidence act. The 

court dismissed the judgment which was previously laid down in the Navjot Sandhu case and 

held that the provisions that are mentioned in section 65 of the act will prevail over any other 

rule that has been in practice till date. As mentioned before, electronic evidence is considered 

to be secondary in nature, thus, for it to be given the reliability and importance of primary 

evidence, the requirement of submitting a certificate along with the evidence became necessary. 

The provisions mentioned under 65B of the act had to be followed. The court also held that 

electronic evidence to be admissible in the court of law, the mere proof of oral testimonies will 

not be permissible if the requirements of the concerned sections of the Indian Evidence Act of 

1872 are not matched.  

The judgment laid down in the above mentioned case cancelled the decade long precedent and 

became a landmark judgment itself. Many High Courts throughout the country started 

following the same. In the case of Balasaheb Gurling v. State of Maharashtra36(2015), the 

Bombay High relying on the judgment given by the supreme court in the Anwar case stated 

that in the absence of a proper certificate as per the guidelines laid down in section 65B of the 

 
31 Societe Des Products Nestle SA v. Essar Industries (2006) 33 PTC 469 (Del). 
32 Rakesh Kumar and Others v. State, 2009 SCC Online Del 2609 
33 R.K. Anand v. Delhi High Court (2009) 8SCC 106 
34 Supra note 16 
35 Anwar v. Basheer (2014) 10 SCC 473 
36 Balasaheb Gurling v. State of Maharashtra, 2015 SCC Online Bom. 3360 
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act, compressed disks cannot be considered to be a legitimate electronic evidence that is 

admissible in the court of law. In the case of Faim v. State of Maharashtra37(2015),the court 

decided upon the importance of the concerned section and also stated at it is compulsory for 

both the parties to follow the same. 

In the case of Jagdeo Singh v. State 38(2015), the high of Delhi gave out a ruling that stated 

that phone calls and telephonic logs presented in the form of compressed files given before the 

lower court of laws did not comply with the provisions of section 65B of the Indian Evidence 

Act. Even when such disks where examined by forensic specialists, the court did not accept 

them.  

In the case of Preeti Jain v. Kunal Jain and Another 39(2016), the recording for evidence was 

done in such a manner that it would not be considered as secondary evidence. The High Court 

of Rajasthan held that since section 65B deals only with secondary evidence, hence it would 

not apply in the present case.   

In the case of Harpal Singh Chhota v. State of Punjab40(2017) the apex court gave its 

judgment. The court disbarred the judgment given by the High Court and stated that the 

prosecution had laid importance on the copies of the original evidence that was the call logs 

and details. Hence the prosecution relied on the provisions of section 65B but did not procure 

the certificate for submission of such evidence. The compliance towards such rules is a must 

hence; the apex court disbarred the admissibility of evidence produced that was not complied 

with the requirements of section 65B.  

In the most recent judgment of Arjun Panditrao Khotkar v. Kailash Kushanrao 

Gorantyal41 the Supreme Court upheld the ruling of the Anwar case and held that section 65B 

and its provisions have to be complied with. The court also issued guidelines to telephone 

companies for maintaining call records for evidence.  

RISKS OF MANIPULATION OF SECTION 65B OF THE INDIAN EVIDENCE ACT, 

1872 

 
37 Faim v. State of Maharashtra 2015 SCC Online Bom. 5842 
38 Jagdeo Singh v. State 2015 SCC Online Del 7229 
39 Preeti Jain v. Kunal Jain and Another, 2016 SCC Online Raj 2838 
40 Harpal Singh Chhota v. State of Punjab,  
41 Arjun Panditrao Khotkar v. Kailash Kushanrao Gorantyal, 2020 SCC OnLine SC 571 
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The procedure in which the evidence is procured is in many cases on given any importance to. 

The courts do not refer to the medium in which the evidence is procured hence there is a 

possibility that the evidence that are produced are procured in an illegal mannerism. A loophole 

that has been identified from the mannerisms that has been followed since decades now is the 

issue of producing bona fide evidence. The evidence can be produced by fraud and the 

authenticity of the evidence cannot be proved. For example, if one person brings evidence and 

states that such evidence was stolen from the offence’s place, then no certificate requirement 

can be completed.  

Hence 65B after the landmark judgment of Anwar case42 poses threat towards the admissibility 

of electronic evidence compared to evidence which does not hold a digital nature. There has 

been situations when evidence has been accepted by the judicial officers of the country in courts 

but in the case of electronic evidence that will not be possible (which is a good point), but the 

authorities shall come up with solution of non electronically produced evidence too43.  

Another fallacy that lies in the compliance with the provisions of the special section 65B or 

admissibility of electronic evidence is that the certificate that has to be provided during the time 

of submission of evidence does not any value towards the nature of evidence44. It is a mere 

declaration that the parties give in order to get their digitally produced evidence admissible in 

the court of law.  

The certificate does not give a guarantee towards the truthfulness of the evidence. In the case 

of oral evidences, an oath, cross examination done by the parties through their counsels and the 

observation of the witnesses provide certain power to the court to examine the case in a better 

manner when compared to electronic evidence. The misconduct between parties will also 

increase since the certificate does not mean that a person has or hasn’t tampered with the 

provided evidence neither it gives any take on the improper way of affecting the reliability of 

the evidence. Hence this method provides for a loophole that enables the parties to a proceeding 

turn towards easy illegal ways of procuring and tampering evidence.  

CONCLUSION  

 
42  Supra note 16 
43 Deepa Kharb, Admissibility of electronic record as secondary evidence, Delhi Journal of Contemporary Law, 

PG 526, Volume1, June 2016  
44 Ibid 
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Electronic evidence or digitally produced evidence are present in various forms like cctv 

footage, phone recordings, disks, etc. It has almost been two decades since the Indian courts 

have started accepting such evidence. Few irregularities are still present in the admission 

process of such evidences.  Even despite such sections it is not possible to eliminate the 

plausibility of inaccuracy and unreliable sources of data in the form of digital evidence. If the 

people who are responsible for such assessments of evidences, are trained in the correct way 

then progress can be made.  

SUGGESTIONS 

⚫ It state shall work towards conducting workshops on digital evidence and how they should 

be examined in the court of law in order to make the judicial officers competent to 

understand the degree of admissibility and importance that shall be given to a particular 

evidence.  

⚫ The government shall enforce measures that regulate the flow of electronic devices and 

means of their usage in the correct age group. This will help reduce the cyber crimes and 

unnecessary hardships.  

⚫ The courts shall allow sufficient time for the examination of electronic evidences and their 

authenticity. The experts shall be relied upon and they shall be provided with newest tools 

for use.  

⚫ The laws that govern electronic contracts (present in the form of emails) shall be updated 

with respect to today’s technological advances.  
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