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ABSTRACT

In an increasingly digitised world, crime is no longer confined by physical
borders. Cyber offences today can originate in one country, pass through
multiple jurisdictions, and impact victims across the globe within seconds.
This borderless nature of cyberspace has created a fundamental legal
dilemma: who has the authority to investigate and prosecute such crimes?
This article critically examines the growing jurisdictional crisis in cyber law,
highlighting the limitations of traditional legal principles when applied to
digital environments. It explores key challenges such as identifying the
“place of crime,” dealing with anonymity and encryption, accessing globally
distributed digital evidence, and resolving conflicts between national legal
systems. The paper also evaluates the role of technology intermediaries, the
inefficiencies of mutual legal assistance mechanisms, and the relevance of
international frameworks such as the Budapest Convention. With specific
reference to the Indian legal framework, the study analyses the scope and
practical limitations of extra-territorial jurisdiction under the Information
Technology Act, 2000. It argues that existing legal systems are ill-equipped
to address the complexities of cyber crime and calls for harmonised global
standards, faster cross-border cooperation, and innovative institutional
responses. The article concludes that effective cyber crime regulation
demands a coordinated international approach capable of balancing
sovereignty, privacy, and enforcement in a truly borderless digital world.

Page: 6805



Indian Journal of Law and Legal Research Volume VIII Issue II | ISSN: 2582-8878

Introduction

Cyber crime has transformed the nature of criminal activity by breaking physical boundaries
and enabling offenders to operate from anywhere in the world. With the rapid digitisation of
communication, commerce, and governance, cyber offences have grown in scale and
complexity. These crimes often involve multiple countries, anonymous actors, encrypted tools,
and globally distributed data. In such a landscape, the question of jurisdiction—which authority
has the legal right to investigate, prosecute, and punish a cyber offender—becomes
challenging. Unlike traditional crimes, cyber offences do not occur in a specific geographical
space, making it difficult for law enforcement agencies to identify the place of crime, the
nationality of the offender, or the location of digital evidence. This paper examines the key
jurisdictional issues in cyber crime, the limitations of existing laws, international cooperation

challenges, and possible reforms for effective global governance of cyberspace.

2.Nature of Cyberspace and Its Impact on Jurisdiction

Cyberspace is a borderless, interconnected digital environment. Its architecture does not
follow territorial lines drawn between nations; instead, it links users across continents within
milliseconds. This unique nature complicates the traditional idea of jurisdiction, which is
usually defined by physical territory. Cyber crime can originate in one country, target victims
in another, pass through servers located in a third country, and store data in cloud systems
housed in yet another jurisdiction. Therefore, in a single cyber attack, multiple countries may
claim legitimate legal jurisdiction. This fluidity challenges law enforcement, which is bound
by territorial law and sovereignty principles. Cyberspace also offers anonymity through VPN,
proxy servers, and encrypted networks, further obscuring the offender’s location and identity.
As a result, even determining where the crime “occurred” becomes a complicated legal

question.

3. Traditional Principles of Criminal Jurisdiction vs Cyber Jurisdiction

Traditional criminal law is built on territoriality, nationality, the protective principle, and
universality. These principles work well for physical crimes where the location of the act and
the offender are identifiable. However, cyber crime does not fit neatly into these categories. A
territorial approach becomes inadequate because digital acts can simultaneously occur in

multiple places. Nationality-based jurisdiction may also fail when both offenders and victims
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are spread across borders. The universality principle, generally applied to crimes such as piracy
or genocide, is rarely extended to cyber crime. As a consequence, states struggle to apply their
domestic jurisdictional rules to offences that are inherently transnational. Courts have
attempted to adapt traditional principles, but no uniform approach exists, and countries differ

on how far their laws extend beyond their borders.

4.Identifying the “Place of Crime” in Cyberspace

One of the core jurisdictional challenges is establishing where a cyber crime took place. In
physical crimes, the location of the offence is identifiable. In cyberspace, however, the “place”
could be interpreted in many ways: the offender’s location, the location of the server, the
victim’s location, or the place where the damage is realised. For instance, in a phishing attack,
the email may originate in Country A, be routed through a server in Country B, target a victim
in Country C, and cause financial loss in a bank located in Country D. Each country may argue
that the crime occurred within its borders. Laws have not fully adapted to such complexity,
leading to overlapping claims or, sometimes, a complete lack of jurisdiction where no state
takes responsibility. This jurisdictional ambiguity often benefits cyber criminals, who exploit

legal loopholes.

5. Challenges Created by Anonymity and Encryption

The ability of cyber criminals to hide behind anonymisation tools poses major obstacles to
jurisdiction. Technologies such as Tor networks, VPNs, end-to-end encryption, and fake IP
addresses can disguise the true origin of the attack. Law enforcement agencies may believe the
attack originated in one country, only to later discover that the digital path was intentionally
falsified. This makes it difficult to determine which court or investigative authority should act.
Encryption also restricts access to data that could help identify the offender’s location or
involvement. Even when jurisdiction is established, authorities often lack the tools to decrypt
evidence. These technological challenges further complicate legal jurisdiction, delaying

investigations and weakening cross-border cooperation.

6. Distributed Digital Evidence and Data Storage Issues

Cyber crime investigations depend heavily on digital evidence. However, such evidence is
rarely stored in the same country where the offence is detected. Cloud computing, global data

centres, and content delivery networks distribute data across many jurisdictions. As a result,
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investigators may need access to data stored in foreign countries. This raises questions of
sovereignty, privacy, and legal authority. Many nations prohibit direct evidence collection from
their territories by foreign agencies, requiring mutual legal assistance channels that are slow
and inefficient. The geographically dispersed nature of digital evidence also creates problems
of chain of custody and admissibility. Without rapid access to crucial data, investigations often

stall, and offenders escape prosecution

7. Conflicts Between National Laws

Jurisdictional conflicts arise when national laws differ significantly in the definition of cyber
crime, the scope of offences, or procedural requirements. What is considered a serious cyber
offence in one country may be legal or only mildly punishable in another. For example, data
breaches or hacking attempts may carry strict penalties in some states but be treated more
leniently elsewhere. These differences make extradition, evidence sharing, and joint
investigations complicated. Countries may refuse cooperation if the conduct is not illegal under
their domestic laws. Additionally, privacy laws such as the EU’s GDPR restrict transfer of
personal data to countries that do not meet certain standards. As a result, obtaining evidence or

prosecuting offenders becomes legally complex.

8. Role of Technology Companies and Intermediaries

Digital intermediaries, such as social media platforms, email services, telecom providers, and
cloud companies, play an essential role in cyber investigations. These entities often hold critical
evidence such as IP logs, user data, and communication records. However, most large
technology companies operate globally, and their servers are located in multiple jurisdictions.
This creates uncertainty about which laws apply when investigators seek access to user data.
Companies may resist disclosure due to privacy commitments, foreign laws, or fear of liability.
Some may require court orders from their home country, not from the country where the
offence occurred. This corporate role adds yet another layer to the already complex

jurisdictional landscape of cyber crime.

9. Indian Legal Framework and Extra-Territorial Jurisdiction

India addresses cyber crime primarily through the Information Technology Act, 2000, which

provides extra-territorial jurisdiction under Section 75. This section states that the Act applies
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to offences committed outside India if the computer system or network involved is located in
India. In theory, this allows Indian authorities to investigate cross-border cyber offences
affecting Indian systems. However, practical enforcement remains difficult because Indian
police cannot enter foreign territory to arrest offenders or collect evidence. The IT Act also
works alongside the Indian Penal Code (IPC), but many IPC provisions were designed for
physical crimes and do not adequately capture the nuances of online offences. While CrPC
provides procedural tools, it lacks fast international cooperation mechanisms, limiting India’s

ability to act on cyber crimes originating abroad.

10. Limitations of MLATSs and International Cooperation

Mutual Legal Assistance Treaties (MLATSs) allow countries to exchange evidence and
information for criminal investigations. However, MLAT processes are notoriously slow, often
taking months or years to respond to a single request. In fast-moving cyber investigations, such
delays often render evidence useless because digital data is easily erased, altered, or encrypted.
Additionally, MLAT cooperation may be hindered by political tensions, differing legal
standards, or refusal to assist due to dual criminality requirements. Many developing countries
lack MLAT agreements with key jurisdictions where technology companies or servers are
located, further restricting access to evidence. This lack of timely international cooperation is

a major barrier to global cyber crime enforcement.

11. The Budapest Convention and Global Harmonisation Efforts

The Budapest Convention on Cybercrime is the first international treaty designed to harmonise
laws, promote cooperation, and streamline cross-border investigations. It provides a framework
for evidence sharing, preservation of electronic data, and aligned definitions of cyber offences.
However, the Convention has limitations. Several major cyber powers, including China,
Russia, and India, are not signatories, largely due to concerns over sovereignty and unequal
obligations. Their absence limits global adoption and creates inconsistencies in international
cooperation. While the Convention represents progress toward harmonised cyber law, its

limited membership reduces its effectiveness in dealing with worldwide cyber threats.

12. Comparative Approaches in Different Countries

Different jurisdictions adopt different approaches toward cyber crime. The United States
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asserts broad extraterritorial jurisdiction, especially for crimes affecting its national interests or
infrastructure. The EU emphasises strong privacy protections and harmonised cybersecurity
directives. China maintains strict state control over data and cyberspace, often prioritising
national security over open cooperation. These differing models create conflicts, as each
country seeks to enforce its own laws on transnational cyber activities. The lack of a unified
global framework means that cyber criminals can exploit differences between national systems

and evade enforcement by operating across friendly or weak jurisdictions.

13. Extradition and its Complexities

Extradition is a crucial tool in cyber crime enforcement, enabling countries to arrest offenders
located abroad. However, extradition is a political and legal process that depends on treaties,
diplomatic relations, and judicial review. Countries may refuse extradition due to concerns
about human rights, penalties, or the fairness of the requesting country’s legal system. Cyber
crime extradition cases often involve long delays, appeals, and international disputes.
Offenders may intentionally operate from countries that have no extradition treaties or that
provide safe havens. This creates significant enforcement challenges for victims and

investigators.

14. Data Localisation Debates

Many countries, including India, have proposed or enacted data localisation laws requiring
companies to store certain data within national borders. Supporters argue that localisation
enhances jurisdictional control, facilitates faster access to evidence, and increases national
security. Critics warn that it may fragment the internet, raise business costs, and weaken global
cooperation. While localisation may improve domestic enforcement, it does not resolve
crossborder jurisdictional conflicts; cyber crime remains global, and offenders can still operate
from abroad. Localisation helps access evidence but cannot eliminate the need for international

cooperation.

15. Emerging Solutions and Future Pathways

New solutions are being proposed to address jurisdictional challenges. Bilateral agreements
such as the U.S. CLOUD Act allow foreign governments streamlined access to data stored by

U.S. companies under certain conditions. Faster evidence-sharing mechanisms, joint cyber task
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forces, and enhanced digital forensics capabilities may improve cross-border enforcement. The
idea of an International Cyber Court has also gained traction, though political barriers remain
significant. Ultimately, harmonising laws, improving cooperation, and increasing
technological capacity are essential steps toward addressing jurisdictional challenges in cyber

crime.
16. Conclusion

Jurisdictional issues lie at the heart of cyber crime enforcement. Cyberspace’s borderless
nature, anonymity technologies, cross-border evidence distribution, and conflicting national
laws make it difficult to determine which authority has the right to investigate and prosecute
offenders. Although nations have attempted to extend extra-territorial jurisdiction and
cooperate through treaties, significant gaps remain. For effective global cyber governance,
countries must adopt harmonised legal frameworks, streamline international cooperation, and
strengthen technological infrastructure. Only through collective global effort can the
jurisdictional challenges of cyber crime be adequately addressed, ensuring a safer digital

environment for individuals, businesses, and governments.
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