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ABSTRACT

The property rights that an author or developer of a new invention or
intangible asset is awarded are referred to as intellectual property rights. The
18th century saw the development of the idea of intellectual property, and in
1790, the first federal law pertaining to patents was approved. The legal
protection afforded to those who have developed something novel or unique
that can be physically copied or transmitted is known as intellectual property
rights. Although the exact definition of intellectual property rights differs
from nation to nation, in principle, any kind of expression that is covered by
patent and copyright laws is protected as intellectual property (see section
20(1) (b) of the Copyright Act 1957)3.

E-commerce is more likely than other business models to include the selling
of products and services that rely on intellectual property and its licensing.
Software, designs, training materials, systems, and other items can be traded
through e-commerce, with intellectual property (IP) acting as the primary
source of value. Because valuable goods traded online need to be protected
by IP laws and technological security measures, or else entire businesses run
the risk of being destroyed by piracy or theft. This essay examines the
categories of intellectual property, its history, and its use in e-commerce.
Since no specific person owns any creative work, including language, music,
software code, graphic design, etc., the protection for it cannot be taken
away.

Keywords: Intellectual Property Rights, E-commerce, Digital age, Legal
protection.

! Advocate Jammu and Kashmir High Court
2 Advocate Jammu and Kashmir High Court
3 Copyright Act, 1957
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1. INTRODUCTION

Exclusive rights relating to creative works are referred to as intellectual property (IP). IP law
can protect intangible assets such as inventions, creative and literary works, designs, words,
symbols, and pictures. A variety of intellectual property rights, such as patents, trademarks,
designs, and copyright, enable this protection. These rights enable the owners to make money

or become well-known for their creations or innovations.

Online business transactions are known as electronic commerce, or simply e-commerce. These
might include launching and operating a business, trading goods and services, or both, mostly
online. Examples could include e-commerce sites such as Amazon, Swiggy, Zomato, and
others.Selling products or services based on licensed intellectual property is a common aspect
of e-commerce. In the realm of digital commodities, e-commerce platforms facilitate the
transfer of a wide range of intellectual property, including music, images, graphics, software,
content, and many more. In each of these cases, IPR is crucial since it's vital to protect the value
of the goods. The protection is provided by means of instruments such as technological security

measures and intellectual property regulations.

RESEARCH METHODOLOGY

Information was gathered from easily accessible secondary sources in order to accomplish the
aforementioned goals. In addition to countless periodicals and articles, a variety of reports,
research papers, and case studies about the function of intellectual property rights were cited.
The writers were able to frame the concept of intellectual property rights and its importance
for e-commerce with the aid of a thorough review of a variety of literature. The nature of this
research article is both conceptual and descriptive. It is conceptual in that it looks at the
literature review of earlier studies carried out in these disciplines, and descriptive in that it

attempts to identify different aspects of study objectives.

2. EVOLUTION OF INTELLECTUAL PROPERTY RIGHT

An outline of intellectual property rights' evolution from conventional forms of protection to
modern digital contexts is given in this section. It explores the origins of trade secrets, patents,

trademarks, and copyright, emphasizing their applicability in the digital era.
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Beginning with ancient civilizations, the development of intellectual property rights (IPRs) has
been an intriguing journey that has continued to change in response to shifting societal demands
and technological breakthroughs. This section explores the evolution of IPRs over time,
highlighting significant turning points and paradigm changes that have influenced the state of

intellectual property protection today.

Since artisans and craftsmen were given restricted monopolies over their products in ancient
civilizations like Ancient Greece and Rome, the idea of intellectual property has existed.
However, the necessity for codified methods of intellectual property protection did not become
evident until the printing press emerged in the 15th century. Governments established
legislation to control the printing business and safeguard the rights of publishers and authors
as a result of the printing press's extensive replication and distribution of literary works. During
the Industrial Revolution of the 18th and 19th centuries, when advancements in manufacturing
techniques and machinery drove previously unheard-of levels of economic expansion and
scientific advancement, the contemporary system of intellectual property rights started to take
shape. The first copyright law in history, the Statute of Anne, was approved by the British
Parliament in 1710 and gave authors temporary exclusivity over their literary creations. This
established the foundation for further advancements in intellectual property law and signalled
the start of codified copyright protection. Patent laws were created in the 19th century with the
intention of safeguarding innovations and encouraging creativity. In order to provide
innovators the sole right to their inventions for a predetermined amount of time, nations all
over the world started setting up patent offices and passing laws. In the meantime, trademarks
were well-known as unique markers that set one trader's goods and services apart from another,
which prompted the creation of trademark registration systems to safeguard consumer interests

and stop unfair competition.

Further developments in intellectual property law occurred in the 20th century as a result of
technical breakthroughs including the introduction of radio, television, and the internet. Sound
recordings, movies, and computer programs are examples of new forms of creative expression
that are now covered by copyright rules. To account for innovations in industries like software,
biotechnology, and pharmaceuticals, patent laws were revised. Furthermore, to standardize
intellectual property norms and promote cross-border trade, international treaties and
agreements were created, such as the Berne Convention and the Agreement on Trade-Related

Aspects of Intellectual Property Rights (TRIPS). Intellectual property rights face previously
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unheard-of opportunities and difficulties in the twenty-first century's digital age. Traditional
ideas of copyright, patent, and trademark law are facing new difficulties as a result of the
transformation in the creation, distribution, and consumption of information brought about by
the widespread use of digital technology. For rights holders, legislators, and society at large,
issues like digital counterfeiting, online piracy, and the unlawful use of intellectual property in

virtual environments have become urgent problems.

The growth of intellectual property rights is uninterrupted as we traverse the complexity of the
digital age, propelled by changes in consumer behaviour, cultural norms, and technological
advancements. Adapting current legal frameworks and procedures to the particular difficulties
presented by the digital revolution while upholding the core tenets of intellectual property
protection is a challenge for stakeholders, legal scholars, and policymakers.

We can make sure that intellectual property rights continue to be a pillar of innovation,
creativity, and economic advancement in the digital age and beyond by fostering constant

communication, cooperation, and inventiveness.

3. SIGNIFICANCE OF IPR IN E-COMMERCE

One of the most valuable aspects of e-commerce is intellectual property rights. Intellectual
property rights, or IPRs, are the rights that give a company the ability to use its invention to
outperform its rivals in the market and earn financial gains. Because most people don't
comprehend it and because its links to e-commerce aren't very clear, it is frequently overlooked
despite its enormous worth. In any case, e-commerce and intellectual property are completely

interconnected.

Understanding the function of intellectual property in e-commerce is more crucial than ever
due to the internet's ongoing technical advancements. IPR in e-commerce can be applied in

four different ways:

e Protecting a company's business interests; intellectual property laws protect a
company's and its entities' commercial interests, usually from unfair competition.
Several IPR infractions may arise from a lack of IP rules and practices, particularly in
current digital economy. Because of this, anything from software to designs and music

can be stolen, copied, and shared globally, and the creators of these original works may
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not receive credit for them. However, businesses can protect their rights by adhering to

IPR regulations in e-commerce.

e Protecting vital elements in e-commerce; intellectual property law also aids in
safeguarding a company's vital digital and technical assets. These could include
semiconductors, software, designs, networks, routers, and more. These elements are all
distinct types of intellectual property that need to be protected in order for the internet

to operate properly. In light of this, IPR in e-commerce also protects crucial elements.

e Safeguarding patent portfolios and trademarks; the foundation of all internet and e-
commerce enterprises is usually product and patent licensing. Since a product requires
multiple technologies, the majority of internet businesses opt to share their technologies
through license agreements or outsource the creation of a few components. In essence,
the agreement lays out terms and circumstances for the protection of patents, portfolios

and trademarks

The majority of businesses worldwide view their intellectual property as a considerably more
valuable asset than whatever material possessions they may have. This is due to the fact that
intellectual property laws shield businesses from unfair competition and prevent them from
revealing their trade secrets. The modern digital economy is where the role of IPR in e-
commerce is most evident. The existence of procedures and laws that control how intellectual
property laws operate has promoted new inventions while simultaneously safeguarding the
creator's labour of love. The law forbids people from stealing intellectual property and
exploiting it for their own financial gain without compensating the inventor for their labour

and innovation.

Because of continuous improvements in the technological infrastructure of the internet, it is
now more important than ever to comprehend the role of intellectual property in e-commerce.

There are four ways that IPR can be applied in e-commerce:

e Protecting business's commercial interests

The commercial interests of a firm and its entities are essentially shielded from unfair
competition by intellectual property regulations. IPR violations can result from a lack of IP

policies and procedures, especially in current digital economy. Software, designs, and music
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might all be stolen, duplicated, and shared globally as a result, and the original authors might
not receive credit for their creations. However, the laws controlling IPR in e-commerce allow

enterprises to safeguard their rights.

e Preserving essential elements

In e-commerce, intellectual property law protects a company's essential digital and technical
assets. Networks, routers, plans, apps, CPUs, and other devices may be among them. All of
these components are unique forms of intellectual property that must be safeguarded for the
internet to function correctly. In light of this, IPR in e-commerce also safeguards important

components.

e Protecting products and securing patents

The standard basis for all online and e-commerce businesses is patent and product licensing.
Because it takes several distinct technologies to create a single product, most internet
enterprises choose to share their technologies through license agreements or outsource the
manufacture of a few components. The agreement is essentially a collection of IPR protection

laws and regulations.

e Maintaining Trademark and Patent Assets

Intellectual property is the most valuable resource for a business in the e-commerce sector. The
value of a business is increased by the portfolio of patents and trademarks they typically own.

IPR regulations so safeguard these trademarks, portfolios, and patents in e-commerce.

IPR in e-commerce and retail refers to purchasing and selling goods via websites and physical
stores, respectively. As a result, owners of retail and e-commerce businesses must safeguard a
variety of intellectual property types. IPR in e-commerce covers the following aspects under

different models and legislation.

e Search engines, e-commerce platforms, and other vital online resources are covered by

utility models and patents.

e Depending on the nation's IPR regulations, certain software, such as the text-based

HTML code used by websites, is protected by either the Copyrights Act or the Patent
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Law.

e The Copyright Law also protects an e-commerce website's entire design.

e Every piece of content found on the website, including written articles, videos, images,

and graphics, is protected by copyright laws.

e Businesses can use copyright laws or country-specific database legislation to safeguard

their databases under e-commerce in [PR.

e Companies can use the Trademark Law to protect their brand names, product names,
logos, domain names, and other such distinguishing marks that are displayed on their

websites in relation to both retail and e-commerce IPR.

e Under their nation's applicable Industrial Design Law, businesses are also allowed to
protect their computer-generated displays, graphic signals, webpages, and graphical

user interfaces.

e Confidential images, object and source codes, algorithms and programs, technical
descriptions, logic and data flow charts, user manuals, data structures, and database
contents are just a few of the hidden elements that are often found on websites and are

protected by a variety of trade secret laws.

Intellectual property laws are unquestionably necessary for the equitable and moral observance
of digital practices and activities, particularly in a sector as varied and dynamic as retail and e-
commerce. Businesses that use online platforms are protected by IPR in e-commerce. Since
the internet retail industry is expanding at an exponential rate, businesses can protect and
sustain their confidential trade operations with the aid of intellectual property rights. In e-
commerce, intellectual property rights also give IPR owners the right to a portion of the
business's earnings. Therefore, it should be claimed that IPR in e-commerce safeguards e-
commerce-related activity. However, the success percentage is solely dependent on how IP

rights are actually implemented.

4. CHALLENGES OF PROTECTING IPR IN DIGITAL AGE

Piracy and copyright infringement have increased as a result of the ease with which protected
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works can now be copied and shared thanks to the development of digital technologies. Since
publishing a digital copy online for an infinite number of downloads and sharing, policing and
tracking the distribution and usage of protected works has grown complex in the digital age.
Because duplicating and distributing works is so easy in the digital age, establishing ownership
of protected content can be challenging. Furthermore, because digital material can be
transferred across borders and governments, it is difficult to enforce copyright laws in the

modern era.

e Digital Piracy: Unauthorized copyrighted material is still widely reproduced and
distributed. Effective enforcement is hampered by sophisticated evasion strategies and

anonymity in online places.

e Technological Innovation Overtaking Enforcement: Rapid advancements in
technology frequently outpace the creation of enforcement plans, leaving intellectual

property rights vulnerable to new dangers.

e The global nature of the digital economy makes cross-border enforcement efforts
difficult due to jurisdictional difficulties. International protection efforts are made more

challenging by a variety of legal frameworks and the lack of a common strategy.

e Interest Balancing: Striking a balance between the demands of digital platforms,
creators, and consumers is a difficult task. It is essential to look for a compromise that

protects intellectual property without impeding access and creativity.

¢ Resolving Intellectual Property Issues: The changing digital environment has made
it more difficult than ever to enforce intellectual property rights, calling for creative

ways to safeguard the interests of both companies and artists.

Through content identification and protection, work access control, work integrity
preservation, and access payment, Digital Rights Management (DRM) technologies—also
referred to as Electronic Rights Management Systems—ensure copyright protection. By using
safeguards like user IDs, passwords, and licensing agreements, DRM solutions stop
unauthorized users from accessing the content. Technical Protection Measures (TPM), which
allow publishing organizations to secure and prevent unauthorized use of music, text, and

video, are another way to protect digital property. DRM technology is crucial when authors

Page: 1621



Indian Journal of Law and Legal Research Volume VII Issue I | ISSN: 2582-8878

want to charge for the usage of their writing.

TPM and DRM technologies are being used more and more to sell and distribute material

online.

e Cryptography: The oldest method of guaranteeing the security and privacy of data
over networks, cryptography is encrypting data so that only the authorized user may
decrypt it and render it unreadable or incomprehensible. Nevertheless, cryptography
offers no protection once the work has been decrypted; it only protects it while it is

being transmitted or distributed.

e Digital Watermark Technology: A digital watermark is a digital signal or pattern that
is added to a digital document. It works similarly to the on-screen logos that TV
networks employ. Along with a unique identity that helps identify the work, it may also
contain details about the sender, recipient, ownership, or copyright authorization. A
detector decoder, embedder, and watermark generator make up the system. Legal users
can utilize pre-set techniques to get rid of these watermarks. Watermarking technology

is widely used to protect multimedia content.

e Technology for Digital Signatures: Digital signatures include the sender's and/or
recipient's identity, the date, the time, and any special code that can be appended to
digital goods. This binds and digitally identifies a software package for delivery to a
designated client. Digitally signed fingerprints guard against unauthorized duplication

and guarantee the authenticity of documents.

¢ Electronic marking: This method automatically creates a distinct mark that is attached
to every copy of a document. When documents are printed, copied, or faxed, it is

utilized to safeguard copyright and in electronic publication.

e Operating System Security capabilities: To safeguard files and data, operating
systems such as Windows 2000 Professional, Windows 2000 Server, and MS-SQL

Server contain special security and integrity capabilities.
5. INDIA'S PREVALENT LAWS GOVERNING E-COMMERCE
IPR is applied in India in accordance with laws protecting patents, copyrights, and trademarks
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for transactions involving the purchase and sale of goods in both brick-and-mortar and online

marketplaces. These also apply to the e-commerce industry under the following laws:

Even in the e-commerce industry, the rules established by the IPR in the area of company
maintenance are applicable. According to the rules and laws of the Patents Act, Copyright Act,
Trademark Act, Industrial Design Act, and Trade Secret under Contract Laws, the Indian IP
law business must take into account establishing specifications in this regard. It appears that e-
commerce is currently supported by Indian IPR legislation. However, it is always appropriate
to engage the professionally acknowledged IPR firms in Ahmedabad, Gujarat, India, to protect
and prevent IPR infringement by your e-commerce business. The appropriate advice can help
your e-commerce firm expand because India is renowned for upholding business regulations

in the global marketplace.

e Regulations for Consumer Protection (E-Commerce Law), 2020: In order to prevent
unfair business practices in e-commerce, safeguard consumers' interests, guarantee the
transparency of e-commerce platforms, and reinforce the laws governing them, these
regulations have been notified in compliance with the Consumer Protection Act of

2019.

e Information Technology Act, 2000: Section 79 of the IT Act, 2000, contains
provisions relating to intermediary liability. It states that an intermediary will not be
held accountable for any third-party information that is made available or hosted by
them, so long as their role is restricted to granting access and they did not initiate,
choose, or alter the transmission. The Central government has announced the
Information Technology (Intermediary Guidelines and Digital Media Ethics Code)
Rules, 2021, which outline the due diligence that an intermediary must adhere to in

addition to the criteria already established in the IT Act.

e [P Laws: The Indian Copyrights Act 1957, the Patents Act 1970, and the Trademarks
Act 1999 provide a number of remedies for any infringement of registered or

unregistered intellectual property on e-commerce platforms in India.

6. CONCLUSION

It is evident that without intellectual property rights, fair compliance with actions and practices
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is impossible in the dynamic and diverse world of e-commerce and online firms. As technology
advances at an exponential rate, intellectual property rights help to protect and maintain the
confidentiality of business transactions while providing the owners of these rights with a
legitimate share of the benefits. As a result, it would be correct to say that IP rights protect e-
commerce, the viability of which depends solely on the implementation of robust IP rights
regulations. Unquestionably, the fair and moral compliance of digital operations and practices
depends on intellectual property rules, especially in a field as dynamic and varied as retail and
e-commerce. As the online retail industry grows rapidly, intellectual property rights (IPR) in e-
commerce help firms defend their usage of online platforms as well as maintain and safeguard
their secret business activities. IP rights in e-commerce allow IPR owners to receive a share of
the company's profits. Therefore, it should be mentioned that while intellectual property rights
(IPR) in e-commerce protect e-commerce operations, the success rate is entirely dependent on

how well IP rights are used in practice.

Intellectual property rights enable businesses to safeguard and keep an eye on their trade
activities, particularly in order to retain confidentiality, as the expansion of internet commerce
continues. In e-commerce, intellectual property rights also give IPR owners the right to a
portion of the business's earnings. The successful implementation of e-commerce in the public
domain will be made possible by the adoption of intellectual property rights, which will
concentrate on aspects that are unique and inaccessible to others. Stronger use of intellectual
property is brought about by legal protection of intellectual property rights. This helps with
licensing, contracting, outsourcing, and developing new ideas, all of which improve sales and
e-commerce by adding features that rival businesses cannot offer. This promotes healthy
competition in the online space and generates revenue for the legitimate proprietors of
intellectual property. As a result, while taking the required precautions to preserve intellectual

property rights, intellectual property protects e-commerce and promotes economic fairness.
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