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ABSTRACT 

Human Civilazition has witnessed countless inventions from the ancient age. 

We humans have evolved and developed sustanially with these fascinating 

inventions and discoveries. Our lifestyle has improved and changed to a far 

extent as we have developed ourselves more from using our mental strength 

than our physical strength. One such invention that has not only changed the 

way we thing but also the way we live is Internet. Mankind always needs 

certain rules and regulation to safeguard the interest of community and for 

the purpose of maintaince of peace. These rules or should I say laws have 

evolved with time. Scholars have said Law changes with the everchanging 

needs of the society. Society is dynamic and law should also be to satisfy and 

achieve its objective. Internet as an invention have spread is so rapid that it 

will not be wrong to say that it is the Big Bang of Technological world. 

Internet has its reach everywhere, it has becomes all the more important to 

have certain regulations that’s something which one set of experts believe in. 

On the other hand certain group of experts believe that in order to determine 

the power to regulate cyberspace everywhere Government needs to have 

Authority and it shall be critically evaluated that whether certain regulation 

is rightfull and not ultra vires. The Author in this paper tries to explain 

various theories and viewpoints that are associated with the soverignity of 

Cyber Space and theories associated with the same.                                 
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Introduction: 

In this paper Author tries to tell that in the new upcoming era of cyberspace. Do the regulations 

in the field of cyberspace help government win the race of sovereignty over this field? Author 

first exhaustively tries to talk about and what this new space is? how this becomes very 

important for the government to regulate it. The debate that is actually opened over this field 

is can the government act as if its own space and exercise the sovereign power and functions. 

We all know that the area that comes in cyber space is borderless but the implications on the 

space also effect the people of any nation. 

When this particular I should say communication, medium expanded no one would have 

thought that this would become so wide and huge. With the advent of technology and thanks 

to trick of innovation mankind has got one of the essential tools in our lifestyle that’s the 

internet. In rapid advancement of technology, we were able to achieve many great things our 

lifestyle revolutionized to far extend.   It helped us to make our lives easy but also this particular 

field has some negative elements as such. These shortcomings were very important to be 

regulated and controlled. This very purpose many nations formed rules and legislations to have 

a complete check over this domain. 

The author tries to answer this question that can a state have control over the before mentioned 

domain. Can the state exercise sovereign functions over this domain? The debate is also about 

how can rules made by one state can violate the sovereignty of another state.  Does the welfare 

of its masses give state a far stretched excuse to peek into the sovereignty of other state or even 

individual sovereignty? 

What is this “cyberspace”? 

This term “Cyberspace” was given by an American Canadian author for the very first time in 

his story1. 

Global computer technological based communications cut throughout the territorial borders in 

the world, thereby creating fresh chances for a new realm of human activity and undermining 

the feasibility and legitimacy of geographic boundaries dependent laws. Where by these 

electronic communications somehow create a havoc with geographic boundaries, a new 

boundary, composed of screens and passwords that tend to create a thin line of distinction 

between the virtual world from the “real world” of atoms, which is emergent as such. This 

 
1 William Ford Gibson, Neuromancer (1984). 
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aforementioned new domain comes to be known as “Cyber Space”. Cyber space also has its 

shortcomings in recent times crimes are done through this very medium. The state realised this 

and brought regulations continuously. Many scholars even predict that next wars will not be 

fought on sea, land or air but rather on Cyberspace. Not only individuals or institutions used 

this as a medium to cause troubles and have unwanted gains but in coming generations state 

are also going to use it for war.  Mankind will always be forced and dragged to live in world 

where crimes are such will be case in the cyberspace.2 

For many years it was a state of confusion in the mind of policy makers that how to have a 

legislation to control this vast and never-ending world of cyber world. The other problem in 

the mind of policy makers was also about the overlapping effect this world has. In simple 

worlds if there is social networking company in state “U” but the consumer base is spread all 

over the world can the policy makers have legislation for the consumers outside. Will this not 

be regarded as extraterritorial law? One another problem was regard to the personal sovereignty 

of the individual consumer? Can a law be made to check the personal information for the sake 

of national security?  

Cyberspace was in reality for about 90s the growth and advancement has been tremendous so 

much that law makers could not keep pace with the one misusing it.   

Regulation of cyberspace: 

Cyberspace is one such domain where we find that individuals are free from the control of 

sovereign that Austin talked about. The origin of this world somewhere lies in the idea where 

freedom is assured as it is promised to be.  Cyber space one such domain which is unavoidable 

and yet we find that it is not controllable to a far extent. No nation in this age of globalisation 

can ignore this field of cyberspace. Some authors were also of this opinion that cyberspace is 

one domain which in real sense has a potential to self-regulate it. My own view is that very 

“Town needs a sheriff”. The term Cyber-crime was for the very first time tossed by Sussman 

and Heuston in the year 1995.3 If there is a criminal, we definitely need a sheriff and authority 

has to been given to that sheriff. For the sake of giving authority First nation to make a 

legislation was Sweden4 and the second nation was USA in the year 1984 “Computer Fraud 

 
2 Fiddner, Dighton, & Phil Williams, (ed.). DEFINING A FRAMEWORK FOR DECISION-MAKING IN 

CYBERSPACE. Strategic Studies Institute, US Army War College, pp. 29–52, CYBERSPACE: MALEVOLENT 

ACTORS, CRIMINAL OPPORTUNITIES, AND STRATEGIC COMPETITION, (2016). 
3Schjølberg, Stein “The History of Cybercrime (1976-2016)”, (2017). 
4 Data Protection Act (No. 289 of 1973). (Sweden). 
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and Abuse Act”. India on the similar lines passed the information technology act5 in the year 

2000.  

Cyber-crimes in simple words are all those crimes where we find that either the tool is the 

computer (Network also) or the target. Cybercrime is the dark side of the cyber world. In 

information technology act 20006 the offences that have been given are as follows: 

1. Unauthorized aces of the computers and networks without permission 

2. Data Diddling in which the data is altered to some extend  

3. Attacks that are been done to system by virus and worms 

4. Information published which is obscene in the electronic form 

5. If there is a breach of privacy and confidentiality clause 

6. There is publication for the fraudulent purpose  

7. If there is misrepresentation  

8. Using the data of consumers for false acts  

 

Cyberspace and Hurdle of sovereignty: 

Sovereignty refers to dominant power or supreme authority one tends to have to control. Now 

in this part I try to talk about how states can actually exercise their sovereign functions in this 

new domain called cyberspace. In Austin theory of sovereignty that particular individual had 

controlled over the masses than only sanctions could be well imposed. The real question is than 

this can state have control over this cyber space. Nations in order to save the interest of their 

people have framed policies with regard to cyberspace as domain effect substantially the 

interest of common masses. China for example in order protect the data sovereignty has not 

allowed many western websites to function7. The most recent example was in India where GOI 

asked the social media giants to adhere to new IT norms in order to safeguard national security. 

The last example has always opened a new debate about the control of internet activities that 

in real sense originate in another nation is an illegitimate encroachment on that nation’s 

sovereignty. More radical thinkers and supporters of internet space were of the view that this 

domain is independent and it constitutes its own space so shall be kept away from regulations. 

 
5 Computer Fraud and Abuse Act of 1984, §§2864, 98th Cong. (1984). 
6 Information Technology Act, 2000 No 21 of 2000, Acts of Parliament, (2000) (India). 
7 Administrative Measures on Internet Information Services, 2000, Order No. 292 the State Council of China, 

2000 (China). 
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There is other set of commentators that say that the advent rise of this domain has taken the 

power and authority to regulate far away from the hands of state8.  

Hao yeli in his paper “A Three perspective theory of sovereignty”9 talked about three main 

players are present in this area which are state (Nation), The citizen and the international 

community. The interest of all these players have to been seen and a balance has to be 

maintained while framing rules for this domain. This concept of sovereignty plays a vital role 

in establishing the international rules of cyberspace.   

 In my next part how, the state tries to apply normatively to survey the authenticity of Internet 

guidelines. All the while, in any case, they subject their contentions to the indeterminacies of 

the suspicions that underlie every origination  

The realist Conception: This particular theory of conception originates from the realist theory 

of international politics. conception of sovereignty stems from the realist theory of international 

politics. The state according to this theory has full power to make rules in a way regulate over 

the given territory. When applied normatively, the pragmatist origination attests that a 

"sovereign" state has sole locale over its residents and interior issues. Any limitation of its 

selective ward inside its own region shows up as an ill-conceived "decrease of its power to the 

degree of the limitation."  

States expecting to direct the Internet, for the most part depend on pragmatist suspicions. These 

suspicions figure two of the most well-known standards for stating purview: First being the 

territoriality rule, furthermore the impacts rule. Under the territoriality standard, a state holds 

the power to direct the communication of data across its lines and accordingly initiating the 

utilization of that data by people inside the region. This rule underlies China's administrative 

drive to forestall "unfavourable data" from entering its region through the methods for Internet. 

Further, states are reliant upon the territoriality guideline to manage in-state equipment and 

programming utilized in Internet interchanges. This was in real sense applied by the state of 

Bavaria when it shut down CompuServe's Munich office after the service provider refused to 

shut down over two hundred Usenet newsgroups that contained pornographic content. 

States are inclined more towards the effects principle in applying their domestic laws to out- 

of-state Internet activity. For example, the Minnesota Attorney General has asserted 

 
8 Weiss, Linda. “Globalization and National Governance: Antinomy or Interdependence?” Review of 

International Studies, vol. 25, pp. 59–88. (1999).  
9Hao Yeli “A Three-Perspective Theory of Cyber Sovereignty” PRISM Volume 7, No 2 (2017). 
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jurisdiction over non-resident individuals who use the Internet to "cause a result to occur in 

Minnesota.10" The Attorney General's peremptory assertion of jurisdiction is emblematic about 

the realist view of regulatory power, because having a control over territory presumes the 

legitimacy of state actions being taken amidst that territory. Lastly, the states should not 

explicate the basis for their jurisdictional assertions.  

Notwithstanding the public authority's dependence on pragmatist rationale, the real idea of 

power neglects to give a standardizing premise to Internet guideline. To be sure, the pragmatist 

origination upholds a large number of the contentions against unofficial law of the Internet.  

During banters about the Internet Tax Freedom Act11, state and nearby governments much of 

the time contended that the Act was ill-conceived in light of the fact that it encroached their 

sway over business exchanges happening inside their purviews. Essentially, government 

authorities have depended on pragmatist presumptions the utilization of homegrown laws to 

Internet exercises out of the regard for states' jurisdictional cut off points.  

Of course, a large part of the grant supporting Internet self-guideline likewise centres around 

pragmatist rationale. In their notable article on the internet self-administration David Johnson 

and David Post help employ realist assumptions to reveal the illegitimacy of territorial 

regulation of the Internet. They began by articulating the realist premise that geography-based 

laws "make sense" when a government has "control over physical space, and the people and 

things located in that space" and when actions have a primary effect on persons and things 

within a single jurisdiction. The Internet, notwithstanding, subverts this framework in light of 

the fact that electronic action happens across various jurisdictional limits and in a structure that 

legislatures are unequipped for viably controlling. Johnson and Post12 note that the statement 

of purview by the U.S. over Internet-based exercises just establishes the framework for a 

contention that "some other sovereign can manage the exercises of U.S. organizations working 

in Cyberspace from an area genuinely inside the United States." 

Moreover, the impacts of online exercises are not under any condition attached to geographic 

areas; rather, they exist "all over, no place specifically, and just on the net." Consequently, "no 

 
10 State of Minnesota v. Granite Gate Resorts, Inc. dba On Ramp Internet Computer Services; and Kerry Rogers 

Court File No. C6-95-7227. 
11 Jeffrey M. Stupak, The Internet Tax Freedom Act: In Brief, Congressional Research Service Oct 5 2015. 
12  Johnson, David R., and David Post. “Law and Borders: The Rise of Law in Cyberspace.” Stanford Law Review, vol. 

48, no. 5,, pp. 1367–1402., (1996).  
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actual purview has a more convincing case than some other to subject these occasions solely 

to its laws. 

The individual or citizen as most important unit: This is termed as representational conception. 

It originates in traditional liberal ideology. Liberal theorist has quite often argued that to what 

extent the sovereign state represents the society as a whole, advocates of this very theory 

assume that a real sovereign state represents the general will of the masses. The assumption is 

also that the one state that in real manner honours human rights and the vary principle of 

democratic representation is the deserving one and has ergo be allowed to represent its masses 

on global level13. The law makers and officials have used this often as a ground to support 

internet regulations. Government policy on the spread of fake new can be an example. 

This particular conception also can be an argument for the state supported internet regulation. 

When government of India for example in the recent case where social media giants have to 

share information for the sake of national security. This particular legislation as the government 

says is for the betterment of masses but what about the masses who might not have privacy 

concern. How can government represent those masses? 

In similar terms a state populace may pursue such kind of works that may affect the masses in 

other state. Such activities may even desire regulation. So, this might question which state is 

more sovereign. The recent incident when India banned Chinese apps can be well related.  

Conclusion: 

The large number of struggles that can emerge due to the Internet proposes that request may 

require public consistency; simply by forcing uniform standards will passes judgment on 

realize how to determine clashes that emerge between networks. The exercises of the Internet, 

in any case, propose that "uncivilized" pluralism may have esteem that advocates of request 

oftentimes neglect. On the off chance that people separate their regulating orders as indicated 

by their regions, race, sex, or statements of faith, at that point an unregulated Internet may give 

an important resource in diminishing the social costs related with the authoritative impact of 

law. By and by, for those people who distinguish themselves fundamentally based on shared, 

nearby standards, either an unregulated Internet or broadly coordinated guidelines may involve 

other social expenses.  

 
13 Hildebrandt, Mireille. “EXTRATERRITORIAL JURISDICTION TO ENFORCE IN CYBERSPACE? 

BODIN, SCHMITT, GROTIUS IN CYBERSPACE.” The University of Toronto Law Journal, vol. 63, no. 2, pp. 

196–224. (2013) 
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Eventually, this origination of Internet guideline uncovers not the "appropriate response," yet 

the constant inquiry regarding how to adjust pluralism and request inside a regional state. The 

recent event in Indian domain that happened where Social media giants were asked to adhere 

to new Information Technology, rule 202114. Many Liberal thinkers were of the view the 

actions of the government will only endanger the personal sovereignty of its own population. 

These Liberals failed to accept this reality that this Government is the one responsible for 

welfare of its populations not those Social media giants abroad. If there is a dispute over such 

piece of legislations these giants who thinks themselves to be sovereign in the cyber space are 

no one to decide but we have our Hon’ble court to do so. There are areas in cyber space that 

are not at all regulated like the Crypto currency but there should be watchdog on very sphere 

after all it’s the interest of general public that’s at stake. In the end I want to sum up by just 

saying that no town can live peacefully without a sheriff in it. Ergo, regulations are inevitable 

in Todays, welfare state. 

 

 

 

 

 

 
14 Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules 2021. 
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