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ABSTRACT

The increasing adoption of digital technologies in modern workplaces has
transformed traditional methods of employee supervision, giving rise to
sophisticated workplace surveillance practices. Employers now utilize
various monitoring tools such as biometric attendance systems, closed-
circuit television (CCTV), GPS tracking, email monitoring, internet usage
analysis and artificial intelligence-based performance assessment
mechanisms to enhance productivity, ensure workplace security and manage
organizational risks. While these technologies offer operational advantages,
they simultaneously raise significant concerns regarding employee privacy,
dignity, autonomy and fundamental labour rights. The growing dependence
on digital monitoring has blurred the boundaries between legitimate
managerial control and intrusive surveillance, particularly in remote and
hybrid work environments. This study critically examines the legal and
labour law implications of workplace surveillance in India, focusing on the
balance between employers’ legitimate business interests and employees’
right to privacy. The constitutional protection of privacy under Article 21 of
the Constitution of India, the regulatory framework established by the
Information Technology Act, 2000 and the Digital Personal Data Protection
Act, 2023. It further explores emerging concerns relating to excessive
monitoring, data misuse, algorithmic decision-making, workplace
discrimination and psychological impacts on employees. Comparative
perspectives from international jurisdictions and labour standards are also
examined to identify best practices for regulating workplace surveillance.
The existing legal framework in India lacks comprehensive provisions
specifically addressing employee monitoring and workplace privacy. It
concludes that there is an urgent need for balanced legal reforms that ensure
transparency, proportionality, accountability and protection of employee
rights while enabling employers to maintain workplace efficiency and
security in an increasingly digitalized employment landscape.
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INTRODUCTION

The rapid advancement of digital technology has significantly transformed modern workplaces,
enabling employers to adopt sophisticated surveillance mechanisms to monitor employee
activities, performance, productivity and workplace conduct. Workplace surveillance, once
limited to physical supervision and attendance registers, has evolved into a technology-driven
system involving biometric authentication, closed-circuit television (CCTV), GPS tracking, email
monitoring, internet usage analysis, keystroke logging and artificial intelligence-based employee
assessment tools. These technologies are increasingly being utilized across various sectors to
enhance operational efficiency, safeguard organizational assets, prevent misconduct and ensure
compliance with internal policies. The widespread adoption of remote and hybrid work models
following the COVID-19 pandemic has further accelerated the use of digital monitoring tools,

allowing employers to oversee employees beyond traditional workplace boundaries.

While workplace surveillance serves legitimate business purposes, its growing scope has
generated significant concerns regarding employee privacy, dignity, autonomy and labour rights.
Continuous monitoring may create a culture of mistrust, psychological stress and fear among
employees, potentially affecting workplace morale and productivity. The collection, storage and
processing of employee data also raise critical questions relating to consent, proportionality, data
security and misuse of personal information. In India, the constitutional recognition of the right
to privacy as a fundamental right under Article 21 has strengthened the legal discourse
surrounding workplace monitoring and employee rights. Furthermore, legislative instruments
such as the Information Technology Act, 2000 and the Digital Personal Data Protection Act, 2023
have introduced important safeguards concerning data processing and privacy protection.
However, India still lacks a comprehensive legal framework specifically regulating workplace

surveillance and balancing employer interests with employee rights.

Against this backdrop, the present study examines the emerging labour law concerns arising from
workplace surveillance in India. It analyses the existing legal framework governing employee
monitoring, evaluates its implications for privacy and labour rights and explores comparative
international approaches. The study further highlights the need for clear legal standards that
ensure transparency, accountability and proportionality in workplace surveillance practices while
preserving employee dignity and organizational efficiency in an increasingly digitalized

employment environment.
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CONCEPTUAL FRAMEWORK OF WORKPLACE SURVEILLANCE

Workplace surveillance refers to the systematic monitoring of employees by employers through
physical, digital, or technological means for purposes such as performance evaluation, workplace
security, productivity enhancement and regulatory compliance. The increasing digitalization of
workplaces has transformed surveillance from traditional supervision into a sophisticated system
involving real-time data collection and behavioural analysis. Although employers possess a
legitimate interest in protecting organizational assets and ensuring efficient operations, excessive
surveillance may affect employee dignity, autonomy and privacy. Therefore, understanding the
conceptual foundations of workplace surveillance is essential for evaluating its legal and labour

law implications.

2.1 Meaning and Nature of Workplace Surveillance

Workplace surveillance encompasses all methods adopted by employers to observe, record, track,
or assess employee activities during the course of employment. It may be physical, such as CCTV
monitoring, or digital, including monitoring emails, internet usage and employee
communications. Modern surveillance practices increasingly rely on artificial intelligence and
data analytics to evaluate employee behaviour and productivity. The nature of workplace
surveillance is preventive, supervisory and managerial, however, it also creates concerns
regarding excessive intrusion into personal space and individual freedoms. In labour law, the

challenge lies in balancing organizational interests with employee rights and workplace dignity.

2.2 Evolution of Employee Monitoring Practices

Historically, employee monitoring was limited to direct supervision by managers, attendance
registers and physical inspections. During the industrial era, employers relied primarily on human
oversight to ensure discipline and productivity. The development of computers, internet
technologies and digital communication systems introduced new monitoring capabilities. In
recent years, remote work arrangements and technological advancements have accelerated the
use of digital surveillance tools capable of tracking employee performance in real time.
Contemporary monitoring practices extend beyond workplace premises and may continue
through mobile devices and online platforms, significantly expanding employer control over

employee activities.
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2.3 Types of Workplace Surveillance

1.

CCTV Monitoring: Closed-Circuit Television (CCTV) systems are among the most
common forms of workplace surveillance. Employers install cameras to prevent theft, ensure
workplace safety and monitor employee conduct. While CCTV monitoring may serve
legitimate security purposes, continuous observation can affect employee comfort and create
concerns regarding personal privacy, particularly when cameras are installed in sensitive

arcas.

Biometric Attendance Systems: Biometric technologies such as fingerprint scanners, facial
recognition systems and iris scans are increasingly used to record employee attendance. These
systems enhance accuracy and reduce attendance fraud. However, biometric data constitutes
sensitive personal information and improper collection or storage may expose employees to

privacy risks and identity-related concerns.

GPS Tracking: Employers frequently use Global Positioning System (GPS) technology to
monitor employees engaged in fieldwork, transportation, logistics and delivery services. GPS
tracking enables real-time location monitoring and route management. While useful for
operational efficiency, continuous location tracking may intrude into employees’ personal

lives, particularly when monitoring extends beyond working hours.

Email and Internet Monitoring: Organizations often monitor official emails, internet usage
and digital communications to prevent data leaks, maintain cybersecurity and ensure
compliance with workplace policies. Such monitoring helps detect misconduct and
unauthorized activities. Nevertheless, excessive scrutiny of employee communications may

interfere with confidentiality and raise concerns regarding personal privacy in the workplace.

Al-Based Employee Monitoring: Artificial intelligence has introduced advanced forms of
workplace surveillance capable of analysing employee productivity, behavioural patterns,
communication styles and work performance. Al-powered systems can generate performance
scores, identify perceived inefficiencies and automate managerial decisions. Although these
technologies improve efficiency, they may also create risks of algorithmic bias, lack of

transparency and unfair treatment of employees.
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2.4 Objectives of Workplace Surveillance

Employers adopt workplace surveillance for several legitimate purposes. The primary objective
is to enhance productivity by monitoring employee performance and ensuring efficient utilization
of working hours. Surveillance also helps maintain workplace discipline, protect confidential
business information, prevent fraud, ensure cybersecurity and safeguard organizational property.
In sectors involving public safety or financial transactions, monitoring serves an important
regulatory and compliance function. However, surveillance measures must remain proportionate

to their objectives and should not result in unnecessary interference with employee rights.
2.5 Concept of Employee Privacy

Employee privacy refers to an individual’s right to maintain personal autonomy, dignity and
control over personal information within the employment relationship. Although employees are
subject to reasonable supervision during working hours, they do not completely surrender their
privacy rights upon entering employment. In India, privacy has been recognized as a fundamental
right under Article 21 of the Constitution!. The Supreme Court in R. Rajagopal v. State of Tamil
Nadu? acknowledged the importance of protecting individual privacy against unauthorized
intrusion. Further, the Digital Personal Data Protection Act, 2023 establishes principles relating
to lawful data processing, consent, purpose limitation and protection of personal information.
Similarly, the Information Technology Act, 2000 contains provisions relating to data security
and electronic information. These legal developments reinforce the principle that workplace
surveillance must be conducted in a manner that respects employee privacy while allowing

employers to pursue legitimate organizational objectives.
LEGAL FRAMEWORK GOVERNING WORKPLACE SURVEILLANCE IN INDIA

The increasing use of workplace surveillance technologies has created a complex legal landscape
involving constitutional rights, data protection laws, information technology regulations and
labour welfare principles. Employers have legitimate interests in ensuring workplace discipline,
security, productivity and protection of confidential information. However, these interests must
be balanced against employees’ fundamental rights to privacy, dignity and personal autonomy.

India does not currently have a single comprehensive legislation exclusively regulating workplace

! Article 21 of the Constitution https://share.google/lOqUN4NoIXVZwoRfX
2 R. Rajagopal v. State of Tamil Nadu (1994) 6 SCC 632
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surveillance. Instead, the legal framework is derived from constitutional provisions, statutory
enactments such as the Information Technology Act, 2000 and the Digital Personal Data
Protection Act, 2023, as well as labour welfare principles recognized by courts. Together, these
legal instruments seek to establish a balance between organizational control and employee rights

in an increasingly digital work environment.
3.1 Constitutional Protection of Privacy
Article 21 of the Constitution

The constitutional foundation for employee privacy in India is found in Article 21 of the
Constitution, which guarantees that no person shall be deprived of life or personal liberty except
according to procedure established by law. Over the years, judicial interpretation has expanded
the scope of Article 21 beyond mere physical existence to include various aspects of human

dignity, autonomy and privacy.

A landmark development occurred in Justice K.S. Puttaswamy (Retd.) v. Union of India?,
where a nine-judge Bench of the Supreme Court unanimously recognized the right to privacy as
a fundamental right protected under Article 21. The Court held that privacy is intrinsic to
individual dignity, liberty and personal autonomy. This judgment has profound implications for
workplace surveillance because employees do not lose their constitutional rights merely by
entering into a contract of employment. The Court further emphasized that any intrusion into
privacy must satisfy the requirements of legality, necessity, proportionality and procedural
safeguards. Therefore, workplace monitoring measures must be reasonable and proportionate to

legitimate organizational objectives.
3.2 Right to Privacy and Employee Rights

The right to privacy extends into the employment relationship and protects employees against
arbitrary or excessive monitoring. Although employers may supervise workplace activities, such
supervision cannot amount to unrestricted surveillance. Employees retain legitimate expectations

of privacy concerning personal communications, sensitive information and personal data.

In People’s Union for Civil Liberties v. Union of India*, the Supreme Court recognized that

3 Justice K.S. Puttaswamy (Retd.) v. Union of India (2017) 10 SCC 1
4 People’s Union for Civil Liberties v. Union of India (1997) 1 SCC 301
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unauthorized interception of communications constitutes an invasion of privacy unless carried
out according to established legal procedures. Though the case concerned telephone tapping, its
principles are equally relevant to workplace email monitoring and digital communication

surveillance.

Employee privacy rights are closely connected to dignity, autonomy and freedom from arbitrary
interference. Modern monitoring technologies capable of tracking employee movements,
communications and behaviour must therefore operate within constitutional limitations.
Employers must ensure transparency regarding surveillance practices and avoid intrusive

methods that disproportionately affect employees' rights.
3.3 Information Technology Act, 2000

The Information Technology Act, 2000 provides the primary statutory framework governing
electronic information, cybersecurity and protection of digital data in India. While the Act does
not specifically regulate workplace surveillance, several provisions become relevant when

employers collect, process and store employee information.
Data Protection Provisions

Section 43 A of the Information Technology Act® imposes liability on body corporates that fail to
implement reasonable security practices and thereby cause wrongful loss through unauthorized
access or misuse of sensitive personal data. Organizations collecting employee information must
therefore adopt appropriate safeguards to protect such data. The Information Technology
(Reasonable Security Practices and Procedures and Sensitive Personal Data or Information)
Rules, 2011 further require organizations to establish privacy policies and maintain security
measures for sensitive personal information, including biometric data frequently used in
workplace attendance systems. These provisions impose responsibilities on employers to ensure

lawful handling of employee information and prevent unauthorized disclosure.
Cyber Security Obligations

The Act also establishes cybersecurity obligations aimed at protecting digital infrastructure and

electronic records. Sections 66 and 72 address unauthorized access, hacking and breach of

5 Section 43A of the Information Technology Act https://share.google/2HfVIMLXsooBjjldx

Page: 5200



Indian Journal of Law and Legal Research Volume VIII Issue III | ISSN: 2582-8878

confidentiality. Employers who collect employee data through surveillance systems must
implement adequate cybersecurity measures to prevent data breaches and misuse. As workplace
surveillance increasingly relies on digital platforms and cloud-based technologies, cybersecurity

compliance has become an essential aspect of lawful employee monitoring.

3.4 Digital Personal Data Protection Act, 2023

The Digital Personal Data Protection Act, 2023 represents a significant advancement in India’s
privacy and data protection framework. The legislation governs the processing of digital personal

data and establishes rights for individuals whose data is collected and processed.

Under the Act, employers functioning as Data Fiduciaries must process employee data for lawful
purposes and adopt appropriate safeguards against unauthorized access or misuse. The legislation
emphasizes principles such as consent, purpose limitation, data minimization, accuracy and

accountability.

Employees are granted rights relating to access, correction and grievance redressal concerning
their personal data. Consequently, organizations using surveillance technologies must clearly
inform employees regarding the nature of data being collected, the purpose of collection and the
manner in which such information will be processed. The Act significantly strengthens employee
privacy protections in modern workplaces where large volumes of personal data are routinely

collected through monitoring technologies.

3.5 Labour Law Perspective on Employee Dignity and Welfare

Indian labour law has traditionally emphasized worker welfare, dignity and humane working
conditions. Although existing labour statutes do not specifically regulate workplace surveillance,

their underlying principles provide important safeguards against intrusive monitoring practices.

The Occupational Safety, Health and Working Conditions Code, 2020 seeks to ensure safe
and healthy working environments for employees. Workplace practices that create psychological
stress, excessive pressure, or hostile working conditions may conflict with the objectives of labour

welfare legislation.

Similarly, the Code on Social Security, 2020 reflects the broader constitutional commitment

toward protecting workers’ dignity and welfare. Labour law principles require employers to treat
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employees fairly and maintain working conditions consistent with human dignity. Excessive
surveillance that creates fear, anxiety, or constant psychological pressure may undermine these
objectives. Therefore, labour law increasingly recognizes that employee well-being includes not

only physical safety but also mental and emotional welfare within the workplace.

3.6 Employer’s Duty to Maintain Workplace Security

Employers have a legal and ethical responsibility to maintain workplace security, protect
organizational assets, ensure employee safety and prevent misconduct. Surveillance technologies
often assist in achieving these objectives by deterring theft, fraud, workplace violence and

cybersecurity threats.

The duty to maintain workplace security is particularly important in sectors handling sensitive
information, financial transactions, or critical infrastructure. Monitoring systems may therefore
be justified where they serve legitimate business purposes and are proportionate to identified

risks.

However, this duty must be balanced against employees’ privacy interests. Surveillance measures
should be transparent, necessary and limited to legitimate objectives. Employers should adopt
internal policies specifying the scope, purpose and duration of monitoring activities and should

avoid unnecessary intrusion into personal matters.

A Dbalanced approach ensures that workplace security objectives are achieved without
compromising the fundamental rights and dignity of employees. As technology continues to
evolve, developing clear legal standards governing workplace surveillance will become

increasingly important for maintaining this balance.

4. LABOUR LAW CONCERNS ARISING FROM WORKPLACE SURVEILLANCE

The increasing reliance on workplace surveillance technologies has generated significant labour
law concerns relating to employee rights, dignity, privacy and workplace welfare. While
employers often justify surveillance as a tool for improving productivity, ensuring security and
monitoring performance, excessive or unregulated monitoring can adversely affect employees'
fundamental rights and create an imbalance within the employment relationship. The growth of
digital workplaces, remote work arrangements, artificial intelligence-based monitoring systems

and data-driven management practices has further intensified concerns regarding the extent to
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which employers may legitimately observe employee activities. From a labour law perspective,
workplace surveillance must be assessed not only in terms of organizational efficiency but also

in relation to employee autonomy, mental well-being, equality and fair working conditions.

4.1 Excessive Monitoring and Employee Autonomy

Employee autonomy refers to the ability of workers to exercise independent judgment, discretion
and control over their work activities without unnecessary interference. Excessive workplace
surveillance can undermine this autonomy by creating an environment where employees feel
constantly observed and evaluated. Technologies such as keystroke monitoring, screen recording,
real-time productivity tracking and behavioural analytics may result in employees modifying

their behaviour due to fear of scrutiny rather than genuine professional responsibility.

Labour law principles emphasize the importance of maintaining a balance between managerial
control and employee independence. Constant monitoring may transform the workplace into a
highly restrictive environment, reducing employee trust and professional discretion. Such

practices can also discourage creativity, innovation and open communication among workers.

The constitutional guarantee of personal liberty under Article 21 of the Constitution supports the
principle that workplace control should not extend to excessive intrusion into individual
autonomy. Therefore, surveillance measures must remain proportionate and necessary for

legitimate organizational purposes.

4.2 Impact on Dignity and Mental Well-being

Workplace dignity constitutes an essential component of labour welfare and human rights
protection. Employees are entitled to be treated with respect and fairness regardless of
organizational hierarchies. Excessive surveillance can negatively affect dignity by creating

feelings of mistrust, anxiety and psychological pressure.

Continuous monitoring often generates stress because employees may perceive that every action,
communication, or mistake is being recorded and evaluated. Such conditions can contribute to
mental fatigue, workplace burnout, reduced job satisfaction and emotional distress. In remote
work settings, employees may experience additional pressure due to the extension of monitoring

practices into personal living spaces.
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In Consumer Education and Research Centre v. Union of India®, the Supreme Court
recognized that the right to health forms an integral part of Article 21. This interpretation extends
beyond physical health and supports the protection of employees' mental and emotional well-
being. Labour welfare legislation such as the Occupational Safety, Health and Working
Conditions Code, 2020 also reflects the broader objective of ensuring safe and humane working
conditions. Consequently, workplace surveillance practices should not compromise employees'

psychological welfare.
4.3 Surveillance During Remote and Hybrid Work

The widespread adoption of remote and hybrid work models has significantly expanded the scope
of workplace surveillance. Employers increasingly utilize software capable of tracking
attendance, recording screen activity, monitoring communication platforms and measuring
productivity in real time. While such tools may assist in workforce management, they raise unique

privacy and labour law concerns because monitoring often extends into employees' homes.

Unlike traditional workplaces, remote work blurs the distinction between professional and
personal spaces. Continuous digital monitoring may intrude upon family life, personal
communications and non-work-related activities. Employees may also face expectations of
constant availability, leading to increased stress and erosion of work-life balance. Labour law
principles concerning reasonable working conditions and employee welfare require employers to
adopt surveillance practices that respect personal boundaries. Monitoring should be limited to
legitimate work-related purposes and should not interfere with employees' private lives beyond

what is necessary for organizational functioning.
4.4 Data Collection and Misuse of Employee Information

Modern surveillance systems collect vast amounts of employee data, including biometric
information, location data, communication records, internet usage patterns and performance
metrics. While such information may assist employers in managing operations, its collection and
storage create significant risks relating to privacy and misuse. The Digital Personal Data
Protection Act, 2023 establishes important safeguards governing the processing of personal data.

Employers functioning as Data Fiduciaries are required to process data lawfully, transparently

¢ Consumer Education and Research Centre v. Union of India (1995) 3 SCC 42
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and for specified purposes. Similarly, Section 43A of the Information Technology Act, 20007
imposes obligations regarding the protection of sensitive personal data and reasonable security
practices. The misuse, unauthorized disclosure, or excessive retention of employee information
can result in serious privacy violations. Employees often possess limited control over how their
personal data is processed, making strong legal safeguards essential. Organizations must
therefore implement strict data protection measures, maintain confidentiality and ensure

compliance with applicable privacy laws.
4.5 Workplace Discrimination through Algorithmic Monitoring

The growing use of artificial intelligence and algorithmic management systems has introduced
new forms of workplace discrimination. Al-based monitoring tools are increasingly used to
evaluate employee performance, predict productivity, assess behavioural patterns and assist
managerial decision-making. However, algorithmic systems are not inherently neutral and may

reproduce biases present in the data used to train them.

Automated evaluation systems may unfairly disadvantage certain groups of employees based on
factors such as gender, age, disability, language, or work patterns. Because algorithmic decision-
making processes are often opaque, employees may find it difficult to challenge adverse

outcomes or understand the basis of managerial decisions.

The constitutional guarantee of equality under Article 14® requires that workplace decisions be
fair, reasonable and non-discriminatory. Furthermore, labour law principles emphasize equal
treatment and protection against arbitrary employment practices. Employers adopting Al-based
monitoring systems must therefore ensure transparency, accountability and periodic audits to

identify and eliminate discriminatory outcomes.
4.6 Consent and Power Imbalance in Employment Contracts

Consent is frequently cited as a justification for workplace surveillance because employees often
agree to monitoring provisions contained in employment contracts or organizational policies.
However, the validity of such consent is questionable due to the inherent power imbalance

between employers and employees. In most employment relationships, workers possess limited

7 Section 43A of the Information Technology Act, 2000 https://share.google/2HfVIMLXsoo0Bjjldx
8 Article 14 of the Constitution https://share.google/lIOqUN4NoIXVZwoRfX
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bargaining power and may feel compelled to accept surveillance conditions as a prerequisite for
obtaining or retaining employment. Consequently, employee consent may not always represent a

truly voluntary or informed choice.

The Digital Personal Data Protection Act, 2023 emphasizes the importance of informed and
specific consent for data processing activities. However, genuine consent requires transparency
regarding the nature, extent and purpose of monitoring. Employers should clearly communicate
surveillance practices, provide adequate notice and ensure that monitoring remains proportionate
to legitimate organizational objectives. Labour law increasingly recognizes that contractual
consent alone cannot justify practices that undermine employee dignity, privacy, or welfare.
Therefore, legal regulation is necessary to address the structural inequalities present in

employment relationships and to ensure meaningful protection of employee rights.

Workplace surveillance presents complex challenges for labour law in the digital age. While
employers possess legitimate interests in maintaining productivity and security, excessive
monitoring can undermine employee autonomy, dignity, mental well-being, privacy and equality.
The emergence of remote work and Al-based monitoring systems has further complicated the
balance between organizational control and worker rights. A rights-based approach grounded in
constitutional values, labour welfare principles and data protection standards is essential to ensure
that technological advancements do not erode the fundamental rights and dignity of employees

in modern workplaces.

JUDICIAL AND COMPARATIVE PERSPECTIVES

The legal issues arising from workplace surveillance have increasingly attracted judicial attention
across the world. Courts and international organizations have attempted to balance employers’
legitimate interests in maintaining workplace discipline, productivity and security with
employees’ rights to privacy, dignity and autonomy. In India, constitutional jurisprudence has
significantly expanded privacy protections, while comparative international frameworks provide
valuable guidance for regulating employee monitoring practices. Examining judicial
developments and international approaches helps identify principles that can assist in creating a

balanced and rights-oriented framework for workplace surveillance in India.

5.1 Indian Judicial Approach to Privacy and Surveillance

Indian courts have progressively recognized privacy as an essential component of human dignity
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and personal liberty. Although workplace surveillance has not yet been comprehensively
addressed through dedicated judicial decisions, constitutional jurisprudence provides important
guidance regarding permissible limits on monitoring and data collection. The judiciary has
consistently emphasized that state and private actions affecting individual privacy must satisfy
standards of legality, necessity and proportionality. Courts have also recognized that
technological advancements should not undermine constitutional protections. In the employment
context, these principles imply that employers cannot exercise unlimited surveillance powers

merely because an employment relationship exists.

The constitutional commitment to protecting personal liberty under Article 21 and equality under
Article 14 requires workplace monitoring practices to be fair, reasonable, transparent and
proportionate to legitimate organizational objectives. As workplace surveillance technologies
continue to evolve, Indian courts are likely to apply these constitutional principles to safeguard

employee rights while recognizing employers’ operational needs.
5.2 Landmark Decisions on Right to Privacy

The evolution of privacy jurisprudence in India has been shaped by several landmark judicial
decisions that are highly relevant to workplace surveillance. In Kharak Singh v. State of Uttar
Pradesh®, the Supreme Court examined police surveillance measures and recognized that
unauthorized intrusion into an individual's private life could violate personal liberty. Although
the case did not explicitly recognize privacy as a fundamental right, it laid the foundation for later

developments.

A significant advancement occurred in Gobind v. State of Madhya Pradesh!’, where the
Supreme Court acknowledged that privacy is an important constitutional value deserving
protection against arbitrary state interference. The Court observed that personal liberty includes
aspects of privacy and individual autonomy. These decisions ultimately contributed to the
development of modern privacy jurisprudence, establishing principles that are highly relevant to
workplace surveillance. They reinforce the idea that monitoring practices must be justified,

proportionate and supported by legitimate objectives rather than being arbitrary or excessive.

® Kharak Singh v. State of Uttar Pradesh AIR 1963 SC 1295
10 Gobind v. State of Madhya Pradesh (1975) 2 SCC 148
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5.3 European Union Approach

The European Union has emerged as a global leader in protecting privacy and regulating
workplace surveillance. European legal frameworks recognize that employees retain privacy
rights even within employment relationships and that employers must justify any intrusion into
personal data. The EU follows a rights-based approach emphasizing transparency,
proportionality, accountability and employee consent. Workplace monitoring is generally
permitted only when necessary for legitimate business purposes and when less intrusive
alternatives are unavailable. Employers must also inform employees about surveillance practices
and the purposes for which personal information is collected. This approach seeks to prevent
excessive monitoring while allowing organizations to maintain operational efficiency and

workplace security. GDPR and Employee Privacy

The General Data Protection Regulation (GDPR) represents one of the most comprehensive
privacy laws in the world. The GDPR applies to the processing of personal data and imposes
strict obligations on employers who collect employee information. Under the GDPR, employers
must establish a lawful basis for processing personal data and comply with principles such as
purpose limitation, data minimization, transparency, accuracy and accountability. Employees
possess rights relating to access, rectification, erasure and restriction of data processing. The
GDPR also requires employers to conduct assessments where monitoring activities present
significant privacy risks. This framework has become an influential model for balancing
workplace surveillance with employee privacy protection and provides valuable lessons for

developing similar safeguards in India.
5.4 United Kingdom Approach

The United Kingdom adopts a balanced approach toward workplace surveillance by recognizing
both employer interests and employee privacy rights. Monitoring activities are governed by data

protection legislation, employment law principles and human rights standards.

The Human Rights Act, 1998 incorporates Article 8 of the European Convention on Human
Rights, which protects the right to respect for private and family life. This provision influences
workplace privacy jurisprudence and requires employers to justify monitoring practices. In

Barbulescu v. Romania'!, the European Court of Human Rights held that employees should be

! Barbulescu v. Romania (2017) ECHR 742
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informed about workplace monitoring and that surveillance measures must remain proportionate
to legitimate objectives. Although the case originated outside the UK, its principles have
significantly influenced employment and privacy practices across Europe, including the United
Kingdom. UK regulators encourage employers to maintain transparent monitoring policies,
clearly communicate surveillance practices and avoid excessive collection of employee
information. This approach reflects a careful balance between organizational management and

individual privacy rights.

5.5 International Labour Organization (ILO) Standards

The International Labour Organization (ILO) has consistently emphasized the importance of
protecting workers' dignity, privacy and fundamental rights in the workplace. Although the ILO
has not adopted a specific convention exclusively addressing workplace surveillance, several
international labour standards provide relevant guidance. The ILO recognizes that technological
advancements should not compromise human dignity or create unfair working conditions. Its
principles concerning decent work, occupational well-being, equality and social justice support

the regulation of intrusive monitoring practices.

The ILO Code of Practice on the Protection of Workers' Personal Data!? establishes
important principles concerning employee data collection and processing. The Code emphasizes
that personal data should be collected only for legitimate purposes, employees should be informed
about monitoring activities and data should not be used in a discriminatory manner. ILO standards
further encourage transparency, proportionality, confidentiality and accountability in workplace
monitoring systems. These principles are particularly relevant in the context of artificial

intelligence-based surveillance and algorithmic employee management.

Judicial and comparative perspectives demonstrate a growing international recognition that
workplace surveillance must be balanced against employees' fundamental rights. Indian
constitutional jurisprudence, European privacy frameworks, UK employment practices and ILO
standards collectively emphasize the principles of legality, transparency, necessity,
proportionality and accountability. These developments provide valuable guidance for India in

formulating a comprehensive legal framework capable of addressing the challenges posed by

121LO Code of Practice on the Protection of Workers' Personal Data (1997)
https://share.google/zA66RddUnOeKxypDo
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modern workplace surveillance while safeguarding employee dignity, privacy and labour rights.

6. CONCLUSION

Workplace surveillance has emerged as a significant legal and labour law issue in the digital age,
driven by the widespread use of advanced monitoring technologies such as CCTV systems,
biometric authentication, GPS tracking, email monitoring and artificial intelligence-based
management tools. While these technologies assist employers in enhancing productivity, ensuring
workplace security and protecting organizational interests, their excessive or unregulated use can
adversely affect employee privacy, dignity, autonomy and overall well-being. The growing
adoption of remote and hybrid work models has further intensified concerns regarding the extent
of employer monitoring and the protection of personal data. The study demonstrates that although
the Indian legal framework provides certain safeguards through Article 21 of the Constitution,
the Information Technology Act, 2000 and the Digital Personal Data Protection Act, 2023, there
is no comprehensive legislation specifically regulating workplace surveillance. Judicial
developments have increasingly recognized privacy as a fundamental right, while comparative
approaches adopted by the European Union, the United Kingdom and international labour
standards emphasize transparency, proportionality, accountability and informed consent. There
is a pressing need for India to develop a dedicated regulatory framework that balances legitimate
employer interests with the protection of employee rights. Effective legal safeguards, transparent
monitoring policies, stronger data protection measures and regulation of Al-based surveillance
systems are essential to ensuring that technological advancement does not compromise human
dignity, workplace fairness and fundamental labour rights in the modern employment

environment.
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