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ABSTRACT

The increasing commercial significance of social media platforms has
transformed the manner in which trademarks are created, promoted, and
exploited, while simultaneously intensifying the risks of infringement in
digital spaces. Social media platforms now function as active sites of trade,
branding, and consumer interaction, giving rise to new forms of trademark
misuse such as impersonation accounts, counterfeit sales, misleading
advertisements, unauthorized use of trademarks in usernames and hashtags,
and algorithm-driven brand misrepresentation. Legal regimes governing
trademark protection, originally designed for physical and territorially bound
markets, face significant limitations when applied to fast-paced, borderless,
and user-generated digital environments.

This paper undertakes a doctrinal analysis of the Indian legal framework
governing trademark protection on social media platforms, with particular
emphasis on intermediary liability, platform accountability, and judicial
interpretation. It examines the scope and application of the Trade Marks Act,
1999, the Information Technology Act, 2000, and the Information
Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules,
2021 (as amended), along with key judicial decisions addressing online
trademark infringement. The analysis highlights persistent regulatory and
enforcement gaps, including ambiguity in intermediary due diligence
obligations, the absence of standardized trademark-specific takedown
mechanisms, limited deterrence against repeat infringers, and jurisdictional
challenges in cross-border enforcement. The paper argues that while Indian
courts have progressively adapted traditional trademark doctrines to digital
realities, clearer legislative guidance and enhanced platform responsibility
are necessary to ensure effective trademark protection in the social media
ecosystem.
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1. INTRODUCTION

The digital revolution has dramatically altered the landscape of commerce and communication,
compelling a re-evaluation of how traditional legal doctrines, particularly those governing
intellectual property, apply in an online context. Trademark law, which has long served as a
bulwark against consumer confusion and unfair competition, now faces new challenges in the
dynamic and fast-paced realm of social media platforms. Brands are no longer confined to
physical storefronts or static advertisements; instead, they exist within a complex ecosystem of
hashtags, influencers, user-generated content, and viral marketing-all of which can amplify

both brand value and the risk of misuse.
2. TRADEMARK LAW: TRADITIONAL CONCEPTS AND DOCTRINES
2.1 Definition and Nature of Trademarks

A trademark is traditionally defined as a distinctive sign, symbol, word, phrase, design, or
combination thereof that identifies and distinguishes the goods or services of one enterprise
from those of others.! It functions as a source identifier, guaranteeing the origin, quality, and
reputation associated with a product or service.? In legal parlance, a trademark creates a
proprietary interest for the holder, enabling them to exclude others from using deceptively

similar marks in the course of trade.

In India, the definition of a trademark is codified under Section 2(1) (zb) of the Trade Marks
Act, 1999, which defines it broadly to include graphical representations capable of
distinguishing goods or services of one person from those of others.? This statutory approach
aligns with global standards, particularly the TRIPS Agreement, which mandates protection for

any sign capable of distinguishing goods or services.*

! Cornish, William and Llewelyn, David, Intellectual Property: Patents, Copyright, Trade Marks and Allied
Rights (8th edn, Sweet & Maxwell, 2013), p. 613.

2 McCarthy, J. Thomas, McCarthy on Trademarks and Unfair Competition (4th edn, Thomson Reuters, 2023),
§3:2.

3 The Trade Marks Act, 1999 (India), s 2(1)(zb).

4 Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS), Art. 15.
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The nature of a trademark, while rooted in commercial origin, also encompasses reputational
value and consumer trust. It serves not just a legal function, but also a socio-economic one,

facilitating informed consumer choice and protecting businesses from unfair competition.

In the digital age, however, the traditional understanding of trademarks is being stretched. With
the rise of online branding, influencer marketing, and user-generated content, trademarks have
evolved into dynamic digital assets that operate across platforms and jurisdictions. This shift
necessitates a reassessment of the traditional legal principles underpinning trademark

protection, especially when infringements occur in transient and borderless digital spaces.
2.2 Trademark Counterfeiting and Its Legal Implications

Trademark counterfeiting represents a deliberate and often large-scale infringement of
trademark rights, involving the unauthorized use of identical or substantially indistinguishable
marks on goods or services that mimic those of a genuine brand. While infringement may occur
through confusion or dilution, counterfeiting is a more aggravated form, often associated with
intent to deceive consumers and profit off an established brand’s goodwill. It not only damages
brand reputation and consumer trust but also poses economic risks and, in certain sectors (e.g.,

pharmaceuticals or electronics), serious health and safety concerns.

Under Indian law, counterfeiting is addressed through a dual legal framework—civil remedies
under the Trade Marks Act, 1999, and criminal provisions under the Indian Penal Code, 1860,
and the Customs Act, 1962. Section 102 of the Trade Marks Act defines “falsifying a

2

trademark” and provides remedies including injunctions, damages, and destruction of
infringing goods. Criminal liability arises under Sections 482-489 of the IPC, classifying

counterfeiting as a cognizable and non-bailable offence.’

In the digital age, counterfeiting has morphed into a high-speed, low-risk online operation.
Social media platforms, in particular, have become a fertile ground for counterfeit sales through
fake brand pages, misleading sponsored ads, and influencers unknowingly promoting
counterfeit products. The anonymity and reach provided by such platforms complicate
traditional enforcement mechanisms, and brand owners now require digital investigation tools,

Al tracking systems, and collaborative platform policies to detect and eliminate counterfeiting

5 Indian Penal Code, 1860, §§ 482—489.
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online.®

While Indian courts have generally taken a stern stance against counterfeiting, their approach
is still reactive, largely dependent on brand owners initiating action. There is a growing
recognition of the need for platform accountability and proactive takedown mechanisms, a
space where amended IT Rules (2022) might provide partial support, though they still lack

trademark-specific obligations for intermediaries.’
3. EVOLUTION OF TRADEMARK ISSUES IN THE DIGITAL AGE
3.1 Digital Branding and Online Consumer Perception

The dawn of the digital era has redefined not just the medium of brand communication but the
very nature of brand identity. Unlike traditional markets where branding was largely controlled
and curated by the proprietor, the online environment thrives on decentralized, interactive, and

user-generated content, making brand perception more dynamic but also more vulnerable.

In the digital ecosystem, brand visibility is not confined to advertisements or packaging; it
extends to usernames, hashtags, memes, influencer collaborations, and viral content. Platforms
like Instagram, X (formerly Twitter), and YouTube have turned consumers into co-creators of
brand narratives, giving rise to what scholars term "participatory branding." While this has
opened opportunities for engagement, it has also made trademark management significantly

more complex.

A key shift in this landscape is the emphasis on perception over precision. Consumers often
form impressions based on fleeting content, such as Instagram stories, TikTok videos, or
memes, and these impressions can affect brand value, whether or not they involve actual
products.® Even indirect or casual mentions of trademarks through parody, criticism, or satire

can contribute to brand dilution or misrepresentation.

Legal frameworks, however, were not built to handle such fluid and non-commercial

expressions. Courts are increasingly faced with the task of balancing the right to freedom of

® WIPO, Report on E-commerce and Counterfeit Goods, 2022.

71T Rules, 2021 (as amended 2022).

8 Anupam Chander, The Electronic Silk Road: How the Web Binds the World Together in Commerce (Yale
University Press 2013) 117.
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expression with the proprietary interests in trademarks.” Indian jurisprudence has slowly
adapted to this change. For example, in Consim Info Pvt. Ltd. v. Google India Pvt. Ltd., the
Madras High Court dealt with the use of trademarks as keywords in digital advertising,
recognizing that such use can lead to consumer confusion and potential infringement.!°
Therefore, the digital landscape has complicated trademark enforcement, expanding what
constitutes "use" of a mark and who qualifies as an "infringer." This reality calls for nuanced
interpretations of traditional doctrines, and perhaps new legal standards tailored to the social

media economy.
3.2 The Rise of E-commerce and Its Trademark Challenges

E-commerce has revolutionized how goods are bought and sold, dismantling traditional brick-
and mortar boundaries and creating an expansive, real-time marketplace. But with that
convenience comes a minefield of trademark challenges, exacerbated by the scale, speed, and

anonymity of online transactions.!!

One of the biggest hurdles in trademark protection on e-commerce platforms is the proliferation
of counterfeit goods. Marketplaces like Amazon, Flipkart, and Snapdeal have faced increasing
scrutiny for hosting third-party sellers who offer fake or infringing products, often under
deceptively similar listings. Even though platforms have internal mechanisms like the Amazon
Brand Registry or Flipkart’s Brand Shield, enforcement is heavily dependent on the vigilance

of trademark owners themselves.!?

Another challenge is the manipulation of search algorithms. Sellers often use trademarked
terms as “hidden keywords” in product listings to boost visibility and misdirect consumers,
tactics akin to metatagging, but far harder to detect.!® This practice, while commercially
effective, constitutes an unauthorized use of trademarks and potentially leads to consumer

confusion.

In addition, lookalike packaging and trade dress infringements have found fertile ground in

ecommerce, where product comparison is visual and instantaneous. Consumers may purchase

® G.B. Reddy, Intellectual Property Rights and the Law (Gogia Law Agency 2021) 302

10 Consim Info Pvt. Ltd. v. Google India Pvt. Ltd., 2013 (54) PTC 578 (Mad HC).

! Mira T. Sundara Rajan, The Future of Intellectual Property (OUP 2020) 219.

12 Amazon, ‘Brand Registry’, https://brandservices.amazon.com/brandregistry accessed 05 May 2025.
13 Saurabh Bindal, Legal Aspects of E-Commerce in India (LexisNexis 2021) 122.
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items based on thumbnail images, unaware that they’re buying from unauthorized or unrelated
sellers. Indian courts have noted this trend and emphasized the need for stricter control. In
Christian Louboutin SAS v. Nakul Bajaj, the Delhi High Court recognized the active role of e-

commerce platforms and stressed their duty to exercise due diligence.!'*

The global nature of e-commerce also complicates enforcement, with infringing sellers
operating across borders, often beyond the reach of Indian jurisdiction. While Section 79 of the
Information Technology Act, 2000, offers a safe harbor to intermediaries, the Information
Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021, attempt to
narrow this shield by requiring platforms to act expeditiously against infringing content once

notified.!?
4. TRADEMARK CHALLENGES ON SOCIAL MEDIA PLATFORMS
4.1 Common Trademark Violations on Platforms

As social media becomes an integral part of brand strategy, it has simultaneously emerged as a
breeding ground for trademark violations. The informal and user-driven nature of these
platforms allows for numerous ways in which trademarks can be misused, often without the
knowledge of the trademark holder. Among the most prevalent violations are the creation of
fake pages or impersonator accounts, which often use identical or deceptively similar names,
logos, and slogans of well-known brands to mislead consumers. These accounts may be created
to scam users, promote counterfeit goods, or simply parody the original brand. While some

may be harmless satire, many lead to actual consumer confusion and erosion of brand goodwill.

Another frequent issue is unauthorized use of trademarks in usernames, hashtags, or display
names, especially by influencers or online sellers. This is particularly problematic on platforms
like Instagram and TikTok, where business and promotional content is often mixed with
personal profiles, blurring the lines between genuine endorsements and infringing behaviour.
Unauthorized tagging, “hashtag hijacking,” and linking to counterfeit goods under a brand’s
name can create false associations between the trademark owner and the infringer.!'®

Importantly, many of these actions happen quickly and on a global scale, making it difficult for

4 Christian Louboutin SAS v. Nakul Bajaj, 2018 SCC OnLine Del 13032.
15 Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021, Rule 3(d).
16 Amanda Scardamaglia, Social Media and the Law (LexisNexis Butterworths, 2014) 143.
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traditional legal mechanisms to respond in time. Although most social media platforms have
reporting and takedown tools, enforcement remains inconsistent and often requires legal

escalation, particularly in cross-border scenarios.
4.2 Intermediary Liability under Indian Law: The IT Rules 2021 (Amended 2022)

In the context of digital trademark infringement, the concept of intermediary liability plays a
pivotal role in determining the extent of accountability that social media platforms and other
online service providers hold when infringing content is hosted or circulated through their
systems. In India, the principal legislative framework governing this liability is encapsulated
in Section 79 of the Information Technology Act, 2000, which provides a “safe harbour”
protection for intermediaries.!” This protection is conditional; it exempts platforms from
liability only if they do not initiate the transmission, select the receiver, or modify the
information being transmitted, and if they exercise due diligence as prescribed by the

government.

The Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules,
2021, notified on February 25, 2021, and amended in October 2022, significantly raised the bar
for due diligence standards required from intermediaries.'® These rules introduced a tiered
regulatory approach, with stricter obligations imposed on entities designated as Significant

Social Media Intermediaries (SSMIs), those with more than 5 million registered users in India.
Key mandates under the 2022 amendments include:
« The appointment of a Chief Compliance Officer (CCO) to ensure legal compliance,

« A Grievance Officer, based in India, responsible for resolving user complaints within
15 days, ° A Nodal Contact Person available 24/7 for coordination with law

enforcement agencies,

« The establishment of a technology-based automated filtering mechanism to identify and

take down prohibited content,

17 Section 79, Information Technology Act, 2000, India.
1% Ministry of Electronics and Information Technology, “Press Release: IT Rules 2021,” Government of India,
2021
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« The requirement to address IP-related grievances (including trademark violations)

within 72 hours of receiving notice.!”

While these rules represent a notable shift toward platform accountability, especially in terms
of user grievance mechanisms and traceability obligations, there are several critical

shortcomings when examined through the lens of trademark enforcement:
(i) Ambiguity in IP Enforcement Obligations:

The Rules primarily address content harmful to national security, public order, or decency, and
focus on user harm such as defamation, obscenity, and hate speech. Although trademark
infringement may occasionally fall within these categories, the Rules do not explicitly mention
intellectual property, leading to legal uncertainty. Platforms are thus left to interpret their

obligations in IP disputes without a concrete statutory roadmap.?’
(ii) Burden on Trademark Owners:

The takedown model remains largely notice-based, placing the onus on the rights holder to
detect, report, and follow up on violations. This model disproportionately affects small and
medium enterprises, which may lack the legal and financial resources to pursue persistent

infringers or initiate legal proceedings.
(iii) Lack of Standardized Takedown Protocols:

Unlike the Digital Millennium Copyright Act (DMCA) in the United States, India lacks a
formalized notice-and-takedown regime specifically tailored for IP. There is no standard form,
review timeline, or appeal mechanism defined by law, which raises concerns regarding due

process, arbitrariness, and platform bias.?!
(iv) Limited Deterrence for Repeat Infringers:

There is no express provision requiring intermediaries to suspend or block repeat offenders,

19 Rule 4, IT Rules 2021, as amended in 2022

20 Manish Sinha, “Understanding the 2022 Amendments to India’s IT Rules,” Observer Research Foundation,
2022.

2! Aparna Chandra & Pratiksha Sharma, “IP Enforcement and Intermediary Guidelines in India: A Missed
Opportunity?” NUJS Law Review, Vol. 15, 2022.
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nor any penal consequences for platforms that consistently fail to act against infringement. This
creates a weak deterrent environment where counterfeiters and infringers can easily reappear

under different usernames or pages.
(v) Incompatibility with Cross-Border Enforcement:

Since many social media platforms operate across jurisdictions, their liability frameworks are
shaped by multiple, and sometimes conflicting, legal regimes. The IT Rules 2021 (amended
2022) are territorial in scope, meaning non-Indian content or infringers beyond Indian
jurisdiction may remain untouched, unless international cooperation mechanisms are activated.
This often results in fragmented enforcement and limited remedies for domestic trademark

Owners.
5. JURISDICTION AND CROSS-BORDER TRADEMARK ENFORCEMENT
5.1 Jurisdictional Complexities in Online Enforcement

Enforcing trademark rights across borders presents multifaceted challenges, largely because
digital infringement often involves multiple actors, platforms, and jurisdictions simultaneously.
One primary complication arises from the role of intermediaries, such as social media
platforms, hosting providers, and search engines, many of which are headquartered in countries
different from where the infringement impacts consumers or trademark holders. Under laws
like India’s Information Technology (Intermediary Guidelines and Digital Media Ethics Code)
Rules, 2021, intermediaries enjoy limited liability for user-generated content if they act as mere
conduits and comply with prescribed due diligence, including removal of infringing content
upon receiving actual knowledge or court orders.?? This “safe harbour” provision aims to
balance the free flow of information with protection of rights, but it also limits the direct

liability of platforms for trademark infringement occurring on their sites.

However, platforms' global presence, combined with the fragmented nature of enforcement,
different countries having distinct notice-and-takedown procedures, privacy rules, and judicial

standards, creates an enforcement patchwork. For instance, a takedown order issued in India

22 Ministry of Electronics and Information Technology, Information Technology (Intermediary Guidelines and
Digital Media Ethics Code) Rules, 2021, Gazette of India
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may have no binding effect on a platform’s servers located abroad, complicating the swift

removal of infringing material.

6. JUDICIAL INTERPRETATION OF TRADEMARK INFRINGEMENT ON SOCIAL
MEDIA PLATFORMS IN INDIA

The Indian judiciary has begun to actively respond to the complex issues posed by trademark
infringement on social media platforms. While existing laws such as the Trade Marks Act,
1999, and the Information Technology Act, 2000, provide the foundational legal framework,
courts have increasingly taken a progressive approach to interpreting these laws in light of

digital realities.

A landmark case in this evolution is Christian Louboutin SAS v. Nakul Bajaj and Ors., where
the Delhi High Court examined the liability of online platforms acting as intermediaries in the
sale of counterfeit products. The court held that if an intermediary plays an active role in the
promotion, description, and sale of goods, it cannot claim safe harbour protection under Section
79 of the IT Act, 2000. The court clarified that a platform cannot be passive if it provides a
guarantee of authenticity or exercises control over product listings and pricing. This decision
marks a significant departure from a purely passive understanding of intermediaries and opens
the door for holding platforms accountable in trademark infringement scenarios involving

social media and e-commerce integrations.?’

In another key decision, Kaira District Co-operative Milk Producers’ Union Ltd. v. Facebook
Inc., the Gujarat High Court directed Facebook and Instagram to take down pages that
unlawfully used the 'Amul' trademark and impersonated the original business. The court’s swift
issuance of takedown orders without prolonged litigation indicates the judiciary's sensitivity
toward the reputational and commercial harm caused by online impersonation and brand
misuse.?* This case is notable because it reflects judicial recognition of the urgency and scale

of damage in the digital realm, where infringement can spread virally within hours.

The courts have also weighed in on jurisdictional issues in cases involving online trademark
violations. In Banyan Tree Holding (P) Ltd. v. A. Murali Krishna Reddy, the Delhi High Court

adopted the "targeting test" to determine jurisdiction in internet-based trademark disputes. The

2 Christian Louboutin SAS v. Nakul Bajaj and Ors., 2018 SCC OnLine Del 13049
24 Kaira District Co-operative Milk Producers' Union Ltd. v. Facebook Inc., 2020 SCC OnLine Guj 2961
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Court held that mere accessibility of a website in India does not confer jurisdiction unless it is
shown that the website specifically targets Indian customers.?> This test is particularly
important for social media infringement cases, where the infringer or platform may be

operating from a different jurisdiction but still harming an Indian brand.

Moreover, Indian courts have extended traditional tests like “likelihood of confusion” and
“initial interest confusion” to digital contexts. In Consim Info Pvt. Ltd. v. Google India Pvt.
Ltd., the Madras High Court addressed the issue of keyword advertising and held that the use
of a competitor’s trademark as a keyword, especially where it misleads consumers, can amount
to infringement.?® This precedent is crucial for social media platforms that rely on ad
algorithms, which may automatically associate trademarks with competing or counterfeit

products.
7. RECOMMENDATIONS:

To strengthen trademark protection on social media platforms, a multifaceted regulatory and
technological approach is required. A centralized digital takedown mechanism should be
developed to enable trademark owners to file, track, and monitor infringement complaints
across multiple platforms, thereby improving transparency and platform accountability. There
is also an urgent need for a government-mandated standardized trademark takedown
framework, similar to the DMCA model in the United States, with clearly defined timelines,
documentation requirements, and appeal procedures. Legislative reform is essential,

particularly through amendments to Section 79 of the Information

Technology Act, 2000, to explicitly incorporate intellectual property protection within the
scope of intermediary due diligence and to impose obligations against repeat offenders. Further,
fast-track digital IP tribunals or specialized trademark cells should be established to address
online infringement efficiently and grant timely interim relief. The adoption of Al-driven
monitoring tools for real-time detection of impersonation accounts, counterfeit listings, and
trademark misuse should be encouraged, especially through government-supported platforms
accessible to SMEs. Social media platforms should also introduce verification badges for
registered trademark owners to reduce consumer confusion and enhance brand authenticity.

Complementing these measures, consumer awareness initiatives, targeted support mechanisms

25 Banyan Tree Holding (P) Ltd. v. A. Murali Krishna Reddy, (2010) 42 PTC 361 (Del) (DB)
26 Consim Info Pvt. Ltd. v. Google India Pvt. Ltd., (2013) 54 PTC 578 (Mad)
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for startups and SMEs, cross-border cooperation through international bodies such as WIPO,
and the integration of intellectual property education into academic curricula are crucial to

creating a robust and future-ready trademark protection regime in the digital ecosystem.

8. CONCLUSION

The transformation of social media platforms into influential commercial spaces has
fundamentally reshaped the scope and scale of trademark protection, exposing significant gaps
in traditional legal frameworks. As this paper demonstrates, trademark infringement in the
digital age is no longer confined to conventional counterfeit sales but extends to impersonation
accounts, deceptive branding practices, algorithm-driven misuse, and cross-border violations
that operate at unprecedented speed and scale. While the Trade Marks Act, 1999 and the
Information Technology Act, 2000 continue to provide the foundational structure for
enforcement, their application to social media platforms remains fragmented, reactive, and
heavily dependent on judicial intervention. Indian courts have made notable strides in adapting
trademark doctrines to digital realities by recalibrating intermediary liability and expanding
jurisdictional principles; however, judicial solutions alone are insufficient to address systemic
enforcement challenges. The analysis highlights the urgent need for clearer statutory
obligations on intermediaries, standardized takedown procedures, and proactive platform
accountability mechanisms. Without such reforms, trademark owners, particularly SMEs and
startups, remain disproportionately burdened in safeguarding their rights online. Strengthening
legal clarity, technological integration, and institutional coordination is therefore essential to
ensure that trademark law remains effective, credible, and responsive within the evolving

digital ecosystem.
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