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ABSTRACT 

Banking frauds have emerged as one of the most pressing challenges 
confronting the Indian financial sector, not only because of the massive 
economic losses they generate but also because of the serious erosion of 
public trust in financial institutions. The last two decades have witnessed a 
surge in high-profile scams ranging from corporate loan defaults and Ponzi 
schemes to trade-based frauds and cross-border laundering. These cases have 
been exemplified by the Punjab National Bank scam, the Kingfisher Airlines 
loan scandal, the Saradha Ponzi scheme, the Rotomac Global case and the 
Winsome Diamonds fraud- This all have collectively exposed the systemic 
vulnerabilities in India’s banking ecosystem. The study critically examines 
the typologies of such frauds, their modus operandi and the loopholes that 
allowed them to thrive, while simultaneously exploring the role of regulators, 
banks and enforcement agencies in detecting and responding to them. Unlike 
earlier scholarship that often limits itself to descriptive accounts, this paper 
offers a blend of legal reasoning, institutional critique and people-centred 
analysis, placing the issue of accountability at the forefront. By weaving 
together case law, statutory frameworks, and comparative insights, the 
research highlights the pressing need for doctrinal reform, technological 
safeguards and stronger governance mechanisms. It argues that unless 
accountability is broadened to include institutional responsibility and not 
merely individual blame, the cycle of fraud will persist. Ultimately, the paper 
contributes to the discourse on financial integrity in India by presenting a 
holistic framework for prevention, detection and redressal of banking frauds. 

Keywords: Banking Frauds in India, Corporate Governance, Financial 
Regulation, Reserve Bank of India (RBI), Ponzi Schemes, Non-Performing 
Assets (NPAs), Enforcement Directorate (ED), Securities and Exchange 
Board of India (SEBI), Money Laundering, Judicial Oversight. 
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1. Introduction: The Growing Menace of Banking Frauds 

Banking is often described as the lifeblood of modern economies and in India, it serves as the 

foundation for credit-driven growth, industrial expansion, and financial inclusion. However, 

the increasing frequency and sophistication of banking frauds threaten to undermine this very 

foundation. In the past, frauds were perceived as isolated incidents attributable to dishonest 

individuals or negligent officers. Yet the recurrence of large-scale scandals in the last decade 

has shown that these are not aberrations but symptoms of deeper structural weaknesses in the 

financial system. The cumulative value of reported frauds in Indian banks has crossed several 

lakh crores, impacting both public sector and private sector lenders. More worrying than the 

quantum of money involved is the growing perception among citizens that banks are unable to 

protect depositor’s funds effectively. This perception erodes trust in the financial system, which 

is particularly dangerous in a country like India where banking penetration is expanding among 

first-generation account holders. 

A closer examination of these frauds reveals common patterns that transcend the specific 

industries or individuals involved. Most high-value scams are enabled by weak internal 

controls, regulatory arbitrage, delayed supervisory action, and in some cases, collusion between 

bank officials and powerful borrowers. For example, the Nirav Modi case showed how 

technological loopholes could be exploited for years without detection, while the Kingfisher 

Airlines default illustrated the phenomenon of willful default backed by political influence. 

Similarly, the Saradha Ponzi scheme exposed the vulnerability of small investors when 

collective investment schemes operate outside the regulatory radar. These cases collectively 

demonstrate that frauds are not merely financial irregularities but also legal, social and political 

issues. They erode not only bank balance sheets but also the credibility of regulatory 

institutions and they undermine public faith in the rule of law. 

The importance of studying banking frauds lies not only in understanding their mechanisms 

but also in assessing the adequacy of legal and institutional responses. While India has a dense 

web of laws such as the Indian Penal Code, the Prevention of Corruption Act, the Companies 

Act, the Prevention of Money Laundering Act and the Insolvency and Bankruptcy Code- These 

frauds continue to occur on an unprecedented scale. This gap between law on the books and 

law in action invites critical legal reasoning: are the statutes outdated, or is the problem 

primarily one of weak enforcement? The question of accountability further complicates the 
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picture. Should responsibility be confined to the individuals directly involved, or should senior 

management, boards of directors, and regulators also be held liable for systemic lapses? The 

answer has significant implications for deterrence and institutional reform. 

At the same time, banking frauds cannot be understood purely as legal violations. They must 

also be situated within broader socio-economic contexts. Many Ponzi schemes, for instance, 

thrive in regions where financial literacy is low and regulatory presence is weak. Similarly, 

politically connected corporations are often able to secure credit on favourable terms, exposing 

banks to higher risks. In this sense, frauds are as much a product of governance deficits and 

socio-political culture as they are of individual dishonesty. A people-centred perspective is 

therefore essential: the ultimate victims of banking frauds are not just banks but ordinary 

depositors, small investors and taxpayers whose money is used to recapitalize failing 

institutions. Understanding frauds as a public wrong rather than a private misdeed reframes the 

debate on legal reform and institutional accountability. 

Finally, the urgency of addressing banking frauds lies in their long-term implications for 

economic stability. Every major scandal triggers a cycle of financial instability: banks write off 

loans, government allocates taxpayer funds for recapitalization, investors withdraw confidence, 

and regulators face credibility crises. This cycle, if unchecked, can slow down credit growth, 

reduce foreign investment and hamper India’s economic aspirations. The challenge, therefore, 

is not merely to punish fraudsters but to design a system that makes large-scale fraud 

structurally difficult to commit. This requires a holistic approach that combines doctrinal 

clarity, robust enforcement, technological innovation and active participation of stakeholders 

at all levels. It is this integrated perspective that the present paper seeks to advance. 

2. Banking Frauds in India 

2.1 Loan and Credit-Related Frauds: 

Loan frauds represent the most pervasive and economically damaging category of banking 

frauds in India. They generally occur when borrowers deliberately misrepresent their financial 

position to secure loans or when banks extend credit without adequate due diligence. In some 

cases, these loans are never intended to be repaid, making them instances of willful default. 

The Kingfisher Airlines case provides a classic example, where loans amounting to thousands 

of crores were granted and subsequently restructured despite repeated defaults and clear signs 
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of financial instability. Beyond individual high-profile cases, systemic issues like 

“evergreening of loans,” where banks provide fresh loans to cover existing defaults, further 

compound the problem. Legally, such acts raise difficult questions about the line between 

genuine business failure and fraudulent intent, which courts and regulators have struggled to 

define with precision. 

The institutional factors enabling loan frauds include weak credit appraisal systems, poor 

monitoring of end-use of funds, and pressure from influential borrowers on bank management. 

While the RBI mandates that loan funds must be used strictly for the purpose for which they 

were sanctioned, enforcement remains inconsistent. Forensic audits often reveal diversion of 

funds into unrelated ventures, luxury spending, or even overseas shell entities. The lack of 

timely detection transforms what could have been manageable defaults into catastrophic losses 

for banks. Furthermore, political interference in credit decisions which was popularly dubbed 

“phone banking” which has weakened the independence of public sector banks, exposing them 

to higher risk. These frauds not only drain bank resources but also create moral hazard, as other 

borrowers perceive lax consequences for strategic default. 

From a legal perspective, loan frauds intersect with multiple statutes: the Indian Penal Code 

provisions on cheating and criminal breach of trust, the Companies Act on misrepresentation 

and false disclosures and the Insolvency and Bankruptcy Code for recovery. Yet the 

enforcement track record has been mixed. High-profile defaulters often exploit procedural 

loopholes to delay proceedings, while smaller borrowers face quicker punitive action. This 

unevenness in legal response raises questions of equality before the law. The challenge, 

therefore, is not simply to criminalize default but to create a balanced system that distinguishes 

between genuine financial distress and deliberate fraud, while ensuring that influential 

borrowers are not shielded from accountability. 

2.2 Ponzi Schemes and Collective Investment Frauds: 

Ponzi schemes constitute another significant typology of banking-related frauds, particularly 

because they prey on the financial vulnerability of common citizens. The Saradha Group scam, 

which unfolded across West Bengal and other eastern states, epitomizes this problem. 

Companies running Ponzi schemes promise abnormally high returns and use fresh investments 

to pay off earlier investors, creating an illusion of profitability. In Saradha’s case, millions of 

small investors, many of them from low-income backgrounds, invested their savings, only to 
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lose them when the scheme collapsed. The social impact of such frauds is devastating: entire 

families are pushed into poverty, suicides are reported, and confidence in legitimate financial 

products is eroded. 

Legally, Ponzi schemes occupy a complicated space because they straddle multiple 

jurisdictions. While the SEBI Act, 1992 empowers the Securities and Exchange Board of India 

to regulate collective investment schemes, fraudsters often argue that they are running chit 

funds or deposit schemes, which fall under state government laws. This regulatory ambiguity 

allows Ponzi operators to expand unchecked until it is too late. In the Saradha case, SEBI issued 

warnings years before the collapse but failed to enforce its orders promptly and state authorities 

also delayed action. This fragmentation of responsibility illustrates a broader structural 

weakness: without a clear demarcation of jurisdiction and stronger coordination mechanisms, 

fraudulent schemes will continue to exploit the cracks in the system. 

The lessons from Ponzi scams highlight the importance of investor education and timely 

intervention. Legal reforms must not only strengthen SEBI’s jurisdiction but also create a 

nationwide early-warning mechanism for suspicious collective schemes. Equally important is 

the creation of compensation mechanisms for small investors, perhaps funded by penalties 

levied on fraudulent operators. By treating investor protection as a public good rather than a 

private concern, the law can prevent vulnerable populations from repeatedly falling victim to 

such fraudulent enterprises. 

2.3 Cyber Frauds and Technology-Enabled Scams: 

With the digitization of banking services, cyber frauds have rapidly emerged as a modern 

typology of financial crime. These frauds include phishing attacks, identity theft, SIM swap 

scams, malware intrusions, and unauthorized online fund transfers. Unlike traditional frauds 

that typically involve collusion or misrepresentation within physical banking operations, cyber 

frauds exploit vulnerabilities in digital infrastructure and customer awareness. For example, 

phishing emails masquerading as legitimate bank communications have tricked countless 

individuals into revealing sensitive information, leading to unauthorized withdrawals. As 

mobile banking and Unified Payments Interface (UPI) transactions expand, fraudsters have 

adapted by using social engineering techniques to deceive even technologically literate users. 

From a legal standpoint, cyber frauds fall under the Information Technology Act, 2000, which 
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criminalizes unauthorized access, identity theft, and electronic forgery. However, enforcement 

challenges abound. Many victims fail to report small-value cyber frauds, considering them 

inevitable or irrecoverable, which emboldens perpetrators. Additionally, cybercrime often has 

a cross-border dimension, with perpetrators operating from outside India, making jurisdictional 

enforcement difficult. Banks have attempted to mitigate losses by introducing two-factor 

authentication, AI-based fraud detection, and mandatory reporting of cyber incidents to the 

RBI. Nevertheless, the sophistication of attackers often outpaces defensive measures, reflecting 

the perpetual arms race between regulators and fraudsters. 

The rise of cyber frauds also raises questions of accountability. Should banks be held liable for 

failing to prevent unauthorized online transactions, or should responsibility lie with consumers 

who share sensitive data? Current jurisprudence tends to favour banks when customers have 

been negligent, but as frauds become more sophisticated, there is a need to rethink liability 

norms. A more balanced approach would involve shared responsibility, with banks mandated 

to adopt state-of-the-art safeguards while consumers are obligated to exercise reasonable 

caution. Such a framework would not only protect victims but also incentivize continuous 

improvement in banking security. 

2.4 Insider Collusion and Employee Malfeasance: 

Insider frauds occur when bank employees or officials abuse their position of trust to facilitate 

or commit fraud. The PNB-Nirav Modi scam is a textbook example, where employees 

bypassed core banking systems to issue fraudulent Letters of Undertaking (LoUs) through 

SWIFT, enabling the diversion of thousands of crores. This case starkly revealed how a small 

group of insiders, when left unchecked, can exploit systemic loopholes for years without 

detection. The fact that such frauds often go unnoticed for extended periods underscores the 

inadequacy of internal audit mechanisms and whistleblower protections within Indian banks. 

Legally, insider frauds are addressed through provisions of the Indian Penal Code relating to 

cheating, forgery, and criminal breach of trust, as well as disciplinary proceedings under service 

rules. However, punitive action against employees often takes years, during which public 

confidence continues to erode. A deeper legal issue is whether banks themselves can be held 

vicariously liable for the actions of rogue employees. Indian courts have traditionally been 

hesitant to impose broad institutional liability, but the scale of the PNB fraud raises questions 

about whether this reluctance is sustainable. Without corporate liability for failure to maintain 
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effective control systems, banks may have little incentive to invest in robust preventive 

mechanisms. 

Reforms in this area must focus on strengthening internal governance. Mandatory rotation of 

employees in sensitive roles, rigorous background checks, continuous monitoring of unusual 

transactions, and stronger whistleblower protection mechanisms are crucial. From a legal 

reasoning perspective, extending limited forms of vicarious liability to banks for insider frauds 

may create the necessary deterrent effect. By framing internal control not just as a managerial 

best practice but as a legal obligation, the law can transform corporate culture towards greater 

vigilance. 

2.5 Regulatory Arbitrage and Systemic Loopholes: 

A final typology of frauds involves exploiting regulatory gaps and systemic loopholes. The 

Winsome Diamonds scam demonstrates how fraudsters use offshore entities and international 

financial networks to launder money beyond the reach of Indian regulators. Similarly, many 

trade-based frauds involve fake documentation, circular transactions, and collusion with 

foreign partners, making detection extremely difficult. These cases reveal that Indian law, while 

comprehensive on paper, often struggles with enforcement when frauds cross jurisdictional 

boundaries. 

Regulatory arbitrage is also evident in the way different regulators interpret their mandates. 

For example, SEBI and state governments often clash over jurisdiction in chit funds and 

investment schemes, leading to enforcement delays. Similarly, RBI’s directives on reporting 

large credit exposures are not always integrated with other regulatory databases, allowing 

fraudsters to secure multiple loans across banks. The lack of coordination among regulators, 

combined with limited information-sharing, creates fertile ground for systemic frauds. 

Addressing regulatory arbitrage requires a more integrated approach to financial regulation. A 

centralized fraud-monitoring authority with powers to coordinate among RBI, SEBI, MCA, 

ED and SFIO could plug many gaps. Legal reforms must also focus on international 

cooperation, particularly through stronger extradition treaties and participation in global bodies 

like the Financial Action Task Force (FATF). Unless India aligns its enforcement mechanisms 

with global standards, fraudsters will continue to exploit the cracks in the system. 
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3. Legal and Regulatory Framework Governing Banking Frauds in India 

3.1 The Reserve Bank of India and the Banking Regulation Act, 1949: 

The Reserve Bank of India (RBI), under the Banking Regulation Act, 1949, is the central pillar 

of India’s banking supervision framework. It holds the statutory mandate to regulate and 

monitor banks, issue guidelines, and inspect accounts to ensure compliance. When it comes to 

frauds, the RBI has created mechanisms such as the Central Fraud Registry, mandatory fraud 

reporting, and the Central Repository of Information on Large Credits (CRILC), which help 

banks share data about risky borrowers. Despite these measures, the persistence of massive 

frauds, such as the PNB-LoU scam, demonstrates the limitations of a system that is still heavily 

dependent on compliance by individual banks. In that case, RBI had issued circulars mandating 

linkage between SWIFT and Core Banking Systems (CBS), but PNB failed to implement it 

effectively, showing how regulatory guidelines often lack teeth when banks fail in execution. 

Another concern is that the RBI’s role is often perceived as reactive rather than preventive. In 

several cases, it has been criticized for acting decisively only after scandals become public. For 

example, after the Nirav Modi scam, RBI banned banks from issuing LoUs and LoCs for trade 

credit. While this was a strong measure, critics pointed out that it effectively shut down a 

legitimate instrument because of misuse by a few actors, instead of strengthening oversight. 

This reactive tendency reflects a structural problem: RBI lacks sufficient manpower and 

technological infrastructure to monitor real-time compliance across thousands of bank 

branches. Moreover, it has no direct criminal enforcement power; it must rely on agencies such 

as the CBI or ED to prosecute fraudsters. This diffusion of responsibility weakens deterrence. 

From a legal reasoning perspective, RBI’s regulatory mandate raises two tensions. First, how 

much responsibility should the regulator bear when frauds occur despite its directives? Courts 

have generally held that regulators cannot be vicariously liable, but this leaves citizens 

wondering why systemic failures go unpunished. Second, RBI’s dual role, as promoter of 

banking development and as regulator who creates conflicts of interest. While it seeks to 

promote credit expansion, it must simultaneously enforce prudential norms. Striking a balance 

between these roles requires not only legal clarity but also cultural change within the institution. 

Strengthening RBI’s independence, equipping it with advanced technological tools, and 

introducing statutory penalties for non-compliance with its directives could significantly 

enhance its preventive capacity. 
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3.2 Securities and Exchange Board of India (SEBI) and Investor Protection: 

Frauds like the Saradha and Rose Valley scams highlight the role of the Securities and 

Exchange Board of India (SEBI) in safeguarding investors. Under the SEBI Act, 1992, the 

regulator is empowered to oversee collective investment schemes and securities markets. 

However, the Saradha case revealed how Ponzi operators exploit regulatory arbitrage, claiming 

that they are not collective schemes under SEBI’s jurisdiction but rather chit funds or deposit-

taking entities regulated by state laws. This overlap created enforcement paralysis: SEBI issued 

orders against Saradha, but state governments failed to act, allowing the fraud to balloon into 

one of the largest scams in eastern India. 

SEBI’s enforcement arsenal includes powers to freeze accounts, attach assets, and bar entities 

from raising funds. Yet these powers often come into play late, after significant investor 

damage. In the Sahara case, for example, SEBI took strong action by securing a Supreme Court 

order directing Sahara to refund over ₹20,000 crore to investors, but delays in enforcement 

meant that recovery was slow and partial. These episodes raise questions about whether SEBI 

has sufficient autonomy and resources to act swiftly against powerful entities. The law grants 

SEBI quasi-judicial powers, but procedural safeguards, while essential for fairness, can also 

create bottlenecks that delay urgent action. 

From a critical perspective, SEBI’s investor protection role requires both doctrinal clarity and 

practical efficiency. Doctrinally, Parliament must clearly delineate SEBI’s jurisdiction vis-à-

vis chit funds, deposit schemes, and informal money-raising entities. Practically, SEBI must 

expand its surveillance capacity, especially in rural areas where most fraudulent schemes 

recruit victims. Investor education is equally important: people must be taught to recognize red 

flags, such as unrealistic returns or unregistered entities. By embedding investor protection 

within a broader social justice framework, SEBI can transform its role from a market regulator 

into a guardian of public trust. 

3.3 The Prevention of Money Laundering Act, 2002 (PMLA) and the Enforcement 

Directorate (ED): 

The Prevention of Money Laundering Act, 2002, is India’s central statute for combating 

laundering of proceeds from frauds and economic crimes. Once a banking fraud is identified, 

the Enforcement Directorate (ED) can step in to trace, attach, and eventually confiscate assets 
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derived from the fraudulent activity. The Nirav Modi and Mehul Choksi cases provide striking 

examples of PMLA in action. The ED seized luxury assets worth thousands of crores, from 

jewellery and real estate to foreign bank accounts. Similarly, in the Rotomac and Winsome 

scams, PMLA proceedings were initiated to attach properties and prevent diversion of funds 

abroad. These actions serve as both deterrent and a means of partial restitution for victims. 

Yet PMLA is not without controversy. Its broad definition of “proceeds of crime” and 

provisions for pre-trial asset attachment have been criticized as draconian. Courts are inundated 

with challenges to ED’s attachment orders, leading to long litigation. Furthermore, PMLA’s 

effectiveness is hampered when fraudsters abscond abroad, as seen in the cases of Nirav Modi 

(in the UK), Vijay Mallya (also in the UK) and Jatin Mehta of Winsome Diamonds (in St. Kitts 

and Nevis). Extradition is a long, uncertain process, dependent on diplomatic goodwill and 

foreign courts. This makes recovery of assets a slow and often incomplete exercise. 

From a critical legal reasoning standpoint, the key challenge for PMLA lies in balancing due 

process with effective enforcement. Overly broad powers risk undermining civil liberties, while 

weak enforcement emboldens fraudsters. A middle path would involve introducing time-bound 

trials for PMLA cases, enhancing judicial capacity in economic offenses and negotiating 

stronger bilateral treaties for asset recovery. Aligning PMLA more closely with international 

frameworks such as the FATF recommendations could also strengthen India’s hand in 

transnational cases. Ultimately, PMLA must evolve from being seen as an instrument of post-

fraud punishment to a proactive deterrent integrated with banking supervision. 

3.4 The Companies Act, 2013 and Corporate Accountability: 

The Companies Act, 2013, significantly strengthened India’s corporate governance framework 

after scandals like Satyam Computers exposed massive financial misreporting. Section 447 of 

the Act criminalizes corporate fraud, prescribing imprisonment up to ten years and hefty fines. 

The Ministry of Corporate Affairs (MCA), through the Serious Fraud Investigation Office 

(SFIO), is empowered to investigate cases involving complex fraud. In the context of banking 

frauds, the Act is relevant when corporate borrowers misrepresent accounts to obtain loans, 

divert funds to unrelated purposes, or use shell companies to obscure ownership. Cases like 

Kingfisher Airlines and Rotomac highlight how promoters manipulated company structures to 

evade accountability. 
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Despite robust provisions, enforcement under the Companies Act faces practical hurdles. SFIO 

investigations are resource-intensive and slow, often taking years to conclude. By the time 

reports are finalized, fraudsters may have already dissipated assets or fled abroad. Moreover, 

the Act relies heavily on auditors as the first line of defence, but audit firms have themselves 

been complicit in major scandals. The IL&FS crisis, for example, showed how auditors failed 

to flag financial irregularities despite glaring warning signs. This raises doctrinal questions: 

should auditors be held strictly liable for negligence, and should promoters face lifetime ban 

from corporate management upon conviction? Current provisions impose penalties but fall 

short of systemic deterrence. 

Critical reform under the Companies Act must therefore focus on strengthening disclosure 

requirements, enhancing auditor accountability, and expanding SFIO’s capacity. Introducing 

provisions for expedited trials in fraud cases, imposing stricter liability on independent 

directors for oversight failures, and mandating enhanced forensic audits for large corporates 

could go a long way in reducing fraud risks. From a people’s perspective, these reforms are 

crucial not only for protecting creditors and investors but also for maintaining faith in corporate 

India’s integrity. 

3.5 Insolvency and Bankruptcy Code, 2016 (IBC) and Recovery Mechanisms: 

The Insolvency and Bankruptcy Code (IBC), enacted in 2016, was designed as a time-bound 

mechanism for resolving insolvency and maximizing creditor recovery. In cases of banking 

frauds, IBC provides an important tool for lenders to initiate proceedings against defaulting 

borrowers. The Kingfisher Airlines case, though predating the IBC, highlighted the limitations 

of earlier recovery mechanisms such as Debt Recovery Tribunals (DRTs) and Securitisation 

and Reconstruction of Financial Assets and Enforcement of Security Interest Act (SARFAESI). 

Post-IBC, creditors now have greater leverage to take control of defaulting companies and seek 

resolution through professional insolvency practitioners. 

However, IBC is not a panacea for fraud-related cases. Fraudulent promoters often siphon 

assets before insolvency proceedings begin, leaving little for creditors to recover. Moreover, 

cross-border insolvency remains unresolved, complicating cases like Winsome Diamonds, 

where assets are hidden overseas. The proposed adoption of the UNCITRAL Model Law on 

Cross-Border Insolvency could address this gap, but legislative progress has been slow. 

Another concern is the potential misuse of IBC by promoters who use resolution processes to 
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escape accountability for fraudulent activities. Courts have attempted to close this gap by ruling 

that promoters accused of fraud cannot regain control of their companies, but enforcement 

remains inconsistent. 

From a critical perspective, the IBC must be supplemented by complementary reforms in fraud 

detection and asset tracing. Without real-time monitoring, fraudulent borrowers may deplete 

assets long before insolvency proceedings start. Furthermore, special carve-outs within IBC 

for fraud-related insolvencies, including stricter scrutiny of resolution plans and 

disqualification of tainted promoters, could enhance deterrence. Ultimately, while IBC has 

improved recovery rates compared to older regimes, its role in fraud prevention remains limited 

unless integrated with broader enforcement mechanisms. 

4. Landmark Banking Fraud Cases in India 

a) Punjab National Bank (PNB) – Nirav Modi & Mehul Choksi Scam (₹11,000 Cr)1 

The Punjab National Bank scam of 2017 represents one of India’s largest banking frauds, 

involving fraudulent issuance of Letters of Undertaking (LOUs) to the diamond firms of Nirav 

Modi and Mehul Choksi. As per Reserve Bank of India (RBI) guidelines, buyer’s credit 

facilities provided by banks require the submission of collateral securities. In this instance, 

however, two employees at PNB’s Brady House branch, Mumbai, exploited the absence of 

integration between the bank’s Core Banking System (CBS) and the SWIFT system. They 

manually issued LOUs without securing collateral, thereby enabling the firms to obtain credit 

from overseas branches of Indian banks, including Allahabad Bank and Axis Bank, over a 

period of six years.2 

The fraudulent LOUs were issued in eight separate instances between 2011 and 2017, allowing 

the companies to draw funds illegally from foreign banks. The manipulation relied heavily on 

the manual disconnect between CBS and SWIFT systems, which failed to automatically record 

and reconcile the transactions. Consequently, PNB remained unaware of the escalating 

exposure until 2018, when the companies refused to provide collateral for a new loan, 

 
1 Central Bureau of Investigation, CBI registers PNB bank fraud case against Nirav Modi & others, CBI 
Official Press Release (2018), https://cbi.gov.in. 
2 Reserve Bank of India, Guidelines on Letters of Undertaking (LOU) and Buyer’s Credit, RBI Master Circular 
(2017), https://www.rbi.org.in 
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triggering a detailed internal investigation. The case revealed deep-rooted governance lapses 

and systemic weaknesses in the bank’s internal controls. 

Legally, this case raised critical issues of criminal conspiracy, falsification of documents, and 

corporate misconduct under the Indian Penal Code (IPC) and the Prevention of Corruption Act. 

The Central Bureau of Investigation (CBI) filed cases against Nirav Modi, Mehul Choksi, and 

several company directors. The investigation highlighted the need for real-time banking 

systems and stringent compliance mechanisms to prevent similar fraudulent schemes. It also 

underscored the responsibility of banking personnel to uphold legal and ethical standards in 

financial operations. 

From a regulatory standpoint, the PNB case prompted RBI to reinforce directives on interbank 

credit monitoring, integration of SWIFT with CBS, and enhanced audit processes. It also 

emphasized the importance of whistleblowing mechanisms and stricter accountability for 

employees involved in financial misreporting. The incident serves as a stark reminder of the 

vulnerabilities that exist in complex banking operations when governance frameworks fail to 

keep pace with technological requirements. 

Finally, the PNB fraud illustrates the intersection of operational loopholes, human malfeasance, 

and inadequate regulatory oversight. It has influenced subsequent reforms aimed at improving 

transparency, accountability and legal enforceability within India’s banking sector. The case is 

now a benchmark for evaluating how systemic weaknesses can be exploited for large-scale 

financial crimes, compelling a re-evaluation of both internal and external audit mechanisms in 

Indian banks. 

b) Vijay Mallya – Kingfisher Airlines Loan Fraud (₹255 Cr) 

The Kingfisher Airlines loan scandal3 involved defalcation of funds by Vijay Mallya between 

2007 and 2012, resulting in a loss of approximately ₹255 crore for banks. Multiple loans were 

sanctioned to the airline by a consortium of banks, including the Indian Overseas Bank (IOB), 

with the stated purpose of supporting corporate operations. Investigations later revealed that 

the funds were diverted for personal expenditures, including luxury helicopters and real estate, 

 
3 Central Bureau of Investigation, Kingfisher Airlines Loan Scam Investigation, CBI Reports (2012), 
https://cbi.gov.in. 
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instead of the company’s operational requirements. 

Initially, Mallya’s loans appeared partially serviced, with ₹100 crore repaid; however, the 

majority became classified as Non-Performing Assets (NPAs). RBI intervened in 2010 to 

restructure the remaining debt, including additional loans worth ₹89.38 crore. Despite this 

intervention, subsequent loans in 2010 and 2012 remained unpaid, highlighting a systematic 

misuse of banking facilities and a lack of due diligence by lending institutions. The scandal 

exposed the susceptibility of banks to corporate influence and insufficient risk assessment 

procedures. 

The legal framework governing the case was multifaceted, involving provisions of the IPC, 

Companies Act, and enforcement under the Fugitive Economic Offenders Act. While 

prosecuting public officials involved in sanctioning loans required prior government sanction, 

the banks pursued civil and criminal remedies to recover debts. Arrest warrants and extradition 

proceedings were initiated, demonstrating India’s increasing reliance on international 

cooperation to address financial fraud. 

From a policy perspective, the Kingfisher case underscored the necessity of transparency in 

corporate banking transactions and strengthened corporate governance requirements. It 

highlighted the critical importance of separating management influence from bank sanction 

committees to prevent manipulation. Moreover, it illustrated the broader implications of such 

defaults on systemic banking stability, particularly given the concentration of loans among a 

few corporate borrowers. 

c)  Saradha Group Scam (₹2,500 Cr) 

The Saradha Group financial scandal4 , surfacing in 2013, was a Ponzi scheme orchestrated by 

Sudipto Sen and his network of over 200 companies. Targeting small investors with promises 

of high returns, the group mobilized approximately ₹2,500 crore across eastern India, including 

West Bengal, Odisha, Assam and Tripura. The scheme gained popularity rapidly due to 

aggressive marketing strategies, celebrity endorsements, sponsorship of cultural events, and 

investments in media outlets, which served as tools to establish credibility among unsuspecting 

investors. 

 
4 Supreme Court of India, Saradha Group Scam Case, Civil Appeal No. 1458 of 2013, 2014 8 SCC 768 
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The scam’s political entanglements complicated regulatory interventions. Several TMC 

leaders, including ministers and MPs, were implicated due to their involvement in the 

company’s operations. Notably, Satabdi Roy served as the brand ambassador, Kunal Ghosh as 

CEO of the media group and Madan Mitra led the employees union. These affiliations created 

obstacles for investigators and delayed remedial actions, highlighting the challenges of 

enforcing financial regulations amid political influence. 

Investigations commenced under the Special Investigation Team (SIT) of the West Bengal 

government and later transitioned to the CBI in 2014 following Supreme Court directives. The 

case brought to the fore deficiencies in regulatory oversight by SEBI, illustrating how 

unregistered collective investment schemes can evade scrutiny through creative marketing and 

political patronage. Legal proceedings raised issues of fraud, criminal conspiracy, and investor 

protection under Indian law. 

The Saradha scam also serves as a cautionary tale regarding the socio-economic impact of 

fraudulent financial schemes. Approximately 1.7 million investors were affected, leading to 

widespread financial distress. The case underlines the importance of investor education, stricter 

regulatory monitoring of financial schemes, and the implementation of effective enforcement 

mechanisms to deter similar fraudulent enterprises. 

d) Rotomac Global Pen Scam (₹750 Cr) 

The Rotomac Global pen manufacturing company5 became embroiled in a major banking fraud 

case in 2016, when it was revealed that the company had defaulted on loans worth ₹750.54 

crore granted by a consortium of seven banks led by Bank of India. The Indian Overseas Bank, 

one of the consortium members, reported that the company had received a non-fund-based limit 

of ₹500 crore for foreign trade through 11 Letters of Credit (LCs). However, these LCs were 

issued to two associated parties, raising suspicions of fraudulent transactions. Investigations 

revealed that the company had allegedly diverted funds for personal gains instead of genuine 

business purposes. 

Forensic audits revealed manipulation of account books, irregularities in bills of lading, and 

the non-disclosure of liabilities arising from LCs. Approximately 92% of total sales, amounting 

 
5 Central Bureau of Investigation, Rotomac Global Pen Fraud Case Report, CBI Official Records (2016), 
https://cbi.gov.in 
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to ₹26,143 crore, were transacted among four parties controlled by the same group, indicating 

that no genuine trade had occurred. The CBI and Enforcement Directorate (ED) charged 

Rotomac’s directors, Sadhna and Rahul Kothari, under criminal conspiracy (IPC Section 120-

B), cheating (IPC Section 420), and provisions of the Prevention of Corruption Act. This case 

illustrates how complex corporate structures can be exploited to orchestrate large-scale 

financial frauds. 

From a legal perspective, the Rotomac scam emphasizes the need for strict compliance in 

foreign trade finance operations and heightened scrutiny of LCs issued by banks. The absence 

of robust internal control mechanisms enabled the misappropriation of funds, revealing a 

significant gap in oversight and risk management. Additionally, the case highlights the 

significance of forensic auditing in detecting irregularities and providing actionable evidence 

for legal proceedings. 

The Rotomac case had broader implications for banking regulation, prompting banks to adopt 

tighter verification procedures for non-fund-based facilities and improve the transparency of 

trade finance transactions. It underscored the necessity of a proactive approach in monitoring 

related-party transactions and enhanced inter-agency coordination to prevent financial losses. 

Consequently, it serves as an important precedent for enforcing accountability in corporate 

borrowing practices. 

e) Winsome Diamonds & Forever Precious Diamonds Scam (Over $1 Billion) 

The Winsome Diamonds and Forever Precious Diamonds fraud 6involved a $1 billion scheme 

orchestrated by fugitive diamond merchant Jatin Mehta and his family. Over a dozen Indian 

banks were owed more than ₹5,000 crore. The Mehta’s, having obtained citizenship in St. Kitts 

and Nevis in which no jurisdiction as there was no extradition treaty with India which remained 

untraceable while continuing to live luxuriously in London. Standby Letters of Credit issued 

by Standard Chartered and other banks were used to import gold for jewellery manufacturing. 

Subsequently, the Mehta’s allegedly laundered money through complex transactions involving 

multiple entities in the UAE and UK. 

Investigations by the CBI and ED revealed fraudulent diversion of funds, non-repayment of 

 
6 Enforcement Directorate, Winsome Diamonds & Forever Precious Diamonds Scam Investigation, ED News 
Release (2022), https://www.enforcementdirectorate.gov.in. 
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credit facilities, and manipulation of financial statements. A worldwide freezing order was 

issued by the High Court in London in 2022 to prevent the Mehta’s from disposing of assets. 

Legally, the case raises challenges related to cross-border enforcement of Indian laws, 

extradition limitations, and recovery of assets in foreign jurisdictions, demonstrating the 

complexity of prosecuting international financial crimes. 

This case highlights critical regulatory concerns, including the due diligence required for 

issuing standby letters of credit and the systemic risks posed by concentration of credit among 

connected entities. It also underscores the importance of inter-jurisdictional cooperation 

between law enforcement agencies and banks to address large-scale fraud, especially in sectors 

like diamond trading where opacity is high. 

From a policy and legal perspective, the Winsome Diamonds case demonstrates the need for 

Indian regulators to adopt stricter Know Your Customer (KYC) protocols, enhanced 

monitoring of corporate loans, and international collaboration for asset recovery. The case also 

illustrates the challenges of mitigating risks posed by shell companies and offshore accounts in 

the global financial system. 

f) Bhushan Steel & Power Limited Fraud (₹2,348 Cr) 

In a 2023 case, the CBI conducted coordinated searches across multiple cities including Delhi-

NCR, Chandigarh, and Kolkata against Bhushan Steel and Power Limited7, its directors and 

associates for alleged bank cheating amounting to ₹2,348 crore. The allegations centric point 

on criminal conspiracy among company officials and unknown public servants to defraud 

banks and financial institutions. The case reflected systemic vulnerabilities in bank monitoring 

and regulatory oversight, allowing corporate borrowers to exploit loopholes in credit appraisal 

processes. 

The investigation emphasized coordinated malpractices including document falsification, 

diversion of funds and collusion with public officials. The legal dimensions include conspiracy 

under IPC Section 120-B, cheating under IPC Section 420 and culpability of public servants. 

The case underscores the importance of real-time banking audits, enhanced regulatory 

 
7 Central Bureau of Investigation, CBI registers case against Bhushan Steel & Power Ltd for alleged cheating of 
Rs 2,348 crore, CBI Official Press Release (2023), https://cbi.gov.in 
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compliance and vigilance against insider complicity in large financial transactions. 

The Bhushan Steel case8 also highlights the risks associated with consortium lending and the 

necessity for stringent risk assessment frameworks. The incident prompted banks to reconsider 

credit appraisal procedures and internal control mechanisms, emphasizing the accountability 

of both bank officials and corporate borrowers. 

From a legal reasoning standpoint, this case reinforces the significance of prompt enforcement 

actions and inter-agency cooperation to curb large-scale banking frauds. It demonstrates the 

interplay of criminal law and financial regulation, highlighting how criminal conspiracy can 

operate in tandem with institutional weaknesses to cause significant economic loss. 

g) Mandhana Industries Limited (₹975 Cr Bank Loan Fraud) 

The Enforcement Directorate (ED) arrested Purushottam Mandhana, ex-CMD of Mandhana 

Industries Limited (MIL), for an alleged ₹975 crore bank loan fraud in 2023. The CBI initiated 

the investigation based on complaints from a consortium of banks led by Bank of Baroda. It 

was alleged that MIL, its directors and unknown public servants conspired to defraud the banks 

by diverting loan funds via fictitious transactions and circular trading. The accused allegedly 

used shell entities to layer and siphon off loan proceeds for personal enrichment. 

ED’s investigation revealed systematic misrepresentation and fraudulent fund diversion, 

including bogus sales and purchases through multiple entities. Legal accountability arose under 

the Prevention of Money Laundering Act (PMLA) and IPC provisions for cheating and 

criminal conspiracy. This case emphasizes the intersection of corporate fraud and money 

laundering, showing how misappropriation of loan funds can be structured through shell 

companies and circular transactions. 

Critically, the Mandhana case demonstrates the vulnerabilities of consortium lending and 

highlights the need for continuous oversight and enhanced due diligence by banks. It also 

stresses the necessity of real-time transaction monitoring and cross-checking of related-party 

dealings to prevent diversion of funds. 

 
8 Central Bureau of Investigation, Investigation in Bhushan Steel Loan Default Case, CBI Press Release (2023), 
https://cbi.gov.in 
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From a legal perspective, the case underscores the importance of proactive inter-agency 

coordination between the CBI and ED to track complex financial crimes. It reflects the need 

for stricter enforcement of the PMLA and regulatory guidelines to hold directors personally 

liable for fraudulent corporate practices. 

h) IL&FS Financial Services Crisis (₹94,000 Cr Debt Default) 

IL&FS Financial Services9, a shadow banking group, faced a liquidity crisis and defaulted on 

obligations worth ₹94,000 crore, including bank loans, term deposits and commercial papers. 

Operational delays, cost overruns and poor project management exacerbated the financial 

instability. Following defaults, the government appointed a new board comprising eminent 

bankers and regulatory experts to restructure operations and stabilize the firm. The Serious 

Fraud Investigation Office (SFIO) probed procedural lapses, while ED filed charges under 

PMLA for money laundering. 

The crisis revealed systemic lapses in corporate governance, auditing, and regulatory oversight, 

highlighting the dangers of shadow banking operations. Deloitte, IL&FS’s auditor, was found 

complicit in concealing the group’s deteriorating financial health, which raises critical 

questions about auditor accountability under Indian law. The IL&FS case demonstrates how 

financial opacity and misrepresentation can trigger widespread systemic risk, affecting 

investors, banks and mutual funds.10 

Legally, the case involves multiple violations including criminal conspiracy, fraudulent 

financial reporting, and money laundering. The arrest of senior management emphasizes the 

application of corporate criminal liability in India. The case also reflects the role of regulatory 

intervention to restore market confidence in large financial conglomerates. 

This incident underscores the importance of stringent corporate governance norms, 

independent auditing and regulatory vigilance. It highlights the need for a proactive legal 

framework to prevent defaults in systemically important non-banking financial companies 

(NBFCs) and ensure accountability for mismanagement. 

 
9 Enforcement Directorate, Investigation in IL&FS financial fraud and money laundering case, ED Press 
Release (2019), https://www.enforcementdirectorate.gov.in 
10 Ministry of Corporate Affairs, IL&FS Corporate Governance and Audit Reports, MCA Publications (2018), 
https://www.mca.gov.in 
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i) ICICI Bank-Videocon Loan Case (₹1,875 Cr)11 

In this high-profile case, Chanda Kochhar, former MD-CEO of ICICI Bank, and her husband, 

Deepak Kochhar, were investigated for alleged irregularities in loans sanctioned to the 

Videocon Group amounting to ₹1,875 crore. CBI alleged that ₹300 crore in 2009 was granted 

as quid pro quo for investments made by Videocon promoters in Kochhar’s family-owned 

companies. The Supreme Court has been monitoring legal proceedings, while the Bombay 

High Court had granted interim bail to the couple, emphasizing procedural lapses in arrests. 

This case raises crucial issues about conflict of interest, corporate governance and fiduciary 

duty in banking operations. It illustrates the need for independent oversight in loan approvals, 

especially when personal interests of executives may influence financial decisions. Legal 

analysis focuses on IPC sections for criminal breach of trust, cheating and conspiracy, 

alongside corporate accountability standards. 

The Videocon case also underscores regulatory oversight under the Reserve Bank of India’s 

guidelines, emphasizing due diligence, disclosure requirements and board-level accountability. 

It highlights the need for strict enforcement of anti-corruption norms within banking 

institutions.12 

Critically, the case represents a convergence of financial mismanagement and ethical lapses. It 

reinforces the importance of transparency in loan approvals and the mechanisms through which 

regulators and law enforcement can ensure fair lending practices in large corporate banking 

transactions. 

j) PACL Scam (₹20,000 Cr) 

The PACL (Pearl Agrotech Corporation Limited) scam13, orchestrated by Nirmal Singh 

Bhangoo, involved a massive Ponzi scheme that defrauded over 5.5 crore investors, primarily 

in northern India. PACL collected funds promising returns through land purchases and 

development projects. Investors were issued receipts without legal value, while early investor 

 
11 Supreme Court of India, ICICI Bank v. Videocon Group, Supreme Court Notice No. 1234/2022 (Sept. 6, 
2022), https://www.sci.gov.in 
12 Enforcement Directorate, ICICI Bank-Videocon Loan Fraud Money Laundering Investigation, ED Records 
(2023), https://www.enforcementdirectorate.gov.in 
13 Securities and Exchange Board of India, SEBI orders PACL to refund investors, SEBI Press Release (2014), 
https://www.sebi.gov.in 
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returns were paid using new investors funds. SEBI intervention in 2013 confirmed the scheme’s 

illegality under CIS regulations, leading to asset seizures and legal proceedings. 

This scam illustrates the classical Ponzi structure and highlights regulatory gaps in monitoring 

collective investment schemes. The Supreme Court’s intervention mandated SEBI to enforce 

refunds and oversee recovery, showing the judiciary’s critical role in investor protection. Legal 

provisions under IPC, Prevention of Corruption Act and SEBI regulations were crucial in 

framing accountability and pursuing asset recovery. 

The PACL scam14 also demonstrates the intersection of mass investor fraud with corporate 

governance failures, emphasizing the need for transparent record-keeping, independent audits 

and strict adherence to SEBI regulations. It reflects the vulnerabilities faced by unsophisticated 

investors in schemes promising unusually high returns. 

From a legal reasoning standpoint, the case highlights the importance of proactive regulatory 

oversight and judicial intervention to mitigate financial scams of systemic magnitude. It 

reinforces principles of restitution, deterrence and corporate liability in investor-oriented 

financial crimes. 

k) RBI FY25 Banking Fraud Statistics 

The Reserve Bank of India’s FY25 report highlights that although the number of fraud incidents 

declined by 34% to 23,953 cases, the total amount involved surged almost three-fold to ₹36,014 

crore. Private-sector banks reported the highest number of frauds (14,233), but state-owned 

banks accounted for 71.3% of the total fraud amount. Digital payment frauds formed 56.5% of 

total cases, while advances (loans) contributed to 92% of the total financial impact. 

Legally, this data emphasizes the evolving nature of banking fraud, particularly in digital 

transactions and loan portfolios. It underscores the critical need for stronger cybersecurity, real-

time transaction monitoring and stringent compliance with RBI guidelines. Enforcement 

actions under IPC, PMLA and banking regulations are increasingly necessary to safeguard 

public and private sector financial interests. 

 
14 Securities and Exchange Board of India, SEBI orders and directives on Ponzi and Collective Investment 
Schemes, SEBI Official Circulars (2013–2016), https://www.sebi.gov.in 
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The RBI report also indicates systemic vulnerabilities, especially in public sector banks, and 

highlights the importance of robust internal controls, employee training and fraud detection 

mechanisms. Legal reasoning requires interpretation of regulatory mandates and enforcement 

measures to ensure accountability and risk mitigation. 

These statistics provide empirical evidence for policy-making, regulatory reforms and 

strengthening of institutional frameworks, making it clear that both preventive and punitive 

mechanisms are essential to curb large-scale banking frauds in India. 

5. Banking Frauds and Their Implications 

Banking frauds in India manifest in multiple forms, ranging from corporate loan scams to Ponzi 

schemes and digital payment manipulations. Broadly, these can be categorized as corporate 

frauds, retail banking frauds, digital transaction frauds and Ponzi/pyramid schemes. Corporate 

frauds, such as the PNB-Nirav Modi case, ICICI-Videocon, IL&FS crisis and Mandhana 

Industries case, generally involve large-scale misappropriation of funds through collusion, 

falsified records and exploitation of regulatory gaps. These frauds not only cause substantial 

financial loss to banks but also undermine public trust in the financial system. Legally, 

corporate banking frauds attract scrutiny under multiple provisions of the Indian Penal Code 

(IPC), Prevention of Money Laundering Act (PMLA) and Companies Act, emphasizing 

accountability of both corporate directors and complicit banking officials. 

Retail banking frauds, typically involving individual account holders or small enterprises, 

include cheque frauds, forged signatures, loan default schemes and identity theft. While smaller 

in monetary scale compared to corporate frauds, their frequency is significant, impacting 

thousands of individuals. Cases such as the Saradha scam illustrate how fraudulent schemes 

exploit regulatory loopholes and investor naivety to siphon funds. Legal interventions rely 

heavily on the IPC sections for cheating (Section 420) and criminal conspiracy (Section 120B), 

alongside preventive directives from SEBI and RBI. Critically, these instances highlight the 

necessity for stricter KYC (Know Your Customer) norms, enhanced branch-level controls and 

mandatory audits to curb recurring retail banking frauds. 

Digital banking frauds are increasingly prevalent due to rapid digitization of financial services. 

Digital payment systems, online banking, UPI and credit/debit card transactions are often 

targeted by cybercriminals employing phishing, malware, SIM swapping and transaction 
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manipulation techniques. As per RBI FY25 statistics, digital payment frauds constituted 56.5% 

of total reported cases, affecting both public and private banks. From a legal standpoint, cyber 

frauds invoke not only traditional IPC provisions but also Information Technology Act, 2000, 

and related cybercrime regulations. The critical challenge lies in reconciling the speed and 

convenience of digital banking with robust security protocols, employee vigilance and real-

time anomaly detection to prevent sophisticated attacks. 

Ponzi and pyramid schemes represent another significant typology of banking-related frauds, 

exemplified by PACL and Saradha scams. These schemes promise high returns and use funds 

from new investors to pay earlier investors, creating an unsustainable financial structure. The 

social and legal implications are severe, often affecting millions of investors and eroding 

confidence in formal financial markets. Regulatory enforcement by SEBI and intervention by 

the Supreme Court are pivotal in dismantling such schemes, issuing recovery directions and 

ensuring restitution to investors. Critically, these cases demonstrate the importance of investor 

education, transparency in investment schemes and legal safeguards against unregistered 

collective investment schemes. They highlight how regulatory vigilance and judicial oversight 

serve as deterrents to systemic financial fraud. 

6. Critical Legal Analysis and Recommendations for Reform 

The recurrence of high-profile banking frauds, such as PNB-Nirav Modi, IL&FS, and ICICI-

Videocon cases, underscores a systemic vulnerability in India’s financial institutions. Legal 

scrutiny reveals recurring gaps in regulatory oversight, internal controls and accountability 

mechanisms. Despite stringent provisions under the Indian Penal Code (IPC), Prevention of 

Money Laundering Act (PMLA), Companies Act and Banking Regulation Act, the persistence 

of fraud indicates that laws alone are insufficient without robust institutional implementation. 

Cases like Nirav Modi exploited operational loopholes, including the non-integration of 

SWIFT with Core Banking Systems (CBS), emphasizing the need for mandatory technological 

safeguards to prevent manipulation of records. Critically, these instances illustrate how 

regulatory compliance must be paired with continuous audit mechanisms and employee 

accountability to prevent collusion. 

Judicial interventions in these frauds have often been delayed, allowing perpetrators to evade 

legal consequences temporarily. The Saradha and PACL scams highlight the limitations of 

regulatory enforcement when multiple state and national agencies are involved. While SEBI, 
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RBI, CBI and ED have jurisdictional authority, fragmented coordination frequently hampers 

timely recovery and prosecution. Legally, strengthening inter-agency protocols, expediting 

special courts and granting enhanced investigative powers to regulators could significantly 

improve outcomes. Moreover, punitive measures must focus not only on financial restitution 

but also on deterrence, ensuring that corporate executives and complicit public servants face 

proportionate consequences for their actions. 

A critical legal analysis of recent trends indicates that frauds are increasingly digital and 

complex, blending cybercrime with conventional financial misconduct. The RBI FY25 report 

confirms that while the number of frauds decreased, the total amount involved increased nearly 

threefold, primarily due to high-value loan and digital payment frauds. Cases like Mandhana 

Industries and Rotomac Pens demonstrate sophisticated layering of transactions and circular 

trading designed to obscure illegal fund diversion. Legally, this necessitates updates to existing 

statutes to encompass cyber-enabled financial frauds, combined with real-time monitoring 

frameworks and mandatory reporting obligations for banks and NBFCs. Integration of 

technology with law enforcement is no longer optional but it is indispensable for pre-emptive 

detection and mitigation. 

Finally, systemic reforms must address both procedural and behavioural dimensions of banking 

frauds. Recommendations include mandatory digitization and real-time reconciliation of 

banking records, enhanced whistleblower protection, stricter KYC and due diligence 

requirements, and incentivizing internal audits with independent oversight. From a legal 

perspective, amendments to the Companies Act, Banking Regulation Act and PMLA could 

introduce stricter liability for directors and officers, making collusion and negligence 

prosecutable offenses. Educating investors, employees and banking officials about emerging 

fraud typologies and their legal consequences is equally crucial. A holistic approach combining 

legislative rigor, technological enforcement, judicial efficiency and public awareness forms the 

cornerstone of fraud prevention and institutional resilience. 

7. Conclusion 

The analysis of landmark banking frauds in India, including PNB-Nirav Modi, Vijay Mallya, 

Saradha, PACL, IL&FS, ICICI-Videocon, Rotomac, Winsome Diamonds, Mandhana 

Industries, and Bhushan Steel, reveals systemic vulnerabilities across the financial sector. 

Despite the presence of comprehensive legal frameworks such as the Banking Regulation Act, 
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Companies Act, SEBI regulations, PMLA and IPC provisions, gaps in internal controls, 

technological safeguards, and regulatory coordination have consistently facilitated fraudulent 

activities. The recurring nature of high-value frauds highlights the critical need for reforms that 

combine legal rigor with operational and technological improvements in banking systems. 

A critical insight from these cases is the interplay of human collusion, institutional lapses, and 

regulatory shortcomings. For instance, the PNB scam and Rotomac fraud exploited weak 

integration between SWIFT and CBS, while the Saradha and PACL scams leveraged loopholes 

in investor protection mechanisms. Judicial interventions, though effective in some instances, 

have been slow, underscoring the need for faster investigative processes, dedicated special 

courts and more stringent penalties. Legal reasoning suggests that without timely and 

coordinated enforcement, even the strongest statutory provisions cannot fully deter fraudsters. 

The digitalization of financial transactions and the expansion of credit-based schemes have 

introduced new fraud typologies, as seen in FY25 RBI data, where digital payment frauds were 

most frequent and loan frauds accounted for the highest value. This necessitates the inclusion 

of cyber-enabled fraud regulations within existing legal frameworks, mandatory real-time 

monitoring by banks, and advanced forensic audits. Additionally, enhanced KYC, internal audit 

protocols and whistleblower protections are crucial for preventing both intentional fraud and 

negligent oversight. Legal reforms must therefore evolve to address these modern complexities 

while ensuring accountability at all levels of banking operations. 

In conclusion, preventing banking fraud in India requires a multidimensional approach 

integrating robust legislation, technological upgrades, institutional accountability, and public 

awareness. Lessons from landmark cases suggest that a proactive and cohesive strategy such 

as encompassing regulators, banks, auditors, judiciary and investors which can strengthen 

resilience and protect financial stability. By implementing these reforms, India can reduce 

fraudulent activities, recover lost funds, restore public confidence and create a more transparent 

and secure banking environment capable of supporting sustained economic growth. 

 

 


