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Introduction 

India’s rapid digital transformation, accelerated through initiatives such as Digital India, has 

significantly expanded internet penetration and digital financial services.¹ The proliferation of 

digital payment systems, mobile banking, and e-commerce platforms has created new 

economic opportunities while expanding the landscape for cyber-enabled fraud.² Data 

published by the National Crime Records Bureau (NCRB) demonstrates a steady rise in 

cybercrime cases, with online financial fraud constituting a substantial portion of reported 

offences.³ The increasing use of Unified Payments Interface (UPI) systems and app-based 

transactions has made individuals vulnerable to technologically sophisticated scams. The legal 

system must therefore adapt to protect constitutional rights to privacy and property in the digital 

domain. 

Types of Online Scams in India 

Phishing and Identity Theft 

Phishing schemes deceive users into revealing confidential information such as one-time 

passwords (OTPs), PINs, and login credentials. ⁴ Identity theft often leads to unauthorised 

financial transactions. Sections 66C and 66D of the Information Technology Act, 2000, 

criminalise identity theft and cheating by personation using electronic means. ⁵ The Supreme 

Court recognised the importance of digital privacy protections in Justice K.S. Puttaswamy 

(Retd.) v. Union of India, affirming privacy as a fundamental right under Article 21 of the 

Constitution. ⁶ This constitutional protection strengthens the legal basis for prosecuting misuse 

of digital identity. 

E-Commerce and Marketplace Frauds 

Fraudulent sellers frequently exploit online marketplaces by advertising counterfeit or non-
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existent products.⁷ Such conduct attracts criminal liability under Sections 415 and 420 of the 

Indian Penal Code, 1860.⁸ Indian courts have clarified intermediary liability in Shreya Singhal 

v. Union of India, where the Supreme Court interpreted safe harbour protections under Section 

79 of the IT Act.⁹ While intermediaries are protected in certain circumstances, failure to act 

upon actual knowledge of unlawful activity may attract liability. 

Investment and Cryptocurrency Scams 

Ponzi schemes and fraudulent digital trading platforms promise unrealistic returns to unwary 

investors. ¹⁰ The Reserve Bank of India has repeatedly cautioned citizens regarding 

unauthorised digital lending and crypto platforms. ¹¹ In Internet and Mobile Association of 

India v. Reserve Bank of India, the Supreme Court examined regulatory restrictions on virtual 

currencies, underscoring the evolving legal status of crypto-assets in India. ¹² 

Socio-Economic Impact 

A. Financial Losses 

The Indian Cyber Crime Coordination Centre reports that cyber fraud losses run into 

thousands of crores annually. ¹³ However, underreporting remains prevalent due to stigma and 

procedural complexity. ¹⁴ 

B. Psychological and Emotional Impact 

Victims frequently experience anxiety, depression, and social isolation. ¹⁵ Financial fraud may 

produce long-term psychological harm, especially among elderly victims. ¹⁶ 

C. Erosion of Trust 

Economic studies indicate that rising digital fraud weakens public confidence in fintech 

systems. ¹⁷ Trust deficits may reduce digital adoption and impede economic growth. ¹⁸ 

Legal Framework and Enforcement 

The Information Technology Act, 2000, provides the principal statutory mechanism for 

prosecuting cyber offences. ¹⁹ The Indian Penal Code, 1860, supplements this framework. ²⁰ 

The Indian Cyber Crime Coordination Centre coordinates national cybercrime responses, while 
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the National Crime Records Bureau compiles annual statistics. ²¹ Despite these mechanisms, 

enforcement faces jurisdictional barriers, technical limitations, and low conviction rates. ²² 

Critical Analysis and Reform 

India’s approach remains largely reactive. Preventive regulatory models and digital literacy 

initiatives require strengthening. ²³ The establishment of specialised cybercrime courts, 

streamlined restitution mechanisms, and enhanced international cooperation through Mutual 

Legal Assistance Treaties (MLATs) are necessary reforms. ²⁴ Comparative international 

frameworks, including the Budapest Convention on Cybercrime, may guide the harmonisation 

of enforcement standards. ²⁵ 

Constitutional and Rights-Based Dimensions 

The regulation of online scams must also be examined through a constitutional lens. The 

Supreme Court’s recognition of the right to privacy as fundamental under Article 21 in 

Puttaswamy established informational privacy as intrinsic to personal liberty. ²⁶ In the digital 

context, phishing, identity theft, and unauthorised financial extraction represent not merely 

statutory offences but violations of constitutionally protected autonomy and dignity. 

Online scams also implicate Article 300A of the Constitution, which guarantees that no person 

shall be deprived of property save by authority of law.²⁷ Financial fraud through cyber means 

effectively deprives individuals of property without lawful justification. While Article 300A is 

not a fundamental right, it remains constitutionally enforceable. Strengthening preventive 

cyber frameworks can therefore be viewed as fulfilling the State’s obligation to safeguard 

constitutional guarantees. 

However, enforcement must balance security with civil liberties. Expansive digital 

surveillance, if unchecked, risks infringing proportionality standards articulated in 

Puttaswamy. ²⁸ Regulatory mechanisms must therefore adhere to legality, necessity, and 

proportionality tests when empowering investigative agencies with digital interception powers. 

Additionally, the Supreme Court’s decision in Anuradha Bhasin v. Union of India emphasised 

that restrictions on internet access must satisfy constitutional scrutiny. ²⁹ While the case 

concerned internet shutdowns, its reasoning underscores the growing constitutional 
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significance of digital access. In combating online scams, the State must avoid overbroad 

measures that compromise legitimate digital participation. 

Institutional Capacity and Investigative Challenges 

Although India has established the Indian Cyber Crime Coordination Centre (I4C) to centralise 

cybercrime efforts, investigative capacity remains uneven across states. ³⁰ Cybercrime 

investigation demands specialised digital forensic expertise, blockchain analysis capabilities, 

and real-time data analytics resources that are often limited at district-level police stations. 

Digital evidence poses unique evidentiary challenges. Section 65B of the Indian Evidence Act, 

1872, governs the admissibility of electronic records. ³¹ The Supreme Court in Arjun Panditrao 

Khotkar v. Kailash Kushanrao Gorantyal clarified mandatory compliance requirements for 

electronic evidence certification. ³² Procedural lapses in collecting digital evidence may 

weaken prosecutions in online scam cases. 

Jurisdictional issues further complicate enforcement. Online scams frequently originate outside 

state boundaries or even beyond national borders. MLATs provide mechanisms for cross-

border evidence gathering, but bureaucratic delays often hinder timely investigation. ³³ 

Cryptocurrency-based scams intensify these challenges due to pseudonymous transactions and 

offshore exchanges. 

Moreover, conviction rates in cybercrime cases remain comparatively low. ³⁴ Contributing 

factors include lack of technical training, inadequate digital infrastructure, and victim 

reluctance to pursue lengthy litigation. Strengthening institutional coordination between banks, 

telecom providers, and law enforcement agencies is essential to improving enforcement 

outcomes. 

Technological Evolution and Emerging Risks 

The increasing sophistication of artificial intelligence (AI) technologies has introduced new 

forms of cyber fraud. Deepfake videos and voice-cloning software enable fraudsters to 

convincingly impersonate corporate executives, public officials, or family members. ³⁵ Such 

impersonation blurs the line between traditional identity theft and technologically fabricated 

identity. 
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Existing provisions under Sections 66C and 66D of the IT Act may be interpreted broadly to 

cover AI-driven impersonation. ³⁶ However, the absence of explicit statutory recognition of 

synthetic media fraud could create interpretive uncertainty. Legislative amendments may 

therefore be required to address emerging forms of digital deception. 

Furthermore, social media algorithms amplify fraudulent advertisements and phishing links at 

unprecedented speed. Although intermediaries benefit from safe harbour protections under 

Section 79 of the IT Act, failure to remove scam content upon obtaining actual knowledge may 

attract liability. ³⁷ Strengthening due diligence requirements for intermediaries could reduce 

exposure to scam networks while respecting free speech safeguards established in Shreya 

Singhal. ³⁸ 

The financial sector has begun deploying AI-based fraud detection systems to identify 

suspicious transaction patterns. Yet fraudsters continuously adapt, exploiting behavioural 

vulnerabilities rather than purely technological loopholes. A holistic approach must therefore 

integrate psychological awareness, behavioural economics insights, and public education 

campaigns. 

Policy-Oriented Reform Framework 

A sustainable response to online scams must integrate preventive, protective, and corrective 

measures. First, nationwide digital literacy campaigns should be institutionalised within school 

curricula and community outreach programmes. Educating citizens on recognising phishing 

attempts, verifying digital payment requests, and safeguarding personal data is critical to 

prevention. 

Second, banking institutions must implement mandatory “cooling-off periods” and rapid 

transaction freeze protocols for suspicious transfers. Collaborative frameworks between 

financial institutions and law enforcement can significantly reduce recovery time. 

Third, the establishment of specialised cybercrime courts would enhance judicial expertise and 

expedite the resolution of digital fraud cases. India’s experience with commercial courts under 

the Commercial Courts Act, 2016, demonstrates that specialised adjudication improves 

efficiency. ³⁹ A similar model could be adopted for cyber offences. 

Fourth, the creation of a statutory Cyber Fraud Victim Compensation Fund may provide 
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immediate financial relief to victims pending adjudication. Restorative justice mechanisms 

would strengthen public confidence in digital systems. 

Finally, India may consider deeper engagement with international cybercrime conventions and 

bilateral enforcement partnerships. Although concerns regarding sovereignty and data-sharing 

persist, harmonised global standards are essential to combating borderless digital fraud 

networks. 

Personal Opinion 

In my view, India stands at a critical juncture in its digital evolution. The very tools that have 

democratized access to financial and social opportunities are now weaponised by fraudsters 

who exploit institutional gaps and public unawareness. Strengthening legal provisions, 

especially through clearer recognition of AI-enabled fraud and intermediary due diligence, 

must go hand-in-hand with grassroots empowerment. Digital literacy should not be an optional 

social programme but a core educational pillar, just as fundamental as traditional literacy. Only 

through this dual focus on structural reform and citizen empowerment can India safeguard its 

digital future without compromising the constitutional liberties that underpin its democratic 

ethos. 

Conclusion 

Online scams in India represent a complex socio-legal challenge that intersects technology, 

sociology, economics, and fundamental rights. Existing legal frameworks are foundational but 

reactive, enforcement remains uneven, and technological evolution continually expands the 

threat landscape. Addressing these challenges requires a multidimensional approach that 

balances constitutional safeguards with robust prevention, enforcement, and victim support 

mechanisms. 
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