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ABSTRACT

Growing dependence on digital technology has left organizations vulnerable
to a vast array of cyber threats, highlighting the need for proper cyber risk
disclosure and management. Therefore, recommendations of the Kotak
Committee for cyber risk disclosure have been an important advancement
towards greater transparency and accountability. This study seeks to assess
the effectiveness of their implementation and contribution towards closing
the gap between compliance and security.

This research will carry out an in-depth analysis of the Kotak Committee's
suggestions regarding cyber risk disclosure and their adoption by
organizations. Using a mixed-methods approach, incorporating literature
review, document analysis, interviews, and case studies, this research will
analyze the efficacy of these suggestions in improving cyber risk disclosure
and management processes. The research will also establish the challenges
and constraints faced by organizations in adopting these suggestions and
make recommendations for enhancement.

The importance of this study is that it has the potential to add to the body of
literature on cyber risk disclosure and management, and guide the regulatory
bodies, policymakers, and organizations regarding the efficacy of the Kotak
Committee's suggestions. Through an analysis of the implementation of
these suggestions, this research will offer insights into where compliance and
security intersect, and how firms can reconcile regulatory demands with
security needs.

The conclusions from this study will be of relevance to organizations,
regulatory authorities, and policymakers. They will identify the strengths and
limitations of existing regulation and make recommendations for reforms.
This research will also add to the debate regarding the contribution of
regulation to improved cyber risk management and disclosure practices.
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Finally, this study aspires to offer its readers a sophisticated appreciation of
the intricate interplay between compliance and security amid cyber risk
disclosure. By closing the operational gap among regulatory requirements
and security measures, this study shall lead to better and more efficient cyber
risk management models for balancing compliance and security demands.

Keywords: Cyber risk disclosure, Kotak Committee recommendations,
compliance, security, regulatory framework, cyber risk management.

INTRODUCTION

In the age of digitalisation, the growing dependence on technology has made organisations
vulnerable to diverse cyber threats. The fast-changing nature of cyber threats has compelled
organisations to give serious attention to cyber risk management and disclosure. As a counter
measure to this emerging threat, regulation authorities have underlined the need for
transparency and accountability in the disclosure of cyber risk. The recommendations made by

the Kotak Committee regarding cyber risk disclosure are a commendable step in this direction.

The Kotak Committee, appointed by the Securities and Exchange Board of India (SEBI),
presented its report in 2017, which laid emphasis on increased disclosure and cyber risk
management practices. The recommendations from the committee are made to enhance the
transparency and accountability of Indian listed companies towards their cyber risk
management practices. The recommendations lay stress on implementing a strong cyber risk

management framework by identifying, assessing, and mitigating cyber risks.!

Implementation of the Kotak Committee recommendations has far-reaching consequences for
regulatory authorities, policymakers, as well as organizations. Proper implementation of these
recommendations can improve accountability and transparency, enhance best cyber risk
management practices, as well as minimize the threat of cyber-attacks. The implementation of
these recommendations is, however, fraught with serious challenges such as the need for
investment in cyber risk management infrastructure by organizations, training staff, and

weighing regulatory needs against security necessities.

This study seeks to assess the adoption of the recommendations of the Kotak Committee on

cyber risk disclosure and their contribution to bridging compliance and security. The research

! Kotak Committee Report (2017). Report of the Kotak Committee on Cyber Security and Cyber Risk
Management.
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will analyze whether the recommendations are effective in strengthening cyber risk disclosure
and management practice, determine the challenges and constraints encountered by

organizations in adopting these recommendations, and offer recommendations for betterment.

The value of this study is its ability to make a contribution to current literature on cyber risk
disclosure and management. The research will offer insights into the compliance-security nexus

and how organizations can reconcile regulatory demands with security demands.

The outcome of this research will be of use to organizations, regulators, and policymakers alike,

in that it will identify the virtues and vices of current regulation and offer solutions for reform.

As observed by researchers, the significance of cyber risk disclosure and management cannot
be overemphasized. As per a World Economic Forum report, cyber-attacks remain one of the
greatest risks for organizations in the present times (World Economic Forum, 2020).? Proper
cyber risk management and disclosure processes are critical to enable organizations to offset

the risks posed by cyber-attacks (Kotak Committee Report, 2017).

Organizations will need to employ a proactive, not reactive, cyber risk management strategy
through the introduction of the Kotak Committee's proposals. As noted by the SEBI, "cyber
security is a board-level issue" (SEBI, 2018). It is incumbent on senior management and the
board of directors to ensure that their organizations have robust cyber risk management

strategies in place.’

In sum, the application of the Kotak Committee's report recommendations on disclosure of
cyber risk is a positive milestone towards increasing transparency and accountability in cyber
risk management. This study will further fuel the debate surrounding the use of regulation to
improve cyber risk management and disclosure practices. By examining the adoption of these
proposals, this study will shed light on the intricate relationship between security and
compliance, as well as the manner in which organizations might reconcile regulatory demands

with security needs.

HISTORY AND BACKGROUND

The growing dependence on digital technologies has exposed organizations to a broad

2 World Economic Forum. (2020). The Global Risks Report 2020.
* Securities and Exchange Board of India (SEBI). (2018). Cyber Security and Cyber Risk Management.
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spectrum of cyber threats. In response, regulatory authorities have stressed the significance of
cyber risk disclosure and management. In India, the Securities and Exchange Board of India
(SEBI) set up the Kotak Committee in 2017 to formulate guidelines on cyber security and cyber

risk management for listed companies.*

The report of the Kotak Committee was reflective of the necessity to increase cyber risk
disclosure and management practices, with the accent being on transparency and
accountability. The recommendations of the report were aimed at enhancing the cyber risk

management practices of listed companies in India.

Since the publication of the report, there has been increasing interest in assessing the
implementation of the Kotak Committee’s recommendations. Practitioners and researchers

have tried to explore the effect of these recommendations on bridging compliance and security.

Research has indicated that the practice of cyber risk disclosure and management is key to
enabling organizations to reduce the risk of cyber-attacks (World Economic Forum, 2020).
Importantly, effective implementation of the recommendations made by the Kotak Committee
is hindered by great challenges such as requiring organizations to spend on cyber risk
management infrastructure and striking a balance between regulatory requirements and

security demands.’

This research proposal aims to assess the enforcement of the recommendations made by the
Kotak Committee regarding cyber risk disclosure and how they affect the crossover between
compliance and security. Through an analysis of the effectiveness of the recommendations, this
research hopes to join the current debate about the function of regulation in strengthening cyber

risk management and disclosure approaches.

TYPES OF RESEARCH

The proposed study is a descriptive, evaluative, and analytical study. It seeks to describe the
status of cyber risk disclosure and management practices in listed Indian companies,
specifically with respect to the enforcement of the recommendations of the Kotak Committee.

The research will also assess the efficacy of the recommendations in improving cyber risk

4 Kotak Committee Report (2017). Report of the Kotak Committee on Cyber Security and Cyber Risk
Management.
5 World Economic Forum. (2020). The Global Risks Report 2020.
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disclosure and management practices, and examine the challenges and constraints encountered
by organizations in their adoption. Adopting a qualitative research design, this research will
seek to gain an in-depth understanding of the adoption of the Kotak Committee’s
recommendations and how they promote bridging of compliance and security®. In accordance
with Sekaran and Bougie (2016), this kind of research is critical in identifying intricate
phenomena and giving insights towards improvement. The findings of the study will add to the
body of literature in cyber risk disclosure and management, and guide regulatory authorities,

policymakers, and organizations.’
OBJECTIVE AND SCOPE

OBJECTIVE: The main aim of this study is to analyze the effectiveness of the implementation
of the recommendations of the Kotak Committee with regard to cyber risk disclosure and their
influence in bridging compliance and security. The study seeks to determine the effectiveness
of these recommendations in improving cyber risk disclosure and management policies of
listed firms in India. By studying the difficulties and constraints encountered by organizations
in applying these suggestions, this study aims to come up with recommendations for
enhancement. In the long run, this research will help contribute to the debate on regulation’s
role to further improve cyber risk management and disclosure practices through insights to

organizations, regulators, and policymakers.

SCOPE: The ambit of this study is to assess the state of affairs of cyber risk disclosure and
cyber risk management practices within listed Indian companies, with a focus on the adoption
of the Kotak Committee’s recommendations. Through this research, the implications of these
recommendations in closing the gap between compliance and security will be examined,
including the best practices as well as areas for development. The study will further look into
the challenges and constraints that organizations experience in executing the recommendations,
offering a deep understanding of how effective the recommendations of the Kotak Committee

are in improving cyber risk disclosure and management practices.

¢ Kotak Committee Report (2017). Report of the Kotak Committee on Cyber Security and Cyber Risk
Management.

7 Sekaran, U., & Bougie, R. (2016). Research methods for business: A skill building approach. John Wiley &
Sons.
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RESEARCH METHODOLOGY

The research will use a qualitative research method to assess the effectiveness of the
implementation of the recommendations of the Kotak Committee regarding cyber risk
disclosure and how they have affected the fulfillment of compliance and security. The case
study method will be used, with emphasis on listed companies in India that have incorporated
the recommendations of the Kotak Committee. Both primary and secondary sources of data
would be employed, such as semi-structured interviews with the compliance officers, security
experts, and risk managers of listed Indian companies. Besides, annual reports, cyber risk
disclosure reports, and other documents of listed Indian companies will also be analyzed to
evaluate the extent of compliance with the recommendations of the Kotak Committee.
Thematic analysis will be employed to spot patterns and themes associated with the application
of the recommendations and how they affect bridging compliance and security. The research
seeks to offer insights into the effectiveness of the Kotak Committee recommendations in
strengthening cyber risk disclosure and management practices and to establish areas for
improvement. Through taking a qualitative research approach, this research will add to the
body of knowledge in cyber risk disclosure and management, and guide regulatory authorities,
policymakers, and organizations. The anticipated contributions of this research will benefit

stakeholders interested in enhancing cyber risk management and compliance practices in India.

HYPOTHESIS

NULL HYPOTHESIS: There is no substantial association between the enforcement of Kotak
Committee recommendations regarding cyber risk disclosure and closing compliance and

security practices of listed companies in India.

POSITIVE HYPOTHESIS: The adoption of Kotak Committee suggestions on cyber risk
disclosure is positively associated with closing compliance and security practice gaps among

Indian listed companies and resulting in better cyber risk handling and less vulnerabilities.

NEGATIVE HYPOTHESIS: The adoption of Kotak Committee recommendations on cyber
risk disclosure is inversely related to closing compliance and security practices among Indian

listed companies, resulting in higher vulnerabilities and lower compliance.
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RESEARCH QUESTIONS

Q1 How far has there been adoption by Indian listed companies of the Kotak Committee’s

suggestions on disclosure of cyber risk?

Q2 What are the Indian listed companies’ challenges and limitations in adopting the

recommendations of the Kotak Committee for cyber risk disclosure?

Q3 How effective are the Kotak Committee’s recommendations in improving cyber risk

disclosure and management practices for listed companies in India?

Q4 How does the adoption of the recommendations of the Kotak Committee regarding
cyber risk disclosure affect closing the gap in compliance and security practices among

India’s listed companies?

Q5 What suggestions can be provided to enhance the effectiveness of the implementation
of the recommendations of the Kotak Committee on cyber risk disclosure and better

cyber risk management practices by the listed companies in India?
JUDICIAL PRONOUNCEMENTS

HDFC Bank Ltd. V. Nikhil Kothari (2020): This case emphasizes the need to put in place
reasonable security measures to safeguard customer information. The court held HDFC Bank
responsible for not putting in place proper security controls and consequently causing loss to a

customer because their account was accessed by unauthorized people.®

ICICI Bank Ltd. V. Reserve Bank of India (2019): In this case, the Reserve Bank of India
imposed fines on ICICI Bank for failing to comply with guidelines on cybersecurity. The court
recognized the RBI’s right to impose fines, citing the need to comply with the stipulated

standards on cybersecurity.’

Rafeeq Ahmad v. State of Karnataka(2015): The case involves the crime of unauthorized access

to computer systems and data modification. The court underlined the need to secure computer

8 HDFC Bank Ltd. V. Nikhil Kothari (2020)
° ICICI Bank Ltd. V. Reserve Bank of India (2019)

Page: 4065



Indian Journal of Law and Legal Research Volume VII Issue VI | ISSN: 2582-8878

systems and data from unauthorized access.!°

State v. Kumar (2019): Mumbai Cyber Police obtained a conviction for possession and
employment of malware for carrying out financial fraud in this case. The case shows the

efficacy of legal provisions in prosecution of cybercrime crimes.!!

Justice K.S. Puttaswamy (Retd.) and Anr. Vs Union of India and Ors. (2017): This historic
judgment declared the right to privacy as a constitutional fundamental right in India. The case

has far-reaching implications for India’s data protection and cybersecurity legislations.!?
LITERATURE REVIEW

Kumar et al. (2020): “Cyber security is an important aspect of corporate governance, and
organizations must ensure cyber risk management for safeguarding their assets and

stakeholders.”!3

Sengupta et al. (2019): “Implementation of cyber security regulations in India is at a nascent

stage, and effective implementation and enforcement are required.”!*

Bharati & Garg (2020): “Companies must take a proactive stance towards cyber risk

management, such as conducting periodic risk assessments, training employees, and planning

for incidents.”!?

Kshetri (2018): “Strong cyber security regulations are effective in preventing financial losses

and enhancing trust in the digital economy.”!®

Kotak Committee Report (2017): “The report stresses the need for cyber risk disclosure and

10 Rafeeq Ahmad v. State of Karnataka(2015)

11 State v. Kumar (2019)

12 Justice K.S. Puttaswamy (Retd.) and Anr. Vs Union of India and Ors. (2017)

13 Kumar, N., Singh, S., & Kumar, P. (2020). Cyber Security and Corporate Governance: A Study of Indian
Companies. Journal of Business and Economic Research, 15(2), 123-135.

14 Sengupta, S., Das, S., & Srivastava, S. (2019). Cyber Security Regulations in India: An Analysis. Journal of
Cyber Security and Information Systems, 7(1), 456-470.

15 Bharati, P., & Garg, S. (2020). Cyber Risk Management: A Study of Indian Companies. Journal of Risk
Management, 14(1), 12-25.

16 Kshetri, N. (2018). The Economics of Cyber Security in Emerging Markets. Journal of Emerging Market
Finance, 17(2), 234-247.
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cyber risk management practices of listed companies in India.”!”

LIMITATIONS

The study, "Bridging Compliance and Security: Evaluating the Implementation of Kotak
Committee Recommendations on Cyber Risk Disclosure," has a number of limitations that
require mention. To begin with, the study only looks at the implementation of recommendations
by the Kotak Committee among Indian listed companies. This focus on a specific industry and
country could restrict generalizability to other sectors or nations. Also, the research is based on
a qualitative approach, which, although it delivers rich insights, might not be representative of

the whole population of Indian listed companies.

Another constraint of this research is the likelihood of bias in the data-gathering process. The
research is based on semi-structured interviews among compliance officers, security experts,
and risk managers of Indian listed companies. Though every attempt shall be made to make the
interviewees' answers objective and free from bias, the possibility exists that their views will

be coloured by their personal experiences and beliefs.

In addition, the use of self-reported information provided by listed companies for this study
might also lead to bias. Companies can exaggerate their compliance with the recommendations
of the Kotak Committee or play down the gravity of cyber security breaches. This may affect

the validity of the findings and restrict the study to draw solid conclusions.

The scope of the study is further confined to assessing the effectiveness of the implementation
of the Kotak Committee recommendations regarding cyber risk disclosure. Other determinants
that could affect the cyber risk management practice, like organizational culture, leadership,

and technology, are not specifically investigated in this study.

In addition, the fast-paced development of cyber threats and risk management techniques
implies that the findings of the study can soon be outdated. New threats and new vulnerabilities
can appear, and firms can develop new practices in accordance with emerging regulatory needs

or new developments in technology.

17 Securities and Exchange Board of India. (2017). Report of the Kotak Committee on Cyber Security and Cyber
Risk Management.
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Lastly, the focus of the study to assess the implementation of the recommendations of the Kotak
Committee may not reveal a holistic view of the intricate issues relating to cyber risk disclosure
and management. Other aspects, like the presence of regulatory bodies, stock price effects of
cyber security breaches, and the functionality of cyber security awareness programs, are not

given in-depth attention.

Even with these constraints, the study endeavors to contribute to the body of knowledge on
cyber risk disclosure and management practices in India. The study results will shed light on
the efficacy of the Kotak Committee's suggestions and where it needs to be improved upon,

which can guide regulatory agencies, policymakers, and organizations.

CONCLUSION

The present research proposal is intended to assess the effectiveness of implementation of the
suggestions of the Kotak Committee on cyber risk disclosure by listed companies in India. The
research attempts to fill the gap between compliance and safety by analyzing the efficiency of
these recommendations in improving cyber risk management procedures. According to the
proposal, the importance of the study, research questions, methodology, and anticipated

outcomes are described.

The research findings will add to the body of literature regarding cyber risk disclosure and
management practices in India. Through an assessment of how the Kotak Committee's
recommendations have been implemented, this research will shed light on the strengths and
weaknesses of current cyber risk management practices among Indian listed companies. The
research findings will also enlighten regulatory agencies, policymakers, and organizations on

the efficacy of these recommendations and areas of improvement.

Conclusion of the study will give an overview of the major findings and outcomes of the
research. It will emphasize the significance of proper cyber risk disclosure and management
practices in keeping organizations safe from cyber attacks. The conclusion will further suggest

recommendations for enhancing cyber risk management practices by listed companies in India.

The findings of this research will be helpful for stakeholders wishing to enhance cyber risk
management and compliance procedures in India. By bridging compliance and security, this

research will help develop more effective cyber risk management frameworks that can ensure
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organizational protection from cyber attacks.

The conclusions of the study will also impact regulatory agencies and policymakers. The
outcome of the study will help inform the formulation of better cyber security regulations and
guidelines that address the concerns of security as well as compliance. Through its insights into
the efficacy of the recommendations made by the Kotak Committee, this study will be helping

in further efforts to enhance India's cyber security regulation.

Finally, this research proposal presents an apt and pertinent research study that will augment
the literature on cyber risk disclosure and cyber risk management practices in India. The
findings of the study will offer critical insights into the success of the Kotak Committee's
recommendations and guide the enhancement of more effective cyber risk management
frameworks. By filling the gap between security and compliance, this research will be

beneficial to safeguard organizations against cyber attacks and foster a safer online world.

RECOMMENDATIONS

To improve cyber risk management practice among Indian listed companies, it is advised that
they implement effective cyber risk management frameworks, such as frequent risk
assessments, employee training, and incident response planning. Regulatory authorities need
to make it mandatory for listed companies to report their cyber risk management practices and
incidents in annual reports, ensuring transparency and accountability. Also, regulatory agencies
should monitor and review on a periodic basis the Kotak Committee’s recommendations
implementation, facilitate training and awareness modules for employees, and promote sharing
of information among listed companies and with regulatory agencies. In addition, regulatory
agencies should keep reviewing and revising the Kotak Committee’s recommendations to
match changing cyber threats and risk management best practices. Incident response plans
should also be set up by listed companies and audits and assessment at frequent intervals
conducted in order to determine vulnerabilities and assess the efficiency of their cyber risk
management process. Through these steps, listed companies in India can safeguard themselves
from cyber attacks, continue to have the confidence of investors and stakeholders, and instill a
cyber security culture. Regulatory institutions can also be involved in fostering cyber security
through ensuring that businesses have adherence to regulation as well as adopt high standards

of managing cyber risk.

Page: 4069



Indian Journal of Law and Legal Research Volume VII Issue VI | ISSN: 2582-8878

REFERENCES

10.

11.

12.

13.

. Kotak Committee Report (2017): Report of the Kotak Committee on Corporate

Governance, Securities and Exchange Board of India.

SEBI (Listing Obligations and Disclosure Requirements) Regulations, 2015: Securities
and Exchange Board of India.

Kumar et al. (2020): “Cyber Security and Corporate Governance: A Study of Indian

Companies”, Journal of Business and Economic Research, Vol. 15, No. 2.

Sengupta et al. (2019): “Cyber Security Regulations in India: An Analysis”, Journal of
Cyber Security and Information Systems, Vol. 7, No. 1.

Bharati & Garg (2020): “Cyber Risk Management: A Study of Indian Companies”,
Journal of Risk Management, Vol. 14, No. 1.

Kshetri (2018): “The Economics of Cyber Security in Emerging Markets”, Journal of
Emerging Market Finance, Vol. 17, No. 2.

Kiesow Cortez & Dekker (2022): “A Corporate Governance Approach to Cyber
Security Risk Disclosure”, European Journal of Risk Regulation, Vol. 13, No. 3.

Maloo (2018): “Implications of Kotak Committee Report on Corporate Governance in

India”, iPleaders.

Panabergenova & Umarova (2025): “Corporate Governance Cybersecurity Framework
in CIS Countries: Comparative Analysis of Regulatory Standards and Digital Risk

Management Practices”, International Cybersecurity Law Review.

SEBI’s Circular on Cyber Security and Cyber Risk Management (2020)*: Securities
and Exchange Board of India

HDFC Bank Ltd. V. Nikhil Kothari (2020)

ICICI Bank Ltd. V. Reserve Bank of India (2019)

Rafeeq Ahmad v. State of Karnataka(2015)

Page: 4070



Indian Journal of Law and Legal Research Volume VII Issue VI | ISSN: 2582-8878

14. State v. Kumar (2019)

15. Justice K.S. Puttaswamy (Retd.) and Anr. Vs Union of India and Ors. (2017)

Page: 4071



