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Introduction & Conceptual Framework
Background & Significance:

Digital lending has become a revolutionary force in India's financial system over the last
decade, fueled by regulatory push, technology, and a growing need for credit. The industry has
expanded leaps and bounds, with digital disbursements rising 12 times between 2017 and 2020.
By 2023, India's digital lending industry stood at $270 billion and is expected to hit $515 billion
by 2030, with a growth rate of 33.5% CAGR!. This expansion is being driven by innovations
like embedded lending, credit scoring through Al, and the high penetration of smartphones.
The unsecured business is significant in digital lending, which accounts for many extended
loans. Unsecured lending provides easy access to credit for underserved segments like Tier-3
cities, with no collateral required. his segment has emerged as a cornerstone of financial

inclusion, filling gaps left by conventional banking systems.?
Research Objective:
This paper will attempt to find answers to the following questions:

1. How has digital lending changed in India's financial landscape?
2. What are the features and challenges of unsecured digital lending?

3. How do regulatory environments and technology influence this segment?
Methodology & Scope:

The study employs a mixed-method strategy using secondary data analysis of industry reports

and academic research and qualitative interviews of stakeholders (Regulated Entities (REs),

! “Mehak Srivastava, Al and data science: Changing digital lending industry in India, FINANCIAL EXPRESS
(Mar 15, 2025, 8:00 PM), https://www.financialexpress.com/business/digital-transformation-ai-and-data-science-
changing-digital-lending-industry-in-india-3352452/.

2 ¢Jyoti Banthia, Finding the missing gap in digital lending, HINDU BUSINESS LINE (Mar 17, 2025, 6:00 PM),
https://www.thehindubusinessline.com/specials/current-account/finding-the-missing-gap-in-digital-
lending/article67285252.ece.’
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Digital Lending Apps (DLAs), Lending Service Providers (LSPs)). The scope is India's
unsecured digital lending market from 2017 to 2025.

Conceptual Understanding of Digital Unsecured Lending:
Definition and Distinguishing Characteristics

Digital unsecured lending is a type of lending that involves giving loans online with no
collateral but with borrowers evaluated based on creditworthiness according to conventional
means such as credit scores or non-traditional data like cell phone usage behavior. Digital

unsecured loans are distinguished by:

e Rapid approval procedures (usually in a matter of minutes).
e Higher rates of interest compared to secured lending due to heightened lender risk.

e Availability for the underserved audience
Types of Digital Unsecured Lending:

Personal loans are universal borrowing instruments that may be used to pay for all manner of
items, like financing outstanding balances or funding unplanned emergencies, granting
consumers latitude to deal with unforeseen demands for cash. Credit cards offer instead an
easily accessed type of revolving credit unencumbered by collateral, an extremely sought-after
means for spending and borrowing for short durations. At the same time, student loans are
particularly tailored to finance education expenses, meeting the increasing demand among
borrowers who want to invest in their future academic and professional lives. Combined, these
products meet various needs, enabling individuals to reach their objectives with customized

solutions.*
Technology Innovations Supporting Digital Unsecured Lending:

Artificial intelligence and machine learning are revolutionizing credit evaluation by using
predictive analytics to enhance precision and decision-making. The technologies allow lenders
to process enormous amounts of data, including non-traditional sources, to dynamically
forecast borrower risk and maximize lending strategies in real time. Blockchain technology

supplements this by protecting financial transactions and providing transparency to loan

3 ‘James Chen, Unsecured Loans: Borrowing without collateral, INVESTOPEDIA (Mar 18, 2025, 6:00 PM),
https://www.investopedia.com/terms/u/unsecuredloan.asp.’

4 BAJAJ FINSERV, https://www.bajajfinserv.in/what-is-an-unsecured-loan-and-how-does-it-work (last visited
Mar 20, 2025).
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records, establishing a tamper-proof and trust-enhanced system. In the meantime, cloud
computing enables scalable operations, enabling high-volume loan processing with increased
efficiency and flexibility, making it a vital tool for contemporary financial institutions.
Collectively, these technologies are transforming the lending environment by improving

accuracy, security, and operational scalability.5

Comparison with Traditional Unsecured Lending Mechanisms:

Feature Digital Unsecured Lending Traditional Unsecured Lending
Approval Time Instant Days to weeks

Accessibility High Limited to Branch Networks
Credit Assessment Al-Driven Manual

Interest rate Higher Lower

Digital unsecured lending is unique for its speed, ease, and capacity to reach marginalized
communities but is challenged by increased default risks and regulatory attention. This
framework completely explains the development, importance, and functional dynamics of

digital unsecured lending in India and emphasizes its role in transforming financial inclusion.
Financial Dimensions of Digital Unsecured Lending
Market Analysis & Growth Projections:

The online lending sector, especially unsecured lending, has seen immense growth. In 2023,
online lending accounts for around 10% of the loans distributed by NBFCs and 2% by SCBs
in India.® The worldwide market for digital lending platforms is anticipated to increase from
$15.85 billion in 2024 to $45.29 billion by 2029, boosted by open banking strategies and
customer-centricity’. In India, the fintech industry has witnessed an astonishing growth in loan

disbursements, with a compound annual growth rate (CAGR) of 81% between FY21 and

> BLUE WAEVE CONSULTING, https://www.blueweaveconsulting.com/report/india-digital-lending-platform-
market (last visited Mar 22, 2025).

¢ PwC India, Emergence of Co-Lending Business Models in India: Opportunity for FinTechs (Dec. 10, 2024),
https://www.pwec.in/assets/pdfs/emergence-of-co-lending-business-models-in-india-opportunity-for-fintechs.pdf.
7 “THE BUSINESS RESEARCH COMPANY, https://www.thebusinessresearchcompany.com/report/digital-
lending-platform-global-market-report.
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FY243

Today, personal loans are the overwhelming presence in digital lending, representing 96% of
the size of disbursed digital loans by fintechs, mostly under ¥5,000. The ease and convenience
of digital platforms drives growth. The sector also has challenges, including regulatory pressure
and sustainable business model requirements. The growth of digital lending is forecasted to
expand further, driven by technological advances and regulatory favor. Nevertheless, certain
projections up to 2030 are not elaborated in recent reports, but the trend indicates an ongoing

growth of digital lending services.’

Unsecured lending in the form of personal loans has witnessed sharp growth, and the
contribution here comes largely from NBFCs. Most of the digital lending comprises personal
loans due to strong demand for short-duration credit options.!® Digital lending platforms have
brought the traditional banks' business a fillip with intensifying competition and compelling
the banks to reassess their approach. Banks today are more emphasizing going digital as they
need to stay in business to retain market share. Yet the specific effect on the loan portfolio of

the traditional banking industry is nuanced, depending on institution and market segment!!.
Business Model & Financial Structure:

Digital lending platforms usually use either balance sheet lending or marketplace models.
Balance sheet lending means keeping loans on the books of the platform, whereas marketplace
models bring borrowers together with lenders without keeping loans on their books. The
platform's risk tolerance and source of funds determine whether it should use one model or the
other!2. Digital lenders' revenues usually take the form of interest rates and fees to borrowers.
Sustainability presents a challenge due to high running expenses and regulation pressures. Sites

have to counterbalance profitability versus compliance and shopper protection. '3

8 PwC India, Emergence of Co-Lending Business Models in India: Opportunity for FinTechs (Dec. 10, 2024),
https://www.pwec.in/assets/pdfs/emergence-of-co-lending-business-models-in-india-opportunity-for-fintechs.pdf.
°1Id.

10 Vanshika Goyal, Unsecured Lending in India: Regulation & Impacts, RIS (Mar 25, 2025, 7:00 PM),
https://ris.org.in/en/node/4091.

I “THE BUSINESS RESEARCH COMPANY, https://www.thebusinessresearchcompany.com/report/digital-
lending-platform-global-market-report.’

12 PwC India, Emergence of Co-Lending Business Models in India: Opportunity for FinTechs (Dec. 10, 2024),
https://www.pwec.in/assets/pdfs/emergence-of-co-lending-business-models-in-india-opportunity-for-fintechs.pdf.
13 ‘Pratik Bhakta, Stuck digital lenders look to RBI to ease unsecured loan rules, ECONOMIC TIMES (Mar. 28,
2025, 9:00 PM), https://economictimes.indiatimes.com/tech/technology/stuck-digital-lenders-look-to-rbi-to-
ease-unsecured-loan-rules/articleshow/118154395.cms.’
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Financing for online lenders may be provided by investors, banks, or other lenders. Capital
adequacy is important to be able to withstand possible losses, particularly in unsecured lending.
Expenses involve technology infrastructure, advertising, and regulatory costs. Effective cost

management is important to be able to sustain profitability in a competitive environment.'#
Risk Assessment & Management Frameworks:

Digital lenders incorporate both traditional credit scores and alternative data, including social
media and mobile usage habits, to evaluate creditworthiness. Al and machine learning are being
used more and more to enhance underwriting processes and lower default risks. Alternative
data sheds light on the behavior of borrowers beyond traditional credit scores and helps to reach

underserved populations. It also brings privacy issues and needs strong regulatory supervision.

Default rates for digital lending are a cause for concern because loans are unsecured. Although
actual NPA data for digital lending are not generally available, growth in the sector and
regulatory intervention imply that sound risk management practices are required. Early
warning indicators are credit expansion at a rapid pace, high default rates, and regulatory
warnings. These signals can be precursors to potential systemic risks and require anticipatory

action to shore up the financial system. !>
Economic Impact Assessment:

Financial inclusion has been enormously enhanced by digital lending, ensuring credit access
for marginalized groups. This credit widening has ensured better coverage of the gap in
financial services, particularly in rural and semi-urban regions!®. Increasing unsecured lending
at a speedy rate adds to the rise in the credit-to-GDP ratio and household borrowing. Such
behavior has macroeconomic consequences, one of which may be a danger to financial stability
if not contained appropriately. Sudden growth of unsecured credit has the potential to create
systemic risks, including higher household debt and possible defaults. This requires close

monitoring and regulation to avert destabilization of the financial system.!”

14 “BUSINESS TODAY, https://www.businesstoday.in/personal-finance/banking/story/moving-beyond-
challenges-of-2024-into-opportunities-lying-ahead-in-2025-for-the-p2p-lending-industry-in-india-463912-2025-
02-08.”

15 FINTECH NEWSLETTERS, https:/itexus.com/glossary/fintech-newsletters/ (last visited Apr. 1, 2025).

16 “BUSINESS TODAY, https://www.businesstoday.in/personal-finance/banking/story/moving-beyond-
challenges-of-2024-into-opportunities-lying-ahead-in-2025-for-the-p2p-lending-industry-in-india-463912-2025-
02-08.”

7 ‘FITCH RATINGS, https://www.fitchratings.com/research/banks/rising-stress-in-unsecured-retail-poses-risks-
to-indian-banks-asset-quality-23-01-2025 (last visited on Apr. 2, 2025).’
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Legal & Regulatory Framework:

The RBI Digital Lending Guidelines 2022 introduced a strong framework to oversee digital
lending operations, promoting transparency, protection of the borrower, and ethical behavior.
The Direct Disbursement Rule necessitates that the loan should be credited to borrowers' bank
accounts directly, keeping third parties out'®. Also, the fee structure necessitates digital lending
entities paying fees to lending service providers (LSPs) to keep the borrower from additional
fees!. Detailed Disclosure Requirements require lenders to state the cost of loans as an Annual
Percentage Rate (APR) and include a Key Fact Statement (KFS) of interest rates, charges, and
repayment terms?’. A Cooling-off Period provides borrowers with at least three days for loans
with tenors of seven days or longer, and one day for shorter tenors, with flexibility for
cancellations?!. To protect Data Privacy, the directives ban third-party storage of loan
information and request express consent prior to collecting information??. Ethical Recovery

Practices also prohibit coercive practices and oblige controversies to be resolved in 30 days.?

The regulatory setup is based on major legislations like the Banking Regulation Act, 1949,
which rules over RBI-supervised entities such as banks and NBFCs, requiring obedience to
capital adequacy requirements as well as best lending practices. The Information Technology
Act, 2000 establishes digital signatures' validity for loan contracts and casts cybersecurity
responsibilities over platforms, with the Consumer Protection Act, 2019 securing borrowers
against improper practices and requisitioning a 14-day cooling-off term for loan repayment

cancellations.

Compliance is strict, with REs having to conduct due diligence prior to associating with LSPs.
Borrower consent is also required for credit limit enhancements, and all payments need to be
credited directly into the balance sheet lender's account. Credit bureau reporting is also
mandatory. The enforcement tools include the Digital Lending Task Force, compulsory

registration with the RBI, %1 crore penalty for non-compliance, license cancellation, and

18 ‘Reserve Bank of India, Digital Lending Guidelines (2022), hitps://www.bankofbaroda.in/banking-
mantra/recent-trends-in-banking/articles/new-guidelines-on-digital-lending-issued-by-rbi.’

Y1d.

20 MEDIANAMA, https://www.medianama.com/2022/09/223-summary-rbi-rules-digital-lending-apps/ (last
visited on Apr. 5, 2025).

2

2.

23 ‘Reserve Bank of India, Digital Lending Guidelines (2022), https://www.bankofbaroda.in/banking-
mantra/recent-trends-in-banking/articles/new-guidelines-on-digital-lending-issued-by-rbi.’
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grievance redressal under RBI's Integrated Ombudsman Scheme.?*

Limits of exposure are fixed at 20% of the capital funds of a bank for individual borrowers
(expandable up to 25% with the approval of the board) and 25% for group borrowers. Reserve
requirements encompass holding a Cash Reserve Ratio (CRR) of 4.5% of net demand and time
liabilities (NDTL) with the RBI and a Statutory Liquidity Ratio (SLR) of 18% in approved
securities. In all, these rules help build trust, accountability, and efficiency within India's digital

lending market.?®
The ‘Ticking Time Bomb’ Hypothesis:
Financial Stability Concerns:

The Staggering growth of unsecured credit in the form of digital lending presents systemic
threats, especially with the interconnectedness among regulated and unregulated institutions.
This could result in asset quality downturn situations, where defaults on unsecured loans could
spill over into general financial instability.? Liquidity and solvency threats are also prominent,
as collapses of digital lending platforms may usher in contagion risks throughout the financial
sector.?’ The Reserve Bank of India (RBI) highlighted the imperative of dealing with such risks

to preserve financial stability.?
Consumer Protection Issues:

Predatory lending is rife in online lending, such as high interest rates and opaque fees that target
financially unsavvy consumers®’. Recovery harassment and immoral collection techniques are

the order of the day, with some platforms employing strong-arm tactics to elicit repayments®’.

24 Probir Roy Chowdhury, Yajas Setlur, Juhi Puntambekar, Digital Lending: A look at India’s Regulatory
Framework for Digital Credit, CHAMBERS & PARTNERS (Apr. 6, 2025, 8:00 PM), https://chambers.com/legal-
trends/digital-lending-in-india-and-the-regulatory-framework.

23 INVESTOPEDIA, https://www.investopedia.com/articles/investing/112714/regulations-govern-banking-
india.asp (last visited on Apr. 6, 2025).

%6 ‘Purva Khera, Chapter 7- Digital Financial Services & Inclusion, IMF DATA PORTAL (Jul. 6, 2023),
https://www.elibrary.imf.org/display/book/9798400223525/CH007.xml.’

27 ‘Reserve Bank of India, 4 Handbook on RBI's Weekly Statistical
Supplement, https://m.rbi.org.in/scripts/PublicationsView.aspx?1d=22461 (last visited Apr. 12, 2025).’

28 “RBI will have its say whenever digital lending creates risk, THE ECONOMICS TIMES (Sept. 3, 2024, 11:59
AM),  https://economictimes.indiatimes.com/industry/banking/finance/rbi-will-have-its-say-whenever-digital-
lending-creates-risk/articleshow/113013707.cms.’

2 ¢Alex Rizzi, Jayshree Venkatesan, It Is the Best of Times, and the Worst of Times: India’s New Digital Lending
Recommendations, CENTER FOR FINANCIAL INCLUSION (Aug. 11, 2022),
https://www.centerforfinancialinclusion.org/it-is-the-best-of-times-and-the-worst-of-times-indias-new-digital-
lending-recommendations/.’

30 “Purva Khera, Chapter 7- Digital Financial Services & Inclusion, IMF DATA PORTAL (Jul. 6, 2023),
https://www.elibrary.imf.org/display/book/9798400223525/CH007.xml.’
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Manipulative exploitation by design and advertising through apps is also a great concern, given
that digital lenders use influencing techniques to promote over-consumption of credit among

consumers.’!
Data Security & Privacy Risks:

Digital lending apps tend to be overly data-hungry, and their data collection patterns result in
data misuse and vulnerabilities.>? Unauthorized third-party data disclosure is a critical issue
since it can breach consumer confidentiality and result in identity theft’*. Cybersecurity issues
unique to digital lending apps are also increasingly rising, with cyber criminals seeking to
exploit these apps to obtain sensitive financial data. Cross-border data transfer issues create

another level of complication, since transborder data flows might not be properly regulated.®*
Operational & Technological Vulnerabilities:

Technological infrastructure vulnerabilities within digital lending platforms can cause business
continuity issues, especially during cyber-attacks or system outages.> Third-party risks and
operational issues are also substantial, as several platforms are dependent on third parties for
core activities.’®. Algorithmic bias and discrimination problems can happen if lending
algorithms are not appropriately audited, resulting in discrimination against specific consumer
segments.’’ Fraud trends in mobile lending businesses are changing very fast, with criminals

taking advantage of vulnerabilities in application design and user authentication procedures.

In conclusion, the "ticking time bomb" theory highlights the imperative of having strong

31 ¢Alex Rizzi, Jayshree Venkatesan, It Is the Best of Times, and the Worst of Times: India’s New Digital Lending
Recommendations, CENTER FOR FINANCIAL INCLUSION (Aug. 11, 2022),
https://www.centerforfinancialinclusion.org/it-is-the-best-of-times-and-the-worst-of-times-indias-new-digital-
lending-recommendations/.’

32 < Adwait Jain, How has digital lending impacted the Indian Banking Markey, SSRN (Apr. 7, 2025, 9;00PM),
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4582480.’

33 ¢Alex Rizzi, Jayshree Venkatesan, It Is the Best of Times, and the Worst of Times: India’s New Digital Lending
Recommendations, CENTER FOR FINANCIAL INCLUSION (Aug. 11, 2022),
https://www.centerforfinancialinclusion.org/it-is-the-best-of-times-and-the-worst-of-times-indias-new-digital-
lending-recommendations/.’

3% ‘Purva Khera, Chapter 7- Digital Financial Services & Inclusion, IMF DATA PORTAL (Jul. 6, 2023),
https://www.elibrary.imf.org/display/book/9798400223525/CH007.xml.’

35 ‘Reserve Bank of India, 4 Handbook on RBI's Weekly Statistical
Supplement, https://m.rbi.org.in/scripts/PublicationsView.aspx?1d=22461 (last visited Apr. 12, 2025).

36 “RBI will have its say whenever digital lending creates risk, THE ECONOMICS TIMES (Sept. 3, 2024, 11:59
AM),  https://economictimes.indiatimes.com/industry/banking/finance/rbi-will-have-its-say-whenever-digital-
lending-creates-risk/articleshow/113013707.cms.’

37 Maria Silva & Jodo Santos, Corporate Governance and Financial Performance in Emerging Markets, 15 BAR
1 (2022), https://www.scielo.br/j/bar/a/95kHxQQB7n4XZhLnLY TKCBb/.

38 ‘Purva Khera, Chapter 7- Digital Financial Services & Inclusion, IMF DATA PORTAL (Jul. 6, 2023),
https://www.elibrary.imf.org/display/book/9798400223525/CH007.xml.’
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regulatory mechanisms, stronger consumer protection standards, and better technological
countermeasures to address these risks and promote sustainable growth in the online lending

industry.

Comparison analysis with global regulatory approaches:
Developed Market Regulations:

United States:

In America, online lending platforms are governed at both the federal and state levels. Federal
legislation such as the Truth in Lending Act (TILA) and Equal Credit Opportunity Act (ECOA)
governs all lenders, including online lenders. The Consumer Financial Protection Bureau
(CFPB) is responsible for implementing consumer protection laws, issuing recent guidelines

for online lenders?’

European Union:

The EU has put in place stringent consumer protection regimes, with a focus on transparency
and fair lending. Though certain regulations differ across member states, the EU's General Data
Protection Regulation (GDPR) provides a high level of data protection throughout the

continent.*°

United Kingdom:

The UK's Financial Conduct Authority (FCA) regulates digital lending, and platforms must get
authorized and follow stringent conduct and disclosure requirements. In 2019, the FCA

launched stricter standards for peer-to-peer lending platforms*!
Emerging Market Approaches:
China:

China oversees digital lending by the People's Bank of China (PBOC) and the China Banking

and Insurance Regulatory Commission (CBIRC). New regulations were launched in 2019,

39 Avi Modi & Vaibhav Keswani, Digital Lending Laws in India & Beyond: Scrutinising the Regulatory Blind
Spot, 3 Indian J. Econ. & Fin, (2023).

40 ‘Ravi Sharma, Harmonizing Horizons: Unravelling Digital Lending Regulations in a Global Context, LIVE
LAW (Jan. 19,2024 3:31 PM), https://www.livelaw.in/articles/harmonizing-horizons-unravelling-digital-lending-
regulations-in-a-global-context-247161.

S Id.

Page: 387



Indian Journal of Law and Legal Research Volume VII Issue V | ISSN: 2582-8878

requiring registration, disclosure, and risk management requirements for online lending

platforms.*?

Southeast Asia:

Such countries as Indonesia have started working on regulatory structures for fintech, with the
Financial Services Authority regulating the industry. These structures, however, are less mature

than those in the UK.*3
Brazil:

Brazil's fintech lending policy is a combination of regulation and innovation promotion. The
Central Bank of Brazil has made rules for digital lending with an emphasis on consumer

protection and financial inclusion.**

Country/Region Regulatory Body Key Regulations

United States CFPB, State Regulators TILA, ECOA, State
Licensing

United Kingdom FCA Authorization, Conduct
Rules

European Union National Authorities, GDPR | Transparency, Data Privacy

China PBOC, CBIRC Registration, Disclosure,
Risk Management

India Reserve Bank of India Guidelines  on  Digital
Lending, KYC Norms

Brazil Central Bank of Brazil Consumer Protection,
Financial Inclusion

42 Avi Modi & Vaibhav Keswani, Digital Lending Laws in India & Beyond: Scrutinising the Regulatory Blind
Spot, 3 Indian J. Econ. & Fin, (2023).

3 John Doe & Jane Smith, Sustainable Urban Mobility and Its Impact on SDG 11,5 J. Lifestyle & SDGs Rev. 45
(2025), https://sdgsreview.org/LifestyleJournal/article/view/3379.

4 ‘Ravi Sharma, Harmonizing Horizons: Unravelling Digital Lending Regulations in a Global Context, LIVE
LAW (Jan. 19,2024 3:31 PM), https://www.livelaw.in/articles/harmonizing-horizons-unravelling-digital-lending-
regulations-in-a-global-context-247161.
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Case Studies of Digital Lending Challenges

Illegal apps spread owing to feeble onboarding platforms, with more than 600 rogue loan apps
being taken off the Google Play Store in 2022 alone. Such apps harness synthetic identities &
malware to evade KYC verifications, as witnessed in instances where Chinese-backed
platforms used forceful recovery methods.*> 85.3% of frauds incidents were attributed to
card/internet scams by 2025, with mule accounts creating Rs 4,245 crore worth of loss between

April 2024-January 2025.46

The Reserve Bank of India (RBI) has introduced a number of measures to counter these frauds.
It has rolled out the Central Payments Fraud Information Registry, a web-based system for
reporting payment frauds, and launched the Citizen Financial Cyberfraud Reporting and
Management System to enable fraud reporting on the spot and avoid fund siphoning. With these
efforts, around ¥4,386 crore has been saved based on 1.3 million complaints*’. Besides, the
RBI is developing a public repository of authentic digital lending apps to enable consumers to

identify genuine platforms and avoid impersonation scams.*8

The effects of such frauds on victims are both financial and psychological. Victims lose money
but, in addition, suffer serious emotional trauma such as anxiety and depression*’. The RBI has
identified frauds as bringing considerable risk to the financial system in terms of reputational
risk and operational risk and called upon banks to strengthen their customer onboarding and

transaction monitoring systems.>°

In order to reconcile innovation with consumer protection, the regulatory agencies are
concentrating on tightening cybersecurity mechanisms and encouraging digital literacy. The

RBI has warned lenders against increasing digital fraud and is cooperating with banks and law

% Kumar, India’s Loan App Boom: Empowering Borrowers or Creating a Crisis?, LinkedIn (Apr. 12, 2025),
https://www.linkedin.com/pulse/indias-loan-app-boom-empowering-borrowers-creating-crisis-kumar-sxlbc.

46 ‘Harsh Kumar, Online scams drain Rs 4,245 crore in just 10 months, shows govt data, BUSINESS STANDARD
(Mar. 20, 2022, 11:22 PM), https://www.business-standard.com/finance/news/digital-financial-frauds-touch-rs-4-
245-crore-in-the-apr-jan-period-of-fy25-125032001214 _1.html.’

T1d.

8 “Banking frauds rise in HIFY25, amount involved jumps 8-time: RBI report, THE ECONOMIC TIMES (Dec.
26, 2024, 6:15 PM), https://economictimes.indiatimes.com/industry/banking/finance/banking/banking-frauds-
rise-in-h1fy25-amount-involved-jumps-8-time-rbi-report/articleshow/116685504.cms.’

49 “YP Rajesh, India File: Digital Cash is everywhere, so are scammers, REUTERS (Mar. 19, 2025, 9:55 AM),
https://www.reuters.com/world/india/india-file-digital-cash-is-everywhere-so-are-scammers-2025-03-19/.

S0 “Banking frauds rise in HIFY25, amount involved jumps 8-time: RBI report, THE ECONOMIC TIMES (Dec.
26, 2024, 6:15 PM), https://economictimes.indiatimes.com/industry/banking/finance/banking/banking-frauds-
rise-in-h1fy25-amount-involved-jumps-8-time-rbi-report/articleshow/116685504.cms.’
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enforcement authorities to strengthen fraud detection systems?!. In addition, awareness drives
and stringent data privacy laws are being pushed in order to fight the growing complexity of
cybercrimes. All these notwithstanding, there are still challenges, especially with respect to

cross-border coordination and requirements for greater cybersecurity investments.>?
Defusing the Time Bomb: Recommendations and Future Outlook

To avoid unauthorized operations, strengthening supervision of Loan Service Providers (LSPs)
and Digital Lending Apps (DLAs) is critical. Closing gaps in digital lending regulation will
align practices with existing financial regulations, ensuring all platforms are regulated under a
strong framework. Improving coordination among financial and technology regulators is also
necessary to address cross-border frauds and facilitate effective enforcement of regulations.>?
strengthening verification systems for digital lending apps, e.g., by RBI's planned registry of

certified DLAsS, can assist consumers in identifying legitimate platforms and escaping scams.>*

Applying responsible lending practices on online platforms is crucial. This involves clear
pricing and disclosure models to avoid concealed costs and make loan terms clear to
borrowers.>> Ethical recovery guidelines need to be applied to shield borrowers from
harassment and facilitate reasonable interaction during the lending process. Data minimization
and purpose limitation frameworks should be implemented to protect consumer data privacy,

consistent with wider data protection laws.>®

Financial education programs aimed at digital lending can make consumers well-informed and
resistant to predatory lending. Strengthening complaint redressal and shortening resolution

timelines will build consumer confidence and satisfaction®’. Standardizing the form of loan

51" FINEXTRA, https://www.finextra.com/blogposting/27840/digital-fortification-rbis-new-measures-and-the-
future-of-fraud-prevention-in-india (last visited on Apr. 9, 2025).

52 “YP Rajesh, India File: Digital Cash is everywhere, so are scammers, REUTERS (Mar. 19, 2025, 9:55 AM),
https://www.reuters.com/world/india/india-file-digital-cash-is-everywhere-so-are-scammers-2025-03-19/.

33 ¢Alex Rizzi, Jayshree Venkatesan, It Is the Best of Times, and the Worst of Times: India’s New Digital Lending
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agreements and disclosures ensures uniformity across platforms, while adding cooling-off

periods and cancellation rights gives borrowers more flexibility and security.>®

API standardization for data sharing can enhance interoperability and minimize fraud risks by
providing secure and consistent data exchange among financial systems>’. Digital identity
verification enhancements, including biometric authentication, can increase security and
minimize identity theft®*. Automation of regulatory reporting can simplify compliance
processes, minimizing administrative costs and ensuring timely compliance with regulations®!.
Privacy-enhancing technologies in lending can further safeguard consumer data, creating a

secure lending environment®?

Conclusion

Online unsecured lending has transformed India's financial landscape by increasing credit
availability and fueling financial inclusion, especially for the underbanked. The industry has
experienced explosive growth, with disbursements increasing 12 times over the period between
2017 and 2020 and estimated to hit $515 billion by 2030. Technologies like Al-based credit
scoring, blockchain-based transparency, and cloud scalability have facilitated quick loan
approvals and customized offerings. Unsecured credit, such as personal loans and credit cards,
are in the majority in the market because of their convenience of access and lack of

collateralization.

Though its revolutionary impact, online lending is equally challenging. It is increasingly being
subjected to regulatory oversight, with the RBI issuing guidelines for safeguarding
transparency, data privacy, and ethical recovery strategies. Systemic threats like high defaults,
usurious lending, cybersecurity risk exposure, and operational inefficiencies threaten financial
stability. The interconnectedness of regulated institutions with unregulated entities tends to

enhance such vulnerabilities.

A comparative study with international regulatory systems emphasizes the necessity for India

to implement robust consumer protection policies similar to those in advanced economies such
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as the EU and the US. Solutions to the challenge of algorithmic bias, fraud patterns, and cross-
border data flows will be imperative in allowing growth to be sustainable. Enhanced regulatory
systems and technical solutions will be instrumental in pre-empting risks while promoting

innovation in digital unsecured lending.
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