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AI: A THREAT TO PRIVACY? 

Akshita Jain, University School of Law & Legal Studies. 

 

Abstract 

Artificial intelligence (AI) is the concept used to describe computer systems that are able to learn 

from their own experiences and solve complex problems in different situations1. The personal data 

is constantly fed into the systems to further develop the functioning of the technologies breeding 

on AI. The development of AI has brought some major changes in recent years and continues to 

be a potential source of enhancement in technology. But at the same time, AI presents a number 

of concerns. AI has the potential to put a person’s life and safety in jeopardy.  Navigating through 

the judicial pronouncements in respect of privacy, the paper tends to analyse the current legal 

scenario.  The paper also discusses how the arena of privacy in the Indian context came to be 

interpreted by various committees and courts. In the recent times, technology has been developing 

with an unstoppably rapid pace. This in turn raises chances of vulnerability for the users, not so 

developing at the equal pace.  The debate also brings into the picture the role of the government 

in dealing with ever rising technology. Can the government exercise regulation enough to 

modulate the expanse of technology? The increasing contentions and questions give rise to the 

need to develop a system which ensures that development in field of technology and protection of 

people’s rights co-exists in harmony. Is the current AI apt enough to answer the dubiety? The 

paper tends to stride across all the domains.  

Introduction 

AI gathers, analyzes, and combines vast quantities of data from different sources, and thereby 

increases the information-gathering capabilities of social actors that use this technology. AI has 

become a part everyday life from social media to self-driven cars; from search engines to 

consumer devices like smart watches etc. Three factors have a major role to play in making the 

use of AI attractive to the masses: speed, scale and automation. AI considerably reduces the time 

 
1 Artificial intelligence and privacy (Jan 2018), https://iapp.org/media/pdf/resource_center/ai-and-privacy.pdf 

https://iapp.org/media/pdf/resource_center/ai-and-privacy.pdf
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required to complete a work by analysing large data using the automated system, in the blink of 

an eye.  

The online data consumption has been increasing forever. The 21st century has developed into a 

time of Big Data and modern innovations. There comes a far bigger data explosion with the 

introduction of the 5G network in the future and the deployment of quantum computers. AI 

involves use of Big Data. Big Data often refers to vast volumes of data, extracted from multiple 

sources, often in real time2. These enormous data streams can be utilised for the benefit of 

society by means of analysis and finding patterns and connections. 

To study the impact of big data, we analyse the three Vs – volume, velocity and variety3. Online 

stream of data in mobiles and in other devices expand the volume, variety, and velocity of 

information about each and every facet of our lives and eventually puts privacy into jeopardy, 

which make privacy a global public policy issue4. With the constant development of technology 

and with the advent of the artificial intelligence which is omnipresent across technological 

platforms, the concerns to privacy are rising.  

In order for any computer system to learn, it needs experience, which it obtains from the 

information that we feed into it. For AI to function more accurately and precisely, it has to be fed 

a great volume of relevant data to learn from. AI uses personal data to develop algorithms to 

function. Personal data means any information relating to an identified or identifiable natural 

person5. The data may be directly or indirectly linked to a person. Direct relation would involve 

collection of data such as a name, identification number or location data. The indirect linkage of 

data to a person means that the person can be identified on the basis of a combination of one or 

more elements that are specific to a person’s physical, physiological, genetic, mental, economic, 

cultural or social identity.  

 
2 What is Big Data, IGI GLOBAL, https://www.igi-global.com/dictionary/data-knowledge-and-intelligence/39008 
3 Willie May, NIST Big Data Interoperability Framework: Volume 1, Definitions, NIST.SP.1500-1, 10 (2015).  
4 Cameron F. Kerry, Protecting privacy in an AI-driven world, BROOKINGS (February 10, 2020), 

https://www.brookings.edu/research/protecting-privacy-in-an-ai-driven-

world/#:~:text=%E2%80%9CAs%20artificial%20intelligence%20evolves%2C%20it,the%20privacy%20issues%20t

hat%20emerge. 
5 GDPR art. 4 § Cl. 1 

 

https://www.igi-global.com/dictionary/data-knowledge-and-intelligence/39008
https://www.brookings.edu/experts/cameron-f-kerry/
https://www.brookings.edu/research/protecting-privacy-in-an-ai-driven-world/#:~:text=%E2%80%9CAs%20artificial%20intelligence%20evolves%2C%20it,the%20privacy%20issues%20that%20emerge.
https://www.brookings.edu/research/protecting-privacy-in-an-ai-driven-world/#:~:text=%E2%80%9CAs%20artificial%20intelligence%20evolves%2C%20it,the%20privacy%20issues%20that%20emerge.
https://www.brookings.edu/research/protecting-privacy-in-an-ai-driven-world/#:~:text=%E2%80%9CAs%20artificial%20intelligence%20evolves%2C%20it,the%20privacy%20issues%20that%20emerge.
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As AI develops, it increasingly intrudes into a domain that involves analysis of private 

information and use of the sensitive data. The highlight of the problem is that people are not even 

aware of such data collection.  Alphabet and Google CEO Sundar Pichai also expressed his 

concerns on need to regulate the AI, by stating "There is no question in my mind that artificial 

intelligence needs to be regulated. It is too important not to. The only question is how to 

approach it"6. 

Some of the major areas of concern can be highlighted as follows –  

Face and voice recognition 

The face recognition enables the user, having the new technology driven ally of machines, to 

recognise faces by accessing vast database of digital photographs. At places like China, this 

system is used to maintain the authoritarian control7. This lead to an awakening for the need to 

ban this technology in many places like - California8, New Hampshire, Berkley9, Oregon, 

Brookline10, Cambridge11, Northampton etc. 

A recent example in field of face recognition is the Clearview AI, a facial recognition startup, 

that tends to help law enforcement agencies to reliably and lawfully identify suspects and the 

victims. However, Clearview was accused of storing the biometrics of Illinois residents without 

serving any notice12. There were also reports that the company has incurred a security lapse that 

can easily comprise the identity of an individual.  

 
6 IANS, AI needs to be regulated: Alphabet CEO Sundar Pichai, The Economic Times, January 21, 2020.  
7 Paul Mozur, One Month, 500,000 Face Scans: How China Is Using A.I. to Profile a Minority, N.Y. Times, April 14, 

2019. 
8 Haley Samsel, California Becomes Third State to Ban Facial Recognition Software in Police Body Cameras, Security 

Today (Oct 10, 2019), https://securitytoday.com/articles/2019/10/10/california-to-become-third-state-to-ban-facial-

recognition-software-in-police-body-cameras.aspx 
9 Sara Merken, Berkeley Bans Government Face Recognition Use, Joining Other Cities, Bloomberg Law (Oct 16, 

2019), https://news.bloomberglaw.com/privacy-and-data-security/hold-berkeley-bans-government-face-recognition-

use-joining-other-cities 
10 Nikolas DeCosta-Klipa, Brookline becomes 2nd Massachusetts community to ban facial recognition,  Boston.com 

(Dec 12, 2019), https://www.boston.com/news/local-news/2019/12/12/brookline-facial-

recognition#:~:text=Civil%20liberties%20advocates%20are%20applauding,Brookline's%20Town%20Meeting%20

Wednesday%20night. 
11 Tori Bedford, Cambridge Votes To Ban Face Surveillance Technology, WGBH, Jan 13, 2020. 
12 Ram Sagar, RIP Privacy: What Can We Learn From Clearview AI’s Security Botch-Up, (April 21, 2020), 

https://analyticsindiamag.com/clearview-privacy-facial-recognition/ 

https://securitytoday.com/articles/2019/10/10/california-to-become-third-state-to-ban-facial-recognition-software-in-police-body-cameras.aspx
https://securitytoday.com/articles/2019/10/10/california-to-become-third-state-to-ban-facial-recognition-software-in-police-body-cameras.aspx
https://news.bloomberglaw.com/privacy-and-data-security/hold-berkeley-bans-government-face-recognition-use-joining-other-cities
https://news.bloomberglaw.com/privacy-and-data-security/hold-berkeley-bans-government-face-recognition-use-joining-other-cities
https://www.boston.com/news/local-news/2019/12/12/brookline-facial-recognition#:~:text=Civil%20liberties%20advocates%20are%20applauding,Brookline's%20Town%20Meeting%20Wednesday%20night.
https://www.boston.com/news/local-news/2019/12/12/brookline-facial-recognition#:~:text=Civil%20liberties%20advocates%20are%20applauding,Brookline's%20Town%20Meeting%20Wednesday%20night.
https://www.boston.com/news/local-news/2019/12/12/brookline-facial-recognition#:~:text=Civil%20liberties%20advocates%20are%20applauding,Brookline's%20Town%20Meeting%20Wednesday%20night.
https://analyticsindiamag.com/clearview-privacy-facial-recognition/
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Identification and tracking 

AI can be used to identify and track individuals by mapping their routine activities by accessing 

personal data from different devices like smart watches which store humungous amounts of 

personal data.  AI blurs the distinction between personal and non-personal data by de-

anonymizing the hitherto anonymous data of the individuals, based on inferences from other 

devices.  

Modern systems can create 360-degree profiles of citizens by stitching together data from street 

cameras, card transactions and social media profiles13. The AI driven systems can also gauge the 

real time location of the people. Although at times it may prove beneficial to the police and law 

enforcement agencies to nab a criminal but at the same time, it also has the potential to perpetrate 

crime.  

Sensitive information 

With the help of automated machines and by using varied algorithms, AI can predict sensitive 

information from non-sensitive forms of data. For instance, someone’s keyboard typing patterns 

can be utilized to deduce their emotional states such as nervousness, confidence, sadness, and 

anxiety. Even more alarming, a person’s political views, ethnic identity, sexual orientation, and 

even overall health can also be determined from data such as activity logs, location data, and 

similar metrics14. 

Discrimination 

Although, AI is an automated system, it is nevertheless developed by the humans. Consequently, 

it involves use of algorithms and working of algorithms may involve some inherent bias like 

discrimination on basis of skin colour, sexual identity, and national origin, while analysing 

personal data15. AI tends to make consequential decisions using such personal data, due to which 

 
13 Yuvraj Malik, Privacy risk: Report says India among 75 nations with AI surveillance tools, Business Standard (Nov 

27, 2019 08:57 IST), https://www.business-standard.com/article/current-affairs/privacy-risk-report-says-india-

among-75-nations-with-ai-surveillance-tools-119112700134_1.html 
14 Michael Deane, AI and the Future of Privacy, Towards Data Science (Sep 5, 2018), 

https://towardsdatascience.com/ai-and-the-future-of-privacy-3d5f6552a7c4 
15 Artificial Intelligence, Privacy International, https://privacyinternational.org/learn/artificial-intelligence 

https://www.georgetownlawtechreview.org/re-identification-of-anonymized-data/GLTR-04-2017/
https://www.georgetownlawtechreview.org/re-identification-of-anonymized-data/GLTR-04-2017/
https://www.business-standard.com/author/search/keyword/yuvraj-malik
https://www.business-standard.com/article/current-affairs/privacy-risk-report-says-india-among-75-nations-with-ai-surveillance-tools-119112700134_1.html
https://www.business-standard.com/article/current-affairs/privacy-risk-report-says-india-among-75-nations-with-ai-surveillance-tools-119112700134_1.html
https://towardsdatascience.com/@michel.j.deanne?source=post_page-----3d5f6552a7c4----------------------
https://towardsdatascience.com/ai-and-the-future-of-privacy-3d5f6552a7c4?source=post_page-----3d5f6552a7c4----------------------
https://towardsdatascience.com/ai-and-the-future-of-privacy-3d5f6552a7c4
https://privacyinternational.org/learn/artificial-intelligence
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people can be misclassified, misidentified, or judged wrongly. This tends to have a profound 

impact on people’s lives. Although such prejudice is auto generated, such discrimination has 

generated debates across countries.  

Privacy and AI in India 

Privacy protection has been a part of Indian system for a long time. But the narrative concerning 

the protection changed after the Justice K.S. Puttaswamy v. Union of India16 judgement. The right 

to privacy was declared as a fundamental right, which made privacy an end in itself, shifting from 

the earlier stance of being a means to an end. Earlier, privacy was seen as a right to be secured in 

order to facilitate protection of other fundamental rights. But now, right to privacy is in itself a 

fundamental right guaranteed under Article 21 of the Indian Constitution.  

The discussions on data protection in India in this modern world of technology were influenced 

by the introduction of the General Data Protection Regulation (GDPR)i. India set up a five-member 

expert committee and outlined its national AI strategy in June 2018 in a discussion paper17 

published by NITI Aayog, in collaboration with Digital India and the Ministry of Electronics and 

Information Technology. The AI strategy formulated by India mentions five major sectors 

(Healthcare, Agriculture, Education, Smart Cities and Infrastructure, Smart Mobility and 

Transportation) where AI technology will be provided leverage and revolves around three major 

themes which are to fulfil its economic and social development goals18:  

• Tapping into potential economic opportunity by leveraging AI;  

• Realizing social development and inclusive growth;  

• Making India AI solutions hub and provider of choice for the emerging and developing 

economies (excluding China) 

The document lays down the privacy concerns and how personal data of the citizens is to be 

protected. But there exists a inherent contradiction in the published document, as on one hand, 

primary talk is how privacy of citizens is to be safeguarded but on the other, it talks about 

 
16 Justice K.S. Puttaswamy v. Union of India, WP (C) 494/2012 (2012) 
17 https://niti.gov.in/writereaddata/files/document_publication/NationalStrategy-for-AI-Discussion-Paper.pdf 
18 https://niti.gov.in/content/overview 

https://niti.gov.in/writereaddata/files/document_publication/NationalStrategy-for-AI-Discussion-Paper.pdf
https://niti.gov.in/content/overview
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maintaining a surveillance system and keeping an eye on people’s movements through social 

media platforms. Further, it has been analysed that India’s AI strategy lays emphasis more on 

development, growth, job creation, skill development than on ethics and privacy issues.  

In 2017, the government set up a committee of experts headed by justice Srikrishna, constituted 

by Ministry of Electronics and Information Technology. The committee of experts submitted its 

draft report in July 2018.  And the draft bill was titled “The Personal Data Protection Bill, 2018”.  

This bill tends to regulate any privacy violation and take within its purview any enterprise that 

proposes to use any automated means to collect personal data of the users. The bill creates a 

separate category of “sensitive personal data” and states that such data can be processed only with 

“explicit consent.”19 The enterprises collecting data shall ensure that the data is stored only for the 

period and for the purpose necessary for data collection.  

The proposed legislation, therefore, provides for a comprehensive preventive framework that 

applies to varied data collection and usage practices. It obligates businesses that collect and use 

consumer data on a number of grounds and introduces data-related rights for consumers20. By 

empowering the consumers with right to manage and control their personal data, the bill to an 

extent puts a limit on automated data collection by the machine driven AI technology.  

The provisions for cross-border data transfers of non-critical personal data are similar to GDPR. 

And although the bill makes provision for right to be forgotten, it does not give the user any right 

to erasure which is an important provision under GDPR. 

However, every other legislation tends to have certain lacunas.  Initially, there were many concerns 

raised by Access Now21 regarding the public consultations. It was alleged that the government did 

not conduct adequate and requisite amount of consultations; did not engage with all the concerned 

key stakeholders; the process wasn’t transparent; the results of the consultations were not made 

 
19 The Personal Data Protection Bill, 2019 § 11   
20 Anirudh Burman, Will India’s Proposed Data Protection Law Protect Privacy and Promote Growth?,  Carnegie 

India (March 09, 2020), https://carnegieindia.org/2020/03/09/will-india-s-proposed-data-protection-law-protect-

privacy-and-promote-growth-pub-81217 
21 Shyam Divan, Supreme Court verdict on Right To Privacy: What legal experts say, The Times of India, Aug 25, 

2017.  

https://carnegieindia.org/2020/03/09/will-india-s-proposed-data-protection-law-protect-privacy-and-promote-growth-pub-81217
https://carnegieindia.org/2020/03/09/will-india-s-proposed-data-protection-law-protect-privacy-and-promote-growth-pub-81217
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accessible to the public etc. The provisions of the bill which deal with data processing allow state 

agencies to have an absolute right over the citizens’ data. They can process the individuals’ data 

without their consent, which is a clear violation of the fundamental right to privacy of the citizens. 

According to the draft bill, the personal data may be processed for “reasonable purposes”, a term 

which hasn’t been defined, leaving scope for vagueness and variety of interpretations, thereby 

posing greater risk to the privacy of citizens.  

Taking into consideration the low literacy levels and inadequate awareness of data privacy on 

digital platforms in India, it is likely that the law enforcement may become complex and difficult. 

The opacity of AI functions and the absence of explainable AI would also make even literate 

population vulnerable to data privacy threats22. India’s diverse demographics also pose a challenge 

for government to conduct mass awareness programs with limited resources at its disposal.23 

Right to privacy being ensured as a fundamental right, it becomes a duty of the government to 

disseminate knowledge across all sections of the society, in order to make the citizens aware of 

their right to data privacy. There shall be an attempt to transmit information in regional languages 

as well, so as to make them easy to comprehend for everyone. Also, Integration of knowledge of 

data privacy and AI studies into the school curriculum will help in creating awareness about right 

to data privacy and the probable harms that could be caused to the users of data in this modern 

technology driven environment. 

Conclusion  

In the future, as AI and technology develops, it tends to affect our lives and decision making ability. 

The machines can make decisions on our behalf and although they are made to ease the work and 

assist humans, it might prove to be detrimental. A robust mechanism is desired for holistic 

protection of personal data. The organisations collecting data shall ensure that they minimise the 

amount of personal data only to what is relevant and necessary for the concerned purpose. The 

data being collected shall meet the requirements and standards of privacy as are applicable in the 

 
22 Sreekanth Mukku, AI - Privacy Conundrum: A Comparative Study of AI National Strategies and Data Privacy 

Regulations in Germany and India, Konnektiv (Aug 2019), https://konnektiv.de/wp-content/uploads/2019/08/AI-

Privacy-Conundrum_Germany-and-India.pdf 
23 Id. 

https://konnektiv.de/wp-content/uploads/2019/08/AI-Privacy-Conundrum_Germany-and-India.pdf
https://konnektiv.de/wp-content/uploads/2019/08/AI-Privacy-Conundrum_Germany-and-India.pdf
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country. The organisations shall consider establishing industry norms and ethical guidelines for 

data protection. A panel consisting of external experts in the fields of technology, society and data 

protection may also be set up for rendering advice on the legal, ethical, social and technological 

challenges and opportunities linked to the use of AI.  

The data collected by automated machines can even compromise security of an individual. The 

freedom to make informed choices for oneself was also held to be a core component of the 

fundamental right to privacy under Article 21 in the said judgement. However the AI system limits 

our ability to make such decisions. Therefore the development of AI technology shall be in 

consonance with the idea of privacy as held as per laws. For ensuring sufficient and efficient 

protection, a fool proof data privacy law should be legislated and enforced effectively. Further the 

laws shall be shaped in manner that allows a constructively aligned interface between development 

of technology and rights of individuals. 
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