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ABSTRACT

The article titled "Cross-Border Data Access and Cyber Terrorism: Reconciling
India’s Telecommunication Regulation with Global Counter-Terrorism Frameworks"
examines the complex intersection of national security, digital governance, and
international law in the context of India's evolving telecommunications landscape.

In the wake of increasing cyber threats and transnational terrorism, the study
critically analyses India's legal and regulatory frameworks particularly the
Telecommunications Act, 2023, the Information Technology Act, 2000, and the
Digital Personal Data Protection Act, 2023 to assess their adequacy in addressing the
challenges posed by cross-border data flows and cyber terrorism. The article
highlights the regulatory gaps and tensions between national imperatives for data
sovereignty and the need for international cooperation in counter-terrorism efforts.

The author argues for a nuanced approach that balances national security concerns
with international obligations, proposing reforms to India's telecommunication and
data protection laws to enhance compliance with global counter-terrorism
frameworks. This includes recommendations for strengthening data access protocols,
improving cross-border legal cooperation, and aligning national policies with
international conventions such as the Budapest Convention on Cybercrime.

By situating India's regulatory challenges within the broader context of global cyber
governance, the article contributes to the ongoing discourse on reconciling national
interests with international norms in the fight against cyber terrorism.
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INTRODUCTION

Cyber terrorism, as a distinct manifestation of terrorism in the digital era, represents the use of
information technology systems and cyberspace to launch attacks with the intent to intimidate
governments or societies for political, ideological, or religious objectives. Unlike conventional
terrorism, cyber terrorism relies on non-physical, borderless domains such as networks, servers, and
cloud-based infrastructures, making attribution, deterrence, and accountability particularly
challenging. Globally, cyber terrorism has evolved into a pressing security threat, with state and non-
state actors exploiting the anonymity and transnational reach of cyberspace to disrupt essential
services, spread extremist propaganda, and engage in financial frauds to sustain terror networks. The
devastating potential of cyber terrorism is underscored by instances of coordinated cyberattacks on
power grids, financial systems, and critical infrastructures across jurisdictions, highlighting the

magnitude of risks inherent in an interconnected digital order.?

In this context, cross-border data access emerges as a central theme in counter-terrorism operations.
Since terrorist networks and cyber infrastructures are rarely confined to a single jurisdiction, the
effectiveness of investigations depends upon timely access to electronic evidence located in foreign
territories. The rise of encrypted communication platforms, offshore servers, and anonymization
technologies has further complicated the task of law enforcement agencies. International cooperation
in sharing metadata, subscriber information, and communication records is therefore indispensable.
Mechanisms such as Mutual Legal Assistance Treaties (MLATSs) and emerging instruments like the
Council of Europe’s Budapest Convention on Cybercrime, or the U.S. CLOUD Act, reflect global
efforts to facilitate data-sharing across borders. However, such mechanisms often clash with domestic
sovereignty concerns, stringent privacy regimes, and fragmented national security policies, creating

significant legal hurdles.*

India’s response to these challenges is embedded in its evolving telecommunication regulatory and
data protection frameworks. Historically, the Indian Telegraph Act, 1885, served as the primary
legislation governing interception and monitoring of communications. Over time, the Information
Technology Act, 2000 expanded state powers to include interception, monitoring, and decryption of
information transmitted through electronic means. The recently proposed Draft Indian

Telecommunications Bill, 2022, seeks to consolidate and modernize regulatory oversight by

3 Doron Zimmermann, The Transformation of Terrorism and Counter-Terrorism in the 21st Century, 1 Contemp. Sec. Pol’y
1 (2011).

* Paul De Hert & Vagelis Papakonstantinou, The New Cloud Act Agreement Between the US and the UK: A Step Forward
in International Cooperation on Crime and Terrorism?, 34 Comput. L. & Sec. Rev. 124 (2019).
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addressing issues of lawful interception, spectrum use, and compliance obligations for intermediaries,
including Over-The-Top (OTT) platforms. Simultaneously, the enactment of the Digital Personal Data
Protection Act, 2023, introduces a rights-based framework for privacy and data processing, aligning
India’s domestic laws with global standards of data protection. Collectively, these legislations
represent a complex regulatory web where national security imperatives intersect with individual rights

and international obligations.?

The core research problem underpinning this article is the delicate balance between sovereignty,
privacy, and security in the domain of cross-border data access for counter-terrorism purposes.
Sovereignty demands that India preserve exclusive jurisdiction over data within its territory, while
privacy considerations, backed by constitutional recognition of the right to privacy under Justice K.S.
Puttaswamy v. Union of India, impose limitations on the indiscriminate use of surveillance and data-
sharing mechanisms. On the other hand, security imperatives necessitate swift and unhindered data
flows across borders to combat transnational terrorism effectively. This trilemma is further
complicated by the asymmetry between India’s domestic legal framework and global counter-terrorism
frameworks, which often require harmonization of procedures for evidence gathering, lawful

interception, and international cooperation.®

The significance of this article lies in analyzing how India’s telecommunication laws can be reconciled
with international mechanisms on cross-border data access. It aims to critically evaluate whether
India’s regulatory framework adequately equips it to participate in global counter-terrorism
cooperation without compromising its constitutional commitments to privacy and civil liberties. At a
time when the international community is grappling with the design of more effective instruments for
transnational data-sharing such as the ongoing negotiations for a new United Nations cybercrime treaty
India’s approach carries broader implications for developing countries seeking to safeguard both

security and rights.”

The objectives of the article are threefold. First, it seeks to define the contours of cyber terrorism and
establish why cross-border data access is indispensable in responding to this threat. Second, it
examines India’s telecommunication regulatory framework, identifying the strengths and limitations
of existing and proposed laws in enabling international cooperation. Third, it attempts to propose legal

and policy measures to reconcile sovereignty, privacy, and security in the Indian context while aligning

5 Rishabh Dara, Interception and the Right to Privacy in India: An Analysis of the Telegraph and IT Acts, 5 Indian J. L. &
Tech. 45 (2009).

¢ Justice K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1 (India).

7 United Nations Office on Drugs and Crime, Report on the Negotiations for the UN Cybercrime Convention (2022).
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with global counter-terrorism frameworks. By doing so, the article contributes to scholarly and policy
debates on the future of cyber governance, offering an Indian perspective that emphasizes both state

security and constitutional liberties.

Thus, this article positions itself at the intersection of domestic telecommunication law and
international counter-terrorism frameworks, underscoring the need for a nuanced balance between
national sovereignty and global security cooperation. In a digital era where terrorist threats transcend
borders, India’s legal strategy must evolve from isolated regulatory mechanisms to harmonized
frameworks that engage with international norms, safeguard rights, and address the multidimensional

challenges of cyber terrorism.®

CONCEPTUAL FOUNDATIONS

Cyber Terrorism Defined: Distinguishing Cybercrime, Cyber Warfare, and Cyber Terrorism

The digital era has blurred the boundaries between various forms of malicious activity conducted in
cyberspace, making it essential to carefully define cyber terrorism in distinction from cybercrime and
cyber warfare. Cybercrime primarily concerns financially motivated offenses such as hacking for data
theft, ransomware attacks, identity fraud, or online financial scams. Its primary victims are individuals,
corporations, or institutions, and its intent is largely profit-oriented. In contrast, cyber warfare refers
to state-sponsored hostile acts against another sovereign entity, often involving disruption of critical

infrastructure, espionage, or psychological operations during geopolitical conflicts.

Cyber terrorism occupies an intermediate yet distinct space. It can be defined as the use of cyberspace
by non-state actors to conduct politically, ideologically, or religiously motivated attacks aimed at
causing fear, disrupting national security, or coercing governments. Unlike cybercrime, it is not guided
by profit, and unlike cyber warfare, it lacks direct state sanction, though it may thrive with tacit support
from sympathetic foreign regimes or networks. For instance, attacks on financial institutions or
manipulation of telecommunication networks by extremist groups may constitute cyber terrorism if
intended to spread fear or destabilize governance systems. Scholars argue that cyber terrorism thus
merges the immediacy of terrorist objectives with the borderless, anonymous nature of digital

platforms, making its regulation legally complex.’

8 Jack Goldsmith & Tim Wu, Who Controls the Internet? Illusions of a Borderless World (Oxford Univ. Press 2006).
® Dorothy E. Denning, Activism, Hacktivism, and Cyberterrorism: The Internet as a Tool for Influencing Foreign Policy,
in Networks and Netwars 239 (John Arquilla & David Ronfeldt eds., 2001).
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Cross-Border Data Access: Challenges of Territorial Jurisdiction

A critical dimension of cyber terrorism is its transnational character. Unlike conventional terrorism,
which can often be geographically traced, cyber terrorism thrives on data mobility across borders.
Digital evidence of an attack such as IP logs, email records, or encrypted communications may be
stored in servers located outside the investigating state’s territory. For India, this challenge is
particularly acute as most global technology giants hosting crucial data are headquartered abroad,

primarily in the United States.

This creates a legal dilemma: while sovereignty under international law grants each state exclusive
jurisdiction within its territory, cyber evidence often exists in multiple jurisdictions simultaneously.
The Mutual Legal Assistance Treaty (MLAT) framework, designed for cross-border evidence

exchange, has proven slow and ineffective for time-sensitive cyber terrorism '°

investigations.
Additionally, conflicts emerge between national data protection regimes such as the European Union’s
General Data Protection Regulation (GDPR) and counter-terrorism imperatives of other states,

restricting seamless access to evidence.

The emerging solution is negotiation of bilateral and multilateral frameworks like the U.S. CLOUD
Act agreements, which allow direct access to data from companies across borders without traditional
diplomatic delays. However, India is not yet a signatory to such frameworks, thereby relying on
outdated MLAT channels that fail to address real-time threats.!' The delay in evidence procurement

hampers successful prosecution of cyber terrorists, undermining deterrence and security.

Telecommunication Regulation and Cybersecurity: Telecom Networks as Conduits of Cyber
Terror

Telecommunication networks form the backbone of digital connectivity and are simultaneously the
most vulnerable conduits for cyber terrorist activity. From exploiting mobile networks for encrypted
communication to infiltrating internet backbones to disrupt critical infrastructure, cyber terrorists often
leverage telecom architecture to scale their operations. The increasing reliance on 5G, Internet of

Things (IoT) devices, and cloud-based communication services multiplies these vulnerabilities.

In India, the Telegraph Act, 1885 and the Information Technology Act, 2000 constitute the legal basis
for telecom and cyber regulation. However, the regulatory architecture has lagged behind technological

advancement. The telecom sector, traditionally regulated for spectrum allocation and national security

10V.S. Subrahmanian, Handbook of Computational Approaches to Counterterrorism 311 (2013).
11 Zachary Goldman & Damon McCoy, The U.S. CLOUD Act and International Lawmaking, 114 Am. J. Int’1 L. Unbound
1, 3 (2020).
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interception, is now compelled to address complex challenges of data security, lawful interception, and
encryption policies. For instance, encrypted platforms like WhatsApp or Telegram, widely used by
terrorist organizations, pose major hurdles to lawful access by security agencies. Courts in India and
abroad have debated whether compelling companies to break encryption compromises individual

privacy rights or is a necessary compromise in combating terrorism.!2

Globally, the role of telecom regulation in counter-terrorism is increasingly recognized. The Budapest
Convention on Cybercrime emphasizes cooperation in digital evidence sharing and places obligations
on service providers to preserve and disclose relevant information. However, India has not acceded to
the Convention, citing concerns over sovereignty and unequal obligations.!* This reluctance leaves
India outside an important global counter-terrorism framework, even as domestic laws struggle to

adapt to cross-border telecom surveillance needs.

Furthermore, telecom networks are also critical to critical information infrastructure (CII) such as
energy grids, defense communication systems, and financial networks. A cyber terrorist attack
targeting telecom infrastructure could paralyze entire sectors. Recognizing this, India’s National Cyber
Security Policy calls for strengthening telecom security standards, mandating cooperation between
private service providers and law enforcement, and enhancing cyber forensics capabilities. Still,
effective implementation remains uneven, constrained by resource limitations and jurisdictional

conflicts between agencies.

The conceptual foundation of cyber terrorism regulation lies in appreciating its hybrid nature distinct
from cybercrime or cyber warfare, yet overlapping with both in methodology. Its inherently cross-
border footprint complicates jurisdiction and evidence gathering, while its reliance on telecom

infrastructure underscores the need for harmonized regulation at both domestic and global levels.

For India, reconciling telecommunication regulation with global counter-terrorism frameworks
requires legal reform in three directions: (i) strengthening cross-border data-sharing mechanisms
beyond outdated MLATS; (ii) enhancing lawful interception powers while balancing privacy rights;
and (ii1) adopting or aligning with global cybercrime instruments to ensure that telecom operators and
service providers cooperate seamlessly in counter-terrorism investigations. Unless these foundations
are addressed, cyber terrorism will continue to exploit regulatory gaps, undermining both national

security and the rule of law.!*

12 Shreya Singhal v. Union of India, (2015) 5 S.C.C. 1 (India).
13 Council of Europe, Budapest Convention on Cybercrime, Nov. 23, 2001, ETS No. 185.
4 U.N. Office on Drugs & Crime, The Use of the Internet for Terrorist Purposes 23 (2012).
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INDIA’S TELECOMMUNICATION REGULATION AND DATA ACCESS

Overview of Current Framework

India’s telecommunication and cyber regulation framework has evolved through a combination of
colonial-era statutes, modern IT laws, and recent policy drafts. The Indian Telegraph Act, 1885 forms
the foundational legislation for telecommunication control, granting the state wide powers over
telegraph and communication systems. Although drafted in the colonial era, its provisions continue to
authorize government intervention in communication channels, particularly in matters of national
security and public order. The Information Technology Act, 2000 (IT Act) supplements this regime by
regulating electronic communication, cybercrimes, and providing a statutory framework for data
interception, monitoring, and blocking of online content. Provisions such as Sections 69 and 79
empower the government to direct intermediaries to provide data or restrict access to unlawful content

in the interest of security and sovereignty of India.'?

Further, the Indian Computer Emergency Response Team (CERT-In) plays a crucial role under the IT
Act in handling cybersecurity incidents. The CERT-In Directions, 2022 mandate service providers,
data centers, and virtual private network (VPN) operators to store user information for a minimum of
five years and furnish it to authorities when required. This requirement has been criticized by privacy

advocates but is justified by the government as necessary for counter-terrorism and cyber defense. !¢

Recognizing the outdated nature of the Telegraph Act, the Draft Telecommunications Bill, 2022 seeks
to consolidate and modernize India’s telecommunication laws. It aims to replace archaic provisions
with a technology-neutral regulatory regime covering telecommunication, satellite, internet-based
services, and OTT communication platforms. Importantly, it proposes explicit statutory powers for
interception and suspension of communication in the interest of national security, while also attempting

to streamline compliance obligations for service providers.!’

Legal Basis for Interception, Monitoring, and Blocking

The Indian state derives its legal authority for interception and surveillance primarily from the
Telegraph Act, IT Act, and accompanying rules. Section 5(2) of the Telegraph Act permits interception

of messages in situations involving public emergency or national security. The Information Technology

15 Information Technology Act, No. 21 of 2000, §§ 69, 79 (India).

16 Indian Computer Emergency Response Team (CERT-In), Directions under sub-section (6) of section 70B of the IT Act,
2000 (Apr. 28, 2022).

17 Draft Indian Telecommunication Bill, 2022, Ministry of Communications, Govt. of India.
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(Procedure and Safeguards for Interception, Monitoring and Decryption of Information) Rules, 2009
provide procedural guidelines for authorizing such measures under the IT Act. Similarly, the
Information Technology (Procedure and Safeguards for Blocking for Access of Information by Public)
Rules, 2009 empower the government to block websites or content deemed threatening to sovereignty,

integrity, or public order.

Judicial precedents have shaped the scope of these powers. In People’s Union for Civil Liberties v.
Union of India (1997), the Supreme Court underscored the need for procedural safeguards against
arbitrary interception. However, the rapid expansion of digital communication and end-to-end
encryption technologies has complicated enforcement. The government justifies interception powers
as necessary to combat cyber terrorism, but the absence of strong data protection legislation has raised

concerns about unchecked state surveillance.!'®

Challenges in Accessing Cross-Border Data

A pressing challenge in India’s counter-cyber terrorism efforts is the issue of cross-border data access.
Most digital communication platforms, such as Google, Meta (Facebook, WhatsApp, Instagram), and
Twitter, are incorporated in jurisdictions like the United States, which impose strict privacy and due
process requirements for data sharing. Indian law enforcement often struggles to access user data
stored on foreign servers, as requests must be routed through the Mutual Legal Assistance Treaty
(MLAT) process, which is time-consuming and often ineffective in urgent counter-terrorism

investigations.

The U.S. CLOUD Act (2018) further complicates matters by imposing conditions on cross-border data
sharing, which India is not yet a signatory to. Although India has sought to negotiate bilateral
agreements with the United States and European Union for streamlined access, progress has been
limited. Consequently, domestic agencies remain dependent on voluntary cooperation of tech
companies, which may delay or refuse access citing privacy obligations. This gap poses significant

risks in cyber terrorism cases where real-time data access is crucial.!®

Issues of Privacy, Fundamental Rights, and Judicial Safeguards

While interception and monitoring powers are legally grounded, they raise serious concerns about
privacy and fundamental rights under Article 21 of the Indian Constitution, which guarantees the right

to life and personal liberty. In Justice K.S. Puttaswamy (Retd.) v. Union of India (2017), the Supreme

18 People’s Union for Civil Liberties v. Union of India, (1997) 1 SCC 301 (India).
19 Clarifying Lawful Overseas Use of Data (CLOUD) Act, 18 U.S.C. § 2713 (2018) (U.S.).
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Court recognized the right to privacy as a fundamental right intrinsic to Article 21. The Court
emphasized proportionality, necessity, and legality as the guiding principles for any state intrusion into

personal data.

Post-Puttaswamy, the constitutionality of surveillance measures has been questioned, especially in
light of expansive powers under CERT-In rules and the Draft Telecommunication Bill. Critics argue
that India lacks a robust data protection law with independent oversight mechanisms, making state
access to communication data vulnerable to misuse. Although the Digital Personal Data Protection
Act, 2023 introduces consent-based data processing, it provides broad exemptions to the state in the

name of national security, leaving ambiguity around checks and balances.

Balancing privacy rights with the imperatives of counter-terrorism thus remains a delicate task. The
judiciary has underscored the need for proportional surveillance, yet in practice, executive control
dominates data interception with limited judicial oversight. The challenge for India is to align its
domestic telecommunication regulations with international frameworks that emphasize accountability,

transparency, and human rights protection in counter-terrorism measures.?

GLOBAL COUNTER-TERRORISM AND DATA ACCESS FRAMEWORKS

The issue of cross-border data access is central to contemporary counter-terrorism efforts, particularly
where cyber terrorism intersects with telecommunication networks. Terrorist organizations and
extremist groups increasingly exploit encrypted communications, cloud storage, and transnational
digital platforms to coordinate, fund, and execute attacks. The response of states and international
organizations has been to design frameworks that reconcile sovereignty with the urgent need for swift
access to electronic evidence. Five such frameworks Mutual Legal Assistance Treaties (MLATSs), the
U.S. CLOUD Act, the European Union’s e-Evidence Regulation and GDPR regime, the Budapest
Convention on Cybercrime, and United Nations counter-terrorism resolutions illustrate both

convergence and tension in global governance of digital evidence.
Mutual Legal Assistance Treaties (MLATSs) — Limitations in Speed and Effectiveness

MLATS remain the most traditional mechanism for cross-border access to electronic evidence. Through

bilateral or multilateral arrangements, states request evidence from foreign jurisdictions to aid criminal

20 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1 (India).
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or counter-terrorism investigations. However, in practice, MLATs have proven cumbersome, involving
lengthy bureaucratic procedures, translation requirements, and judicial scrutiny. This results in delays
ranging from several months to years, which is incompatible with the fast-moving nature of cyber
terrorism cases where data can be deleted or altered within hours. For instance, Indian law enforcement
seeking access to data stored in the United States must navigate through the Indo-U.S. MLAT, often
facing significant time lags. Scholars argue that this procedural rigidity weakens operational capacity

and undermines deterrence in cyber-terrorism contexts?!

The CLOUD Act (USA) — Extraterritorial Data Access Model

In response to the inefficiencies of MLATS, the United States enacted the Clarifying Lawful Overseas
Use of Data (CLOUD) Act in 2018. The law enables U.S. authorities to compel technology companies
under U.S. jurisdiction such as Microsoft, Google, or Facebook to disclose data, regardless of whether
the data is stored domestically or abroad. The Act also introduces a framework for executive
agreements with foreign governments, permitting reciprocal access to electronic data for law
enforcement purposes. While this enhances speed and certainty, the Act has been criticized for
extending U.S. jurisdiction extraterritorially, raising sovereignty concerns for states like India, which
may see their citizens’ data accessed without sufficient local oversight. Moreover, the Act’s
dependence on U.S. discretion in selecting partner states reflects a power asymmetry that does not

always align with global counter-terrorism solidarity.??

European Union — e-Evidence Regulation and GDPR Restrictions

The European Union has sought a middle path by proposing the e-Evidence Regulation, which
streamlines cross-border requests for electronic evidence between member states and allows direct
cooperation with service providers across borders. Unlike MLATS, the e-Evidence framework is
designed to reduce delays by enabling judicial authorities to issue European Production Orders
enforceable throughout the Union. However, this regulatory regime operates under the shadow of the
General Data Protection Regulation (GDPR), which imposes strict privacy safeguards. The tension
between law enforcement efficiency and fundamental rights protection reflects the EU’s constitutional
preference for balancing counter-terrorism with human rights obligations. For external partners such
as India, cooperation with the EU requires navigating GDPR restrictions, meaning requests must meet

high standards of necessity, proportionality, and data minimization.?

2! Mutual Legal Assistance Treaty Between the United States of America and the Republic of India, Oct. 17,2001, T.L.A.S.
No. 13163.

22 CLOUD Act, Pub. L. No. 115-141, div. V, 132 Stat. 348 (2018).

2 Regulation (EU) 2016/679, General Data Protection Regulation, 2016 O.J. (L 119) 1
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Budapest Convention on Cybercrime — Norms for International Cooperation

The Budapest Convention, adopted in 2001 by the Council of Europe, remains the first and only
binding international treaty on cybercrime. It establishes norms for harmonizing domestic laws,
facilitating transnational investigations, and improving procedural tools like preservation requests and
expedited disclosure of traffic data. Importantly, the Convention has been joined by states outside
Europe, including the United States and several Asia-Pacific countries, though India has refrained from
accession, citing concerns over sovereignty and unequal negotiating processes. From a counter-
terrorism standpoint, the Budapest Convention provides a valuable normative baseline for data-sharing
practices. Yet its voluntary accession model and limited global coverage hinder its effectiveness against

cyber terrorism, which is inherently borderless.*

UN Counter-Terrorism Resolutions on Digital Cooperation

At the global level, the United Nations Security Council has adopted several resolutions emphasizing
digital cooperation against terrorism. Resolution 2396 (2017), for example, calls on states to enhance
information-sharing and develop capabilities for handling passenger data, biometrics, and electronic
evidence in counter-terrorism cases. Similarly, the UN Office of Counter-Terrorism (UNOCT)
promotes frameworks for balancing lawful surveillance with human rights standards. These
resolutions, while not legally binding in the same manner as treaties, provide normative guidance and
political impetus for international coordination. However, their effectiveness depends on national
implementation, and disparities in technological capacity and political will continue to fragment the

global counter-terrorism response.?

Reconciling India’s Telecommunication Regulation with Global Frameworks

For India, the challenge lies in reconciling its telecommunication regulations particularly under the
Information Technology Act, 2000, and the Telegraph Act, 1885 with these global counter-terrorism
frameworks. India’s reliance on MLATSs has exposed operational weaknesses, while its reluctance to
join the Budapest Convention reflects concerns about sovereignty and control over data. At the same
time, global instruments like the CLOUD Act and EU e-Evidence Regulation may bypass or
complicate India’s domestic safeguards. The pressing need is for India to articulate a coherent strategy
for cross-border data access that both preserves sovereignty and enables effective counter-terrorism
collaboration. Possible pathways include negotiating executive agreements under the CLOUD Act,

harmonizing privacy safeguards with GDPR standards, or working toward a new multilateral

24 Council of Europe, Convention on Cybercrime, Nov. 23,2001, 2296 U.N.T.S. 167.
25 S.C. Res. 2396, U.N. Doc. S/RES/2396 (Dec. 21, 2017).
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convention under the UN framework. Such reconciliation will be crucial if India wishes to maintain

operational effectiveness while adhering to its constitutional commitment to fundamental rights.?

COMPARATIVE ANALYSIS: INDIA AND GLOBAL REGIMES

The regulation of cyber terrorism and cross-border data access presents a unique challenge in the
twenty-first century, given the transnational character of digital communications. States across the
globe have adopted a mix of domestic telecommunication regulations and international legal
frameworks to address threats emanating from cyberspace. India’s regime, while robust in certain
respects, both aligns with and diverges from prevailing global practices. A comparative assessment
highlights points of convergence, divergence, and areas for potential reform, especially in light of
emerging instruments like the United States” CLOUD Act and the European Union’s e-Evidence

proposals.

India’s Alignment with Global Frameworks

India’s telecommunication and cyber laws broadly align with international counter-terrorism regimes
in their recognition of lawful interception as a tool for ensuring national security. Under Section 5(2)
of the Indian Telegraph Act, 1885 and Section 69 of the Information Technology Act, 2000, the
government is empowered to intercept and monitor communications in the interest of sovereignty,
integrity, defense, public order, and prevention of crime. These carve-outs mirror similar national
security exceptions under instruments like the International Covenant on Civil and Political Rights
(ICCPR) and the European Convention on Human Rights (ECHR), which allow derogations from
privacy protections in cases of national emergency.?’ In practice, this reflects a global consensus that
cyber terrorism, by threatening state security, justifies proportionate intrusions into communication

privacy.

Another area of alignment is India’s reliance on Mutual Legal Assistance Treaties (MLATSs) for access
to data stored overseas. While often criticized for being slow, MLATSs remain the conventional legal
mechanism used globally to facilitate cross-border cooperation. The reliance on such treaties echoes
international norms, where sovereignty concerns continue to shape the frameworks for data exchange

in cybercrime investigations.?®

26 Information Technology Act, 2000, No. 21, Acts of Parliament, 2000 (India).

27 ICCPR, Dec. 16, 1966, 999 U.N.T.S. 171; European Convention on Human Rights art. 8, Nov. 4, 1950, 213 UN.T.S.
221.

28 See Council of Europe, Mutual Legal Assistance in Criminal Matters, European Treaty Series No. 30 (1959).
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India’s Divergence from Global Regimes

Despite this alignment, India diverges significantly from leading international frameworks in
cybercrime regulation. The most notable divergence is India’s refusal to accede to the Budapest
Convention on Cybercrime, the only binding multilateral treaty dedicated to cybercrime investigation
and cooperation. India has consistently argued that the Convention undermines sovereignty, as it was
drafted without the participation of developing countries and allows direct cooperation between
foreign law enforcement and service providers located in other jurisdictions.”” While this reflects
India’s geopolitical concerns, the absence of accession limits India’s ability to participate in global

data-sharing mechanisms that expedite cybercrime investigation.

Another divergence lies in India’s relatively weak cross-border cooperation mechanisms. Unlike the
European Union, which has advanced harmonized frameworks through instruments like the General
Data Protection Regulation (GDPR) and e-Evidence proposals, India lacks a comprehensive law on
data protection and cross-border transfers. The Digital Personal Data Protection Act, 2023, while
establishing baseline privacy principles, leaves wide discretion to the government regarding data
transfers, raising concerns about predictability and international compatibility.>® This lack of clarity
reduces India’s effectiveness in negotiating reciprocal agreements with global partners and complicates

cooperation in cyber terrorism investigations.

Tension Between Privacy and State Surveillance

The comparative landscape also highlights the perennial tension between privacy rights and state
surveillance. In India, the Supreme Court’s recognition of privacy as a fundamental right in Justice
K.S. Puttaswamy v. Union of India (2017) underscores the growing importance of proportionality and
necessity in surveillance practices. However, the absence of judicial oversight in many interception
procedures weakens safeguards against abuse. In contrast, jurisdictions such as the European Union
impose stricter limitations on surveillance, requiring strong proportionality tests and, in some cases,
prior judicial authorization for data interception.’! The United States, meanwhile, operates under a
more national security-driven approach, with the Foreign Intelligence Surveillance Act (FISA)
allowing broad government access to data but subject to specialized court supervision. This illustrates
a spectrum where India, while constitutionally bound to balance privacy and security, continues to tilt

heavily toward state prerogatives in practice.

2 Convention on Cybercrime, Nov. 23,2001, 2296 U.N.T.S. 167
30 Digital Personal Data Protection Act, No. 22 of 2023, Gazette of India, Aug. 11, 2023.
31 See Joined Cases C-293/12 & C-594/12, Digital Rights Ireland Ltd. v. Minister for Commc’ns, 2014 E.C.R. 238.
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Lessons from the CLOUD Act and EU e-Evidence Approach

The U.S. Clarifying Lawful Overseas Use of Data (CLOUD) Act of 2018 provides a useful model for
India. The Act allows U.S. law enforcement to compel service providers under its jurisdiction to
produce data stored abroad, while also enabling bilateral executive agreements with foreign
governments to streamline lawful data requests. This system balances sovereignty concerns with the
practical need for speed in cybercrime investigations. India, by adopting a similar model, could create
a structured pathway for negotiating reciprocal agreements with major data-hosting states while

retaining oversight.

Similarly, the European Union’s e-Evidence framework seeks to empower national authorities to
directly request electronic evidence from service providers located in another Member State, with
safeguards to ensure due process and privacy protections.*? India could adapt elements of this approach
to improve its cross-border cooperation efficiency while embedding stronger judicial oversight to

maintain compliance with privacy standards set by its own constitutional jurisprudence.

The comparative analysis suggests that while India’s telecommunication regulation shares global
features of lawful interception and national security carve-outs, it diverges on critical fronts such as
treaty accession and cross-border cooperation. The tension between surveillance and privacy rights
persists across jurisdictions, but India’s balance remains tilted in favor of the state, raising
accountability concerns. By learning from global best practices such as the CLOUD Act and EU e-
Evidence initiative, India can modernize its framework to both protect national security and enhance

its credibility as a cooperative partner in global cyber counter-terrorism efforts.

CHALLENGES IN RECONCILING INDIA’S FRAMEWORK WITH GLOBAL
STANDARDS

India’s legal framework for telecommunication and cyber security is increasingly being scrutinized in
light of the global push for harmonization of counter-terrorism norms and digital governance. While
India has adopted robust domestic laws to combat cyber terrorism, including the Information
Technology Act, 2000, and telecommunication surveillance rules, their compatibility with
international counter-terrorism frameworks and data governance regimes remains fraught with
tensions. Four major challenges underscore these frictions: jurisdictional conflicts in data access,
contradictions between data localization and free data flows, human rights considerations, and risks of

surveillance abuse.

32 European Commission, Proposal for Regulation on European Production and Preservation Orders for Electronic
Evidence in Criminal Matters, COM (2018) 225 final (Apr. 17, 2018).
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Jurisdictional Conflicts in Data Access Requests

One of the foremost challenges arises from jurisdictional conflicts concerning law enforcement’s
access to data stored abroad. In cyber terrorism cases, timely access to communications and metadata
is crucial, yet data is often hosted on servers outside India’s territorial jurisdiction. Indian agencies
have traditionally relied on Mutual Legal Assistance Treaties (MLATS) to obtain such data, but these
mechanisms are notoriously slow and bureaucratic. For example, accessing data from U.S.-based
service providers requires navigating through the U.S. Department of Justice, leading to delays that

undermine counter-terrorism investigations.?

In contrast, global frameworks like the U.S. CLOUD Act (2018) and the proposed EU-U.S. Data
Access Agreement provide for more direct mechanisms of cross-border cooperation. India, however,
is not a party to these frameworks, creating a gap in global collaboration. This disconnect not only
impedes India’s ability to respond swiftly to cyber-terror incidents but also raises broader concerns
about the sovereignty of data access and the conflicting obligations of multinational companies

operating in India.>*
Conflict Between Data Localization Mandates and Free Data Flow Regimes

India’s policy emphasis on data localization, particularly under the proposed Digital Personal Data
Protection Act, 2023, and sectoral mandates under the Reserve Bank of India and telecom regulations,
is another point of divergence. Data localization is justified by the Indian state on grounds of national
security, law enforcement access, and data sovereignty. However, this approach directly conflicts with
global regimes particularly the European Union’s GDPR, which permits free flow of data subject to

adequacy standards, and the United States’ liberal cross-border data movement policy.

The clash becomes evident in counter-terrorism cooperation: while India seeks to retain and process
data within its borders, foreign partners argue that such restrictions hinder the efficiency of multilateral
investigations and disrupt the global internet architecture. Moreover, strict localization mandates may
deter foreign investment in digital services and complicate compliance for multinational corporations

that must navigate conflicting obligations across jurisdictions.®

33 See Mutual Legal Assistance Treaty, India—U.S., Oct. 17,2001, U.S.~India, T.1.A.S. No. 13105.

3% Clarifying Lawful Overseas Use of Data Act (CLOUD Act), Pub. L. No. 115-141, 132 Stat. 348 (2018).

35 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 Apr. 2016 (General Data Protection
Regulation).
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Human Rights Concerns: Privacy, Freedom of Speech, and Due Process

The reconciliation of India’s counter-terrorism framework with global human rights standards poses
another challenge. India’s telecommunication and cyber laws grant broad powers of interception,
monitoring, and blocking of content. For instance, Section 69 of the Information Technology Act
authorizes the government to intercept and decrypt information for national security purposes. Critics
argue that such provisions lack adequate safeguards, raising concerns about disproportionate intrusions
into the right to privacy, which was recognized as a fundamental right by the Supreme Court of India

in Justice K.S. Puttaswamy v. Union of India.*®

In contrast, international standards, such as those articulated by the UN Human Rights Council,
emphasize proportionality, necessity, and judicial oversight in restrictions on privacy and speech. The
divergence between India’s executive-driven model and global rights-based standards highlights the
difficulty of balancing counter-terrorism imperatives with the protection of civil liberties. Particularly,
restrictions on encrypted communication and broad takedown powers over online speech raise

questions of compliance with international freedom of expression obligations.?

Risks of Abuse of Surveillance Powers in Counter-Terrorism Context

The risk of abuse of surveillance powers is heightened in India’s framework, which vests significant
authority in executive agencies with limited transparency and oversight. While counter-terrorism
justifications often underpin such powers, the absence of robust accountability mechanisms fuels

concerns of misuse for political or extraneous purposes.

Comparatively, many global frameworks have instituted stronger checks. For instance, the U.S.
Foreign Intelligence Surveillance Act (FISA) requires court approval for certain surveillance activities,
while the EU Court of Justice has struck down bulk data retention laws as disproportionate. India’s
lack of comparable oversight institutions means that surveillance measures may exceed their intended
counter-terrorism scope, undermine public trust and draw criticism from rights-based international

organizations.*

This tension illustrates the broader dilemma: reconciling India’s security-oriented approach with
international standards that prioritize both security and rights. Without reforms, India risks diplomatic
frictions, reduced cooperation with global partners, and diminished legitimacy in advocating its

counter-terrorism framework as compatible with democratic values.

36 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1.
7 Human Rights Council, The Right to Privacy in the Digital Age, U.N. Doc. A/HRC/34/L.7/Rev.1 (Mar. 23, 2017).
38 Joined Cases C-293/12 & C-594/12, Digital Rights Ireland Ltd. v. Minister for Commc’ns, 2014 E.C.R. 1-238.
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Reconciling India’s telecommunication and cyber security framework with global counter-terrorism
standards remains a complex endeavour. Jurisdictional conflicts, localization versus free flow debates,
human rights concerns, and risks of surveillance abuse all underscore the gaps in harmonization. While
India’s emphasis on sovereignty and security is legitimate in the face of rising cyber-terrorism threats,
aligning its framework with global standards is essential to foster trust, enable seamless cross-border
cooperation, and uphold democratic values. Achieving this balance will require legislative reforms that

incorporate greater transparency, judicial oversight, and international engagement.

PROPOSED FRAMEWORK FOR HARMONIZATION

The regulation of cross-border data access in the context of cyber terrorism requires a delicate balance
between national sovereignty, security imperatives, and global cooperation. India’s telecommunication
regime, coupled with its evolving data protection architecture, must be harmonized with international
counter-terrorism frameworks to prevent jurisdictional conflicts and enhance operational efficiency. A
proposed framework should include legislative reforms, international cooperation agreements,
adoption of global conventions, integration of human rights safeguards, and institutional mechanisms

for oversight and transparency.

Legislative Reforms in India

India’s ongoing legislative overhaul in telecommunications provides a timely opportunity to strengthen
safeguards and align with global standards. The recently introduced Telecommunications Bill, 2023
emphasizes modernization of interception powers but has been criticized for granting expansive
executive discretion. To harmonize with global frameworks, it should incorporate narrowly tailored
interception clauses, proportionality standards, and explicit references to the Digital Personal Data
Protection Act, 2023 to ensure consistency between telecommunication interception and data
protection principles. This would prevent legal fragmentation and ensure that counter-terrorism
measures comply with privacy and due process guarantees under Article 21 of the Indian

Constitution.>®

Negotiating Bilateral and Multilateral Agreements

Another crucial element of harmonization involves entering bilateral or multilateral data-sharing
agreements modelled on the CLOUD Act executive agreements between the United States and partner

states. Such agreements allow designated countries direct access to electronic communications data

3 K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1 (India).
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stored overseas while embedding reciprocal obligations of privacy and civil liberties protection.*® For
India, forging similar treaties with major jurisdictions such as the United States, the European Union,
and ASEAN states would facilitate lawful and timely access to data in terrorism investigations while
reducing delays caused by cumbersome Mutual Legal Assistance Treaty (MLAT) processes. These
agreements must also include mandatory transparency reporting to reassure citizens and civil society

about safeguards against overreach.

Joining or Aligning with the Budapest Convention

India has thus far refrained from acceding to the Budapest Convention on Cybercrime, 2001, citing
sovereignty concerns and the absence of inclusive negotiation. However, as cyber terrorism becomes
increasingly transnational, India could either join the Convention or align with its Second Additional
Protocol (2022), which specifically deals with enhanced cooperation and disclosure of electronic
evidence.*! Accession or alignment would provide India with a recognized legal framework for direct
cooperation with service providers abroad, thus bypassing jurisdictional hurdles. Moreover,
participation would enhance India’s credibility as a cooperative partner in global counter-terrorism

efforts.

Embedding Human Rights Safeguards

Counter-terrorism regulation often risks undermining civil liberties if surveillance powers are
unchecked. Therefore, India’s framework should explicitly embed human rights safeguards in its
interception and data-sharing laws. Drawing lessons from the European Court of Human Rights’
jurisprudence in cases like Big Brother Watch v. United Kingdom, the framework must enshrine
principles of necessity, proportionality, and non-discrimination in state surveillance.*> Embedding
these safeguards would also strengthen India’s case when negotiating agreements with rights-sensitive
jurisdictions such as the European Union, which conditions data-sharing partnerships on adequate

privacy protection.

Mechanism for Judicial Oversight and Transparency

To further harmonize with global practices, India must create robust mechanisms of judicial oversight
in interception and surveillance matters. Presently, authorization under the Telegraph Act and
Information Technology Act rests largely with the executive branch, raising concerns of arbitrariness.

Comparative models, such as the U.K.’s Investigatory Powers Tribunal and the U.S. Foreign

0 Clarifying Lawful Overseas Use of Data Act, Pub. L. No. 115-141, 132 Stat. 348 (2018) (U.S.).

#1 Council of Europe, Second Additional Protocol to the Convention on Cybercrime on Enhanced Cooperation and
Disclosure of Electronic Evidence, CETS No. 224 (2022).

42 Big Brother Watch v. United Kingdom, App. Nos. 58170/13, 62322/14, & 24960/15, Eur. Ct. H.R. (2018).
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Intelligence Surveillance Court, demonstrate how independent judicial bodies can ensure that requests
for interception or data disclosure are justified, narrowly scoped, and subject to review.* Additionally,
transparency mechanisms, such as periodic publication of anonymized statistics on interception orders
and cross-border data requests, should be institutionalized. Such reforms would align India’s practices

with international expectations of accountability.

Integrative Harmonization: National and Global Synergy

The proposed framework is not about subordinating India’s sovereignty but about constructive
harmonization, where domestic reforms complement international commitments. Stronger legislative
safeguards under the Telecommunications Bill and alignment with the Data Protection regime would
ensure coherence domestically. International agreements modelled on the CLOUD Act would bridge
jurisdictional gaps in counter-terrorism investigations. Accession or alignment with the Budapest
Convention would embed India in global networks of cooperation. Human rights safeguards and
judicial oversight would ensure legitimacy and trust. Collectively, these reforms would equip India to
counter cyber terrorism effectively while respecting the constitutional and international law principles

of fairness and proportionality.

CONCLUSION

The growing complexities of cyber terrorism underscore the urgent necessity of reconciling India’s
telecommunication regulations with global counter-terrorism frameworks. The digital ecosystem
operates without borders, while legal and regulatory frameworks remain rooted in national sovereignty.
This mismatch creates friction in areas such as cross-border data access, attribution of cybercrimes,
and coordinated responses to transnational threats. In India’s context, the Information Technology Act,
2000, supplemented by the Indian Telegraph Act, 1885, and the recent Digital Personal Data Protection
Act, 2023, provides a statutory foundation, but these laws are often inadequate when confronted with
the rapidly evolving architecture of global cyberterrorism networks. Hence, convergence with
international norms, particularly those shaped by United Nations Security Council resolutions and
multilateral data-sharing initiatives, becomes indispensable to ensure efficiency and legitimacy in

India’s cyber counter-terrorism response.**

Reconciling domestic and global frameworks is not simply a matter of adopting uniform rules but
requires careful balancing of sovereignty, security, and individual rights. On one hand, the imperatives

of state sovereignty demand that India retain control over its telecommunication infrastructure,

* Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. §§ 1801-1885¢ (U.S.).
4 United Nations Security Council, S.C. Res. 2396, U.N. Doc. S/RES/2396 (Dec. 21, 2017).
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spectrum allocation, and data localization measures. On the other hand, effective counter-terrorism in
cyberspace necessitates a willingness to cooperate internationally by sharing intelligence, enabling
mutual legal assistance, and harmonizing attribution norms.* This dual imperative reflects the inherent
paradox in cyber regulation: states must defend their national borders while simultaneously
acknowledging that those very borders are porous in the digital realm. India’s refusal to overly
compromise sovereignty through its insistence on localized data storage under the Personal Data
Protection framework demonstrates its prioritization of national interests, even as it engages with
frameworks like the Budapest Convention and Indo-US CLOUD Act negotiations for cross-border

evidence access.*

Equally critical is the balance between national security and the preservation of privacy rights. In
responding to cyber terrorism, states are often tempted to expand surveillance capabilities and justify
broad interception powers. However, an unrestrained expansion of state power risks eroding
constitutional guarantees under Article 21 of the Indian Constitution, which has been judicially
expanded to include the right to privacy.*’ In the global context, frameworks such as the European
Union’s General Data Protection Regulation (GDPR) establish high thresholds for privacy safeguards
even when combating terrorism, which provides a normative benchmark for India. The reconciliation
process must therefore account for individual rights, ensuring that counter-terrorism efforts do not
become pretexts for unchecked surveillance. For India, adopting judicial oversight mechanisms,
transparency requirements, and proportionality standards in communication surveillance would

significantly enhance the legitimacy of its telecommunication regulatory approach.

The future trajectory of reconciliation lies in technological adaptation and forward-looking research.
Emerging technologies, including artificial intelligence—driven surveillance, quantum communication,
and advanced attribution methods, will define the next generation of cyber counter-terrorism tools. Al-
enabled surveillance, for instance, can enhance anomaly detection in cross-border data flows, enabling
earlier identification of potential terrorist activities. Yet, it also raises concerns regarding algorithmic
bias, over-collection of data, and discriminatory profiling, which must be mitigated through clear
regulatory safeguards.*® Similarly, the advent of quantum communication technologies presents both
opportunities and challenges: while quantum encryption could provide unprecedented security against

cyber intrusions, it may simultaneously complicate lawful interception and evidence-gathering

45 Budapest Convention on Cybercrime, Nov. 23, 2001, C.E.T.S. No. 185.
46 CLOUD Act, 18 U.S.C. § 2713 (2018).

47 Justice K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1 (India).

8 David Wright & Paul De Hert, Privacy Impact Assessment 12 (2012).
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processes. This dual-edged nature of quantum communication makes it an essential avenue for legal
scholarship, requiring the development of internationally accepted protocols for secure yet accountable

information exchange.

Another critical area for future research is the establishment of global cyber attribution norms. One of
the most intractable challenges in cyber terrorism lies in the attribution problem identifying
perpetrators across borders in a domain characterized by anonymity, proxies, and state-sponsored
disinformation. India’s regulatory framework currently lacks comprehensive attribution mechanisms
aligned with global standards, leaving significant gaps in accountability. Comparative analysis with
norms evolving under NATO’s Tallinn Manual or the Council of Europe’s cybercrime frameworks can
guide India in crafting attribution rules that balance evidentiary sufficiency with fairness.*” Without
such harmonization, attribution will continue to suffer from accusations of politicization, thereby

undermining collective global efforts against cyber terrorism.

In conclusion, reconciling India’s telecommunication regulation with global frameworks is not only a
legal necessity but also a strategic imperative. It demands a threefold balance between sovereignty and
international cooperation, between security and privacy, and between present regulatory frameworks
and emerging technological disruptions. India must not only modernize its domestic statutes but also
engage actively in norm-shaping at the international level. Doing so will ensure that India’s cyber
counter-terrorism responses remain effective, legitimate, and forward-looking. Moreover, the
identified future research areas Al-driven surveillance, quantum communication, and cyber attribution
norms offer fertile ground for academic inquiry and policy innovation. Ultimately, the reconciliation
process is a dynamic endeavour, requiring states like India to remain agile, adaptive, and cooperative

in the face of ever-evolving cyber terrorist threats.

4 Michael N. Schmitt (ed.), Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations (2017).
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