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ABSTRACT 

The trending  development of digital technology and social media has 
radically impacted the social, educational, and psychological environment 
for children in India. While they bring tremendous learning and connectivity 
opportunities with them, they also pose serious This paper  presents an 
detailed  review of the complex effects of technology on children, pointing 
out both the merits and the flaws of this cyber era. An elaborate review of 
the Indian legal environment, such as the Information Technology Act, the 
Protection of Children from Sexual Offences Act, and the developing data 
protection laws, identifies current protections and regulatory loopholes. 
Comparative insights from the General Data Protection Regulation (GDPR) 
of the European Union and the United States' Children's Online Privacy 
Protection Act (COPPA) provide lessons on international best practices. This 
research highlights the imperative for an evidence-based, balanced, and 
interdisciplinary strategy that unifies legal reform, technological protection, 
parental and educational awareness, and mental health services to promote 
the wholesome growth and safeguarding of India's children in a rapidly 
digitized world. 
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INTRODUCTION 

With the outbreak of the COVID-19 pandemic, digital technology and social media emerged 

as ubiquitous means of communication, education, and entertainment, especially among 

children and adolescents. The extraordinary dependency on virtual environments has promoted 

digital literacy but also raised concerns over privacy intrusion, cyberbullying, exploitation on 

the internet, and youth digital addiction. This double-edged effect calls for a holistic legal and 

socio-psychological examination of the influence of technology on Indian childhood and 

adolescence. 

Today's children, commonly referred to as "digital natives," move through a sophisticated 

environment of interactive technologies, streaming services, and social networks. Their 

experience with these technologies stimulates expanded cognitive skills, creativity, and world 

awareness. Yet technology overuse or misuse also is linked with negative consequences like 

attention deficit, social isolation, anxiety disorders, and poor physical health. The legal role in 

balancing these consequences is imperative but presently hindered by dramatic technological 

change and inadequate regulatory systems. 

This article intends to analyze the effects of media and technology on children through an 

incorporation of multidisciplinary viewpoints and consideration of the Indian legal context. It 

analyzes legislative safeguards, judicial reactions, and policy measures aimed at protecting 

children's rights in cyberspace. In addition, it examines how comparative models of law from 

the European Union and the United States can help shape India's developing digital regulation. 

Through a critical examination of both the advantages and disadvantages of technology through 

intense legal analysis and cross-disciplinary perspectives, this study hopes to advise 

policymakers, educators, parents, and lawyers. It calls for comprehensive approaches that 

leverage technology's promise without eliminating its risks, thereby ensuring healthy and 

equitable growth in India's digital age of children. 

Legal Framework Governing Technology and Children in India 

India's law has progressively acknowledged the special problem that the challenges of 

technological change pose to children's rights and well-being. In spite of the uncertain 

regulatory environment, a number of key laws and policy initiatives form the basis for the 
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mitigation of the risks online and the safeguarding of children in online environments. The 

Information Technology Act, 2000 (IT Act) is the prime  law governing electronic 

communication, cybercrime, and data protection laws  in India.1 

The Act  targets focuses on  cyber offenses in general, certain provisions deals with  the 

protection of children in cyberspace. As, Section 66A, which criminalized  sending offensive 

electronic messages, was invalidated by the Supreme Court, Section 67 forbids the publication 

and transmission of obscene electronic content, such as child pornography, and the Information 

Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 20212, place 

proactive responsibilities on social media platforms to prevent objectionable content and avoid 

online exploitation, such as that of children.3 Yet, the Act has no specific data protection laws 

and does not directly address issues like digital addiction or the real  privacy concerns of 

children. The Protection of Children from Sexual Offences Act, 2012 (POCSO), is the  

legislation specifically designed to address.4 It  made  online child pornography, grooming, and 

exploitation offenses. No doubt the we are not quite there for the complete enforcement of the 

Act, because of a lack of technological skills among the police and the very secretive nature of 

cybercrimes. The Juvenile Justice (Care and Protection of Children) Act, 2015, indirectly does 

not control digital conduct but offers a blueprint for reforming technology-affected children 

through cyberbullying and screen addiction by making it obligatory to set up rehabilitation 

centers and counseling.5 India recently  working on establishing an overall data protection 

framework. The model European GDPR-inspired Personal Data Protection Bill includes 

provisions for protecting the data of children by limiting data collection from children under 

18 years old, mandates  express guardian consent, and providing minors with the right to delete 

data and avoid profiling. Thus a proper legislative measure is not a need but an urgency in the 

Indian context. . Other legal tools that are applicable in this situation include the Cable 

Television Networks (Regulation) Act, 1995, which regulates the content that children watch 

on  television; India's National Policy on Children, 2013, which emphasizes the need to protect 

children from dangerous content and promote safe and healthy digital participation. Despite 

these efforts, critical gaps persist, including the absence of a dedicated cyber law for children 

 
1 IT Act, 2000 (as amended), Ministry of Electronics and Information Technology, Government of India 
2 IT (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021. 
3 Section 67, IT Act, 2000. 
4 The Protection of Children from Sexual Offences Act, 2012. 
5 Juvenile Justice (Care and Protection of Children) Act, 2015. 
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that address emerging digital threats like deepfakes, online identity theft, and algorithmic 

manipulation. 

Enforcement mechanisms remain weak due to capacity constraints within law enforcement and 

the judiciary. Further, there is a marked lack of consciousness among children, educators, and 

parents about digital responsibilities and rights, and to add to this is a lack of complete legal 

guidelines governing the use of artificial intelligence, on children's online lives. 

Comparative Perspectives on Child Protection in Digital Media 

The General Data Protection Regulation (GDPR) of the European Union, which was in force 

from 2018, lays down an international benchmark for data protection with certain child-specific 

provisions like obtaining parental consent for processing children (under 16 years or 13 years 

in certain member states), eliminating personal data minimization and privacy-by-design 

requirements in services designed to be used by children6. 

In the US, the Children's Online Privacy Protection Act (COPPA)7 controls the gathering and 

use of information from children under 13 years, makes it  verifiable parental consent and 

transparent data handling guidelines, although it claims that  it has been unable to keep up with 

changing technology like artificial intelligence and social media platforms. The United 

Kingdom's Age-Appropriate Design Code, adopted in 20218, implements GDPR principles as 

fifteen enforceable standards, including default privacy settings, avoiding manipulative design 

patterns, and demanding child-oriented data protection impact assessments. Asian authorities 

such as China and South Korea have adopted more enforcement-oriented strategies for 

example  China, put regulation on increasing  online gaming by children to an hour a day at 

weekends and on public holidays,9 while South Korea's former "Shutdown Law," which has 

since been repealed, had set gaming curfews on children under 16. Such strategies demonstrate 

a firm state-centric focus on managing screen addiction, although certain critics argue that 

blanket controls might unduly restrict parental choice and not solve underlying causes of digital 

dependency. For India, these models note a few of the likely reforms that need to be undertaken, 

such as the establishment of child-specific data protection norms, mandates for parental 

 
6 Regulation (EU) 2016/679 – General Data Protection Regulation 
7 Children's Online Privacy Protection Act (COPPA), 15 U.S.C. §§ 6501–6506 
8 UK Information Commissioner's Office, Age Appropriate Design Code, 2021. 
9 Chinese Ministry of Education, 2021 Guidelines on Online Game Restrictions 
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control, digital wellness education, and platform accountability features. Since yet there is no  

proper personal data protection regime in India, the adoption of these international norms could 

go a long way towards enhancing India's regulation for children's online safety and well-being. 

Psychosocial Impact of Technology on Children: Addiction, Mental Health, And Privacy 

The increasing influence  of digital technology in children's routine life has created multiple  

psychosocial impacts such as huge  digital dependency, mental health problems, and also  risks 

to privacy. Long-term exposure to blue screens and content relying on algorithms have been 

associated with behavioral pathologies, attention deficient , and sleeping  disorders, creates 

anxiety, depression, and social comparison. 

The phenomenon of "techno-stress," including information overload and fear of missing out, 

is more prevalent now, especially in educational settings. Concerns over privacy are 

compounded by children's lack of awareness about digital consent, with many sites harvesting 

user information and selling it without disclosure, and existing Indian law failing to adequately 

prevent such exploitation. Cyberbullying and deepfakes impose additional psychological 

pressure, typically triggering trauma and damage to one's reputation, though legal redress is 

not as of yet adequately utilized because of procedural and awareness deficits. A holistic 

response—ranging from legal reform, ethical technology design, digital literacy training, and 

mental health counseling—is important in order to protect children's welfare and ensure 

technological progress to be based on child protection norms. 

Bridge Safety And Innovation: Strategic Interventions For Safeguarding Children 

Online 

To protect children from the negative impacts of technology while ensuring maximum 

utilization of its benefits, a multi-faceted approach is necessary. Legal reform should first give 

top priority to the enactment of a child-friendly digital protection law that specifically 

addresses concerns like data privacy, digital addiction, deepfakes, and cyberbullying. Schools 

and educational facilities should incorporate digital literacy10 and ethical use of the internet 

into their curricula, empowering children to handle online environments responsibly. 

Guardians and parents need to be engaged actively through awareness programs to enable them 

 
10 NCERT Digital Citizenship Curriculum Guidelines (2021). 



Indian Journal of Law and Legal Research    Volume VII Issue III | ISSN: 2582-8878 

 
 

    Page: 3133 

to monitor, guide, and assist their children in their digital practices without encroaching on 

their autonomy. Mental health infrastructure needs to be fortified with open counseling and 

support services designed to address digital-induced disorders in children. In addition, tech 

firms must employ child-first design principles, wherein content moderation, age-fair 

algorithms, and open data collection practices are implemented. Collaboration is essential, 

bringing lawmakers, teachers, mental health professionals, tech developers, and civil society 

together to create a safer digital world where children have the chance to flourish intellectually, 

socially, and emotionally. 

Conclusion 

Law can be a powerful tool for child protection in digital spaces but only if it evolves rapidly 

and comprehensively. A new child-centric digital law, ethical tech design mandates, and digital 

education will ensure children’s rights are respected and safeguarded in India’s fast-growing 

tech landscape. The swift spread of digital technology has dramatically remade the lives of 

children in India, affording them both novel opportunities for education and creativity and great 

challenges to their physical, psychological, and social health While technology can empower 

children with access to information, skill acquisition, and global connectivity, it also places 

them at risk of digital addiction, invasion of privacy, bullying, and psychological trauma. The 

current Indian legal system, while in the process of evolving, continues to be fragmented and 

insufficient to meet these complex challenges comprehensively. For guaranteeing a balanced 

and secure digital space for children, it is necessary to have an integrative approach with strong 

child-focused legislation, full digital literacy education, active parental surveillance, and 

accountable technology design by industry players. In addition to that, mental health support 

and spreading awareness about digital rights are fundamental elements in protecting young 

users. As technology continues to evolve, concerted and anticipatory efforts on the part of 

policymakers, educators, families, and technologists will be needed to maximize the positives 

of innovation while minimizing its negatives, ultimately shaping a generation of digitally 

educated, healthy, and resilient children who can grow strong in the complicated digital world 

of the 21st century. 

 


