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INTRODUCTION: 

 There is a saying that “Rome was not built in a Day”, so is banking system of the World. The 

economic policy of any country is basically related to economic development of the country 

and in economic development of any country banks play major role. Banking as a part of 

financial sector, is lifeline of whole industry and it is important for the survival of better 

economic development of any country. Thus banking and finance play an important role in 

accelerating the rate of economic growth in every economy.  

The world of finance is changing with high pace, and technology is often regarded as the 

primary engine of these changes. An examination of technology and its applications reveals 

that it has infiltrated nearly every area of our lives. Many tasks are now conducted 

electronically as a result of widespread use of information technology at home or at business. 

The Indian customers is gradually but slowly migrating to E-Banking banking. Banks and 

financial institutions all around the world have been transformed by information technology 

and communication networking technologies. 

Mobile transactions, digital currencies, ATM transactions, and Internet transactions are all 

growing. The customers of Indian banking industries are certain about one thing that they want 

online banking to be simple, and the banking industry is following same. E-Banking refers to 

the supply of financial services and goods using electronic channels such as the telephone, the 

internet, mobile banking, and digital currencies and others. The scope of definition of E-

Banking are still developing. E-Banking allow an efficient payment and accounting system, 

resulting in a significant increase in the speed with which financial services are delivered. 

Though Indian banking system began in the last decade of the 18th century, it has evolved from 

conventional operations to the most modern operations for customers. Since the 1980s, with 

the growth of technology-enhanced products and services, commercial banking has taken on a 

new structure. Banks began to focus on technology-enabled services in order to provide safe 
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transactions and decrease their load and expenses. As a result, the market for multi-function 

ATMs, telebanking, electronic transfers, and e-cash cards has expanded. “The increased usage 

of the internet has made it possible to introduce E-Banking transactions and the restricted 

services of banks were replaced with anytime/anywhere/anyhow type of services and the 

traditional banking system of providing service to person-to-person is replaced with many 

services under a single click concept at this juncture thus E-Banking is utilized to help 

companies, business owners and consumers to better manage their financial operations, 

processes and lives by utilizing specialized software and algorithms that are used on computers 

and increasingly smartphones. 

Types of E-Banking 

There are several types of E-Banking,1 namely: 

A. Mobile Payment Services : Mobile “financial services are probably the first activities that 

have benefited from Information and Communication Technologies within the financial” 

industry.2 It “should be emphasised that the phrase that mobile financial services is used to 

cover a wide range of financial services from money services (including transfers and 

payments) to banking-type services” (including deposit and borrowing).3 “Banks and credit 

card issuers, as well as newcomers, provide mobile payment services ( telecoms operators, big-

tech firms and technology innovators), Mobile wallets or digital wallets are used to facilitate 

these payment services thus in essence, a mobile wallet is a modernised version of a standard 

payment card that encrypts transactions.” Financial technology' payment services are among 

the most popular. There should be a distinction between the services offered by conventional 

financial institutions and those offered by new entrants notwithstanding the fact that both 

groups profit from technology progress.In fact, payment services are the first branch of 

financial services that big-tech firms provide. Two big-tech firms, Alipay and PayPal, 

guarantee payment at delivery, and purchasers' disputes are handled through e-commerce 

platforms as well. Payment services are provided by M-Pesa in several countries with less 

 
1 Working group on E-Banking and Digital Baking, Reserve Bank of India Central Office Mumbai, Nov. 2017, 
Pg. 25 onwards. 
2 Julia S. Cheney, “An Examination Of Mobile Banking And Mobile Payments: Building Adoption As 
Experience Goods?”, FRB of Philadelphia - Payment Cards Center Discussion Paper No. 08-07, 2008, p.6. 
3 Ibid   
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established payment systems. According to a recent poll, these businesses handle 90 percent of 

all payments and deposits in Kenya. 

B. Crowdfunding : 

One of the most popular financial technology services nowadays is crowdfunding. Of start, 

crowdfunding is an approach to obtaining money that involves contacting a lot of people.4 As 

a result, traditional lenders such as banks and private individuals would need collateral or 

analyse other criteria in order to decrease the risk of lending money to a business. Due to these 

market barriers, the expansion of digital fund-raising or loan services has slowed. Both for 

investors and individuals/entrepreneurs, crowdfunding is a win-win situation. As a result of the 

huge amount of data available on the internet, it is possible to say that the power of the internet 

is essential. Crowdfunding comes in a variety of forms, depending on whether the investor will 

receive a return on their investment: gift, reward, stock and debt. Donation-based crowdfunding 

does not yield a return on investment and in most cases does not refund the principal. 

Contributions are offered in exchange for the pre-purchase of a product or service in reward-

based crowdfunding. It is a synonym for peer to peer lending, which is also known as loan-

based crowdfunding. With or without an interest rate, the debt/investment will be paid back to 

the investor in the end. 

C. Peer to Peer Lending : P2P lending platforms (also known as loan-based crowdfunding) 

let users lend money to other people or businesses in the hopes of receiving a financial return 

in the form of interest payments and capital repayments over time.5 P2P lending is the closest 

thing to a bank loan that customer can get. Individuals and SME's who have trouble obtaining 

credit through regular channels utilise this alternate method of borrowing money, as mentioned 

above. By collecting consumer data, these systems also handle credit rating processes. 

Alternative credit models and data sources are utilised by these organisations in order to give 

consumers as well as businesses with speedier access to money. Online services are provided 

to match lenders with borrowers, whether they are people or corporations. Consider Lendbox, 

Faircent, i2iFunding, Chillr and Gyan Dhan. Some P2P lending platforms do not accept any 

 
4 FCA, What Is Crowdfunding? https://www.ukcfa.org.uk/what-is-crowdfunding/   
5 Alex Brill, ‘Peer-to-Peer Lending: Innovative Access to Credit and The Consequences Of Dodd-Frank’ (2010) 
25 Wash L Found L Backgrounder 1, 1. 
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credit risk or keep loans on their balance sheet, while others undertake these duties, making 

their role similar to traditional banking in many ways. 

D. Wallets : Payments can be made via a check, electronic payment methods such as NEFT, 

RTGS, etc., or by using a debit or credit card. A physical card or electronic wallet was deemed 

necessary to provide nonbank consumers the ability to utilise electronic forms of payment, 

while also providing current bank customers with a protection that limits their exposure. State 

Bank Buddy, Citi MasterPass, and ICICI Pockets are just a few of the payment wallets that 

have sprung up in India. For example, the Chillr application, which enables peer-to-peer money 

transfers without requiring bank account information, is one of several new start-ups targeting 

mobile money transfer. As a result of the NPCI IMPS platform, several prominent banks have 

created their own digital wallets. Digital wallets include social media integration. To ease 

digital payments at local stores, Digital Innovators are also pushing the Online to Offline (O2O) 

concept. 

Risk Management 

Risk management is the act of detecting vulnerabilities in an organisation's information systems 

and adopting carefully reasoned procedures to assure the confidentiality, integrity, and 

availability of all components in the system. Risk management necessitates two primary tasks: 

risk identification and risk management. Risk management necessitates the completion of two 

key tasks: risk identification and risk control. E-Banking Banking has enabled a considerably 

larger range of banking goods and services to become available and supplied to retail and 

wholesale clients thanks to ongoing technology innovation and competition among incumbent 

banking organisations and new entrants. E-Banking banking's fast development, on the other 

hand, has both advantages and disadvantages. Management is in charge of technology 

implementation. As a result, financial institutions should have implemented a technology risk 

management strategy to identify, assess, monitor, and limit their technological risk exposure.6 

The type and extent of risks that banks confront in digital currency and virtual banking are 

expected to vary as technological innovation accelerates. Banks must have systems in place 

 
6 G. Sarma and P.K. Singh, “Internet Banking Risk Analysis and Applicability of Biometric Technology for 
Authentication, International Journal of Pure and Applied Sciences and Technology, 1(2) (2010), pp. 71, ISSN 
2229 – 6107” available at: www.ijopaasat.in; last accessed on 10.08.2022.  
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that allow management to respond to present risks and adjust to emerging ones, according to 

regulators.7 

Risk management is a strategy that assists managers in making the most of their resources. 

Banks and supervisors can achieve these goals by using a risk management approach that 

comprises the three fundamental aspects of assessing risks, controlling risk exposure, and 

monitoring risks.8 An efficient monitoring system would aid bank management in identifying 

or forecasting hazards, allowing them to enhance risk management by adding more controls to 

manage the risks that might come from their business models and cross-border exposure to 

diverse markets. Organizations make assumptions and judgments based on changing 

conditions when recognising, prioritising, and treating risks, (e.g., the business environment, 

trading patterns or government policies).9 

RBI Guidelines for Taking Care of Various Types of Risks Faced by Banks 

Banks are challenged with different sorts of financial and non-financial risks as a result of 

globalisation and financial sector reforms, which may threaten the banks' financial stability if 

adequate precautions are not taken to mitigate such risks. The Reserve Bank has taken a number 

of initiatives to protect banks from both financial and non-financial threats.' The Reserve Bank 

said in its Mid-Term Review of Monetary Credit Policy for 1998-99 that recommendations for 

managing credit, market, and operational risks will be released. Accordingly the Reserve Bank 

issued guidelines on Risk Management System on 7th October 1999.10 

The risk management system standards encompass credit, market, and operational risk 

management in general. Banks were encouraged to develop their own systems that were 

suitable with the kind and scale of activities as well as risk perception. In light of the guidelines, 

banks can critically examine their current risk management system and put in place a competent 

strategy to address any existing weaknesses and upgrade as needed. The risk management 

 
7 Prof. V.S. Solanki, Risks in “E-Banking and Their Management, International Journal of Marketing, Financial 
Services & Management Research, Vol.1 Issue 9, September 2012, ISSN 2277 3622” available at: 
http://www.indianresearchjournals.com/pdf/IJMFSMR/2012/September/13.pdf; last seen on 10.08.2022. 
8 https://www.bis.org/publ/bcbsc215.pdf; last seen on 11.02.0018. 
9 Supra note 3  
10 Circular DBOD No. BP,(SC).BC.98/21-04-103/99, dated 7th October, 1999, issued by the Reserve Bank of 
India, Department of Banking Operation & Development, Central Office, Cuffe Parade, Mumbai. 
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framework must be tailored to the bank's specific needs, which are determined by the size and 

complexity of the company, risk philosophy, market perception, and current capital levels. 

The Reserve Bank has suggested that the execution of integrated risk management may be 

delegated to a Risk Management Committee of a Committee of Top Executives that reports to 

the Board of Directors. To deal with issues relating to credit sanction, disbursement, and 

follow-up processes, as well as monitor and control credit risk across the bank, a high-level 

Credit Policy Committee (CPC) must be formed. In addition “banks must establish an 

independent Credit Risk Management Department to enforce and monitor compliance with the 

risk criteria and prudential restrictions established by the Board/Credit Policy Committee thus 

in certain nations, financial crises have exposed a substantial link between unhedged market 

risk and credit” risk. The functions of the Asset-Liability Management Committee (ALCO) 

and the Credit Policy Committee (CPC) for credit and market risk management should be 

combined. 

The Reserve Bank has suggested the guidelines for taking care of various types of risks being 

faced by the banks, which are as under:  

i. Credit Risk 

The control of credit risk should be a key priority for senior executives. The Board-approved 

Loan Policy should include techniques for credit risk measurement, monitoring, and control. 

Each bank should develop a credit approving system in which loan proposals above a pre-

determined limit are authorised by a "Approval Grid" or a "Committee." Prudential “rules on 

benchmark financial ratios, single borrower or borrower group exposure-substantial exposure, 

region-specific and sector-specific exposures, exposure to sensitive industries, and so on 

should all be covered by the lending policy thus banks must develop a comprehensive risk 

rating system that serves as a single point indicator of various risk factors to counterparties 

when making credit and investment decisions and banks must also use a scientific method to 

price credit and investment risk, which should reflect the expected probability” of defaults. 

The Reserve Bank has also highlighted the technique of tracking non-performing loans, stating 

that tracing non-performing loans close to the balance sheet date does not disclose the actual 

quality of the loan book. Portfolio quality should be assessed on an ongoing basis by following 

borrowers' migration (upward or downward) from one rating scale to the next. When the 
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environment undergoes quick changes, banks are also expected to conduct rapid portfolio 

evaluations, stress testing, and scenario analysis. The Loan Review/Audit Department should 

be in charge of reviewing loan administration efficacy and preserving the integrity of the credit 

grading process, as well as objectively assessing loan loss provision and assuring portfolio 

quality. 

ii. Investments  

The banks have been advised that the proposals for investment should e subjected to same 

degree of credit risk analysis, as loan proposals, The portfolio evaluation should cover the total 

exposure, including investments.” 

iii. Off-Balance Sheet Exposure 

Current and potential credit exposures can be measured on a daily basis, and potential 

exposures can be quantified by subjecting the position to market movements involving normal 

and abnormal movements in market variables like forex rate, interest rate, equity prices” 

liquidity conditions, and so on. 

iv. Inter-bank exposure and Country Risk 

The banks are also required to evolve a suitable framework to provide a centralized overview 

of the aggregate exposure on other banks, The banks should also endeavor for developing an 

internal matrix that reckons the counterparty and country risks.” 

v. Market Risks 

According to the Asset Liability Management recommendations, banks should use easy-to-

understand analytical tools to control market risk while maintaining a high degree of 

computerization and MIS. International banks have progressed significantly in their adoption 

of sophisticated approaches such as Duration Earnings at Risk (EaR), Value at Risk (VaR), and 

complicated stimulation models. The majority of these banks have also embraced the Risk 

Adjusted Return on Capital (RAROC) structure, which allocates economic capital based on 

risk or return variability. Capital adequacy in relation to economic risk, according to the Basle 

committee, is an essential requirement for banks' long-term health. “In the backdrop of gradual 
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integration of domestic markets with external markets, large banks in India are required to 

adopt more sophisticated techniques in the management” of market risk. 

vi. Liquidity Risk 

Banks have been advised that, in addition to adhering to the ALM Guidelines' prudential limits 

on cash flow mismatches, they should consider implementing prudential limits on inter-bank 

borrowings, particularly call funding, purchased funds, core deposits to core assets, off-balance 

sheet commitments, swapped funds, and so on. Banks should also assess their liquidity profiles 

in the context of bank-specific and market-wide crises. The ability to resist unexpected adverse 

fluctuations in liquidity situations should be measured using contingency plans. 

vii. Interest Rate Risk 

Banks must also set a firm deadline for transitioning to the VaR and Duration methods for 

measuring interest rate risk. Banks should also build stress-testing tools to capture the negative 

consequences of high volatility or outlier events. To augment the ALM, a scientific internal 

Fund Transfer Price (FTP) mechanism might be developed. 

viii. Capital for Market Risk 

The Reserve Bank has stated that adopting international norms for providing explicit capital 

cushion for market risk to which banks are exposed would be beneficial. While small banks 

primarily operating in India might use the standardised method, major banks and institutions 

participating in international markets need gain competence in developing internal models for 

market risk measurement. 

ix. Operational Risk 

In the wake of the spectacular growth in the volume of financial transactions, high degree of 

structural changes, and sophisticated technical support systems, the Reserve Bank has noticed 

that operational risk is developing as an essential component of effective risk management. 

The bank should implement adequate operational risk measuring, monitoring, and control 

systems.11 

 
11 R.K. Gupta, Banking Law and Practice, Volume 2, Modern Law Publications, 2004, p.1.1481 
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 Risk Management Systems in Banks 

Banks “face a variety of financial and non-financial risks during the financial intermediation 

process, including credit, interest rate, foreign exchange rate, liquidity, equity price, 

commodity price, legal, regulatory, reputational, and operational” risks. These hazards are 

closely intertwined, and events that affect one risk category can affect a variety of other risk 

categories. As a result, bank top management should place a high priority on improving their 

capacity to identify, assess, monitor, and control the total amount of risks they are taking. 

The general guidelines for risk mitigation should include: 

i. Organisational design 

ii. A thorough risk management strategy 

iii. The Board should adopt risk management plans that are in line with the overall company 

strategy, the capital position, the management experience, and the general readiness to 

take on risk. 

iv. Risk-taking is governed by rules and other factors, including the precise design of 

prudential restrictions. 

v. Effective MIS for tracking, supervision, and risk management. 

vi. A distinct risk management framework that is separate from operational divisions, clearly 

defines the levels of responsibility for risk management, and conducts regular reviews 

and evaluations.12” 

v Risk Management Structure 

Choosing “between a centralised and decentralised risk management organisation structure is 

a key problem in developing an effective risk management organisation structure and the 

worldwide trend is to centralise risk management with an integrated treasury management 

function in order to benefit from aggregate exposure information, natural netting of exposures 

and simpler reporting to top” management. The primary responsibility for recognising the 

 
12 Ibid at 1.1482 
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bank's risks and ensuring that they are properly handled should be explicitly delegated to the 

Board of Directors. 

By analysing the bank's risk and risk-bearing capability, the Board should set risk limitations. 

Overall “risk management should be delegated to an independent Risk Management 

Committee or Executive Committee of top executives that reports directly to the Board of 

Directors at the organisational level and the goal of this top-level committee is to provide one 

group exclusive responsibility for analysing the bank's total risks and establishing the degree 

of risk that is in the bank's best interests and simultaneously, the Committee should make line 

management more accountable for the risks within their control as well as the bank's 

performance” in that area. 

The Risk Management Committee's primary responsibilities should be to identify, monitor, and 

assess the Bank's risk profile. In addition, the Committee should create policies and processes, 

validate the models used for pricing complicated goods, assess risk models as the market 

evolves, and identify new hazards. The quantitative prudential limitations on various sectors of 

a bank's activities should be clearly stated in the risk policies. The “tendency is for risk 

limitations to be assigned in terms of portfolio standards such as Credit at Risk (credit risk), 

Earnings at Risk, and Value at Risk (market risk) thus the committee should create stress 

scenarios to assess the impact of unexpected market conditions and track the difference 

between portfolio value volatility and that predicted by risk measures and the Committee 

should also keep an eye on how operational departments are adhering to different risk” 

standards. 

A “prerequisite for an establishment of an effective risk management system is the existence 

of a robust MIS, consistent in quality and the existing MIS, however, requires substantial 

upgradation and strengthening of the data collection machinery to ensure the integrity and 

reliability” of data. 

Risk management is a complicated activity that needs specific knowledge and abilities. Banks 

are increasingly relying on sophisticated models to assess and manage risks. Large banks and 

those operating on the foreign market should create internal risk management strategies so that 

they can compete successfully. As the local market becomes more integrated with the 

international market, banks will need to have the required experience and skills to manage all 

types of risks in a scientific manner. The core personnel at Head Office should be taught in 
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object model and analytical techniques on a more advanced level.It should, therefore, be the 

endeavor of all the banks to upgrade the skills of staff. 

It is challenging to establish a standard framework for risk management in India due to the 

diversity of balance sheet profiles. Risk management tasks should be designed specifically for 

each bank, based on the size, complexity, degree of technical knowledge, and MIS quality. The 

suggested recommendations only give general principles; each bank is free to develop their 

own methods that are compatible with their risk management architecture and expertise.13 

 Risk Management Principles for E-Banking 

The EBG Report on risk management and supervisory concerns emerging from e-banking 

advancements was issued by the Basel Committee in October 2006. The key risks connected 

with e-banking were inventoried and analysed in this report, including strategic risk, 

reputational risk, operational risk (including security and legal concerns), credit, market, and 

liquidity risks. E-Banking operations, according to the EBG, do not pose any dangers that have 

not previously been recognised by the Basel Committee's prior work. E-Banking, on the other 

hand, raises and alters some of these conventional hazards, affecting banking's overall risk 

profile. In particular “strategic risk, operational risk and reputational risk are certainly 

heightened by the rapid introduction and underlying technological complexity of e-banking” 

activities.14 

The BCBS (Basel Committee for Banking Supervision) stresses that the management of these 

risks should become an integral part of the banking institution’s overall risk management 

framework. In respect to this “BCBS has given the 14 principles of risk management for e-

banking that provide guidance to promote safe and sound e-banking activities.”15   

Principles of Risk Management: 

1.  The Board of Directors and senior management should establish effective management 

oversight over the risk associated with E-Banking activities, including the 

 
13 Ibid at 1.1483 
14 D. Agrawal and G. Singh, “An Analysis of Risk Management Principles for Electronic Banking using Basel III 
Norms, International Journal of Engineering Technology, Management and Applied Sciences, February 2016, 
Volume 4, Issue 2, ISSN” 2349-4476. 
15 A. Schaechter, Issue in Electronic Banking: An Overview, IMF Policy Discussion Paper, 2002. 
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establishment of specific accountability, policies and controls to manage these risks.” 

2.  The Board of Directors and senior management should review and approve the key 

aspects of the bank’s security and control process.” 

3.  The Board of Directors and senior management should establish a comprehensive and 

ongoing due diligence and oversight process for managing the bank’s outsourcing 

relationships and other third-party dependencies supporting E-Banking.” 

4.  Banks should take the necessary steps to confirm the legitimacy of their clients' 

identities and permission before transacting with them online. 

5.  Banks should adopt E-Banking payment authentication techniques that encourage non-

repudiation and ensure responsibility. 

6.  Banks should make sure that the necessary safeguards are in place to encourage proper 

job separation within E-Banking technologies, databases, and services. 

7.  Banks need to make sure that E-Banking technologies, databases, and apps have the 

appropriate authorization restrictions and access rights in place. 

8.        Banks must make sure that the necessary safeguards are in place to secure the accuracy 

of E-Banking files, activities, and information. 

9.  Banks should make sure that all E-Banking operations have clear paper trail. 

10.  Banks should take appropriate measures to preserve the confidentiality of key E-

Banking information. Measures taken to preserve confidentiality should be 

commensurate with the sensitivity of the information being transmitted and/or stored in 

database.” 

11.  Banks should ensure that adequate information is provided on their websites to all 

potential customers to make an informed conclusion about the bank’s identity and 

regulatory status of the bank prior to entering into E-Banking transactions.” 
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12.  Banks should take appropriate measures to ensure adherence to customer privacy 

requirements applicable to the jurisdictions to which the bank is providing E-Banking 

products and services.” 

13.  Banks should have effective capacity, business continuity and contingency planning 

processes to help ensure the availability of E-Banking systems and services.” 

14.  Banks should develop appropriate incident response plans to mange, contain and 

minimize problems arising from unexpected events, including internal and external 

attacks that may hamper the provision of E-Banking” system and services. 

Indeed the “Basel Committee’s Risk Management principles are applicable in today’s scenario 

and will be lightening torch to the e-banking business” and as stated in “Arthshashtra : An all-

time Economic, Political and Business Epic” written by Kautilaya that decision should be in 

sync with Desh meaning Country, kall meaning time and Paristhity meaning situation. The 

“Basel committee’s principle are extra-ordinary going to benefit E-Banking business if it is 

frame locally as per country’s need, time, demand and situation responding and these principles 

are indeed the lightening torch to E-Banking but as a policy maker and as operations provider 

we have to look into the need of the hour and respond” accordingly.16 

v Reporting of Banking Risk 

The basis for good risk management is accurate, full, and timely data. However “data alone 

does not ensure that the board and senior management will get the relevant information to make 

effective risk choicesthus to effectively manage risk, the correct information must be delivered 

to the right people at the right time and risk reports that are based on risk data must be precise, 

concise, and comprehensive and report should be accurate in substance and given to the right 

decision-makers in a timely manner to enable for a timely” reaction. 

To effectively achieve their objectives, risk reports should comply with the following 

principles: 

• Accuracy - “Risk management reports should accurately and precisely convey aggregated 

 
16 Supra note 9 
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risk data and reflect risk in an exact manner. Reports should be reconciled and validated.” 

• Comprehensiveness - The breadth and “scope of risk management reports should be 

commensurate with the size and complexity of the bank's operations and risk profile, as 

well as the requirements of the receivers” 

• Clarity and usefulness - Information in “risk management reports should be 

communicated in a clear and simple way and the reports should be simple to comprehend 

while yet being detailed enough to allow for informed decision-making and reports should 

contain useful information that is customised to the recipients' requirements” 

• Frequency –The frequency of risk management report creation and distribution should be 

determined by the board of directors and senior management (or other suitable recipients). 

The “frequency requirements should reflect the receivers' demands, the type of the risk 

disclosed and the pace at which the risk might change as well as the relevance of reports in 

supporting good risk management and effective and efficient decision-making across the 

bank and during times of stress or crisis, the frequency of reporting should be” increased. 

• Distribution - The appropriate parties should get risk assessment information while 

preserving anonymity.17 

CONCLUSION: 

E-Banking is a buzzword after demonetization. “India is now in the list of top countries where 

major population transacts online and with the introduction of smart phones and mobiles 

application the usage rate has increased but there is a long way to go as rural population of 

India is still waiting for some program from banks that will facilitate their usage of e-banking” 

services. 

E-Banking is transforming the banking industry, with significant implications for banking 

relationships and operations. Without a doubt, the internet facilitates banking and allows it to 

reach a wider audience. However, because to its nature, legal framework system, hacker 

interference, and scams, among other things, it has inherent dangers. To address these 

challenges, a consistent legal framework, a strong implementing authority, and a competent 

 
17 Supra note 3 
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legal governing authority are required, all of which must be capable of providing a risk-free 

environment for providing additional financial services to clients through E-Banking. If 

banking system provides confidence to the customers, definitely it will help to enter in new era 

of development of banking by E-Banking. 

E-Banking “carries it various risks for individual banks particulars and banking system in 

general. The rapid pace of technological innovation is likely to change the nature and scope of 

risks, which banks face. There must be balance between risks” and benefits. 

E-Banking “enables higher level of support for consumers in performing their needs but E-

Banking has its own limitation and sometimes challenges to the financial security and personal 

privacy and the study on risk in E-Banking is revealing that the benefits of E-Banking also 

provides the problems for users and as well as to the banking personnel” in many ways. 

 The compliance, “operational and security risks are making the banking personnel to look at 

the instrument for tightening the issue with proper risk management system and the technical 

problems are generally deceiving the consumers from the trap of hackers and hence proper 

caring and attaining the awareness will benefit the consumers and as well as the banking 

personnel to overcome the problems of E-Banking thus periodical surveys, mandate meetings 

with consumers will enable more closeness among both the parties to have secured transactions 

to happen” in online system. 

E-Banking provides a better degree of ease when it comes to handling one's finances, even 

from the comfort of one's own home. It does, however, continue to pose threats to financial 

security and personal privacy. As a result of internet banking, many people's account 

information has been hacked. As a result, anybody who intends to use it for financial 

transactions should be informed of the dangers. He can take steps for a more secure online 

banking experience since he is aware of the dangers and issues. 

Thus, as risk is “indispensable for banking business, proper assessment of risk is an integral 

part of a bank’s risk management system and banks are focusing on the magnitude of their risk 

exposure and formulating strategies to tackle those effectively thus in the context of risk 

management practices, the introduction of Basel II norms and its subsequent adoption by RBI 

is a significant measure that promises to promote sound risk management” practices. Basel II 

seeks to “enhance the risk sensitivity of capital requirements, promote a comprehensive 
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coverage of risks, offer a more flexible approach through a menu of options, and is intended to 

be applied” to banks worldwide. 

Moreover, the RBI “has adopted a series of steps to ensure that individual banks tackle risks 

effectively by setting up risk management cells and also through internal assessment of their 

risk exposure and apart from this, RBI has opted for on-site and off-site surveillance methods 

for effective risk management in the Indian Banking sector, so that systemic risk and financial 

turmoil can be averted” in the country. 

Risk is an opportunity as well as a threat and has different meanings for different users. The 

“banking industry is exposed to different risks such as forex volatility, risk, variable interest 

rate risk, market play risk, operational risks, credit risk, which can adversely affect its 

profitability and financial health thus risk management has emerged as a new and challenging 

area in banking and Basel II intended to improve safety and soundness of the financial system 

by placing increased emphasis on bank's own internal control and risk management process” 

and models. The supervisory review and market discipline. Indeed, to “enable the calculation 

of capital requirements under the new accord requires a bank to implement a comprehensive 

risk management framework thus over a period of time, the risk management improvements 

that are the intended result may be rewarded by lower capital requirements and  however, these 

changes will also have wide-ranging effects on a bank's information technology systems, 

process, people and business, beyond and regulatory compliance, risk management and 

finance” function. The task of integrating Basel II is challenging. Indian “banks have come a 

long way since independence and more so after LPG era, however, still they have to cover 

some distance so as to be bench marked with the best banks globally but one thing is for sure 

that the reform process is on and the Indian banks are in the right direction so they have adopted 

best structures, processes and technologies available worldwide and have moved from 

strength” to strength. 


