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ABSTRACT 

Indians are not only the largest internet users in the world, but also the greatest in 

the world in terms of sexual harassment. In many ways, the harassment that women 

experience online parallels what they experience in the real world. Feminism in 

India performed a survey and found that 50 percent of women in major Indian cities 

have been subjected to internet abuse. People are being targeted by cyberstalkers at 

an alarming rate. According to experts, men and women are equally likely to be the 

victims of cyberstalking. The term "cyberstalking" refers to the practise of utilising 

the internet or other electronic media to harass or stalk another person. An email, 

social media, chat apps, or other online media might be used by a stalker in 

cyberstalking. A stalker may harass a person by posting messages, photos, or 

information about them online. Tracking location and online activity may also be 

used by some. Cyberstalkers may not physically pursue the victim, but they do so 

in a cyberspace environment. Emotional abuse and harassment are carried out via 

electronic media by cyberstalkers, who use a wide range of technological and 

digital tools in their attacks. Real-life scenarios, on the other hand, have a lot more 

room for error. Few laws, but no specific law, are available to deal with 

cyberstalking in India such as the Indian Penal Code, 1860 and Information 

Technology Act, 2000. The stalking law needs to be rethought in order to avoid 

cyberstalking. Sharing information with others is a must, but so is self-awareness. 

They necessitate a high degree of privacy awareness. This paper will try to 

understand the criminological perspective through theories, analysis of UK and 

Indian Laws and try to find out why the Indian Legislation is not enough in reducing 

such crimes. 

Keywords: cyberstalking, Information Technology Act; Indian Penal Code, 1860; 

Criminology Theory.  
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   INTRODUCTION 

The term 'stalking' has the definition "of or connected to the act of pursuing or harassing" in the 

dictionary. Before certain incidents, the term "stalking" was unknown. Stalking has different legal 

meanings in different countries. It is a new type of crime that has been around since the late 1990s 

and has since become a serious issue in criminology around the world. Academics have 

characterised cyber stalking as a “form of sexual harassment” because it predominantly involves 

digital communication technologies1Cyber stalking is defined by Bocij, Griffiths, and McFarlane 

as "a set of behaviours in which an individual, a group of individuals, or an organisation uses 

information and communication technology to harass one or more individuals. It also includes 

threats and false charges, identity theft, data theft, equipment damage, computer surveillance, 

sexual solicitation of children, and confrontation are examples of such behaviour."2 

In essence, cyberstalking refers to the practise of harassing a victim through the use of information 

and communication technology and person repeatedly tries to contact another, creating a sensation 

of danger in the other person's head. Harassment encompasses any behaviour that upsets the victim, 

whether or not it is intentional. This type of stalking utilises computers and networks to do illegal 

acts against a victim, often locating them online, and is frequently known as "cyberbullying." This 

new type of criminal activity is commonly referred to as "internet stalking.". Because of its 

extensive connectivity and plentiful resources, the Internet serves as an ideal setting for criminal 

activity. One of these crimes has risen in popularity over the last two decades as low- cost, high-

speed internet access has been more widely available. Cyber stalkers are essentially grouped into 

the following categories types: those who are obsessive by nature, those who are erotomanic, and 

those who are obsessed with love. Because stalking is still a relatively new crime in India, it was 

only in 2013 that “Section 354 D of the Indian Penal Code, 1860” was added to address internet 

stalking. This section discusses stalking on a physical level as well as cyberstalking. Anyone who 

seeks to monitor a woman's online activities is expressly charged with stalking. Also, there are 

various section under “Information Technology Act, 2000 such Section 66E, Section 67-67B” etc. 

dealing with the cyber stalking. The scope of stalking laws varies by jurisdiction. For example, it 

 
1 OXFORD LEARNERS’ DICTIONARIES, https://www.oxfordlearnersdictionaries.com/. (last visited Sep 26, 2021). 
2 BOCIJ, P., GRIFFITHS, M.D., MCFARLANE, L, CYBER STALKING: A NEW CHALLENGE FOR CRIMINAL 

LAW (The Criminal Lawyer 2002). 
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is more comprehensive in some states in the United States and the United Kingdom but is narrower 

in other states in the United States, Canada, Australia, and Japan, which may legally specify stalking 

through a list of prohibited activities, require a significant threat evaluation, and require the 

apprehension or fear of harm, violence, or injury. Cyber harassment is a criminal offence in the 

United Kingdom, punishable under the “Protection from Harassment Act, 1997”3 or the “Malicious 

Communications Act, 1988”4. Certain countries, such as Singapore, have enacted legislation to 

prosecute internet trolls. Doxing, or the online disclosure of a user's personally identifiable 

information, is also a breach of “Article 8 of the European Convention on Human Rights”.  The 

Sexual Harassment of Women at Work (Prevention, Prohibition, and Redress) Act 2013 prohibits 

sexual harassment of women in the workplace. The Sexual Harassment of Women at Workplace 

(Prevention, Prohibition, and Redressal) Act 2013 defines sexual harassment as unwelcome 

physical contact and advances, a demand or request for sexual favours, making sexually coloured 

remarks or showing pornography, or any other unwelcome physical, verbal, or nonverbal conduct 

of a sexual nature. Cyberstalkers may not physically pursue the victim, but they do so in a 

cyberspace environment. When it comes to cyberstalking, the perpetrators can use any means at 

their disposal, but it is an emotional assault and harassment carried out through electronic media. 

Provisions made for it, on the other hand, differ from what would be found in real-life settings. 

THEORIES OF CRIME CAUSATION VIS- A -VIS CYBER STALKING  

Traditional stalking shares many characteristics with cyber-stalking; nonetheless, it is a different 

criminal and penal behaviour. To irritate and even terrorise their victims, criminals, both traditional 

and online, employ a wide range of tactics and strategies. When victims approach, disdain, or 

ignore conventional talkers or online stalkers, the perpetrators typically retaliate brutally.5 Cyber 

stalking, according to criminologists, should be combated by developing a new system that 

protects stalkers while also identifying those who are guilty of physical stalking. This new method 

should incorporate the concepts of actus reus and mens rea, which are two of the most significant 

characteristics of criminal conduct. Identification of criminals, the acquisition of evidence, and the 

 
3 Protection from Harassment Act, 1997 c.40, Acts of Parliament, 1997 (UK). 
4 Malicious Communications Act, 1988 c. 37, Acts of Parliament, 1988 (UK). 
5 5 M. Desai & K. Jaishankar, Cyber stalking victimization of girl students: An empirical study, SAGE JOURNALS, 1-

23 (2007). 
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resolution of jurisdictional challenges are all aspects of this new system's operation.6 

SOCIOLOGICAL THEORY OF DEVIANCE: According to sociological criminology, society 

fosters criminal behaviour. In other words, society affects people. Sociological theories regard crime 

as a social problem rather than an individual one, as the words "sociological" and "society" are 

interwoven. According to ideas like social learning theory and social conflict theory, people learn 

how to commit crimes from each other. An increasing income gap and ensuing class warfare may 

also be contributing factors. Social strain typology is based on two criteria: (1) individual 

motivations or commitment to cultural goals; (2) individual belief in how to attain goals. Conformity, 

innovation, ritualism, retreatism, and rebellion are Merton's five categories of deviation. Structural 

functionalism claims that deviant behaviour benefits society by bringing diverse groups together. 

Conflict theory states that social differences can lead to deviant behaviour. According to the labelling 

theory, people become deviant when others push them to accept a particular identity. There are three 

important sociological theories- Strain, Social learning and control theories. What is known is that 

stalkers, whether online and offline, are motivated by an underlying desire to exert power and 

control over the intended victim. If one were to approach cyber stalking from a behaviorist 

standpoint, the frequency with which an exhibited behaviour occurs is frequently dependent on the 

quantity of external positive reinforcement received. 

When particular behaviours are rewarded, they are frequently repeated and hence positively 

reinforced. If the same activity is met with a negative response, the behaviour is likely to wane in 

the absence of a reward. When a stalker contacts a victim and the victim initiates a conversation, 

whether positive or negative, the stalker is likely to repeat the action. In other words, it may be 

preferable to ignore the stalker than to respond negatively. Similar habits are frequently displayed 

by exhibitionists. Although there are myth that Psychopathological diseases, such as paranoid and 

delusional disorders, can cause stalking, although it's not usually the result of a mental illness. Even 

with internet stalkers, though, this isn't always the case. The people who engage in cyber stalking 

are usually loners who are looking for attention and connection from another person. Often, these 

people get obsessed with or captivated with the victim, but the victim does not share their sentiments 

 
6 P. Ocij, Reactive stalking: A new perspective on victimization, THE BRITISH JOURNAL OF FORENSIC 

PRACTICE, 23-45 (2005). 
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or perceptions about the relationship. 7 

DETERRENCE AND RATIONAL CHOICE AS SPECIAL CASES OF SOCIAL 

LEARNING PRINCIPLES 

The deterrence hypothesis is based on utilitarian principles and is applied to criminal behaviour. 

The concept of "rational choice" is rooted in the utilitarian school of economics. Human behaviours 

are presumed to be "rational" in both theories because they are informed by the likely consequences 

of taking a particular action. The theory of deterrence states that the rational calculation of the pain 

of legal punishment compensates the incentive for the crime (which is assumed to be consistent 

across offenders but not across offences), hence discouraging criminal conduct. The rational choice 

hypothesis, on the other hand, states that people engage in criminal or legal activities based on what 

will yield the most reward while incurring the least expense. Therefore, the cyber stalker, as a 

motivated offender, will seek out and stalk a victim, a suitable target, in the absence of capable 

guardianship, which is provided in this case by the Internet's anonymity. Women may be excellent 

targets and cyber stalking victimization is not yet taken seriously by society or given the attention it 

deserves by the criminal justice system. While stalking over the Internet enables the offender to stalk 

from a relatively remote location, the offence can nonetheless instill the victim with the same level 

of dread and harassment as if the victim were in a direct face-to-face meeting with the offender.8 

No one model of criminal behavior can be developed from deterrence or rational choice theory. The 

reward/cost balance (or expected utility function) in rational choice theory can be summed up under 

the social learning theory's differential reinforcement formula. Differential reinforcement is the use 

of rewards and punishments to encourage various behaviors. Incentives and expenses are included, 

as are prior reinforcers and punishers. They also include direct and indirect punishments, rational and 

irrational penalties, and positive and negative reinforcements. Some of the rational choice models 

of crime include variables such as familial and peer influences, moral judgments, and other aspects. 

These are also repeats of social learning theory principles or factors like social bonding.9 

Because rational choice theory presupposes that cyber stalker will weigh the risks before committing 

 
7 S. BACK, EMPIRICAL ASSESSMENT OF CYBER HARASSMENT VICTIMIZATION VIA CYBER- ROUTINE 

ACTIVITIES THEORY MASTER’S THESES 101 (Ball State University 2016). 
8 RL AKERS, DEVIANT BEHAVIOR: A SOCIAL LEARNING APPROACH (Wadsworth Publishing 1985). 
9 G. VOLD & T. BERNARD, THEORETICAL CRIMINOLOGY (Oxford University Press 1986). 
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a crime, it also presupposes that such behaviors can be discouraged if the dangers are certain and 

the punishment is high. At the moment, there is no effective deterrence to such activities. The chance 

of detection is low, and even if the online stalker's identity is discovered, the risk of being caught, 

prosecuted, and convicted of such crimes is extremely low, making cyber stalking a relatively safe 

and appealing crime to perpetrate. According to what has been provided, routine activities theory, at 

least as an outgrowth of rational choice theory, appears to have considerable explanatory power in 

future criminological studies.10 

CONTRAST: UK Laws V. Indian Laws 

In the United Kingdom11, there is no specific legislation dealing with cyber stalking. Rather than 

that, there are three major laws that address harassment and are also applicable to stalking. The 

Telecommunications Act, 1984 Telecommunications Act, 1984 c.12, Acts of Parliament, 1984 

(UK).12; Malicious Communications Act, 198813; and Protection from Harassment Act , 199714are 

the three major statutes that address stalking and cyber stalking. It is a criminal offense under the 

Telecommunications Act 1984 to send an inappropriate, threatening, or indecent message. The 1988 

Act, which is more expansive in scope, is a penal statute for those who send letters or deliver articles 

with the intent of causing anxiety or distress. Before the law was passed in 1997, the UK's courts 

had made a few fascinating rulings where stalking was included in the scope of crimes such as 

"assault," "grievous bodily injury," and "public nuisance." The accused in Burstow was found guilty 

by a jury at the Crown Court of inflicting grievous bodily harm on the victim through a series of silent 

phone conversations. The victim was accused of inflicting her depression on her. The ruling was 

upheld by the Court of Appeals.15 The Court of Appeals widened the definition of assault in R v. 

Ireland16, ruling that a succession of phone calls followed by silence constituted assault. However, 

the Court of Appeal in Ireland opened the door to long-distance assaults which are usually only 

considered an assault if force is immediately deployed. In R v. Johnson17, the Court of Appeal 

 
10 S. BARKAN, CRIMINOLOGY: A SOCIOLOGICAL UNDERSTANDING (Upper Saddle River 2006). 
11 Bill Wallace, Stalkers Find a New Tool--The Internet, SFGATE (Sep 20, 2021, 9:29 PM), http://www.sfgate.com/cgi-

bin/article.cgi?file=/ chronicle/ archive/2000/07/10/MN39633.DTL. 
12 Telecommunications Act, 1984 c.12, Acts of Parliament, 1984 (UK). 
13 Malicious Communications Act, 1988 c. 37, Acts of Parliament, 1988 (UK). 
14 Protection from Harassment Act, 1997 c.40, Acts of Parliament, 1997 (UK). 
15 R v. Burstow, (1996) Crim LR 331. 
16 1 All ER 112. 
17(1997) 1 WLR 367. 
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upheld an appellant's conviction for public annoyance stemming from five and a half years of 

obscenity-filled phone calls. There seems to be a strange connection between these bizarre rulings 

and the fact that there was no specific statute addressing stalking prior to the 1997 Act. 

Also, with the introduction of the Stalking Protection Act of 201918, a Stalking Protection Order 

was made possible (SPO). Stalking protection orders (SPOs) are designed to safeguard anyone of 

any age who is being stalked. Before stalking behaviour becomes entrenched or worsens, early 

police involvement, pre-conviction, and the handling of stalker behaviours before they become 

established or worsens are all possible. 

Section 1 of the Protection from Harassment Act, 1997, states “that an individual must refrain from 

engaging in conduct that constitutes harassment of another or that he knows or should know 

constitutes harassment of another.” Further, according to Section 2A of the Act, stalking occurs 

when three conditions are met: 1) Behaviour 2) A pattern of conduct in violation of Section 1 of the 

Act 3) A pattern of behavior that amounts to stalking. The Harassment Act makes no attempt to 

define stalking; rather, Section 2A (3) lists certain behaviors that constitute stalking such as 

following someone; contacting or attempting to contact a person; making any statement or 

distributing any other material relating to or purporting to relate to a person; surveillance of any 

person's use of the internet or electronic communication; snooping on another individual or 

interfering with a person's property. 

The list supplied is not exhaustive, and the determination of whether a course of action constitutes 

stalking must be made by determining whether the activity would constitute harassment to a 

reasonable person. The stalking offense under Section 2A is a summary offense, and if convicted, 

the stalker faces up to six months in prison or a fine. Also, the more serious violation is Section 4A, 

which consists of the following elements: Stalking-like behavior. This results in another person 

fearing on at least two times that violence would be used against him or her, or results in 

considerable anxiety or distress that has a significant harmful effect on his or her daily activities.19 

A significant detrimental effect would be a change in the victim's working style, pattern, or 

employment status, or a decline in the victim's physical and mental health, for example, “Section 5 

 
18 Stalking Protection Act, 2019 c. 9, Acts of Parliament (UK). 
19 Id. at 14. 
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of the Act” allows the Court to “issue a restraining order against an offender to prevent them from 

contacting the victim again if they engage in such conduct”. In addition, under the Act, a victim can 

seek a civil court injunction to stop further harassment and to recover damages. However, the Act 

has recently been attacked for being misused by corporations as a tool for restricting free speech. 

Civil injunctions, which limit peaceful demonstrators' ability to express themselves, are used against 

them. 

Indian Laws 

Section 354D IPC20, deals with cyberstalking in India. The Criminal Amendment Act of 2013 

added Section 354D to the IPC in response to a gang-rape case in Delhi. Both physical and 

cyberstalking are discussed in this section. "Stalking" activities are defined in terms of the section's 

scope. It thus provides a three-dimensional explanation for stalking: “physically persuading a 

woman repeatedly through conduct that may instil fear in her or interfere with her mental peace, 

monitoring her digital whereabouts, communications, and so on through digital conduct that may 

instil fear in her or interfere with her mental peace, and spying.”21 

Section 292 IPC22: Section 292 of the IPC outlines what constitutes obscenity. Cyberstalking is 

defined as sending obscene materials to the victim via social networking sites, emails, or texts with 

the intention of making another person read, see, or hear it. 

Section 507 IPC23 : "Criminal intimidation through anonymous communication" is the focus of 

this section. This section makes it illegal for a stalker to conceal his identify from the victim so 

that the victim is unaware of who is threatening her. Cyberstalking is made possible in large part 

because of the anonymity it provides. It is a crime under this section for a stalker to attempt to 

conceal their identity and punishment for imprisonment for a term that may extend up to 2 years 

has been provided. 

Section 509 IPC24: Stalker's acts when intrude on the privacy of a lady by gestures or words sent 

 
20 Indian Penal Code, 1860, Section 354, No.45, Acts of Parliament, 1860(India). 
21 Debarati Halder, Cyber Stalking Victimisation of Women: Evaluating the Effectiveness of Current Laws in India 

from Restorative Justice and Therapeutic Jurisprudential Perspectives, TEMIDA 103-130 (2015). 
22 Indian Penal Code, 1860, Section 292, No.45, Acts of Parliament, 1860(India). 
23 Indian Penal Code, 1860, Section 507, No.45, Acts of Parliament, 1860(India). 
24 Indian Penal Code, 1860, Section 509, No.45, Acts of Parliament, 1860 (India).  
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via email, texting or social media, the stalker can be charged under this Section and punished with 

an imprisonment of 1 year and/or fine. 

Section 67, IT Act25: Indian Penal Code Section 292A is modelled by this section. If a stalker 

publishes obscene content about the victim on social media, person will be charged under Section 

67 of the Information Technology Act with stalking and cyberbullying the victim. 

Section 67A, Section 67B, IT Act26 : Cyberstalking is the subject of this section. It was amended 

in 2008 and this section was introduced as a result. You will be charged with an offence under 

Section 67A of the IT Act and penalised if a stalker attempts to post any "sexually explicit" material in 

electronic formats, such as emails, messages or social media, such as Facebook, Twitter, or 

Instagram. For the first time, under Section 67B was included in the Act through the amendments 

made in 2008. Stalkers who prey on minors under 18 by disseminating images of young people 

engaged in sexual behaviour in order to frighten them are highlighted in this section and 

imprisonment for a term that may extend to 5 years along with a fine up to Rs. 10 Lakhs in case of 

first-time offenders. In case of subsequent conviction, the term of imprisonment may extend to 7 

years along with a fine up to 10 Lakhs. 

The IT Act of 2000, Section 66E27, as well as the Section 354C IPC28 : Indian Penal Code Section 

354C and Information Technology Act, 2000 Section 66E both deal with "voyeurism." 

66E refers to the victim as "any person," whereas 345C refers to the victim as "a male or a 

female." A "woman" is required to be the victim in accordance with section 354C. What is 

interesting here is that the penalties under the IT Act are substantially more severe even though all 

offline restrictions apply to digital media." According to the IT Act, women's bodies and sexualities 

are given special attention in Section 66A of the Act, which addresses "offensive messages." 

Section 354C of the Indian Penal Code includes the conduct of voyeurism among the offences that 

fall under its jurisdiction. It has a rather limited application because the victim must be a "woman" in 

order to be included in this clause. Section 66E of the Information Technology Act, on the other hand, 

 
25 Information Technology Act, 2000, S. 67, No. 21, Act of Parliament, 2000 (India). 
26 Information Technology Act, 2000, S. 67A & 67B, No. 21, Act of Parliament, 2000 (India). 
27 Information Technology Act, 2000, S. 66E, No. 21, Act of Parliament, 2000 (India). 
28 Indian Penal Code, 1860, Section 354C, No.45, Acts of Parliament, 1860(India). 
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encompasses voyeurism as well, but the reach of the provision is larger than that of Section 354C 

of the Indian Penal Code. The victim is referred to as "any individual" in Section 66E. As a result, 

the victim does not have to be a "woman" in order to obtain restitution under this clause. If the victim 

is a male, he may be able to file a claim under Section 66E of the Information Technology Act of 

2000 and hence this section is gender neutral. 

CRITICAL ANALYSIS 

1. In comparison to the laws of the United Kingdom, this concept of cyber stalking is quite 

limited in its scope. The language of Section 354D of Indian Penal Code, 1860 makes it 

clear that “offline stalking and internet stalking can occur simultaneously or as separate 

incidents”. The section does not attempt to define cyber stalking, but the meaning must be 

inferred from the wording of the sub clause (2). But the definition does not explain the 

meaning of "monitoring" or "watching" the victim specify how the victim can be 

"monitored" or "watched." It is evident that the section involves the concept of breaking 

privacy, but it has been left to the Courts to determine whether or not these phrases should 

be expanded in their meaning. Section 354D is also silent on the issue of how personal 

information should not be exploited in online platforms in order to instil fear or worry in 

the victim of the crime. Another element that should have been addressed by the legislature 

was the ability to issue restraining orders, similar to the 1997 UK Act. 

2. The main issue of territorial jurisdiction has not been adequately addressed in the 

Information Technology Act of 2000 or the Information Technology Amendment Act of 

2008. According to Sections 46-61 (the manner of adjudication and the appeal procedure), 

the topic of jurisdiction has been stated in Sections 48, 57, and 61. Section 80, for example, 

outlines police officers' authority to enter and search a public area in connection with a 

cybercrime or other crime. For example, if someone hacks into a person's email account 

from another state or country, it can be difficult to ascertain which state or country's police 

department should take cognizance of the crime. 

3. When one country's law differs from another country's law, jurisdictional concerns occur. 

In certain countries, stalking is a criminal offence, but in others, it is not. Problems occur 

with enforcement when countries cooperate and extradite one another. This policy plays a 
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role. India's IT Act, Section 75, gives courts 'extraterritorial jurisdiction.' If a crime is 

committed both inside and outside India, the criminal is subject to the Information 

Technology Act's requirements, regardless of whether he is an Indian citizen or not. If the 

crime is committed against a computer system or a network in India, it will be considered 

computer-related. As a result, Indian legislation offers only a partial answer to the 

enforcement issue. Cyber stalking is characterised by the stalker's use of an anonymous e- 

mail address. Limiting the anonymity of identification has been proposed. Though it 

appeared to be a controversial topic because practically every country's law guaranteed 

freedom of speech, limiting anonymous identity would violate this right. In decisions like 

In Re RamlilaMaidan Incident v. Home Secretary29 and Sahara India Real Estate Corp. 

Ltd. v. Securities & Exchange Board of India30, the court ruled that Article 

19(1)(a)guarantees of freedom of speech and expression was not absolute. 

4. There is a prominent law in the Indian Penal Code on stalking, Section 354D, which 

appears to be gender biased. This gap must be filled if the equality concept enshrined in 

Article 14 of the Indian Constitution is to be embodied in the IPC and the goal of treating 

everyone equally can be achieved. Therefor we should avoid using the words "man" and 

"woman." Section should be rewritten to comply with Article 14 by using the terms 

"anyone" or "any individual.". 

5. A woman's right to modesty is addressed in Indian Penal Code Section 509. Also, instead 

of using the phrase "woman," this section should be reframed to say "any individual". 

When a woman stalks a man, she can insult his chastity by sending obscene items over the 

internet or by email. As a result, policymakers must act now to protect men and women 

alike from the dangers of internet stalking, not only women. 

6. The court's exemption goes directly against the ruling's criteria. Additionally, a person 

tasked with preventing crime may participate in internet stalking in order to accomplish so. 

The Supreme Court declared in Kharak Singh v. State of Uttar31 Pradesh that “Article 

21 of the Constitution prohibits authorising domiciliary visits”. Also, “A free society and 

 
29 (2012) 5 SCC 1. 
30 (2012) 10 SCC 603. 
31 1963 AIR 1295. 
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ordered liberty both require privacy protection against arbitrary police interference” , 

according to the court's ruling in Wolf v. Colorado32. 

7. Voyeurism is also a form of cyber stalking, as the stalker may hack into the victim's 

computer to see his or her private photos without their knowledge, according to Indian 

Penal Code Section 354C. Gender bias must be addressed in this part as well.  

8. In accordance with Section 354D (2), a first-time offender faces a term of three years in 

prison and a $2,500 fine. If convicted again, the penalty is five years in prison plus a fine, 

however it is currently cognizable and bailable. Second, if the crime is too serious to be 

released on bond, it would be. Even while the clause doesn't deal with erasing the offending 

message from cyberspace, it does deal with the harm done to the victim's emotional and 

psychological well-being. Section 354D proviso excludes “some behavior” from the 

definition of stalking. In the UK, these exceptions were inspired by Section 1(3) of the 

Harassment Act 1997. What needs to be seen is how constitutionally robust this last 

provision is, which allows for privacy and confidentiality to be broken if it is deemed 

justifiable in light of all of the other factors at play. This section has a problem in that it 

gives law enforcement officials wide latitude in interfering with a person's privacy without 

a search warrant and provided rules for controlling the state's power under Section 5 of the 

Telegraph Act, however this section appears to be in conflict with it as Section 5 “powers 

can only be used in times of national emergency or if public safety necessitates them”. 

9. Stalking is now an IPC offence, notwithstanding the fact that Section 66A of the IT Act 

was deleted from the books after Shreya Singhal v. Union of India33 ruling. As a result, 

cyber stalking has been included to IPC Section 354D (Stalking), however it does not 

provide full protection for the crime. To ensure that cyber stalking is treated as a serious 

crime, Section 66A of the IT Act must be reinstated. This crime is one of the most 

commonly reported, but rarely prosecuted. This clause of the Information Technology Act, 

2000 which dealt with “punishing the transmission of obnoxious, deceptive, or otherwise 

offensive messages: can be used to regulate cyber stalking. Section 354D clears up any 

misunderstanding by making cyber stalking an illegal pattern of conduct. An important aim 

 
32 338 U.S 25 (1949). 
33 AIR 2015 SC 1523. 
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is to prevent the perpetrator from adopting behaviors that lead to cyber-stalking. But even 

while it's a good thing, it's important to note that this law was drafted in the wake of 

physical stalking legislation, and as such, it has a lot of flaws. 

10. The Delhi Police reported the first recorded incidence of cyber stalking in India in 2003, 

which prompted the 2008 modification to the Information Technology Act. In the Manish 

Kataria case, Ritu Kohli was stalked. Ms. Kohli said that someone was using her name to 

converse in foul language on the internet. This led to the victim receiving calls from all 

around the world. This had a negative impact on her personal life, causing her stress, 

trauma, and harassment. Finally, during the police investigation, the perpetrator's IP 

addresses let authorities contact Manish Kathuria, who confirmed his involvement and was 

arrested. He was charged with "outraging his victim's modesty" under Section 509 of the 

IPC. The IT Act was not invoked since it was not in place when the complaint was filed. 

This incident persuaded Indian politicians to adopt special legislation to prohibit cyber 

stalking. But only in 2008 was Section 66A implemented. As a result, cases were reported 

till the Supreme Court of India deemed it illegal. Notably, Section 509 makes no mention 

of online stalking. In these circumstances, proving cyber stalking under existing laws is 

challenging. 

11. There is also a need to update the Information Technology Act because current provisions 

do not explicitly address cyber stalking. There has to be a new section in the IT act 

dedicated only to cyber stalking. The part in question should clearly define stalking as a 

crime, include all medium usage done for stalking purposes, and impose harsh penalties. 

The offence of cyber stalking could be lowered significantly if such an alteration is made, 

however it should be reminded that if proven guilty, a lengthy prison sentence will be 

granted. An anonymous identity is a crime under this law, which extends to virtually any 

form of electronic communication or computer resource that a stalker would try to use to 

contact a victim. 

CONCLUSION 

All forms of cyber stalking have not been addressed by the 2013 revision, which resulted in IPC 

Section 354 D. The regulation makes no attempt to define or explain what constitutes electronic 
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communication monitoring or cyber stalking. However, the Act solely deals with the issue of 

invasion of privacy, and ignores additional issues such as expressing threats or publishing harassing 

remarks on social networking platforms. It also ignores the problem of third-party harassment 

caused by the Stalker's behaviour. The constitutional legitimacy of the act's exceptions has not yet 

been questioned, and it will be fascinating to observe how Article 21's right to private concept is 

harmonised with the exceptions. In contrast to UK legislation, Indian statute does not provide a 

remedy of restraining orders, which would have provided better protections for the victim. Although 

the amendment is a step in the right direction, it is woefully inadequate to dealing   with the problem 

of cyber stalking. If the Judiciary is left to reinterpret the law according to each case's circumstances, 

effective justice for the victim will be hampered. As long as it's combined with other applicable 

provisions of the IPC, such Sections 499 and 503, the victim will receive full restitution. Cyber 

stalking law needs to be improved in India, in my opinion, before it can be considered an effective 

piece of legislation. International cooperation is required. Because most cybercrimes have a global 

scope, determining the proper jurisdiction to investigate them becomes increasingly difficult. When 

someone is stalked in cyberspace, it's possible that the server hosting the electronic gadget they're 

using is located outside of India's borders. As a result, requiring service providers like Facebook, 

Twitter, or WhatsApp to set up a local server in India may make it possible to investigate such 

situations. Such an arrangement may be able to handle the issue of jurisdiction to some extent in 

these situations. Also, the investigative agency is unable to complete its inquiry because of a major 

lack of cooperation and coordination from another state that was a party to the crime. There might 

be an Inter-State Cooperation Cell for Cybercrime, which would give exclusive information on such 

crimes, and could be established and tied to any cyber cell. It's also important to take preventative 

precautions at the individual level to avoid revealing personal information online as a safeguard 

against such cyberspace exploitation. Perpetrators should not be able to crack passwords with ease. 

Social network privacy settings make it easy to block annoying users' accounts and stop them from 

bothering you further. To avoid further harassment, the same line of action must be followed. 

Although cyber victimization comprises violation of fundamental rights as well as gender 

harassments, very little has been done to curtail this phenomenon. It is necessary to strike a balance 

between freedom of speech and expression and the right to privacy. 
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