
Indian Journal of Law and Legal Research    Volume VIII Issue I | ISSN: 2582-8878 
 

       Page: 79 

PROTECTION OF WELL-KNOWN TRADEMARKS ON 

ONLINE PLATFORMS: AN INDIAN AND COMPARATIVE 

PERSPECTIVE 

Muhammed Hashim AK, Research Scholar, School of Law,  
Hindustan Institute of Technology & Science (HITS), Padur, Chennai, Tamil Nadu 

Dr. K. Jameela, Assistant Professor, Senior Grade, School of Law,  
Hindustan Institute of Technology & Science (HITS), Padur, Chennai, Tamil Nadu 

 

 

ABSTRACT 

The concept of well-known trademarks has acquired heightened significance 
in the digital era, where online platforms enable rapid dissemination, cross-
border visibility, and instantaneous consumer engagement. While the 
internet has enhanced brand reach, it has simultaneously increased the 
vulnerability of well-known trademarks to misuse through cybersquatting, 
keyword advertising, social media impersonation, and online counterfeiting. 
Traditional principles of trademark protection, largely developed in the 
context of physical marketplaces, face serious limitations when applied to 
digital platforms. 

This article examines the legal protection afforded to well-known trademarks 
in the online environment, with a particular focus on the Indian legal 
framework and its comparative positioning vis-à-vis jurisdictions such as the 
United States and the European Union. The analysis highlights how Indian 
courts have progressively expanded the scope of protection for well-known 
marks, especially against dilution and unfair advantage in cyberspace. At the 
same time, it identifies persisting challenges relating to intermediary 
liability, jurisdictional complexities, and enforcement inefficiencies. 

By adopting a comparative approach, the article seeks to assess whether 
existing legal mechanisms are adequate to safeguard the distinctive character 
and reputation of well-known trademarks on online platforms. It concludes 
by suggesting the need for clearer statutory guidance, enhanced platform 
accountability, and harmonisation with international best practices to ensure 
effective protection in the digital marketplace. 
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1. INTRODUCTION 

Trademarks play a critical role in modern commerce by enabling consumers to identify the 

source, quality, and reputation of goods and services. They function not merely as commercial 

identifiers but as valuable business assets that embody the goodwill, trust, and reputation 

accumulated by an enterprise over time. In an increasingly competitive marketplace, 

trademarks assist consumers in making informed choices and help businesses distinguish their 

products and services from those of competitors. The economic significance of trademarks has 

grown substantially with globalization, liberalization of markets, and the rise of brand-driven 

consumer behavior.1 

Among the various categories of trademarks, well-known trademarks occupy a unique and 

elevated position. These marks enjoy a heightened level of recognition across geographical 

boundaries and consumer segments, often transcending the goods or services for which they 

were originally registered. The value of a well-known trademark lies not only in its capacity to 

indicate origin but also in its ability to evoke strong associations of quality, prestige, and 

reliability2. As a result, the legal protection accorded to such marks extends beyond the 

traditional objective of preventing consumer confusion and encompasses broader concerns 

such as the prevention of dilution, unfair advantage, and reputational harm. 

The rationale for granting enhanced protection to well-known trademarks is firmly rooted in 

both consumer protection and fairness to brand owners. Unauthorized use of a well-known 

mark, even in relation to dissimilar goods or services, may weaken its distinctiveness or tarnish 

its reputation. Such misuse allows infringers to free ride on the goodwill painstakingly built by 

the trademark owner, thereby undermining the integrity of the trademark system. Recognizing 

these risks, international intellectual property regimes and national legislations have evolved 

to provide special safeguards for well-known trademarks. 

The advent of the digital economy has, however, fundamentally altered the way trademarks are 

used, communicated, and infringed. The rapid growth of e-commerce platforms, social media 

networks, search engines, and online advertising has transformed the marketplace into a 

borderless and highly dynamic environment. While digital platforms have enabled brand 

 
1 World Intellectual Property Organization (WIPO), Intellectual Property Handbook: Policy, Law and Use, 2nd 
edn., WIPO Publication No. 489 (WIPO, Geneva, 2004), pp. 257–260. 
2 Bently, L. & Sherman, B., Intellectual Property Law, 5th edn. (Oxford University Press, Oxford, 2018), pp. 
903–910. 
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owners to expand their reach and engage directly with consumers, they have simultaneously 

exposed well-known trademarks to unprecedented forms of misuse. Online platforms allow 

third parties to exploit famous marks without any physical presence, often operating 

anonymously and across jurisdictions, making detection and enforcement considerably more 

complex. 

Practices such as cybersquatting, where domain names identical or deceptively similar to well-

known trademarks are registered in bad faith, have become increasingly common. Similarly, 

the unauthorized use of trademarks as keywords in online advertising diverts consumer traffic 

and erodes brand exclusivity. Social media platforms have emerged as fertile grounds for 

trademark misuse through fake profiles, misleading endorsements, impersonation, and the sale 

of counterfeit goods. Online marketplaces further exacerbate the problem by hosting large 

volumes of third-party sellers, some of whom engage in infringing activities while remaining 

difficult to trace. 

These forms of online infringement pose serious threats to well-known trademark owners. The 

scale and speed at which infringing content can be disseminated online significantly amplify 

the potential harm to brand reputation and consumer trust. Unlike traditional brick-and-mortar 

infringements, online violations can reach millions of consumers almost instantaneously, 

causing irreparable damage before legal remedies can be effectively pursued3. Moreover, the 

persistence of digital content means that reputational harm may continue even after infringing 

material has been removed. 

The challenges of protecting well-known trademarks online are further compounded by 

jurisdictional complexities and the role of intermediaries. Online platforms often operate across 

multiple jurisdictions, raising difficult questions regarding applicable law, forum selection, and 

enforcement of judicial orders. Intermediaries such as e-commerce marketplaces, social media 

platforms, domain registrars, and search engines play a pivotal role in facilitating online 

commerce and communication. While they are not the primary infringers, their infrastructure 

is frequently used to carry out trademark violations. Determining the extent of their legal 

responsibility remains a contentious issue in trademark jurisprudence. 

 
3 Yahoo! Inc. v. Akash Arora, (1999) PTC 201 (Del) (holding that domain names are entitled to trademark 
protection). 
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In India, the protection of well-known trademarks has evolved through a combination of 

statutory provisions and judicial interpretation. The Trademarks Act, 1999, expressly 

recognizes well-known trademarks and provides protection against infringement and dilution, 

even in the absence of consumer confusion. Indian courts have demonstrated a proactive 

approach in extending trademark principles to the digital environment, acknowledging that 

online misuse can be as damaging, if not more so, than offline infringement4. Judicial decisions 

have increasingly addressed issues such as domain name disputes, online marketplace liability, 

and misuse of trademarks in digital advertising. 

At the international level, legal standards developed in jurisdictions such as the United States 

and the European Union offer valuable insights into the protection of well-known trademarks 

in the online context. These jurisdictions have articulated clearer doctrines on trademark 

dilution, unfair advantage, and intermediary obligations, often supported by robust 

enforcement mechanisms. A comparative examination of these approaches helps identify 

strengths and gaps within the Indian legal framework and provides guidance for future reform.5 

Against this backdrop, this article examines the protection of well-known trademarks on online 

platforms from an Indian and comparative perspective. It analyses the legal principles 

governing well-known trademarks, the nature of online infringements affecting such marks, 

and the role of courts and intermediaries in addressing these challenges. By comparing Indian 

jurisprudence with international developments, the article seeks to assess whether existing legal 

mechanisms are adequate to safeguard well-known trademarks in the digital age and to 

highlight areas where further clarity and reform may be required. 

2. CONCEPT AND LEGAL SIGNIFICANCE OF WELL-KNOWN TRADEMARKS 

2.1 Meaning and Characteristics 

The concept of well-known trademarks represents a significant evolution in trademark 

jurisprudence, reflecting the changing realities of global commerce and brand-driven markets. 

Unlike conventional trademarks, which are protected primarily within the confines of 

registered classes and territorial boundaries, well-known trademarks enjoy a broader scope of 

 
4 Christian Louboutin SAS v. Nakul Bajaj, (2018) 253 DLT 728 (Del) (on intermediary liability and protection 
of luxury brand trademarks on online platforms). 
5 World Trade Organization, Intellectual Property and the Digital Economy, WTO Discussion Paper (2021), 
available at: https://www.wto.org/english/res_e/booksp_e/wtr21_e/09_wtr21_e.pdf 
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legal protection owing to their exceptional reputation and recognition. The increasing 

prominence of such marks in the digital environment has further underscored the need for a 

nuanced understanding of their legal significance. 

2.1 Meaning and Characteristics 

A well-known trademark may be described as a mark that has acquired a high degree of 

recognition among the relevant section of the public as a result of its extensive and continuous 

use, widespread promotion, and strong association with a particular source. The recognition 

enjoyed by such a mark is not confined to a narrow group of consumers but extends to a 

substantial segment of the public that encounters the mark through advertising, media, or 

market presence. This recognition often transcends national borders, particularly in the case of 

multinational brands.6 

International intellectual property instruments have played a crucial role in shaping the concept 

of well-known trademarks. The Paris Convention for the Protection of Industrial Property 

introduced the notion of protecting famous marks even in the absence of registration, while the 

TRIPS Agreement further strengthened this protection by obligating member states to 

safeguard well-known marks against misuse that could cause confusion or dilution. These 

developments signify a departure from the traditional territorial and class-based limitations of 

trademark law. 

Indian trademark law has adopted this international approach by recognising well-known 

trademarks as a distinct category deserving of enhanced protection. The emphasis is placed not 

merely on registration but on the reputation and goodwill associated with the mark. 

Consequently, a well-known trademark may be protected even in relation to goods or services 

for which it is not registered, provided that unauthorised use would indicate a connection with 

the trademark owner or result in dilution of the mark’s distinctiveness.7 

Certain defining characteristics distinguish well-known trademarks from ordinary marks. First, 

they enjoy extensive public recognition, which is often the outcome of sustained commercial 

 
6 World Intellectual Property Organization (WIPO), Joint Recommendation Concerning Provisions on the 
Protection of Well-Known Marks, 1999, Arts. 2 & 3, available at: https://www.wipo.int/about-
ip/en/development_iplaw/pub833.htm 
7 N.R. Dongre v. Whirlpool Corporation, (1996) 5 SCC 714 (Supreme Court of India) (recognising trans-border 
reputation and protection of well-known trademarks even in the absence of physical presence in India). 
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presence, advertising expenditure, and consumer loyalty. Such recognition enables consumers 

to immediately associate the mark with a particular source, quality, or standard, even when 

encountered in unfamiliar contexts. 

Secondly, well-known trademarks exhibit a strong association with quality and goodwill. Over 

time, these marks come to symbolise not merely the goods or services offered but the values 

and reputation of the brand itself. This association enhances consumer confidence and plays a 

pivotal role in purchasing decisions. Any unauthorised use of the mark therefore risks 

undermining the trust painstakingly built by the trademark owner. 

Thirdly, well-known trademarks are particularly vulnerable to dilution and unfair exploitation. 

Because of their strong reputation, such marks are attractive targets for infringers seeking to 

capitalise on their goodwill. Dilution may occur through blurring, where the distinctiveness of 

the mark is weakened by unauthorised use, or tarnishment, where the reputation of the mark is 

harmed through association with inferior or objectionable goods or services. This vulnerability 

is especially pronounced in the digital environment, where misuse can occur rapidly and on a 

global scale8 

2.2 Rationale for Enhanced Protection 

The rationale for affording enhanced protection to well-known trademarks lies in the 

recognition that traditional trademark infringement principles, which focus primarily on 

consumer confusion, are insufficient to address the unique harms associated with misuse of 

famous marks. In many cases involving well-known trademarks, harm may occur even in the 

absence of confusion, as consumers may clearly recognise that the infringing goods do not 

originate from the trademark owner, yet the mark’s distinctiveness or reputation is nevertheless 

compromised. 

One of the primary justifications for enhanced protection is the need to prevent dilution of the 

distinctive character of well-known trademarks. Distinctiveness is the cornerstone of 

trademark protection, and repeated unauthorised use of a well-known mark in unrelated 

contexts may gradually erode its uniqueness. This dilution diminishes the mark’s ability to 

 
8 Frank I. Schechter, The Rational Basis of Trademark Protection, (1927) 40 Harvard Law Review 813, 825–828 
(introducing the theory of trademark dilution) 
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function as a reliable indicator of source and undermines its economic value.9 

Another important rationale is the prevention of unfair commercial advantage. Infringers 

often seek to exploit the goodwill associated with well-known trademarks to attract consumer 

attention or lend credibility to their own products or services. Such conduct allows them to 

benefit from the reputation built by the trademark owner without making any corresponding 

investment. Enhanced protection seeks to curb this form of free-riding and ensure fairness in 

commercial competition. 

The protection of consumer trust also plays a central role in justifying broader safeguards for 

well-known trademarks. Consumers rely on famous marks as symbols of consistent quality and 

reliability. Even where confusion is unlikely, the association of a well-known mark with 

inferior or unauthorised goods may undermine consumer confidence in the brand. Over time, 

this erosion of trust can have far-reaching consequences for both consumers and trademark 

owners. 

In the online environment, these risks are significantly amplified due to the speed, scale, and 

reach of digital dissemination. The internet enables infringing content to be circulated 

instantaneously to a global audience, magnifying the potential harm caused by misuse of well-

known trademarks. Practices such as keyword advertising, social media impersonation, and 

domain name abuse allow infringers to exploit famous marks with minimal cost and reduced 

risk of detection. As a result, the traditional reactive approach to trademark enforcement proves 

inadequate in addressing the pervasive and dynamic nature of online infringement. 

Enhanced protection for well-known trademarks therefore serves not only the interests of 

trademark owners but also the broader objectives of consumer protection and market integrity. 

By preventing dilution, unfair advantage, and reputational harm, the law seeks to preserve the 

distinctive value of famous marks and maintain public confidence in the trademark system. In 

the digital age, where the boundaries between markets are increasingly blurred, such protection 

assumes even greater significance.10 

 
9 One of the primary justifications for enhanced protection is the need to prevent dilution of the distinctive 
character of well-known trademarks. Distinctiveness is the cornerstone of trademark protection, and repeated 
unauthorised use of a well-known mark in unrelated contexts may gradually erode its uniqueness. This dilution 
diminishes the mark’s ability to function as a reliable indicator of source and undermines its economic value. 
10 World Intellectual Property Organization (WIPO), Trademark Dilution, WIPO Magazine (2013), available 
at: https://www.wipo.int/wipo_magazine/en/2013/02/article_0006.html 
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3. PROTECTION OF WELL-KNOWN TRADEMARKS UNDER INDIAN LAW 

The protection of well-known trademarks under Indian law reflects a conscious effort to align 

domestic trademark jurisprudence with international intellectual property standards. 

Recognising the growing commercial significance of brands and the heightened risks posed by 

misuse of famous marks, Indian law provides a framework that goes beyond conventional 

infringement principles. This framework has evolved through a combination of statutory 

recognition, administrative mechanisms, and progressive judicial interpretation, particularly in 

response to challenges arising in the digital environment. 

3.1 Statutory Framework 

Indian trademark law expressly recognises the concept of well-known trademarks and accords 

them enhanced protection. The Trademarks Act, 1999, marks a significant departure from 

earlier legislation by incorporating provisions that address dilution and protection of 

trademarks with a reputation that transcends class-specific boundaries11. Under the Act, a well-

known trademark is afforded protection not only against confusingly similar uses but also 

against uses that may dilute its distinctive character or harm its reputation.12 

The statutory framework empowers both courts and the Trade Marks Registry to determine 

whether a trademark qualifies as well-known. In making such a determination, several factors 

are taken into account, including the degree of recognition of the trademark among the relevant 

section of the public, the duration and extent of its use, the geographical area of use, the volume 

of sales, and the nature and extent of promotional activities undertaken by the trademark owner. 

The law also considers whether the trademark has been recognised as well-known by any court 

or registrar in India or abroad. 

One of the most significant aspects of the Indian statutory framework is that protection of well-

known trademarks is not confined to identical or similar goods and services. The Act recognises 

that misuse of a well-known mark in relation to dissimilar goods or services may still cause 

damage by creating an unwarranted association or by diluting the mark’s distinctiveness. This 

approach reflects the understanding that the harm suffered by the owner of a well-known 

 
11 Trade Marks Act, 1999, ss. 2(1)(zg), 11(2), 11(6)–11(9) (India) 
12 ITC Ltd. v. Punchgini Inc., (2015) 7 SCC 198 (Supreme Court of India) (acknowledging protection of 
goodwill and reputation of well-known marks); 
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trademark often lies in erosion of reputation rather than direct consumer confusion. 

The Trademarks Registry plays a crucial administrative role in this context. Through its 

procedures, trademarks may be declared as well-known, thereby granting them a higher degree 

of protection across all classes. This administrative recognition serves as a preventive measure, 

deterring third parties from adopting identical or similar marks and reducing the burden on 

courts by addressing potential conflicts at the registration stage itself. The availability of this 

mechanism underscores the proactive nature of Indian trademark law in safeguarding well-

known marks. 

3.2 Judicial Approach in the Online Context 

Indian courts have played a pivotal role in shaping the protection of well-known trademarks, 

particularly in the context of online misuse. Judicial interpretation has been instrumental in 

adapting traditional trademark principles to the realities of digital commerce, where 

infringement often occurs without physical presence and across territorial boundaries. 

One of the earliest and most significant judicial developments was the recognition that domain 

names can function as trademarks. Courts have acknowledged that domain names are not 

merely technical addresses but serve as source identifiers in the online marketplace. As a result, 

unauthorised registration or use of domain names identical or deceptively similar to well-

known trademarks has been treated as actionable infringement or passing off. This recognition 

has provided trademark owners with an effective remedy against cybersquatting and related 

abuses.13 

Indian courts have also taken a firm stance on the role and responsibility of online 

marketplaces and digital platforms. While intermediaries often seek to shield themselves 

behind claims of passive facilitation, courts have increasingly rejected such arguments where 

platforms play an active role in promoting, advertising, or facilitating sales of infringing goods. 

Judicial decisions have emphasised that platforms cannot turn a blind eye to misuse of well-

known trademarks, particularly when they derive commercial benefit from such activity. This 

 
13 Yahoo! Inc. v. Akash Arora, (1999) 19 PTC 201 (Del) (holding that domain names serve the same function as 
trademarks and are entitled to equal protection); Satyam Infoway Ltd. v. Sifynet Solutions Pvt. Ltd., (2004) 6 
SCC 145 (Supreme Court of India) (affirming that domain names are subject to the law of passing off and 
trademark protection); 
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approach reflects an evolving understanding of intermediary liability in the digital age14. 

Another significant aspect of the judicial approach is the recognition that misuse of well-

known trademarks online can amount to dilution and passing off, even in the absence of 

direct consumer confusion. Courts have acknowledged that digital misuse may weaken the 

distinctiveness of a well-known mark or tarnish its reputation through association with inferior 

or unauthorised goods and services. The emphasis has thus shifted from a narrow confusion-

based test to a broader assessment of reputational harm and unfair advantage. 

Indian courts have frequently granted interim and permanent injunctions to restrain online 

misuse of well-known trademarks. Given the speed and scale of digital dissemination, courts 

have recognised that monetary compensation alone may be inadequate to remedy the harm 

caused. Injunctive relief has therefore been treated as a critical tool to prevent irreparable 

damage to brand reputation and consumer trust. In appropriate cases, courts have also ordered 

take-down of infringing content, suspension of offending domain names, and disclosure of 

infringer details by intermediaries.15 

The judicial approach in India demonstrates a clear willingness to adapt trademark law to 

contemporary commercial realities. By extending robust protection to well-known trademarks 

in the online environment, courts have reinforced the principle that the digital medium does 

not dilute legal responsibility. Instead, it demands heightened vigilance and a flexible 

application of trademark principles to ensure effective protection of valuable brand assets. 

4. ONLINE PLATFORMS AND MISUSE OF WELL-KNOWN TRADEMARKS 

The emergence of online platforms has fundamentally transformed the manner in which 

trademarks are used, promoted, and infringed. While digital platforms provide legitimate 

avenues for brand communication and consumer engagement, they also create significant 

opportunities for misuse of well-known trademarks. The absence of physical boundaries, ease 

of anonymity, and global accessibility of online platforms have made enforcement of trademark 

 
14 Christian Louboutin SAS v. Nakul Bajaj, (2018) 253 DLT 728 (Del) (holding that online marketplaces cannot 
claim safe harbour when they actively facilitate or promote sale of infringing goods) 
15 Tata Sons Ltd. v. John Doe & Ors., 2018 SCC OnLine Del 7046 (granting dynamic injunctions and directing 
takedown of infringing online content); 
Disney Enterprises Inc. v. Kimcartoon.to & Ors., 2021 SCC OnLine Del 4068 (ordering blocking of infringing 
websites and recognising inadequacy of damages in online IP infringement) 
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rights increasingly complex. Well-known trademarks, due to their strong reputation and 

commercial value, are particularly vulnerable to exploitation in the digital environment. 

4.1 Cybersquatting and Domain Name Abuse 

Cybersquatting refers to the practice of registering, trafficking in, or using domain names that 

are identical or deceptively similar to well-known trademarks with the intent to profit from the 

goodwill associated with such marks. This form of misuse is one of the earliest manifestations 

of trademark infringement in the online environment and continues to pose serious challenges 

for trademark owners. Cybersquatters often seek to mislead consumers, divert internet traffic, 

or extract financial gain by selling the domain name to the rightful trademark owner at an 

inflated price.16 

Domain names function not merely as technical internet addresses but as critical identifiers of 

commercial origin in the digital marketplace. Consumers frequently associate domain names 

directly with the brand or enterprise operating the website. Consequently, the unauthorised 

registration of a domain name incorporating a well-known trademark can cause confusion, 

dilute the distinctiveness of the mark, and damage consumer trust. In many cases, 

cybersquatted domains are used to host counterfeit goods, misleading advertisements, or even 

malicious content, further exacerbating the harm to brand reputation. 

The legal response to cybersquatting has evolved through judicial interpretation and dispute 

resolution mechanisms.17 Courts have increasingly recognised that domain names are entitled 

to trademark protection, particularly when they serve a source-identifying function. In India, 

judicial decisions have treated cybersquatting as a form of passing off and have granted 

injunctions restraining the use of infringing domain names. Internationally, mechanisms such 

as the Uniform Domain Name Dispute Resolution Policy (UDRP) provide an efficient means 

for trademark owners to recover domain names registered in bad faith. However, despite these 

remedies, the rapid proliferation of new domain extensions and registrars continues to present 

 
16 Anticybersquatting Consumer Protection Act, 1999, 15 U.S.C. §1125(d) (USA) (defining bad-faith intent to 
profit from domain names identical or confusingly similar to trademarks); 
17 Satyam Infoway Ltd. v. Sifynet Solutions Pvt. Ltd., (2004) 6 SCC 145 (Supreme Court of India) (holding that 
domain names are business identifiers entitled to trademark protection and that misuse constitutes passing off); 
Yahoo! Inc. v. Akash Arora, (1999) 19 PTC 201 (Del) (granting injunction against infringing domain name and 
recognising cybersquatting as actionable) 
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enforcement challenges.18 

4.2 Keyword Advertising and Search Engine Abuse 

Keyword advertising has emerged as another significant avenue for misuse of well-known 

trademarks in the online environment. Search engines allow advertisers to bid on specific 

keywords so that their advertisements appear prominently when users search for those terms. 

The unauthorised use of well-known trademarks as keywords enables advertisers to divert 

consumer attention by capitalizing on the reputation and recognition of established brands. 

While keyword advertising may not always result in direct consumer confusion, it raises 

complex legal issues relating to trademark dilution, unfair competition, and free riding on 

goodwill. Advertisers benefit from the traffic generated by the trademark’s reputation, while 

trademark owners suffer loss of exclusivity and erosion of brand value. The harm is particularly 

acute in the case of well-known trademarks, where the association with quality and trust is 

central to consumer perception. 

Indian courts have grappled with the legality of keyword advertising and have increasingly 

recognised that unauthorised use of registered trademarks as keywords may constitute 

infringement or passing off, particularly when it creates an impression of association or 

endorsement. Judicial reasoning in such cases reflects an understanding that digital advertising 

practices can have a substantial impact on consumer decision-making and brand perception. 

Courts have also acknowledged that even sophisticated internet users may be misled by 

sponsored search results, thereby justifying the extension of trademark protection in this 

context. 

Search engines themselves occupy a delicate position in keyword advertising disputes. While 

they often claim neutrality as intermediaries, their role in facilitating and monetising keyword 

advertising raises questions about responsibility and accountability. The evolving judicial 

approach suggests a growing expectation that search engines adopt reasonable measures to 

prevent misuse of well-known trademarks, particularly upon receiving notice from trademark 

owners. 

 
18 World Intellectual Property Organization (WIPO), WIPO Overview of WIPO Panel Views on Selected UDRP 
Questions, 3rd edn., available at: https://www.wipo.int/amc/en/domains/search/overview3.0/. 
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4.3 Social Media Impersonation and Fake Accounts 

Social media platforms have become central to brand promotion and consumer engagement, 

but they also present fertile ground for trademark misuse. Well-known trademarks are 

frequently exploited through fake profiles, impersonation accounts, misleading endorsements, 

and unauthorised use of logos and brand names. Such activities not only infringe trademark 

rights but also mislead consumers and undermine the integrity of online communication.19 

The informal and viral nature of social media significantly complicates enforcement efforts. 

Infringing content can be created and disseminated rapidly, often reaching a wide audience 

before it can be detected or removed. Fake accounts may impersonate official brand pages, 

offer counterfeit products, or disseminate misleading information, thereby causing substantial 

reputational harm. In many cases, consumers are unable to distinguish between genuine and 

fraudulent accounts, particularly when the misuse involves well-known trademarks with a 

strong online presence. 

Trademark owners face additional challenges due to the global nature of social media 

platforms. Infringers may operate from different jurisdictions, making it difficult to identify 

responsible parties or pursue legal remedies. While social media platforms provide reporting 

and takedown mechanisms, the effectiveness of these measures varies, and delays in 

enforcement can result in ongoing harm. 

Indian courts have increasingly recognised the seriousness of social media misuse of well-

known trademarks and have granted injunctions directing platforms to remove infringing 

content and disclose information relating to infringers. Judicial decisions emphasise that the 

digital environment does not diminish the rights of trademark owners and that platforms must 

cooperate in preventing misuse of well-known marks. This evolving approach reflects an 

attempt to strike a balance between freedom of expression, platform autonomy, and the 

protection of intellectual property rights.20 

 

 
19 Meta Platforms Inc., Trademark Policy, available 
at: https://www.facebook.com/help/181923732161830(acknowledging misuse of trademarks through 
impersonation and misleading content on social media) 
20 Supreme Court of India, Shreya Singhal v. Union of India, (2015) 5 SCC 1 (recognising balance between 
freedom of expression and regulatory obligations in digital space). 
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5. INTERMEDIARY LIABILITY AND PLATFORM ACCOUNTABILITY 

Online intermediaries such as e-commerce marketplaces, social media platforms, search 

engines, and domain registrars occupy a central position in the digital ecosystem. Their 

technological infrastructure enables large-scale communication and commercial transactions, 

making them instrumental in both facilitating legitimate trade and enabling trademark 

infringement. In the context of well-known trademarks, the role of intermediaries becomes 

particularly significant, as misuse of such marks on digital platforms can cause widespread 

reputational harm within a short span of time.21 

Intermediary liability regimes are designed to strike a balance between promoting the free flow 

of information and protecting intellectual property rights. In India, safe harbour protection is 

extended to intermediaries provided they observe due diligence and do not actively participate 

in infringing activities. However, the increasing prevalence of trademark misuse on online 

platforms has prompted courts to re-examine the extent to which intermediaries can claim 

immunity, especially when well-known trademarks are involved. 

A recurring issue in online trademark disputes is the failure of platforms to adequately verify 

sellers operating on their marketplaces. Many e-commerce platforms allow third-party sellers 

to list products with minimal scrutiny, creating opportunities for counterfeiters to exploit well-

known trademarks. When platforms derive commercial benefit through commissions, 

advertising revenue, or increased traffic from such listings, their claim of passive intermediary 

status becomes questionable.22 

Another significant concern relates to the delay in taking down infringing content. While most 

platforms provide notice-and-takedown mechanisms, the effectiveness of these systems 

depends on prompt action. In cases involving well-known trademarks, even short delays can 

result in substantial harm due to the rapid dissemination of infringing content. Courts have 

increasingly recognised that delayed response may amount to constructive knowledge of 

infringement, thereby weakening the intermediary’s claim to safe harbour protection. 

 
21 Information Technology Act, 2000, s. 2(1)(w) (India) (defining “intermediary” to include online marketplaces, 
search engines, social media platforms, and domain registrars) 
22 Amway India Enterprises Pvt. Ltd. v. 1MG Technologies Pvt. Ltd., 2019 SCC OnLine Del 9038 (observing 
that lack of due diligence by online marketplaces facilitates sale of infringing and counterfeit goods); 
Information Technology Act, 2000, s. 79 (India) 
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The commercial benefit derived from infringing listings further complicates the issue of 

platform accountability. When platforms actively promote listings, use algorithms to enhance 

visibility, or monetise infringing content through advertisements, they move beyond a neutral 

role. Judicial decisions have reflected an understanding that such active involvement imposes 

a higher duty of care on intermediaries, particularly where well-known trademarks are 

concerned.23 

The evolving judicial stance in India suggests a gradual shift towards greater accountability for 

online platforms. Courts are increasingly inclined to impose obligations on intermediaries to 

implement effective verification systems, respond swiftly to infringement notices, and 

cooperate with trademark owners in identifying infringers. This approach acknowledges the 

unique position of intermediaries in the digital economy and underscores the need for shared 

responsibility in protecting well-known trademarks. 

6. COMPARATIVE PERSPECTIVE 

Comparative analysis plays a crucial role in understanding the strengths and limitations of 

domestic legal frameworks, particularly in the rapidly evolving domain of digital trademark 

protection. The protection of well-known trademarks on online platforms has received 

considerable attention in jurisdictions such as the United States and the European Union, where 

courts and lawmakers have developed nuanced doctrines to address issues of dilution, unfair 

advantage, and platform accountability. Examining these approaches provides valuable 

insights for strengthening the Indian legal framework. 

6.1 United States 

United States trademark law provides robust protection to famous trademarks, particularly 

through the doctrine of trademark dilution. The Lanham Act, as amended by the Federal 

Trademark Dilution Act and the Trademark Dilution Revision Act, recognises dilution by 

blurring and dilution by tarnishment as actionable wrongs, irrespective of the likelihood of 

confusion. This framework reflects a strong policy commitment to preserving the 

distinctiveness and reputation of famous marks. 

 
23 Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021, r. 3(1)(a) & 
3(1)(d) (mandating due diligence and verification obligations); 
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In the digital context, US courts have consistently extended dilution protection to online 

activities such as keyword advertising, domain name registration, and misleading online 

content. The Anti-cybersquatting Consumer Protection Act (ACPA) specifically addresses 

bad-faith registration of domain names incorporating famous trademarks. By targeting intent 

to profit from a mark’s goodwill, the ACPA offers an effective remedy against cybersquatting 

and domain name abuse.24 

US jurisprudence has also adopted a broad interpretation of unfair advantage in online 

trademark disputes. Courts have recognised that unauthorised use of a famous trademark in 

online advertising can divert consumer attention and exploit brand recognition, even where 

consumers are aware that the advertisement originates from a different source25. This approach 

reflects an appreciation of the persuasive power of digital marketing and the subtle ways in 

which brand value can be appropriated. 

Search engines and online platforms have been subject to judicial scrutiny in the United States, 

particularly where they facilitate or profit from infringing activity. While safe harbour 

provisions exist, courts have emphasised that platforms may be held liable when they exercise 

control over infringing content or knowingly benefit from its dissemination. This nuanced 

approach balances innovation with the need to protect trademark rights in the digital 

marketplace. 

6.2 European Union 

The European Union has developed a comprehensive framework for the protection of well-

known trademarks, placing particular emphasis on reputation-based protection. EU trademark 

law recognises that trademarks with a reputation deserve protection against uses that take unfair 

advantage of, or are detrimental to, their distinctive character or repute, even in the absence of 

consumer confusion. This approach is firmly grounded in the principle of fair competition and 

consumer protection. 

In the online context, the Court of Justice of the European Union (CJEU) has played a pivotal 

role in shaping trademark enforcement. Judicial decisions have clarified that unauthorised use 

 
24 Lanham Act, 15 U.S.C. §§ 1125(c) & 1125(d) (USA) (Trademark Dilution Revision Act and Anti-
cybersquatting Consumer Protection Act); 
25 Starbucks Corp. v. Wolfe’s Borough Coffee, Inc., 588 F.3d 97 (2d Cir. 2009) (clarifying dilution by blurring 
and tarnishment under US law) 
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of reputed trademarks in keyword advertising, domain names, and online marketplaces may 

constitute infringement when it affects the functions of the trademark, including its advertising 

and investment functions. This functional approach allows courts to assess the broader 

economic impact of online misuse. 

The EU framework also provides clearer guidance on platform obligations. Directives and 

regulations governing electronic commerce and digital services impose due diligence 

requirements on intermediaries, particularly when they are notified of infringing content. While 

intermediaries are not subject to general monitoring obligations, they are expected to act 

expeditiously to remove or disable access to infringing material. This regulatory clarity 

enhances enforcement efficiency and reduces uncertainty for trademark owners.26 

Furthermore, the EU has adopted a proactive stance towards cross-border enforcement, 

recognising the inherently transnational nature of online infringement. Mechanisms for 

cooperation among member states and harmonised standards for trademark protection 

contribute to a more consistent and predictable enforcement environment.27 

6.3 Lessons for India 

A comparative analysis of the United States and European Union frameworks reveals several 

lessons that are particularly relevant for India. First, there is a need for clear statutory 

standards addressing online trademark infringement, especially in relation to dilution and 

unfair advantage. While Indian courts have developed robust jurisprudence, explicit legislative 

guidance would enhance predictability and reduce reliance on case-by-case interpretation. 

Secondly, the comparative experience underscores the importance of stronger intermediary 

obligations. Both the US and EU frameworks recognise that online platforms play an active 

role in shaping digital markets and must therefore assume greater responsibility in preventing 

misuse of well-known trademarks. Introducing clearer due diligence requirements and 

accountability mechanisms would strengthen India’s enforcement regime. 

 
26 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on Electronic Commerce 
(E-Commerce Directive), Arts. 14 & 15 (EU) (establishing conditional liability exemption and no general 
monitoring obligation) 
27 Regulation (EU) 2022/2065 on a Single Market for Digital Services (Digital Services Act), Arts. 16–22 
(imposing due diligence and notice-and-action obligations on online platforms); 
L’Oréal SA v. eBay International AG, Case C-324/09, EU:C:2011:474 (holding that online marketplaces must 
act expeditiously to remove infringing listings once notified) 
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Finally, the comparative perspective highlights the necessity of faster and more effective 

enforcement mechanisms. Given the speed at which online infringement occurs, delays in 

legal remedies can significantly undermine trademark protection. Streamlined procedures, 

specialised IP courts, and improved cooperation with digital platforms could enhance the 

effectiveness of enforcement in India. 

Incorporating these lessons would enable India to develop a more comprehensive and future-

ready framework for protecting well-known trademarks in the digital age, ensuring that brand 

reputation and consumer trust are adequately safeguarded. 

7. CHALLENGES IN ENFORCING RIGHTS ONLINE 

Despite the existence of statutory safeguards and evolving judicial approaches, the effective 

enforcement of trademark rights in the online environment remains fraught with significant 

challenges. The digital ecosystem is characterised by speed, anonymity, and transnational 

reach, all of which complicate traditional enforcement mechanisms designed for territorial and 

physical marketplaces. These challenges are particularly acute in the case of well-known 

trademarks, where the scale of harm is magnified by the reputation and visibility of the mark. 

One of the most pressing challenges is jurisdictional uncertainty in cases of cross-border 

infringement. Online trademark violations often involve infringers, platforms, and consumers 

located in different jurisdictions. Determining the appropriate forum, applicable law, and 

enforceability of judicial orders becomes increasingly complex in such scenarios. While courts 

have attempted to assert jurisdiction based on the effects doctrine or targeting of consumers, 

inconsistent standards and conflicting national laws continue to hinder effective cross-border 

enforcement.28 

The problem of anonymous infringers further undermines enforcement efforts. Digital 

platforms allow infringers to operate under pseudonyms, fake identities, or shell entities, 

making it difficult for trademark owners to identify the responsible parties. Even when 

infringing content is detected, the lack of verifiable information about sellers or account holders 

delays legal action and increases enforcement costs. Although courts may direct intermediaries 

 
28 Banyan Tree Holding (P) Ltd. v. A. Murali Krishna Reddy, (2009) 40 PTC 361 (Del) (laying down the 
“purposeful availment” and targeting test for asserting jurisdiction in online trademark disputes); 
Indian Performing Rights Society Ltd. v. Sanjay Dalia, (2015) 10 SCC 161 (Supreme Court of India) (discussing 
jurisdictional principles in IP matters) 
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to disclose information, such disclosures are often time-consuming and subject to legal and 

technical constraints.29 

Another significant challenge arises from the rapid proliferation of digital platforms and 

technological innovations. New marketplaces, social media applications, mobile apps, and 

advertising tools emerge at a pace that outstrips regulatory adaptation. Trademark owners are 

required to constantly monitor multiple platforms to detect infringement, which demands 

substantial financial and technological resources. The sheer volume of online content also 

increases the risk that infringing activity may go unnoticed until substantial harm has already 

occurred. 

Delay in legal remedies constitutes a further obstacle to effective enforcement. Online 

infringement can cause immediate and widespread damage, yet legal proceedings often move 

at a slower pace. Interim relief, although available, may be delayed due to procedural 

requirements, evidentiary burdens, or jurisdictional objections. By the time a final decision is 

rendered, the infringer may have disappeared or shifted operations to another platform, 

rendering judicial remedies less effective.30 

Collectively, these challenges undermine the effectiveness of trademark enforcement in the 

digital environment. They highlight the limitations of traditional legal tools when applied to 

online infringement and underscore the need for innovative solutions. Strengthening 

intermediary cooperation, enhancing technological enforcement mechanisms, and developing 

faster dispute resolution processes are essential to overcoming these obstacles and ensuring 

meaningful protection for well-known trademarks in the digital age. 

8. CONCLUSION 

The protection of well-known trademarks on online platforms presents complex and evolving 

legal challenges that demand a nuanced, coherent, and forward-looking approach. The digital 

environment has fundamentally altered the nature of trademark use and infringement, enabling 

rapid dissemination, cross-border exploitation, and anonymous misuse of valuable brand 

assets. Well-known trademarks, by virtue of their reputation and economic significance, remain 

 
29 World Intellectual Property Organization (WIPO), Jurisdictional Issues in Intellectual Property Disputes on 
the Internet, available at: https://www.wipo.int/amc/en/domains/jurisdiction/ 
30 Order XXXIX Rules 1 & 2, Code of Civil Procedure, 1908 (India) (governing grant of temporary injunctions) 
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particularly vulnerable to such exploitation, making effective legal protection an imperative 

rather than a choice. 

Indian courts have played a commendable role in responding to these challenges through 

progressive judicial interpretation. By recognising domain names as source identifiers, 

extending liability to online marketplaces in appropriate cases, and acknowledging dilution and 

unfair advantage as actionable harms, the judiciary has adapted traditional trademark principles 

to contemporary digital realities. This judicial activism has provided meaningful relief to 

trademark owners and reinforced the importance of protecting brand reputation and consumer 

trust in cyberspace. However, reliance on judicial intervention alone is insufficient to address 

the systemic and technological nature of online infringement. 

Legislative clarity remains a critical requirement. While the Trade Marks Act, 1999, provides 

a sound foundation for the protection of well-known trademarks, explicit statutory guidance 

addressing online infringement, intermediary obligations, and dilution in the digital context 

would enhance legal certainty and enforcement efficiency. Clearer standards would also reduce 

inconsistent interpretations and help trademark owners, platforms, and enforcement agencies 

better understand their rights and responsibilities. 

Platform accountability forms another essential pillar of effective trademark protection in the 

digital economy. Online intermediaries occupy a unique position of control and influence over 

digital marketplaces and communication channels. A balanced framework that preserves 

innovation and free expression while imposing reasonable due diligence obligations on 

platforms is necessary to curb misuse of well-known trademarks. Strengthening verification 

mechanisms, ensuring prompt takedown of infringing content, and fostering cooperation with 

trademark owners are vital steps in this direction. 

The comparative analysis with jurisdictions such as the United States and the European Union 

highlights the importance of harmonisation with international best practices. Given the 

inherently transnational nature of online infringement, isolated domestic solutions are unlikely 

to be fully effective. Greater alignment with international standards, enhanced cross-border 

cooperation, and adoption of technologically informed enforcement mechanisms would 

significantly improve the protection of well-known trademarks in India. 
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In conclusion, safeguarding well-known trademarks in the digital age requires an integrated 

approach that combines statutory reform, judicial vigilance, platform accountability, and 

international cooperation. Only through such a balanced and forward-looking framework can 

well-known trademarks retain their distinctiveness, commercial value, and role as reliable 

indicators of quality and trust in an increasingly interconnected digital economy. 

 


