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ABSTRACT

The conflict between the right to privacy and national security in cyberspace
has emerged as a critical legal and policy challenge in the digital age.
Governments worldwide increasingly justify mass surveillance, data
interception, and digital monitoring as necessary tools to combat cyber
threats, terrorism, and transnational crime. However, such measures often
infringe upon the fundamental right to privacy, leading to concerns about
human rights violations, the abuse of power, and the erosion of democratic
freedoms. This research provides a doctrinal legal analysis of this ongoing
conflict, with a particular focus on international human rights law, judicial
precedents, and state practices. The right to privacy is enshrined in several
international legal instruments, including Article 12 of the Universal
Declaration of Human Rights (UDHR), Article 17 of the International
Covenant on Civil and Political Rights (ICCPR), and Article 8 of the
European Convention on Human Rights (ECHR). These instruments
establish privacy as a fundamental human right, shielding individuals from
arbitrary interference by the state. However, national security exceptions are
often invoked to justify mass surveillance, digital tracking, and data retention
policies, raising concerns about proportionality, necessity, and oversight
mechanisms. Key legal battles, including Carpenter v. United States (2018),
Schrems II (2020), and Big Brother Watch v. United Kingdom (2021),
highlight the tension between state security measures and individual privacy
rights. This paper critically examines the evolution of privacy rights in the
digital era and their interpretation under international law, the legitimacy and
legal boundaries of state surveillance programs in various jurisdictions, such
as the USA's PATRIOT Act, the UK's Investigatory Powers Act, and China’s
Cybersecurity Law, judicial precedents and case laws that establish the limits
of state power in digital surveillance and legal safeguards and policy
recommendations to ensure a fair balance between privacy and national
security. Through comparative legal analysis, this research highlights the
inconsistencies in global privacy protections, emphasizing the need for a
harmonized international framework to regulate state surveillance in
cyberspace.
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CHAPTER 1
INTRODUCTION
1.1 INTRODUCTION

In the digital age, the right to privacy and national security are often seen as conflicting
interests. Governments justify mass surveillance, data interception, and digital monitoring as
necessary to combat terrorism, cybercrime, and espionage, while privacy advocates argue that
such practices erode fundamental human rights and democratic freedoms. The increasing state
control over personal data, digital communication, and online behavior raises critical legal
questions: Where should the boundary be drawn between privacy and security? To what extent
should governments be allowed to curtail individual freedoms in the name of national security?
The rapid expansion of digital technology and state surveillance programs has exacerbated

these concerns. High-profile disclosures, such as

Edward Snowden’s revelations on NSA surveillance (2013)! and the Pegasus spyware scandal
(2021)?, have exposed the extent to which governments engage in mass data collection, real-
time tracking, and cyber monitoring. These programs, often justified under counterterrorism
and cybersecurity policies, challenge established privacy protections under international
human rights law. International legal frameworks, such as the Universal Declaration of Human
Rights (UDHR), the International Covenant on Civil and Political Rights (ICCPR), and the
European Convention on Human Rights (ECHR), recognize privacy as a fundamental human
right. However, exceptions are allowed when national security is at stake, leading to legal
ambiguities and inconsistent state practices. Some countries, like the United States and the
United Kingdom, have enacted sweeping surveillance laws (e.g., the PATRIOT Act?, the
Investigatory Powers Act*) that permit extensive state monitoring. In contrast, the European

Union’s General Data Protection Regulation (GDPR) sets stricter limitations on government

! Glenn Greenwald, NSA Collecting Phone Records of Millions of Verizon Customers Daily, The Guardian,
(June 6, 2013), available at https://www.theguardian.com/world/2013/jun/06/nsa-phone-records-verizon-
courtorder (last visited Feb. 16, 2025)

2 Monohar Lal Sharma v. Union of India, (2021) 7 SCC 1.

3 USA PATRIOT Act, 2001, Pub. L. No. 107-56, 115 Stat. 272 (U.S.).

4 Investigatory Powers Act, 2016, c. 25 (U.K.).
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surveillance and corporate data collection.

This doctrinal research paper examines the legal conflict between privacy and national
security, analyzing how international human rights law regulates state surveillance in
cyberspace. It explores whether mass surveillance programs align with human rights principles
and evaluates judicial precedents and policy frameworks that seek to balance security needs

with privacy protections.

1.2 BACKGROUND OF THE STUDY

The growing reliance on digital surveillance and data-driven intelligence raises serious
concerns about privacy violations, state overreach, and the erosion of civil liberties.
Governments increasingly use artificial intelligence, facial recognition, and metadata analysis
to track individuals, monitor communications, and prevent cyber threats. However, the lack of

adequate oversight, transparency, and accountability mechanisms has led to:

1. Unrestricted government surveillance — Intelligence agencies such as the NSA (USA),
GCHQ (UK), and FSB (Russia) have access to vast amounts of personal data without public

knowledge or judicial authorization.

2. Weak privacy protections in cyber-security laws — Many national laws lack clear
limitations on digital surveillance and fail to define proportionality, necessity, and

reasonableness standards.

3. The role of private tech companies in surveillance — Governments frequently
collaborate with corporations (e.g., Google, Facebook, Apple) to access private user data,

raising ethical and legal concerns.

4. Conflicting international legal standards — While EU law (GDPR) enforces strict
privacy safeguards, countries like China and Russia implement state-controlled internet

regulations that prioritize security over privacy.

This study is necessary to examine the extent to which state surveillance practices conform to
international human rights law and to propose legal safeguards that can ensure accountability,

judicial oversight, and compliance with privacy standards in cyber-security governance.
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1.3 REVIEW OF LITERATURE

The debate over privacy vs. national security has been extensively discussed in legal literature,

government reports, and judicial decisions. Some key contributions include:
1.3.1 Books and Scholarly Articles

» Daniel J. Solove, Understanding Privacy (Harvard University Press, 2008) — Defines

privacy in modern legal contexts and examines government surveillance practices.

» David Lyon, Surveillance after Snowden (Polity Press, 2015) — Analyzes the impact of

mass surveillance following Edward Snowden’s revelations about NSA programs.

» Paul De Hert & Serge Gutwirth, “Data Protection in the Age of Surveillance”
(International Review of Law, 2018) — Discusses the inadequacies of international

privacy protections.
1.3.2 Reports and Case Laws

» UN Human Rights Council Report (2019, 2022)° — Examines the legal implications of

mass surveillance on human rights.

> Jurisprudence — Cases like Carpenter v. United States (2018, U.S. Supreme Court)® and
Big Brother Watch v. United Kingdom (2021, European Court of Human Rights)’

highlight the legal debates surrounding surveillance laws.
1.4 AIM OF THE STUDY

The aim of this study is to critically analyze the legal conflict and intersection between the
right to privacy and national security in cyberspace, with a special focus on the international
human rights laws and state surveillance mechanisms. This research seeks to examine the
extent to which governments can lawfully monitor digital communications while balancing

individual privacy rights, national security interests, and international legal obligations.

5 UN Human Rights Council, The Right to Privacy in the Digital Age: Report of the United Nations High
Commissioner for Human Rights, UN Doc. A/HRC/42/40 (2019)

® Carpenter v. United States, 138 S. Ct. 2206 (2018) (U.S.).

7 Big Brother Watch and Others v. United Kingdom, App. Nos. 58170/13, 62322/14 & 24960/15, ECHR 2021.
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1.5

1.6

1.6.1

OBJECTIVES OF THE STUDY

a) To analyze international legal frameworks (UDHR, ICCPR, ECHR, GDPR)

governing privacy and surveillance.

b) To examine judicial precedents that defines the state limitations on digital
surveillance.

c) To evaluate the legitimacy of mass surveillance under international law.

d) To compare national security laws in different jurisdictions and their impact on
digital privacy.

e) To propose policy recommendations to ensure a fair balance between privacy

rights and cyber-security governance.

SCOPE AND LIMITATIONS OF THE STUDY

SCOPE OF THE STUDY

This research focuses on:

1.6.2

a) International human rights treaties and their impact on digital privacy laws.

b) National security laws and surveillance frameworks in the United States,

European Union, United Kingdom, China, and India.

c) Legal precedents and case laws that define state authority in cyberspace

surveillance.

LIMITATIONS OF THE STUDY

Despite its broad scope, this study has certain limitations:

a) The research is purely doctrinal and does not involve empirical studies or field
investigations. It relies on legal sources such as statutes, treaties, case laws, and

scholarly articles.
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1.7

1.8

b) While it examines global legal frameworks, it does not provide an exhaustive
analysis of all national laws but focuses on key jurisdictions like the U.S., EU, UK, and

India.

C) The study does not deeply analyze technical aspects of cybersecurity,

encryption, or hacking techniques but focuses on legal and policy dimensions.

d) Cybersecurity and privacy laws are constantly evolving. The study is limited by
the latest available legal sources and may not cover future developments or newly

enacted laws.

e) The research does not include interviews or surveys with government officials,
policymakers, or digital rights activists but relies on secondary sources for analysis.
Despite these limitations, this study provides a comprehensive legal perspective on the
conflict between privacy and security in cyberspace and offers insights into possible

legal reforms to strike a fair balance between the two.

RESEARCH QUESTIONS

1. To what extent does international human rights law protect privacy rights in

cyberspace?

2. Are mass surveillance programs legally justified under international law?

3. What are the judicial precedents that define the limits of state surveillance?

4, How do different national legal frameworks (e.g., USA, EU, China, India)

regulate privacy vs. security conflicts?

5. What legal reforms are necessary to strengthen digital privacy protections while

maintaining national security?

RESEARCH HYPOTHESIS

State surveillance in cyberspace increasingly threatens the right to privacy, often

conflicting with the international human rights law.
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2. International legal frameworks provide privacy protections, but enforcement remains

weak against national security claims.

3. Mass surveillance programs often fail to meet the principles of legality, necessity, and

proportionality under human rights law.

4. Judicial interpretations of privacy vs. security vary, leading to inconsistent legal

protections.

5. A balanced approach requires stronger laws, judicial oversight, and technological

safeguards.
1.9 RESEARCH METHODOLOGY

This study follows a doctrinal and analytical legal research methodology, focusing on the
conflict between privacy rights and national security in cyberspace under international human

rights law.

a) Doctrinal Approach: The research is based on the interpretation of primary legal
sources, including international treaties (UDHR, ICCPR, GDPR), national laws, and
judicial precedents such as Justice K.S. Puttaswamy v. Union of India (2017)3%,

Carpenter v. U.S. (2018)°, and Big Brother Watch v. UK (2021)'°.

b) Analytical Approach: It critically examines whether state surveillance measures meet
human rights standards, compares privacy laws across jurisdictions, and evaluates the

role of Big Tech in digital rights regulation.

1.10 STRUCTURE OF THE STUDY

Chapter 1 Introduction
Chapter 11 The Right to Privacy
Chapter 111 International Legal Framework for the Right to Privacy

8 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1 (India).
® Carpenter case, supra note 6.
10 Big Brother Watch case, supra note 7.
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Chapter IV National Security Justifications for Mass Surveillance

Chapter V Judicial Precedents and Case Studies

Chapter VI Privacy vs. Security: A comparative analysis across
Jurisdictions

Chapter VII Conclusion

Chapter VIII References

CHAPTER II: THE RIGHT TO PRIVACY

2.1 DEFINITION AND CONCEPT OF ‘PRIVACY’

The right to privacy is a fundamental human right that safeguards an individual's personal life,
data, and communications from unwarranted intrusion by the state, corporations, or private

actors.

2.1.1. DEFINITION OF PRIVACY

International Legal Recognition of Privacy

The right to privacy is enshrined in several key international human rights instruments, each

reinforcing privacy as a basic human right.

a) Universal Declaration of Human Rights (UDHR), 1948

Article 12 states:

"No one shall be subjected to arbitrary interference with his privacy, family, home, or
correspondence, nor to attacks upon his honor and reputation. Everyone has the right to the

protection of the law against such interference or attacks."”

This article lays the foundation for international privacy rights, emphasizing protection against

unjustified state or private intrusions.

b) International Covenant on Civil and Political Rights (ICCPR), 1966 Article
17 of the ICCPR reinforces privacy as a legal right, stating:
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"No one shall be subjected to arbitrary or unlawful interference with his privacy, family, home,

or correspondence, nor to unlawful attacks on his honor and reputation.”

It further mandates that state parties must provide legal protection against such intrusions,

establishing privacy as a binding international obligation.
¢) European Convention on Human Rights (ECHR), 1950
Article 8 declares:

"Everyone has the right to respect for his private and family life, his home, and his

correspondence.”

However, this right may be restricted if deemed necessary for national security, public safety,

or economic well-being.
2.1.2 CONCEPT OF PRIVACY IN INTERNATIONAL LAW

The concept of privacy has evolved significantly in response to changing societal norms,
technological advancements, and new forms of surveillance. Privacy is no longer limited to

physical spaces but extends to digital and informational domains.
Categories of Privacy Protection
a) Bodily Privacy

Protects individuals from physical intrusions such as biometric data collection, forced medical
procedures, and unauthorized genetic testing. Concerns arise with biometric databases, facial

recognition technology, and Al-based monitoring systems.
b) Communicational Privacy

Ensures that personal messages, emails, phone calls, and digital communications remain
confidential. Many governments engage in mass digital surveillance, often justified under

national security laws. Legal cases such as Big Brother Watch v. UK (2021)!! have questioned

! Big Brother Watch case, supra note 7.
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the legality of such surveillance.
¢) Informational Privacy (Data Protection)

Relates to the right to control personal data collected by governments, businesses, and online
platforms. The General Data Protection Regulation (GDPR), 2018, has set a global standard
for data protection laws. The Schrems II case (2020)!? challenged the legality of cross-border

data transfers, citing privacy concerns.
d) Territorial Privacy

Protects homes, workplaces, and private properties from unlawful searches or surveillance.

International legal instruments provide safeguards against unauthorized government intrusion.
e) Digital and Cyber Privacy

Addresses issues of online surveillance, Al-driven tracking, and cybersecurity threats.

2.2 PRIVACY IN THE DIGITAL AGE

The digital revolution has transformed how individuals interact, communicate, and store
information. While technology offers convenience and connectivity, it has also led to

significant concerns about data privacy, surveillance, and cyber-security threats.

Privacy in the digital age is more than just a personal concern. It is a fundamental human right.
With the rapid advancement of technology, the risks to our personal information have increased
significantly. While governments and corporations have legitimate reasons for data collection,
there must be clear laws and ethical standards to ensure that individual privacy is not
compromised. The future of digital privacy depends on striking a fair balance between
innovation, security, and individual freedoms. Privacy in the digital age is under constant threat
from state surveillance, corporate data collection, and emerging technologies. While legal
frameworks such as the GDPR and UN resolutions provide some protection, governments and

corporations continue to push the limits of digital privacy.

12 Data Protection Commissioner v. Facebook Ireland Ltd & Maximillian Schrems, Case C-311/18, (CJEU
2020).
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In this digital era, privacy is at risk due to:
a) Mass surveillance by states in the name of national security.
b) Big Tech companies collecting and monetizing user data.
c) Cyber threats, hacking, and data breaches.
d) Artificial Intelligence (Al) and facial recognition technology tracking individuals.
2.2.1 THE CHALLENGES TO PRIVACY IN THE DIGITAL AGE
2.2.1.1 MASS SURVEILLANCE BY THE GOVERNMENTS

Governments often justify mass surveillance as a necessary measure to ensure national
security, prevent terrorism, and fight cybercrime. While security is important, mass
surveillance raises concerns about the violation of individual privacy rights. Countries have
implemented programs that monitor emails, phone calls, and internet activities of citizens.
Technologies like facial recognition, Al-powered monitoring, and phone tapping are used to
track people, often without clear regulations. One major example is the Pegasus spyware
scandal'?, where journalists, activists, and politicians were allegedly spied on using advanced

surveillance software.
Case Study: The PRISM Program (U.S.)'

In 2013, Edward Snowden leaked classified documents revealing that the U.S. National
Security Agency (NSA) was collecting global internet communications data. The PRISM
program allowed intelligence agencies to access personal data from tech companies such as
Google, Facebook, Microsoft, and Apple. This sparked global debates on government

surveillance vs. the right to privacy.
Case Study: Pegasus Spyware Scandal'®

Pegasus is a highly advanced spyware developed by Israel's NSO Group, allowing

13 Pegasus spyware case, supra 2.
4 ACLU v. Clapper, 785 F.3d 787 (2d Cir., 2015).
15 Pegasus spyware case, supra 2.
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governments to hack into phones, access encrypted messages, and track locations.
Investigations revealed that journalists, activists, and political opponents worldwide were
targeted. This raised concerns about the abuse of surveillance technology to suppress dissent

and violate privacy rights.
Legal Protections against Mass Surveillance
1. UN Resolution on the Right to Privacy in the Digital Age (2013, 2018)

This Resolution recognizes that privacy rights must be protected online as well as offline. It

calls for stronger safeguards against state-sponsored surveillance.
ii.  European Court of Human Rights (ECHR) Rulings

In Big Brother Watch v. UK (2021)'¢, the UK’s mass surveillance program was ruled as a

violation of the right to privacy.
2.2.1.2 DATA COLLECTION BY TECH COMPANIES

Tech giants such as Google, Facebook (Meta), Amazon, and Apple collect vast amounts of
user data, including browsing history, location, search queries, private conversations, online

purchases, biometric data through facial recognition and fingerprint sensors.
This data is used for:
1. Targeted advertising — Companies monetize personal data by selling it to advertisers.
2. Behavioral analysis — Al algorithms predict user behavior, raising ethical concerns.
3. Government cooperation — Some companies provide user data to law enforcement agencies.
Legal Frameworks for Data Protection
1. General Data Protection Regulation (GDPR) — EU (2018)

This is one of the strongest data privacy laws globally. It requires companies to obtain explicit

16 Big Brother Watch case, supra note 7.
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consent before collecting personal data. This grants individuals the right to access, correct, and

delete their data.

ii.  California Consumer Privacy Act (CCPA) — U.S. (2020)
This Act gives consumers more control over how their data is collected and used.
Case Study: Facebook-Cambridge Analytica Scandal (2018)!’

In this case, Facebook allowed Cambridge Analytica to harvest data from 87 million users
without their consent. The data was used for political manipulation in elections. This scandal

highlighted the need for stricter privacy laws and corporate accountability.
2.2.1.3 CYBER SECURITY THREATS AND DATA BREACHES

Cyberattacks and hacking incidents have increased, exposing sensitive personal and financial

information.
Major Data Breaches in Recent Years

i Yahoo Data Breach (2013-2014)'® — Affected 3 billion user accounts.

ii. Equifax Breach (2017)! — Exposed 147 million Americans' financial data.

iii.  Aadhaar Breach (India, 2018)?° — Exposed 1.1 billion citizens' biometric data.
Legal and Policy Responses

a) International Telecommunication Regulations (ITRs) — Calls for global

cooperation on cybersecurity.

17 Federal Trade Commission v. Facebook, Inc., No. 19-cv-2184 (D.D.C. 2019).

18 Nicole Perlroth, All 3 Billion Yahoo Accounts Were Affected by 2013 Attack, The New York Times, (Oct. 3,
2017), available at https://www.nytimes.com/2017/10/03/technology/yahoo-hack-3-billion-users.html (last
visited Feb. 16, 2025).

% Federal Trade Commission, Equifax Data Breach Settlement, (July 2019), available at
https://www.ftc.gov/enforcement/cases-proceedings/refunds/equifax-data-breach-settlement (last visited Feb. 16,
2025)

20 Rachna Khaira, Rs 500, 10 Minutes, and You Have Access to Billion Aadhaar Details, The Tribune (Jan. 4,
2018), available at https://www.tribuneindia.com/news/archive/nation/rs-500-10-minutes-and-you-have-
accessto-billion-aadhaar-details-523361 (last visited Feb. 16, 2025).
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b) Cybersecurity laws in different countries (e.g., U.S. Cybersecurity Act, China’s
Cybersecurity Law).

2.2.1.4 ARTIFICIAL INTELLIGENCE (AI) AND FACE RECOGNITION

Artificial Intelligence (Al) is being used for surveillance, profiling, and decisionmaking.
While Al has many benefits, it also poses risks like facial recognition can be misused for
tracking individuals without consent, predictive analytics can lead to discrimination or unfair
treatment in jobs, loans, and law enforcement. Countries like China have implemented mass
Al-driven surveillance, raising global concerns about human rights. Al-driven surveillance is
increasingly being used for predictive policing (analyzing crime patterns), mass tracking of
individuals in public spaces, facial recognition technology in airports, police systems, and

social media platforms.

Case Study: China’s Social Credit System

In this China uses Al, facial recognition, and big data to monitor citizens. It punishes "bad
behavior" by restricting access to jobs, loans, and travel. This case also raises questions about

human rights violations and state control over individuals' lives.

Legal Responses to Al and Privacy Issues

i. EU’s Artificial Intelligence Act (2021) — Aims to regulate high-risk Al applications.

ii. Bans on Facial Recognition — Some countries and U.S. cities have restricted its use in public

spaces.

2.3 EVOLUTION OF PRIVACY IN INTERNATIONAL LAW

The evolution of privacy in international law has been a complex journey, shaped by changing
societal values, advancements in technology, and global efforts to safeguard human rights.
Initially seen as a local or domestic issue, privacy has gradually become a central theme in the
global conversation about human rights, particularly in the digital age, where personal data is
increasingly vulnerable to collection, storage, and misuse. The following is a brief overview of

the evolution of privacy rights in international law.
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2.3.1. EARLY DEVELOPMENTS: THE RIGHT TO PRIVACY IN THE 19TH
CENTURY

The modern concept of privacy first gained recognition in the 19th century, largely as a
response to technological innovations such as photography and the growing presence of media.
Privacy was viewed primarily as protection from the invasion of personal space, unwanted
publicity, and interference in one's personal life. The 1890 article by Louis Brandeis and
Samuel Warren, titled "The Right to Privacy" in the Harvard Law Review, is widely considered
the first intellectual framework for privacy as a legal concept. The article highlighted the need

to protect individuals from unwanted public attention and intrusion into their private lives.

2.3.2. THE UNITED NATIONS AND PRIVACY PROTECTION (1948)

The post-World War II period marked a significant turning point for the recognition of privacy
rights on an international scale. With the formation of the United Nations in 1945, there was a
renewed focus on human rights protections, leading to the adoption of the Universal

Declaration of Human Rights (UDHR) in 1948.

Article 12 of the UDHR stated:

“No one shall be subjected to arbitrary interference with his privacy, family, home or

correspondence, nor to attacks upon his honour and reputation. Everyone has the right to the

)

protection of the law against such interference or attacks.’

This was the first international legal instrument to explicitly recognize the right to privacy as
a human right, affirming the protection of an individual's personal domain from state

interference.

2.3.3. THE INTERNATIONAL COVENANT ON CIVIL AND POLITICAL RIGHTS
(1966)

In 1966, the International Covenant on Civil and Political Rights (ICCPR) was adopted, further

solidifying the protection of privacy in international law.

Article 17 of the ICCPR expanded on the right to privacy, stating that:

"No one shall be subjected to arbitrary or unlawful interference with his privacy, family, home
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or correspondence, nor to attacks upon his honour and reputation.”

The ICCPR, ratified by over 170 countries, laid the groundwork for international human rights
law by ensuring privacy rights under civil and political rights, providing a legal framework to

prevent unlawful invasions by states and authorities.

2.3.4 THE RISE OF INFORMATION PRIVACY AND TECHNOLOGY (1980s-1990s)

The 1980s and 1990s marked the rise of digital technology, leading to significant changes in
how privacy was understood in international law. The rapid expansion of computing, internet
technologies, and electronic data systems brought about new threats to privacy, including data
collection, surveillance, and identity theft. In response, countries and international bodies

began to create specific regulations for protecting personal data:

a) The OECD Guidelines on the Protection of Privacy and Transborder Flows of
Personal Data (1980) provided the first set of international standards for the protection

of personal data across borders.

b) In 1995, the European Union adopted the Data Protection Directive, which
established a legal framework to protect personal data within the EU and set the stage

for the later General Data Protection Regulation (GDPR).

The rise of Internet-based technologies also prompted the need for global cooperation on data
protection, marking the start of a broader understanding of data privacy as an essential aspect

of individual privacy.

2.3.5. PRIVACY IN THE AGE OF DIGITAL SURVEILLANCE (21** CENTURY)

The 21st century has brought new challenges for privacy in international law. The rapid growth
of the internet, social media, surveillance technologies, and big data has led to increasingly
sophisticated methods of tracking, monitoring, and profiling individuals. With the advent of
cyber surveillance tools such as NSA surveillance programs revealed by Edward Snowden and
the Pegasus spyware scandal, questions about the right to privacy in the digital age have
become more urgent. The European Union’s General Data Protection Regulation (GDPR),
which came into effect in 2018, represents one of the most comprehensive international legal

frameworks to address digital privacy and data protection. It grants individuals control over
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their personal data, requiring companies to obtain consent before collecting data and ensuring
the right to be forgotten. On the global level, organizations like the United Nations have
focused on privacy in the digital era through special resolutions highlight the importance of

privacy in the context of the internet and the increasing risks of surveillance.

CHAPTER III: INTERNATIONAL LEGAL FRAMEWORK FOR THE ‘RIGHT TO
PRIVACY’

3.1 THE RIGHT TO PRIVACY IN INTERNATIONAL HUMAN RIGHTS
INSTRUMENTS

The right to privacy has been recognized as a fundamental human right in international law,
ensuring protection against unwarranted intrusion by both state and nonstate actors. In an
increasingly interconnected world, where digital technologies facilitate the rapid exchange of
personal information, the legal framework governing privacy has expanded beyond traditional
notions of personal and familial security to include data protection, digital surveillance, and
cross-border information sharing. International legal instruments, treaties, and judicial
interpretations have sought to define and safeguard privacy, yet challenges remain due to
conflicting national security interests, technological advancements, and corporate data
exploitation. The right to privacy, though universally acknowledged, faces varying levels of
protection across different legal systems. This essay explores the evolution of privacy in
international law, the treaties and conventions that establish its legal framework, and the

ongoing challenges in ensuring its enforcement in the modern digital landscape.

3.1.1 UNIVERSAL DECLARATION OF HUMAN RIGHTS (UDHR) AND THE

FOUNDATION OF PRIVACY RIGHTS

The foundation for privacy rights in international law was laid down by the Universal
Declaration of Human Rights (UDHR) of 1948, which, though not legally binding, has served
as the cornerstone for subsequent treaties and legal developments. Article 12 of the UDHR
explicitly recognizes privacy as a fundamental human right, stating that no individual should
be subjected to arbitrary interference with their privacy, family, home, or correspondence, and
that everyone has the right to legal protection against such violations. This provision set the

stage for later legally binding international agreements, such as the International Covenant on
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Civil and Political Rights (ICCPR) of 1966, which further codified privacy rights into

international law.

3.1.2 THE INTERNATIONAL CONVENANT ON CIVIL AND POLITICAL RIGHTS
(ICCPR) AND ITS LEGAL ENFROCEMENT

The ICCPR, ratified by over 170 countries, provides a stronger legal basis for the enforcement
of privacy rights. Article 17 of the ICCPR explicitly prohibits arbitrary or unlawful interference
with an individual's privacy, family, home, or correspondence. It also mandates that states must
provide legal protection against such interference, ensuring that privacy violations, whether by
governments, corporations, or private individuals, are subject to judicial review. The United
Nations Human Rights Committee (UNHRC), which monitors ICCPR compliance, has
interpreted Article 17 in General Comment No. 16 (1988), emphasizing that state surveillance,
data collection, and privacy interferences must be governed by clear, precise, and proportional
legal measures. The UNHRC has also highlighted that states must enact domestic laws to
regulate personal data processing and provide legal remedies for individuals whose privacy has

been infringed upon.
3.2 REGIONAL PRIVACY PROTECTIONS UNDER HUMAN RIGHTS LAW

3.2.1 THE EUROPEAN CONVENTION ON HUMAN RIGHTS (ECHR) AND THE
ROLE OF THE ECHR

Beyond the ICCPR, regional human rights instruments have reinforced privacy protections
within specific jurisdictions. The European Convention on Human Rights (ECHR) of 1950,
overseen by the European Court of Human Rights (ECtHR), is one of the most comprehensive
frameworks for privacy protection. Article 8 of the ECHR guarantees the right to respect for
private and family life, home, and correspondence, while allowing for certain limitations in
cases of national security, public safety, or economic well-being. However, the ECtHR has
consistently ruled that such limitations must be necessary, proportionate, and subject to legal
safeguards. Notable cases such as Klass v. Germany?! (1978) established that states must have
strict oversight mechanisms in place to prevent the abuse of surveillance powers. Similarly, in

S. and Marper v. UK (2008)?2, the court ruled that indefinite retention of biometric data without

2l Klass and Others v. Germany, App. No. 5029/71, ECHR 1978.
22.S. and Marper v. United Kingdom, App. Nos. 30562/04 & 30566/04, ECHR 2008.
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justification violated Article 8, reinforcing the principle that personal data collection must be

strictly regulated.

3.2.2 PRIVACY PROTECTION IN AMERICA AND AFRICA

In the Americas, the American Convention on Human Rights (ACHR) of 1969, administered
by the Inter-American Court of Human Rights (IACtHR), also recognizes privacy rights under
Article 11, which prohibits arbitrary or abusive interference with an individual’s private life,
family, home, or correspondence. The IACtHR has interpreted this provision broadly,
recognizing the need for robust data protection laws in an era of increasing state and corporate
surveillance. Similarly, in Africa, the African Charter on Human and Peoples' Rights (ACHPR)
of 1981 does not explicitly mention privacy, but its provisions on human dignity and individual
freedoms imply a right to privacy. The African Union Convention on Cyber Security and
Personal Data Protection (2014) has since introduced a regional framework for data protection,
requiring member states to implement legal mechanisms for privacy and cybersecurity

governance.

3.3. PROTECTION OF PRIVACY IN THE DIGITAL AGE: DATA PROTECTION
AND CYBERSECURITY LAWS

As technology continues to evolve, traditional legal frameworks for privacy have had to adapt
to new challenges presented by digital surveillance, mass data collection, and the rise of
artificial intelligence. The United Nations General Assembly has acknowledged these
emerging threats and has passed several resolutions aimed at strengthening digital privacy

protections.

3.3.1 THE GLOBAL IMPACT OF THE EUROPEAN UNION’S GENERAL DATA
PROTECTION REGULATION (GDPR)

One of the most comprehensive and influential pieces of privacy legislation in recent years is
the European Union’s General Data Protection Regulation (GDPR) of 2018. The GDPR sets
stringent rules for how personal data is collected, stored, and transferred, both within and
outside the EU. Key provisions include the requirement for explicit consent before data
processing, the right to access and erase personal data (right to be forgotten), and strict penalties

for non-compliance, with fines of up to €20 million or 4% of a company’s global annual
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turnover. The GDPR has had a significant global impact, influencing privacy laws in several
countries, including Brazil’s LGPD, India’s Digital Personal Data Protection Act, and the

California Consumer Privacy Act (CCPA) in the United States.

International courts have also played a crucial role in shaping digital privacy rights. In the
Schrems I (2015)*} and Schrems II (2020)** decisions, the Court of Justice of the European
Union (CJEU) invalidated the US-EU Safe Harbor and Privacy Shield agreements, ruling that
US surveillance practices did not provide adequate protections for EU citizens’ data. Similarly,
in Google Spain v. AEPD (2014)%°, the CJEU established the right to be forgotten, affirming
that individuals have the right to request the removal of outdated or irrelevant personal

information from search engine results.

CHAPTER 1V: NATIONAL SECURITY JUSTIFICATIONS FOR MASS
SURVEILLANCE

4.1. MASS SURVEILLANCE
4.1.1 Mass Surveillance — Definition and Scope

Mass surveillance refers to the systematic collection and monitoring of large-scale data by
governments, intelligence agencies, and private corporations. Unlike targeted surveillance,
which focuses on specific individuals suspected of illegal activities, mass surveillance involves
the indiscriminate monitoring of entire populations using sophisticated technologies. This

includes:

a) Electronic Communications Surveillance — Monitoring phone calls, emails, and

social media interactions.

b) Internet Surveillance — Tracking online activities, browsing history, and digital
footprints.
C) Facial Recognition and Biometric Data Collection — Using Al-powered cameras

23 Maximillian Schrems v. Data Protection Commissioner, Case C-362/14, ECLI:EU:C:2015:650 (CJEU 2015).
24 Data Protection Commissioner v. Facebook Ireland Ltd & Maximillian Schrems, Case C-311/18,
ECLI:EU:C:2020:559 (CJEU 2020).

25 Google Spain SL & Google Inc. v. Agencia Espafiola de Proteccion de Datos (AEPD) & Mario Costeja
Gonzalez, Case C-131/12, ECLLI:EU:C:2014:317 (CJEU 2014).
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to identify individuals.

d) Geolocation and GPS Tracking — Monitoring individuals' movements through

mobile devices.

e) Financial and Transactional Surveillance — Tracking banking activities and

credit card transactions.

4.2 PRIMARY JUSTIFICATIONS BY THE STATE FOR MASS SURVEILLANCE

Mass surveillance has emerged as a powerful tool used by governments, intelligence agencies,
and corporations to monitor populations on an unprecedented scale. Enabled by advancements
in digital technology, artificial intelligence, and data analytics, mass surveillance involves the
collection, storage, and analysis of vast amounts of personal data from individuals, often
without their explicit consent. Proponents argue that mass surveillance is necessary for national
security, crime prevention, and public safety, while critics warn that it poses severe risks to
privacy, freedom of expression, and democratic values. Governments implement mass
surveillance through agencies such as the U.S. National Security Agency (NSA), UK
Government Communications Headquarters (GCHQ), and China’s Public Security Bureau,
among others. Large tech corporations like Google, Facebook, and Amazon also play a role by
collecting user data, which is sometimes shared with governments or used for commercial

purposes.

4.2.1 Preventing Terrorism and National Security Threats

One of the most common justifications for mass surveillance is the prevention of terrorism and
other threats to national security. Governments argue that monitoring communications,
financial transactions, and travel patterns helps identify potential terrorist plots before they
materialize. Intelligence agencies rely on large-scale data collection to track extremist
networks, prevent radicalization, and disrupt attacks. The USA PATRIOT Act (2001), enacted
after the 9/11 attacks, expanded the U.S. government's ability to conduct surveillance on
individuals suspected of links to terrorism, including access to phone records, internet activity,
and financial transactions. Similarly, the UK Investigatory Powers Act (2016), often called the
"Snooper’s Charter", grants broad surveillance powers to the government to monitor

communications for counterterrorism purposes.
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International intelligence-sharing alliances such as the Five Eyes (U.S., UK., Canada,
Australia, and New Zealand) have strengthened their surveillance cooperation to identify and
intercept security threats. Programs like PRISM, exposed by Edward Snowden in 2013,
allowed intelligence agencies such as the NSA (National Security Agency) to access private
communications from major tech companies, citing national security concerns. While such
measures have helped thwart attacks, critics argue that they often operate with minimal

oversight, leading to potential abuse and unnecessary violations of privacy.

4.2.2 Cybersecurity and Protection against Cyber Threats

In the digital age, cyber threats pose a major national security concern, ranging from state-
sponsored cyber espionage to ransomware attacks targeting critical infrastructure.
Governments justify mass surveillance as a way to detect and prevent cyberattacks by
monitoring global internet traffic, intercepting encrypted communications, and analyzing
metadata for suspicious activity. Intelligence agencies argue that real-time surveillance of
online platforms, social media, and encrypted messaging services is crucial to identifying

potential cybercriminals and hackers.

4.2.3 Espionage and Foreign Intelligence Gathering

Governments also use mass surveillance as a tool for espionage and foreign intelligence
gathering, often under the justification of national security. Intelligence agencies monitor
foreign diplomats, military movements, trade negotiations, and political activities to gain
strategic advantages. Programs like ECHELON, a global surveillance system operated by the

Five Eyes alliance, intercepts international communications for intelligence purposes.

The U.S. National Security Agency (NSA) and the UK’s Government Communications
Headquarters (GCHQ) have been accused of spying on allied nations, including Germany,
France, and Brazil. Notably, documents leaked by Snowden revealed that the NSA had tapped
German Chancellor Angela Merkel’s phone, causing diplomatic tensions. While espionage has
always been part of international relations, mass surveillance of foreign officials and businesses

often leads to ethical concerns, violations of diplomatic protocols, and potential retaliation.

4.2.4 Combating Organized Crime, Human Trafficking, and Drug Cartels

Another key justification for mass surveillance is the fight against transnational organized
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crime, human trafficking, and drug cartels. Criminal organizations often operate across
borders, making it difficult for law enforcement agencies to track illegal activities using
traditional methods. Mass surveillance enables authorities to monitor financial transactions,

phone communications, and encrypted messaging services used by criminal networks.

4.2.5 Emergency Situations and Public Health Crises

Governments also justify surveillance programs in cases of national emergencies, pandemics,
and natural disasters. During the COVID-19 pandemic, several countries implemented digital
surveillance measures to track virus spread, enforce lockdowns, and ensure public safety.
Technologies such as contact tracing apps, location tracking, and biometric surveillance were

used to monitor population movements and prevent further outbreaks.

4.3 LEGAL FRAMEWORKS SUPPORTING MASS SURVEILLANCE

Several international and national legal instruments govern the use of surveillance, balancing

security needs with privacy rights.

4.3.1 International Human Rights Treaties

The Universal Declaration of Human Rights (UDHR, 1948) and the International Covenant on
Civil and Political Rights (ICCPR, 1966) both recognize the right to privacy. Article 17 of the
ICCPR explicitly prohibits arbitrary interference with privacy, requiring states to justify

surveillance measures under strict legal oversight.

4.3.2 Regional Human Rights Protections

European Convention on Human Rights (ECHR, 1950) — Article 8 protects privacy, and the
European Court of Human Rights (ECtHR) has ruled against indiscriminate surveillance in

cases like Big Brother Watch v. UK (2021).

EU General Data Protection Regulation (GDPR, 2018) — Regulates data collection and

requires companies to obtain user consent before collecting personal information.

American Convention on Human Rights (ACHR, 1969) — Protects individuals from unlawful

government surveillance.
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4.3.3 National Surveillance Laws

Many countries have enacted specific surveillance laws, often expanding government powers

while attempting to impose legal safeguards.

a) United States: Foreign Intelligence Surveillance Act (FISA, 1978) and the USA
FREEDOM Act (2015) regulate intelligence gathering but have been criticized for

loopholes enabling mass surveillance.

b) United Kingdom: Investigatory Powers Act (2016) grants authorities the ability

to collect bulk communications data.

C) China: The Cybersecurity Law (2017) and National Intelligence Law (2017)
mandate extensive surveillance, with a focus on monitoring internet activity and Al-

driven facial recognition.

4.4 ETHICAL AND HUMAN RIGHTS CONCERNS

While mass surveillance is justified as a security measure, it poses several ethical dilemmas

and human rights concerns.

4.4.1 Violation of Privacy Rights

Indiscriminate data collection violates privacy as a fundamental right, as guaranteed by
international human rights treaties. Surveillance programs like Edward Snowden’s 2013
revelations about NSA spying showed how government agencies routinely collect private

communications without individuals’ knowledge or consent.

4.4.2 Potential for Abuse and Authoritarian Control

Mass surveillance can be exploited for authoritarian control, leading to repression and mass
profiling. Countries with weak legal safeguards may use surveillance to suppress minorities,
track dissidents, and manipulate public behavior. For instance, China’s use of Al-powered
surveillance in Xinjiang to monitor Uighur Muslims has been widely condemned as a human

rights violation.
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4.4.3 Data Security Risks and Hacking Threats

Governments and corporations collecting vast amounts of data are vulnerable to hacking, leaks,
and cyberattacks. If surveillance data is compromised, individuals’ personal information can
be exploited for identity theft, blackmail, and cybercrime. The 2017 Equifax data breach and
2021 Pegasus spyware revelations demonstrated how surveillance tools can be misused by both

governments and criminal groups.
CHAPTER V: JUDICIAL PRECEDENTS AND CASE STUDIES

5.1 Landmark Judicial Precedents related to the Right to Privacy and Security in Cyber

space

The right to privacy has been a cornerstone of international human rights law, yet it frequently
comes into conflict with national security measures, particularly in the digital era. Courts
around the world have played a crucial role in defining the limits of state surveillance and data
protection. The following cases highlight how different jurisdictions have interpreted and

balanced these competing interests.
5.1.1 Pegasus Spyware Case?® (2021-Present)

The Pegasus spyware case brought global attention to state-led surveillance and its impact on
individual privacy rights. Investigations revealed that Pegasus, a spyware developed by the
Israeli company NSO Group, had been used to hack the phones of journalists, activists, and
political figures worldwide. Reports by Amnesty International and The Citizen Lab suggested
that various governments used this tool to monitor dissidents, raising serious concerns about
illegal surveillance, lack of judicial oversight, and human rights violations. Several
international human rights bodies and national courts have initiated inquiries into the misuse
of Pegasus spyware. In India, the Supreme Court set up an expert committee to investigate
allegations of unauthorized surveillance. The European Parliament launched an investigation
into the use of Pegasus against politicians and journalists in the EU. This case underscores the
dangers of unregulated surveillance and the urgent need for stronger data protection laws and

judicial safeguards.

26 Pegasus spyware case, supra 2.
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5.1.2 Big Brother Watch v. The United Kingdom?’ (2021, European Court of Human
Rights - ECHR)

This case challenged the UK’s mass surveillance regime under the Investigatory Powers Act
2016, which allowed intelligence agencies to collect bulk data, including private
communications, for national security purposes.The European Court of Human Rights (ECHR)
ruled that the bulk interception of communications violated Article 8 (Right to Privacy) and

Article 10 (Freedom of Expression) of the European Convention on Human

Rights (ECHR). The Court held that the UK’s surveillance practices lacked adequate
safeguards, particularly independent authorization and proper oversight mechanisms. This case
reinforced the need for strong legal safeguards in mass surveillance programs and established

that state actions must be proportionate and necessary to meet legitimate security objectives.
5.1.3 Zakharov v. Russia?® (2015, European Court of Human Rights — (ECHR)

The case involved Yuri Zakharov, a Russian journalist, who challenged the legality of Russia's
SORM surveillance system, which allowed the Federal Security Service (FSB) to intercept all
telephone communications without prior judicial approval. The ECHR held that Russia’s
surveillance regime violated Article 8 of the European Convention on Human Rights. The
Court criticized Russia’s lack of legal safeguards and absence of independent oversight in
conducting electronic surveillance. This case set a major precedent for privacy rights in Europe
by establishing strict conditions for lawful surveillance, emphasizing the necessity of judicial

oversight and transparency.
5.1.4 Carpenter v. United States?® (2018, U.S. Supreme Court)

This case dealt with the collection of cell phone location data by law enforcement without a
warrant, raising fundamental questions about digital privacy. The U.S. Supreme Court ruled
(5-4) that law enforcement must obtain a warrant before accessing historical cell phone location
data. The Court recognized that tracking an individual's movements over time through cell site
location information (CSLI) constituted a search under the Fourth Amendment. This landmark

ruling expanded digital privacy rights in the U.S., setting a precedent that governments must

27 Big Brother Watch case, supra note 7.
28 Roman Zakharov v. Russia, App. No. 47143/06, ECHR 2015.
29 Carpenter case, supra note 6.
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seek judicial authorization before collecting personal digital data.
5.1.5  Justice K.S. Puttaswamy v. Union of India3’ (2017, Supreme Court of India)

This is one of the most significant privacy judgments globally, where the Supreme Court of
India ruled that the right to privacy is a fundamental right under Article 21 (Right to Life) of
the Indian Constitution. The Court ruled that privacy is an intrinsic part of personal liberty and
dignity. Any infringement on privacy must pass the test of necessity, proportionality, and
legality. The case had direct implications on India’s Aadhaar biometric identification system,
which raised concerns over mass surveillance and data protection. This ruling established a
constitutional foundation for privacy rights in India and set a precedent for evaluating

government policies affecting personal data.

5.1.6 People’s Union for Civil Liberties (PUCL) v. Union of India (1997, Supreme Court
of India)*!

This case challenged telephone tapping by the government, arguing that it violated the right to
privacy under Article 21 of the Indian Constitution. The Supreme Court ruled that unauthorized
phone tapping violated the right to privacy. It laid down procedural safeguards, including
requiring prior judicial or executive authorization before conducting surveillance. This case
was one of the earliest judicial recognitions of privacy in India and influenced later rulings,

including the Puttaswamy judgment.

5.1.7 Google Spain SL v. Agencia Espaiiola de Proteccion de Datos*? (2014, Court of
Justice of the European Union — CJEU)

This case introduced the “Right to be Forgotten”, dealing with an individual’s right to request
the removal of outdated or irrelevant personal information from search engine results. The
CJEU ruled that individuals have the right to request the deletion of personal data from search
results if it is no longer relevant or serves no legitimate public interest. The Court held that
Google, as a data controller, was responsible for removing such links upon request. This
judgment shaped global data protection laws and influenced the development of the EU
General Data Protection Regulation (GDPR), which formally recognizes the right to be

30 Justice K.S.Puttaswamy case, supra note 8.
31 People’s Union for Civil Liberties v. Union of India, (1997) 1 S.C.C. 301 (India).
32 Google Spain case, Supra note 25.
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forgotten.

5.1.8 Digital Rights Ireland Ltd v. Minister for Communications’? (2014, Court of Justice
of the European Union — CJEU)

This case challenged the EU Data Retention Directive, which required telecom providers to
retain user metadata for up to two years for law enforcement purposes. The CJEU struck down
the directive, stating that indiscriminate retention of personal data violated the fundamental
right to privacy. The Court emphasized that security measures must be proportionate and must
not exceed what is necessary. This ruling reinforced the principle of proportionality in data

retention laws and set limits on mass surveillance programs in the EU.

CHAPTER VI: PRIVACY vs. SECURITY: A COMPARATIVE ANALYSIS ACROSS
JURISDICTIONS

6.1 THE GLOBAL STRUGGLE BETWEEN PRIVACY AND SECURITY

The debate between privacy and security has become one of the most pressing issues in
modern governance, especially in the digital age, where governments increasingly rely on
surveillance technologies to monitor communications, prevent cyber threats, and combat
terrorism. While national security is a legitimate state interest, excessive surveillance often
leads to the erosion of fundamental privacy rights. The extent to which privacy is protected or
compromised varies across jurisdictions, with some countries adopting stringent data
protection laws, while others grant their intelligence agencies broad surveillance powers with
minimal oversight. This essay provides a comprehensive analysis of how different
jurisdictions—such as the United States, the European Union, the United Kingdom, China, and
India—approach the balance between privacy and security. By examining their legal
frameworks, landmark court rulings, and government surveillance policies, this analysis
highlights the global struggle to find equilibrium between safeguarding personal freedoms and

maintaining national security.

%3 Digital Rights Ireland Ltd v. Minister for Communications, Marine and Natural Resources & Others, Joined
Cases C-293/12 & C-594/12, ECLI:EU:C:2014:238 (CJEU 2014).
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6.2 THE UNITED STATES: A SECURITY-FIRST APPROACH WITH LIMITED
PRIVACY PROTECTIONS

In the United States, national security concerns have historically taken precedence over
individual privacy rights, especially in the wake of major security threats such as the terrorist
attacks. This shift was formalized through legislation such as the USA PATRIOT Act of 2001,
which expanded the surveillance powers of intelligence agencies, allowing them to collect
phone records, track internet activities, and monitor financial transactions without requiring
traditional judicial oversight. The Foreign Intelligence Surveillance Act (FISA), originally
enacted in 1978, was further strengthened through the FISA Amendments Act of 2008,
permitting the government to conduct electronic surveillance on foreign nationals while also
enabling incidental data collection on U.S. citizens. The USA FREEDOM Act of 2015
introduced some restrictions, such as limiting the bulk collection of phone metadata, but
overall, the legal framework in the U.S. still grants broad powers to agencies like the National

Security Agency (NSA) and the Federal Bureau of Investigation (FBI).

Despite constitutional protections under the Fourth Amendment, which guards against
"unreasonable searches and seizures," the interpretation of privacy rights in the U.S. has often
favored the government's security interests. High-profile leaks by whistleblower Edward
Snowden in 2013 revealed the extent of mass surveillance programs such as PRISM and
XKeyscore, which collected vast amounts of data from global internet traffic, often in
collaboration with major technology companies. These revelations triggered public outcry and
legal challenges, leading to cases like Carpenter v. United States (2018), where the Supreme
Court ruled that the government must obtain a warrant before accessing individuals’ cell phone
location data. However, such rulings remain the exception rather than the rule, as the U.S.
continues to justify its expansive surveillance framework on the grounds of counterterrorism,
cyber defense, and foreign intelligence gathering. While some oversight exists through
congressional committees and secretive courts such as the Foreign Intelligence Surveillance
Court (FISC), critics argue that the level of transparency remains insufficient, with intelligence

agencies often operating under classified authorizations that limit public scrutiny.

6.3 THE EUROPEAN UNION: A PRIVACY-FIRST LEGAL FRAMEWORK

In contrast to the U.S., the European Union has established one of the most robust legal

frameworks for protecting privacy. Privacy is recognized as a fundamental human right under
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multiple legal instruments, including the General Data Protection Regulation (GDPR), the
European Convention on Human Rights (ECHR), and the EU Charter of Fundamental Rights.
The GDPR, enacted in 2018, imposes strict requirements on data collection, mandating that
companies and governments obtain explicit consent from individuals before processing their
personal information. It also grants individuals the right to access, correct, and delete their data,

ensuring that privacy is not merely a theoretical right but an enforceable legal protection.

The EU's strong stance on privacy has been reinforced through landmark judicial decisions
that limit government surveillance. The Court of Justice of the European Union (CJEU) has
ruled against blanket data collection policies, as seen in the Digital Rights Ireland case of 2014,
where the court struck down the EU Data Retention Directive, declaring that mass surveillance
without targeted suspicion violated fundamental privacy rights. Similarly, in the Schrems II
ruling of 2020, the CJEU invalidated the Privacy Shield agreement between the EU and the

U.S.,, citing concerns that American intelligence agencies could access

European citizens’ data without adequate safeguards. These rulings illustrate the EU's
commitment to ensuring that national security measures do not come at the cost of individual
freedoms. While European governments still engage in surveillance for security purposes, they
must justify such measures as necessary, proportionate, and subject to strict oversight

mechanisms.

6.4 THE UNITED KINGDOM: A SECURITY-ORIENTED APPROACH WITH
JUDICIAL OVERSIGHT

The United Kingdom, despite being a former EU member, has adopted a more security-oriented
approach while maintaining some degree of judicial oversight. The Investigatory Powers Act
of 2016, often referred to as the "Snooper’s Charter," grants British intelligence agencies,
including the Government Communications Headquarters (GCHQ), extensive powers to
collect bulk communication data, intercept private communications, and hack into electronic
devices for national security purposes. Unlike the EU’s GDPR, which prioritizes data
protection, the UK's legal framework leans more toward granting security agencies the tools

necessary for counterterrorism and cyber defense.

Despite these broad surveillance powers, the UK's approach has faced legal challenges,

particularly from the European Court of Human Rights (ECtHR). In Big Brother Watch v. UK
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(2021)*4, the ECtHR ruled that aspects of the Investigatory Powers Act violated privacy rights
due to the lack of independent oversight and safeguards against misuse. As a result, the UK
has had to introduce greater accountability measures, such as requiring judicial approval for
certain surveillance activities. However, the balance still tilts in favor of security, with British
courts generally upholding the government’s ability to conduct surveillance in cases related to

terrorism, organized crime, and cyber threats.
6.5 CHINA: STATE-CONTROLLED SURVEILLANCE OVER PRIVACY

China represents one of the most extreme cases where national security and political control
take absolute precedence over privacy rights. The Chinese government operates a vast
surveillance apparatus under the framework of laws such as the National Intelligence Law of
2017 and the Cybersecurity Law of 2017. These laws mandate that all citizens, businesses, and
internet platforms must cooperate with state surveillance efforts, effectively eliminating the
possibility of private data being shielded from government oversight. In addition to legal
mandates, China employs advanced surveillance technologies, including Al-powered facial
recognition cameras, internet censorship through the "Great Firewall," and real-time

monitoring of social media activities.

One of the most controversial aspects of China’s surveillance model is the Social Credit
System, which monitors citizens' behaviors and assigns scores that influence their access to
public services, employment opportunities, and even travel permissions. Unlike Western
democracies, where privacy rights can be defended in court, Chinese citizens have little legal
recourse to challenge state surveillance. The Chinese government justifies this extensive
monitoring system as essential for maintaining public order, preventing dissent, and ensuring
national security. However, from a privacy perspective, China’s approach reflects a complete

subjugation of individual freedoms to state authority.
6.6 INDIA: A SHIFTING BALANCE BETWEEN PRIVACY AND SECURITY

India has witnessed an evolving legal stance on privacy, especially following the landmark
Supreme Court ruling in K.S. Puttaswamy v. Union of India (2017)%, which recognized

privacy as a fundamental right under Article 21 of the Indian Constitution. This decision laid

34 Big Brother Watch case, supra note 7.
35 Justice K.S. Puttaswamy case, supra note 8.
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the groundwork for stronger data protection measures, leading to the enactment of the Digital
Personal Data Protection Act in 2023. However, while India has formally recognized privacy
rights, government surveillance programs continue to expand, often justified on the grounds of

national security and public order.

One of the most debated surveillance mechanisms in India is the Aadhaar biometric
identification system, which stores fingerprints, iris scans, and demographic data of over a
billion citizens. While the government argues that Aadhaar enhances welfare distribution and
prevents fraud, critics warn that it could facilitate mass surveillance and unauthorized data
access. India also operates extensive digital monitoring systems, such as the Centralized
Monitoring System (CMS) and the National Intelligence Grid (NATGRID), which enable the

government to track digital communications.

Although courts have occasionally ruled in favor of privacy, the government’s increasing
reliance on digital surveillance suggests a gradual shift toward a security-first model. With
growing concerns over cyber threats, terrorism, and misinformation, India continues to grapple

with the challenge of protecting privacy while ensuring national security.

6.7 FINDING THE BALANCE: PRIVACY AND SECURITY IN THE DIGITAL AGE

Different jurisdictions balance privacy and security in varied ways, reflecting their legal
traditions, political structures, and national security priorities. The United States and the United
Kingdom prioritize security while maintaining limited privacy safeguards. The European
Union strongly emphasizes privacy, restricting mass surveillance. China prioritizes state
control, effectively eliminating privacy rights. India is navigating a middle path, recognizing
privacy but expanding surveillance capabilities. As governments continue to develop digital
security frameworks, the challenge remains to strike a balance that ensures both national safety

and the protection of fundamental freedoms.

CHAPTER VII: CONCLUSION

7.1 CONCLUSION

The dynamic and often contentious relationship between the right to privacy and national
security in cyberspace continues to be one of the most pressing legal and policy dilemmas in

international human rights law. In an increasingly digital world, where technological
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advancements have enhanced both state surveillance capabilities and individual data protection
concerns, the balance between these two competing interests has become more critical than
ever. The study has demonstrated that while national security remains an imperative concern
for states, the unrestricted and unchecked expansion of surveillance regimes threatens

fundamental privacy rights protected under international law.

The analysis of various international instruments, including the Universal Declaration of
Human Rights (UDHR), the International Covenant on Civil and Political Rights (ICCPR), and
the European Convention on Human Rights (ECHR), confirms that privacy is a recognized
human right with significant legal standing. However, the interpretation and enforcement of
this right vary across jurisdictions, often influenced by political, security, and technological
factors. Judicial precedents, such as Justice K.S. Puttaswamy v. Union of India, Carpenter v.
United States, Zakharov v. Russia, and the Pegasus Spyware Case, reveal how different legal
systems grapple with balancing security needs and privacy protections. These cases underline
the importance of having robust legal safeguards, independent oversight, and adherence to the

principles of proportionality, legality, and necessity in surveillance activities.

Despite the existence of legal frameworks, the study finds that many states implement
expansive surveillance programs without adequate judicial or legislative oversight. This has
led to arbitrary state actions, mass data collection, and potential violations of individual
privacy. The study further observes that technological advancements such as artificial
intelligence, big data analytics, and machine learning have increased the capability of states to
conduct extensive surveillance operations, often without the knowledge or consent of citizens.
These developments necessitate urgent policy interventions to regulate digital surveillance

while ensuring that privacy rights are not compromised under the guise of national security.

7.2 SUGGESTIONS AND POLICY RECOMMENDATIONS

1. Enact Stronger International Legal Standards for Digital Privacy and Surveillance:

The current international legal frameworks governing privacy and surveillance need significant
updates to address challenges posed by modern technologies. Treaties such as the ICCPR
should be reinforced with specific provisions that define the permissible scope of digital

surveillance and impose stricter accountability measures on governments that engage in mass
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data collection. There is also a need for an international convention dedicated solely to digital

privacy and cyber-security, ensuring uniform standards across jurisdictions.

2. Establish Independent Oversight Mechanisms:

Effective oversight of state surveillance programs is critical to preventing abuse of power.
Countries should establish independent judicial or parliamentary bodies to review and approve
surveillance requests, ensuring that any interception of communications or data collection
meets strict legal standards. Transparency reports should be mandated for intelligence
agencies, requiring them to disclose the scope and nature of their surveillance activities to

public authorities.

3. Enhance the Role of Courts in Protecting Privacy Rights:

Courts have played a significant role in defining privacy rights in the digital age, as seen in
cases like Carpenter v. United States and Justice K.S. Puttaswamy v. Union of India. Legal
systems must reinforce judicial review mechanisms that allow individuals to challenge
excessive surveillance or data breaches. This can be done through the recognition of a
constitutional or fundamental right to privacy, which would serve as a benchmark for

evaluating government actions.

4. Promote Data Protection Legislation and Corporate Accountability:

With the increasing role of private companies in data collection and processing, governments
must implement comprehensive data protection laws that regulate how corporations handle
user information. These laws should mandate companies to obtain explicit user consent, ensure
data encryption, and provide mechanisms for individuals to seek redress in cases of privacy
violations. The General Data Protection Regulation (GDPR) of the European Union serves as

a model that other countries can adopt or modify to strengthen privacy protections.

5. Prohibit Unregulated Mass Surveillance and Promote Targeted Approaches:

Governments must move away from indiscriminate mass surveillance and instead adopt
targeted surveillance approaches that focus on individuals suspected of posing security threats.
Broad, untargeted data collection practices not only violate privacy rights but also overwhelm

intelligence agencies with excessive data, reducing their efficiency in addressing real threats.
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Laws should clearly define the threshold for when surveillance is justified and ensure that

judicial warrants are required before any data collection occurs.

6. Increase Public Awareness and Digital Literacy:

Citizens must be aware of their digital rights and the implications of state surveillance.
Governments, civil society organizations, and educational institutions should launch digital
literacy campaigns to inform individuals about privacy-enhancing tools, encryption
technologies, and legal remedies available to challenge unlawful data collection. A
wellinformed citizenry is crucial for holding governments and corporations accountable for

privacy violations.

7. Foster International Cooperation and Mutual Legal Assistance:

Privacy violations often transcend national borders, requiring international collaboration to
address issues like cross-border data transfers, cyber espionage, and unauthorized digital
surveillance. Countries should strengthen Mutual Legal Assistance Treaties (MLATSs) and
work within multilateral organizations such as the United Nations, European Union, and
Council of Europe to establish common frameworks that regulate digital surveillance while

upholding human rights standards.

8. Develop Ethical Guidelines for AI and Surveillance Technologies:

The rise of artificial intelligence (Al) and machine learning in surveillance raises new ethical
and legal concerns. States must create regulatory frameworks that govern how Al-based
surveillance tools are deployed, ensuring that they do not lead to discriminatory profiling, mass
surveillance, or the erosion of civil liberties. Ethical Al principles should be integrated into

domestic laws and international agreements to prevent abuse by both state and non-state actors.

7.3 FINAL THOUGHTS

As cyberspace continues to evolve, the challenge of balancing privacy and security will remain
a key concern for legal scholars, policymakers, and human rights advocates. While national
security is undeniably important, it cannot be used as a blanket justification for violating
fundamental human rights. Surveillance laws must be carefully crafted to respect individual

freedoms while addressing legitimate security threats. The future of privacy protection in the

Page: 8848



Indian Journal of Law and Legal Research Volume VIII Issue III | ISSN: 2582-8878

digital era will depend on strong legal frameworks, effective oversight, responsible
governance, and informed public discourse. Governments must ensure that digital surveillance
measures are transparent, proportionate, and subject to independent review, while individuals
must be empowered to assert their right to privacy in an increasingly data-driven world. If left
unchecked, excessive state surveillance threatens to undermine the democratic values that
modern societies seek to uphold. Thus, a rights-based approach to cybersecurity is the one that
recognizes privacy as a fundamental pillar of human dignity is essential for shaping the future

of international law in the digital age.
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