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ABSTRACT 

Cyberbullying is a type of harassment carried out through electronic means. The 

Internet provides a way of anonymity since we frequently don‘t see or hear the 

people with whom we are communicating online. But that’s not an excuse for 

having poor manners or posting incendiary comments. While some users may 

desire they will hide behind their keyboard or smartphone when posting online, 

the very fact is that they are still those publishing the content.  if you post offensive 

remarks online and therefore the veil of anonymity is lifted, you‘ll need to account 

the comments you made. Let’s just all together make the internet space a lot more 

safe and positivite.  
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INTRODUCTION 

This is often evident when considering how traditional bullying has evolved into a problem 

today known as Cyberbullying. While bullying and cyberbullying are often similar in terms of 

form and technique they even have many differences. Unlike the traditional bullying, 

cyberbullying allows the offender to mask his or her identity behind a computer screen. This 

anonymity makes it easier for the offender to strike blows against a victim without having to 

ascertain the victim’s physical response. It often leads the youth to mention and do crueler 

things compared to what’s typical during a traditional face-to-face bullying situation.  

As technology has evolved, bullying has proliferated. With the arrival of the web , chat rooms 

soon followed. Online forums provided a communal tract for youth to assault each other . Chat 

rooms were supplemented by AOL Instant Messenger (AIM), a web communication program 

that allowed teens to spend hours talking to each other privately , one-on-one conversation or 

in public chat rooms. The program further allowed youth to make group-specific chat rooms. 

This Exclusive forum allowed youth to get together with selected groups of friends and talk 

about the latest gossip of the Internet. The ability for teens to mask their identities provides 

them with a chance to mention anything to a different individual without the fear of any 

repercussions. Social media sites, like Facebook, Instagram and Google+, are susceptible to 

abuses like cyberbullying. Youth (typically of college age) are able to login and comment 

anonymously in an open forum.  

One of the foremost notable issues that require to be addressed is recognition of the matter 

itself. Many People, whether parents, teachers, or even enforcement officers, do not know what 

their specific state laws are in regards to cyberbullying. Every person that deals with children 

(i.e. education, parenting, Etc.) should know the bullying or harassment law specific to his or 

her state, the physical and emotional signs of bullying, and his or her community or school 

prevention plan, including the way to affect and report a drag .Along with recognizing the 

matter and having the ability to spot solutions, it‘s vital that cyberbullying be addressed in a 

consistent way.  

At first, one may believe that the consequences of cyberbullying is restricted to initial responses 

that tend to fade within a couple of days or every week , at most. But the harm inflicted by 

bullying, whether physical or psychological, has many implications and tends to end in an 

impression of lasting painful emotions and negative impacts. Though many of us tend to deny 
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the emotional harm caused by bullying like rumor spreading, and teasing, research suggests the 

opposite . Unfortunately, regardless of the initial emotional reaction to bullying, these emotions 

have the power to still develop, with serious clinical implications.  

The Internet provides a way of anonymity since we frequently don’t see or hear the people with 

whom we are communicating online. But that’s not an excuse for having poor manners or 

posting incendiary comments. While some users may desire they will hide behind their 

keyboard or smartphone when posting online, the very fact is that they are still those publishing 

the content. Remember – if you post offensive remarks online and therefore the veil of 

anonymity is lifted, you’ll need to account the comments you made. Netiquette is vital as online 

communication is non-verbal. You’ve got to follow Internet etiquette because there are people 

like our friends, relatives, elders who are using the web for all online communications. Hence 

it’s correct to behave properly and write politely to everyone.  

Following proper Netiquette practices helps represent yourself correctly to a bigger audience. 

Your attitude and character are often ascertained by the way you communicate with others. The 

type of data you post online helps others to understand about your character. Corporate 

employers are evaluating candidates by reviewing their social networking identity. Besides 

corporate, educators too are evaluating our presence on the social networking sites and also 

through the knowledge we post. There are some teenagers who haven’t heeded Netiquettes and 

have caused ill-repute to the remainder folks . we’ve a responsibility to make sure that not only 

we but also others enjoy the service that the web provides. Cyber bullying  is often stopped if 

all folks start respecting one another and stop spreading wrong information about others online. 

Plagiarism are often stopped if everyone respects the work done by someone and seeks their 

permission before using their content. Fraud are often stopped if we respect others personal 

information and treat it as if it were our own information. 

 Internet etiquette teach us the target for using the web . the target is to understand and learn 

information, spread good messages, play online games along side parents and friends, address 

one another with respect and become a responsible online user. Use the social networking sites 

to market positive messages, encourage and mention goodies , also chat with known people to 

create healthy relationships. If there’s someone who is sharing negative information and hurtful 

messages, advise him / her to prevent behaving like that. If they don‘t listen, block the 
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person.Let‘s usher in a change by using the web effectively and promoting the importance of 

Netiquettes to everyone. 

SOME RECENT CYBERBULLYING CASES IN INDIA 

The Boys locker room case 

The incident came to light after a south Delhi girl shared the screenshot on social media 

exposing the said group and far of comparable groups. The screenshots showed school boys 

sharing photos of underage girls, objectifying them, and planning ‘gang rapes’. The girl, who 

shared the screenshots of the ‘Boys Locker Room’ group chat, said: “A group of south Delhi 

guys aged 17-18 types have this instagram group chat named ‘boy’s locker room‘ where they 

objectify pictures of girls their age.” The girl also shared the screenshot of the list of participants 

of the group which of their chats where the boys are seen sharing pictures of girls and  

commenting on them.1 

After the leaked screenshots of a private Instagram chat group stimulated a storm over rape 

culture in India, the Delhi Police had apprehended a school student in regard to the case, or 

what‘s now being called #BoysLockerRoom group case.The women‘s panel said it’s issued 

notice to Instagram and Delhi Police to look into the matter.The Cyber Cell unit of Delhi Police 

had also written to Instagram to share details of the group‘s members and admin . 

On 4th march 2020 another such group was created named bois locker room 2.0 .however it 

was shortly deleted. On 10th May 2020 a journalist from The Hindu broke the news on twitter 

where he wrote that a minor girl used a fake identity of another minor boy and suggested a plan 

to sexually assault herself in the group chat. The purpose of her sending such chat messages 

through a fake, fictional identity was to see the reaction of the receiver boy and therefore the 

strength of his character. He further mentioned that as she is juvenile and it’s a childish act no 

action will be taken against her . 

The Snapchat conversation was initially believed to be a conversation among boys who were a 

neighborhood of the BoisLockerRoom group. After investigation, none of the 27 boys 

identified were found to be part of any conversation on Snapchat. 

 
1 https://en.m.wikipedia.org/wiki/Bois_Locker_Room  
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As of 11th May, 2020, the police had arrested the group administrator of the #BoisLockerRoom 

from Noida and apprehended a juvenile who was in the group and they had confiscated the 

mobile phones of all the suspects.  

Manav  Singh  suicide case 

Manav Singh , a 17 year old boy from Gurugram, was a student of class 12th. He was accused 

by a minor girl of sexual assault on social media. This accusation surfaced as 

#BoisLockerRoom began trending all over Twitter and Instagram. According to the police, on 

May 4, 2020, the teenager jumped from the balcony of his flat located at 11th floor of Carlton 

estate residential complex.  Manav allegedly committed suicide after his friends began 

harassing him on social media platforms for being named in the girl‘s “MeToo” Instagram post. 

The girl claimed that she was sexually abused by the teenager in the basement of her apartment  

two years ago. She wrote that she had revealed it now because she was tired of keeping it secret 

for the last two years . The police initiated an investigation under Section 174 to enquire and 

report on suicide as per the Code of Criminal Procedure (CrPC). 

It was later discovered that the accuser had deleted her messages. The allegations were never 

substantiated as the victim never came forward. Manav Singh’s parents moved application 

before Gurugram police seeking thorough investigation in the matter filed a complaint against 

the accuser. 

Rishi Singh, Manav Singh’s brother, took to Instagram to claim that his brother was innocent. 

While defending his brother Manav, Rishi narrated the circumstances that compelled his 

brother to take such drastic steps. He urged that his brother should not be held guilty for a crime 

he did not commit. He also mentioned that the accusations made were of a different incident 

which was not related to the conversations in the ‘Boys Locker Room’ group chat. 

This incident was followed by opinions from several sources on how character assassinations 

on social media was not justified and how it can ruin someone’s life .Others argued by posting 

stories on Instagram that the accuser should not be blamed for Manav Singh’s death . Reacting 

to this, Manav’s brother, Rishi Singh wrote, “She didn’t repent for a second about what she 

wrote which not only led to a young kid’s demise but also shattered his family’s life”.If she 

thought that she was right, she could have gone to the authorities to file a complaint. People 

should realize the percussion of their actions.  
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Anti -Cyberbullying laws in India  

Cyber bullying in India has reared its ugly head in additional ways than one and it’s only getting 

worse with every passing day. However, it’s shocking that there are not any special Anti-Cyber 

Bullying Laws in India yet.  

Following are some cyber laws which cover a number of the acts classified as cyber bullying 

in India2.  

According to Section 66A of  IT act reads: if Any person sends  information that is grossly 

offensive; or any information which he knows to be false, but for the purpose of causing 

annoyance, inconvenience, danger, obstruction, insult shall be punishable  with imprisonment 

for a term which can reach three years and with fine. 

Sec. 66C of IT act-Whenever someone fraudulently  use the electronic signature or password 

of another individual shall be punished with imprisonment of three years and shall even be 

vulnerable to fine which can reach rupees one lakh. 

Sec.66D of IT act -Whenever someone cheats by personating through any communication 

device or computer resource , shall be punished with imprisonment of either description for a 

term which can reach three years and shall even be susceptible to fine which can reach one lakh 

rupees.  

Sec 66E of IT act -. When someone intentionally captures, publishes  the image of a personal 

area of a person without his or her consent, shall be punished with imprisonment which can 

reach three years or with fine upto two lakh rupees, or with both.  

Sec.67B of IT act -Whoever publishes or transmits material which shows children engaged in 

sexually explicit act or creates digital images, collects, downloads, advertises, promotes, 

exchanges or distributes material in any electronic form depicting children in obscene indecent 

or sexually explicit manner , shall be punished on first conviction with imprisonment of either 

description for a term which may extend to five years and with fine which can reach ten lakh 

rupees and within the event of second or subsequent conviction with imprisonment of either 

description for a term which may reach seven years and also with fine which can reach ten lakh 

rupees. 

 
2 https://indiankanoon.org/ 
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Sec.72 of IT act –whoever tries to breach the confidentiality and privacy of another person 

without his or her consent shall be punished with imprisonment for a term which may extend 

to two years, or with fine which can reach one lakh rupees, or with both. 

Sec 503 (IPC) – Whenever someone threatens another with any injury to his reputation or 

property, or  anybody in whom that person is interested, with intent to cause loss to that person, 

or to form that person  do any act which he’s not legally sure to do ,commits criminal 

intimidation. Whoever commits the offence of criminal intimidation will be  punished with 

imprisonment which may extend to two years, or with fine, or with both. 

Sec.509 IPC -Whoever, utters any word, makes any sound or gesture, or displays any object, willing 

that such word or sound shall be heard, or that such gesture or object shall be noticed  by the woman, 

shall  be punished with  imprisonment for a time which may extend to one year, or with fine, or with 

both. 

Sec.499 and sec 500 of IPC –whoever by words spoken or written intends to defame the person 

or harm the reputation of someone shall be punished with simple imprisonment for a term which 

may extend to two years, or with fine, or with both. Also sec 499 has some exceptions.  

CONCLUSION  

With great power comes great responsibility. Internet too comes with great power and a lot of 

responsibilities. The people who often indulge in this crime, do not really know what may be 

the consequences and how it can affect someone‘s mental health. Sometimes the cyberbully 

seeks to intimidate or emotionally abuse the victim by exploiting a perceived flaw, such as 

being overweight. In other cases, the bully might plan to leverage the victims intimate 

information, like nude photos or sensitive personal stories.Most of the days , this happens to 

children in their teenage years. Teenagers keep their parents in the dark about this, for various 

reasons, such as shame, fear of being misunderstood or simply because the parent is outright 

indifferent.The long-term violence and humiliation can severely damage the victim‘s self-

esteem, generate stress and anxiety or even induce depression. In a number of the worst cases 

recorded, the constant harassment and stress cause the victim committing suicide. Let’s just all 

together make the internet space a lot more safe and positivite. Every field requires a discipline 

and the person who follows the discipline will be appreciated. The Internet has become a part 
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of our life. It is helping us in so many ways. It has made things easier as compared to all or any 

other traditional methods of communication. We are ready to stay connected anytime and 

anywhere. When we benefit such a lot from it, it becomes our duty to respect the privileges 

given by following standard practices which will not only assist you but also others online. 
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