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ABSTRACT 

The contemporary e-commerce ecosystem is built on a simple trade: 
consumers receive hyper-personalized services in exchange for pervasive 
data collection. Emerging data protection regimes such as the DPDP Act, 
however, are designed on a contrary logic, i.e. to minimize data processing, 
constrain profiling, and reempower the individual through consent and 
purpose limitation. This paper argues that the interaction of these two logics 
produces a paradoxical outcome for consumer choice. Using India’s 
evolving data protection and consumer protection framework as the primary 
reference point, it examines how privacy-driven constraints on data flows 
reshape e-commerce  

Business models, recommendation systems, and market structure. The 
analysis demonstrates that compliance costs and restrictions on data use tend 
to favour large incumbents with sophisticated compliance infrastructure, 
while smaller actors face higher relative burdens and diminished capacity to 
compete on personalisation. As a result, consumers may experience a formal 
increase in rights, but a material reduction in meaningful choice and 
innovation at the margins.  
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I. Personalization–Privacy Paradox  

Contemporary e-commerce platforms operate through extensive collection and processing of 

user data. Major digital commerce intermediaries publicly recognise that product ranking, 

recommendation systems, targeted advertising, and inventory optimisation rely on continuous 

analysis of consumer interaction, transaction histories, and behavioural signals. These data-

driven systems are not ancillary features but core components of platform architecture, directly 

linked to user engagement, conversion rates, and revenue generation1. In this sense, personal 

data functions as a critical productive input in the digital marketplace, shaping competitive 

strategies and market outcomes in ways that distinguish data-intensive platforms from 

traditional retail models.  

Parallel to this expansion of data-centric commerce, jurisdictions worldwide have adopted 

comprehensive data protection frameworks designed to regulate the collection, processing, 

storage, and transfer of personal data. These regimes share common structural principles, 

including requirements of informed consent, purpose limitation, data minimization, storage 

limitation, and the recognition of enforceable rights such as access, correction, erasure, and 

grievance redressal.2 The stated objective of such frameworks is to correct informational 

asymmetries between individuals and digital platforms and to reassert individual control over 

personal data in environments characterized by scale, opacity, and technological complexity. 

Indian legislative initiatives in this area treats privacy not merely as a matter of contract or 

consumer consent, but as a legally protected interest warranting regulatory intervention.  

What remains unaddressed, however, is how the implementation of these privacy-oriented 

obligations interacts with the economic structure of e-commerce markets. Compliance with data 

protection law entails the creation of consent-management architectures, internal governance 

mechanisms, data audits, grievance redressal systems, and continuous monitoring of data flows 

across products and services3. These requirements impose fixed organizational and 

technological costs that are structurally unavoidable, irrespective of a firm’s size or market 

 
1 See, e.g., Amazon.com, Inc., Form 10-K, at 3–6 (2024); Meta Platforms, Inc., Privacy Policy & Transparency  
Center (describing use of user data for content ranking and advertising); Google, How Search and 
Recommendations Work (public documentation)  
2 See Regulation (EU) 2016/679, General Data Protection Regulation arts. 5–23; Digital Personal Data 
Protection Act, No. 22 of 2023, §§ 4–15 (India).  
3 See Ministry of Electronics & Information Technology, Explanatory Notes to the Digital Personal Data 
Protection Act, 2023; Organisation for Economic Co-operation and Development, Implementing Privacy 
Regulation (discussing compliance structures and organizational costs).  
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share. As a result, compliance capacity itself becomes a relevant factor in market participation, 

affecting firms unevenly depending on their access to capital, technical expertise, and data 

infrastructure.  

This asymmetry has observable implications for competition and consumer experience. Large, 

established platforms are generally better positioned to absorb compliance costs, redesign 

internal data systems, and maintain sophisticated personalization mechanisms within regulatory 

constraints. Smaller platforms and new entrants, by contrast, face proportionately higher 

compliance burdens and reduced flexibility in experimenting with data-driven personalization 

as a means of differentiation. Over time, these dynamics risk reinforcing concentration in digital 

markets that are already characterized by network effects, economies of scale, and high 

switching costs features repeatedly identified by competition regulators and policy bodies in 

India and abroad4.  

For consumers, the expansion of privacy regulation produces a more complex outcome than a 

simple enhancement of protection. While individuals formally gain greater procedural rights 

over their data, these rights are typically exercised through standardized interface designs, dense 

privacy notices, and repeated consent requests, all of which shift the practical burden of 

decisionmaking onto users. Empirical studies and regulatory observations consistently note low 

levels of meaningful engagement with privacy policies and consent mechanisms, raising 

questions about the substantive efficacy of control-based models of data protection in 

environments marked by platform dependency5. Where market alternatives are limited, the 

availability of formal rights may coexist with a reduced scope for genuine choice, both in terms 

of platform selection and the diversity of commercial offerings.  

Therefore, Privacy regulation reshapes e-commerce business models, competitive conditions, 

and consumer choice. Rather than approaching data protection exclusively as a rights-based 

intervention, the analysis situates privacy regulation within a broader law-and-economics 

context, treating it as a structural force that reallocates costs, alters incentives, and indirectly 

shapes market composition. The paper will proceed by analyzing the role of data in e-commerce 

personalization, examining the design logic of privacy regulation, and tracing its differentiated 

 
4 See Competition Commission of India, Market Study on E-Commerce in India (2020); Parliamentary Standing 
Committee on Finance, Report on Anti-Competitive Practices by Big Tech (2022).  
5 See, e.g., Federal Trade Commission, Bringing Dark Patterns to Light (2022); European Data Protection 
Board, Guidelines on Consent (recognizing consent fatigue and low user engagement).  
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impact on firms of varying scale. It then evaluates how these changes affect the substance of 

consumer choice, before concluding that privacy protection and consumer welfare cannot be 

meaningfully advanced without explicit attention to competition, market structure, and the 

economic realities of data-driven commerce.  

II. Data, the core of E-Commerce Personalization  

E-commerce platforms derive a significant portion of their competitive advantage from their 

ability to collect, aggregate, and analyze user data across multiple points of interaction. Publicly 

available platform documentation and corporate disclosures consistently identify personal data, 

ranging from search queries and browsing histories to transaction records and location metadata 

as integral to product ranking, recommendation systems, targeted advertising, and inventory 

optimization. These functions are embedded within the core technical architecture of digital 

marketplaces and are treated by platform operators as essential to user engagement and 

commercial viability, rather than as ancillary features6.  

Recommendation and ranking systems, in particular, play an imperative role in shaping 

consumer behavior within digital marketplaces. Studies conducted or commissioned by 

competition and consumer authorities have recognized that the order in which products are 

displayed, the prominence accorded to particular listings, and the personalization of search 

results directly influence purchasing decisions7. In practice, these systems rely on continuous 

processing of large volumes of behavioral data to infer consumer preferences and predict 

purchasing likelihood. This reliance on iterative data analysis establishes a feedback loop: 

increased user interaction generates richer datasets, which in turn improve predictive accuracy 

and platform performance over time. The economic significance of this data feedback 

mechanism has been acknowledged in regulatory market studies examining the competitive 

dynamics of digital platforms.   

From a business perspective, personal data serves an economic function comparable to capital 

inputs in traditional markets. While data is non-rivalrous in nature, its commercial value is 

closely tied to scale and diversity. Platforms with access to large, longitudinal datasets are able 

 
6 See Amazon.com, Inc., Form 10-K, at 4–7 (2024); Meta Platforms, Inc., Transparency Center (describing use 
of behavioral data for ranking and advertising); Google, How Recommendations Work (public technical 
overview).  
7 See Competition Commission of India, Market Study on E-Commerce in India ¶¶ 3.20–3.35 (2020); U.K. 
Competition & Markets Authority, Online Platforms and Digital Advertising Market Study (2020).  
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to refine recommendation models, reduce uncertainty in demand forecasting, and optimize 

pricing and logistical decisions with greater precision. These advantages are reflected in 

corporate risk assessments and investor communications, where data analysis capabilities are 

routinely cited as material contributors to growth and resilience in digital commerce8. The 

accumulation and retention of user data thus operate as mechanisms through which platforms 

entrench market position and reduce competitive volatility.  

The dependence of e-commerce markets on data-driven personalization has also been 

recognized by consumer protection and competition regulators when assessing issues of 

transparency, fairness, and market power. Regulatory reports note that consumers rarely engage 

with the full range of available products on a platform and instead interact primarily with 

algorithmically curated subsets9.This concentration of attention amplifies the influence of 

ranking and recommendation systems, reinforcing the centrality of data processing to consumer 

choice architecture. As a result, any legal intervention that materially alters the conditions under 

which personal data may be collected, retained, or processed has predictable implications for 

the functioning of e-commerce markets as a whole.  

It is therefore both descriptively accurate and legally significant to treat data as a foundational 

economic input in digital commerce. Restrictions on data processing do not merely affect 

informational privacy in isolation; they necessarily interact with mechanisms of product 

discovery, market entry, and competitive differentiation. This observation does not presuppose 

any normative evaluation of data-driven commerce. Rather, it establishes a baseline that privacy 

regulation operates upon an economic environment in which data saturation, continuous 

profiling, and algorithmic mediation are structurally embedded. Understanding this baseline is 

essential to evaluating how regulatory design choices recalibrate incentives and reallocate 

advantage across firms of varying scale in subsequent sections of this paper.  

III. Privacy Regulation as a Market-Shaping Legal Framework  

A. The Legal Orientation of Data Protection in India  

 
8 See Amazon.com, Inc., Form 10-K, Risk Factors (data analytics and consumer behavior modelling); Alphabet 
Inc., Annual Report (2024) (discussing data-driven optimization as a competitive asset).  
9 See OECD, Consumer Policy and Fraud in Online Advertising (2021); Federal Trade Commission, Protecting 
Consumer Privacy in an Era of Rapid Change (2012) (recognizing influence of platform ranking and curation 
on consumer decisions).  
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Indian data protection law is structured as a regulatory framework, oriented toward protecting 

individual autonomy, dignity, and informational self-determination in digital environments. The 

architecture of the regime emphasizes consent, purpose limitation, data minimization, storage 

limitation, and enforceable user rights such as access, correction, and erasure. These principles 

are framed as safeguards against asymmetries of information and power that characterize large-

scale digital data processing10.  

This reflects a broader understanding of privacy as a legally protected interest rather than a 

purely contractual entitlement. Legislative and judicial developments in India treat personal 

data not merely as an economic asset or a subject of transactional exchange, but as an extension 

of individual personality and decisional autonomy11. Consequently, data protection obligations 

are imposed ex ante, as conditions for lawful processing, rather than ex post remedies for 

demonstrated harm.  

While this framing is generally compelling, its implications extend beyond the individual data 

subject. When applied to data-intensive sectors such as e-commerce, privacy regulation 

operates at the level of market infrastructure. Compliance with statutory requirements 

necessitates institutional arrangements, technical systems, and governance mechanisms that 

reshape how digital platforms are designed and operated. In this sense, privacy law functions 

not only as a protective regime but also as a regulatory force that reorganizes the conditions 

under which digital markets function.   

B. Compliance Obligations and Their Uneven Legal Incidence  

From a doctrinal perspective, data protection obligations apply uniformly to all entities that 

process personal data, irrespective of their size, market share, or competitive position. The law 

does not distinguish, in principle, between dominant platforms and smaller market participants 

when prescribing duties relating to consent, purpose specification, grievance redressal, or 

accountability12.  

However, the practical incidence of these obligations varies significantly across market actors. 

 
10 Digital Personal Data Protection Act, 2023, §§ 4–8 (India). Ministry of Electronics & Information 
Technology, The Digital Personal Data Protection Bill, 2023: Explanatory Note (2023).  
11 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 S.C.C. 1 
(India). Id. ¶¶ 168–170 (Chandrachud, J.).  
12 Digital Personal Data Protection Act, 2023, §§ 2(i), 4 (India).  
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Core compliance requirements, including the establishment of consent management systems, 

internal grievance mechanisms, record-keeping processes, and demonstrable accountability 

measures, entail baseline organizational and technological investments. These investments are 

triggered by the act of processing personal data itself, rather than by the scale or intensity of 

processing.  

For large e-commerce platforms, such obligations can often be absorbed within existing 

compliance infrastructures, legal teams, and technical capacities. For smaller platforms and new 

entrants, the same obligations may operate as threshold conditions for participation in data-

driven markets. The legal relevance of this asymmetry lies not in the statutes drafting, but in 

the interaction between formally neutral rules and structurally unequal market actors13.  

This phenomenon raises a broader regulatory question: whether uniform data protection 

obligations, when applied to markets characterized by economies of scale, network effects, and 

data-driven feedback loops, inadvertently function as non-price barriers to entry. While data 

protection law does not explicitly regulate competition, its compliance architecture may 

nonetheless influence patterns of market participation and consolidation.  

C. Purpose Limitation, Data Minimization, and Platform Design  

Among the foundational principles of data protection law, purpose limitation and data 

minimization have particularly significant implications for e-commerce platforms. These 

principles require data fiduciaries to specify, at the point of collection, the purposes for which 

personal data will be processed and to limit processing to what is necessary for those purposes14. 

Their normative objective is to constrain excessive data accumulation and prevent the 

repurposing of personal data in ways that undermine individual autonomy.  

In the context of e-commerce, however, platform operations are deeply reliant on iterative data 

use. Recommendation systems, search rankings, inventory optimization, and pricing strategies 

are continuously refined through the analysis of user interaction data. These systems are 

adaptive by design, relying on ongoing experimentation and feedback rather than static, pre-

 
13 Cass R. Sunstein, Problems with Rules, 83 Calif. L. Rev. 953 (1995). Frederick Schauer, The Tyranny of 
Choice and the Rulification of Standards, 14 J. Contemp. Legal Issues 803 (2004).  
14 Digital Personal Data Protection Act, 2023, § 5(a)–(c) (India). Regulation (EU) 2016/679 of the European 
Parliament and of the Council of 27 April 2016, arts. 5(1)(b)–(c), 2016 O.J. (L 119) 1.  
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defined data uses.  

The legal requirement to narrowly specify purposes and justify necessity introduces friction 

into this adaptive process. Each expansion or modification of data use must be reconciled with 

the originally specified purposes, and in some cases accompanied by renewed consent. While 

the law does not prohibit personalization or recommendation systems, it reshapes the conditions 

under which such systems may operate.  

Platforms with the capacity to maintain granular purpose definitions, layered consent 

mechanisms, and sophisticated internal data governance are better positioned to continue data-

driven personalization within regulatory constraints. Platforms lacking such capacity may face 

limitations in their ability to deploy personalization as a competitive differentiator. The legal 

significance of this divergence lies in how regulatory design interacts with business model 

flexibility, rather than in any express restriction on innovation.  

D. Consent and the Limits of Formal Autonomy  

Within data protection law, consent operates as the primary instrument for safeguarding and 

expressing individual autonomy. Valid consent is intended to transform data processing into a 

consensual act grounded in informed choice, thereby legitimizing data use that would otherwise 

be unlawful15.   

However, the effectiveness of consent as a regulatory tool depends not only on its formal 

validity, but also on the market context in which it is exercised. In concentrated digital markets, 

where a limited number of platforms mediate access to essential commercial and informational 

services, the availability of practical alternatives is often constrained. For instance, large e-

commerce platforms such as Amazon and Flipkart combine marketplace access with integrated 

logistics, payment systems, and visibility mechanisms that are difficult to replicate outside the 

platform ecosystem. In such a setting, refusal to consent to data processing practices may result 

in exclusion from the platform’s core services altogether. Under these conditions, consent 

operates less as an expression of autonomous choice and more as a formal authorization 

required for market participation.  

 
15 Digital Personal Data Protection Act, 2023, § 6 (India). European Data Protection Supervisor, Opinion 8/2018 
on Online Manipulation and Personal Data ¶¶ 15–18 (2018). Law Comm’n of India, Report No. 276: Legal 
Framework for Data Protection (2018).  
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From a legal perspective, this does not undermine the doctrinal validity of consent. Instead, it 

exposes the limits of consent-based regulation when individual decision-making is relied upon 

to discipline structurally powerful actors. Data protection law recognizes consent as a necessary 

condition for lawful processing, but it does not, and cannot, ensure that consent is exercised 

under conditions of genuine market freedom.  

E. The Interface Between Privacy Law and Competition Concerns  

Although privacy law and competition law pursue distinct normative objectives, their 

interaction in digital markets is unavoidable. Data protection law regulates the collection and 

use of personal data, while competition law addresses market power, entry barriers, and 

consumer welfare. When privacy regulation alters firms’ ability to collect, retain, and process 

data, it indirectly influences competitive dynamics.  

The absence of explicit coordination between these regulatory domains creates the risk of 

partial analysis. Privacy law may impose compliance obligations that disproportionately affect 

certain market actors, while competition law may assess market power without fully accounting 

for regulatory constraints on data use16. This regulatory siloing becomes particularly 

consequential in e-commerce markets, where data functions as a central input into competition 

on personalization and user engagement.   

Accordingly, the legal question is not whether privacy protection should yield to competition 

concerns, but whether privacy regulation can be normatively evaluated without reference to its 

market-structuring effects. Treating data protection law solely as an individual rights framework 

risks overlooking its broader implications for market composition and consumer experience.  

IV. Privacy Protection with Competitive Choice in Digital Markets  

The preceding analysis demonstrates that privacy regulation in data-intensive e-commerce 

markets operates not only as a framework for protecting individual informational interests, but 

also as a structural intervention that reshapes market conditions. While the expansion of data 

protection obligations strengthens formal user rights, it also reallocates costs and constraints in 

ways that influence entry, innovation, and consumer choice. Addressing these effects requires 

 
16 Competition Comm’n of India, Market Study on E-Commerce in India ¶¶ 6.10–6.16 (2020).: Jacques Crémer, 
Yves-Alexandre de Montjoye & Heike Schweitzer, Competition Policy for the Digital Era (Eur. Comm’n 2019).  
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neither dilution of privacy protections nor rejection of consent-based regulation, but a clearer 

appreciation of how regulatory design interacts with market structure.  

These obligations arise as preconditions for lawful participation in data-driven markets and are 

largely independent of transaction volume. While some costs scale with the amount of data 

processed, the most significant burdens are incurred upfront and do not diminish 

proportionately with firm size. As a result, smaller platforms and new entrants encounter 

privacy compliance as an entry threshold rather than a marginal operational cost. This 

asymmetry does not reflect discriminatory legal design, but it does indicate that uniform 

obligations may function as non-price barriers to entry in markets characterized by economies 

of scale and network effects.  

Privacy-preserving technologies might mitigate the competitive impact of data protection 

constraints. While such techniques offer important pathways for reducing intrusive data 

collection, their adoption requires substantial investment, technical expertise, and integration 

with existing platform architectures. In practice, the capacity to deploy these solutions at scale 

is unevenly distributed. Technological innovation therefore does not eliminate regulatory 

asymmetry, but may instead reinforce existing scale advantages.  

Data protection law undoubtedly expands procedural choice by granting individuals 

enforceable rights over consent, access, and erasure. However, substantive choice depends not 

only on individual control mechanisms, but also on the structure of the market in which choices 

are exercised. In concentrated e-commerce markets, the expansion of procedural rights may 

coexist with a contraction of meaningful alternatives however unrealistic as consumers may 

retain formal control over their data while facing limited ability to exit dominant platforms or 

access diverse modes of digital commerce.  

These dynamics do not reveal an inherent conflict between privacy protection and consumer 

welfare. Rather, they highlight the consequences of regulatory siloing. Privacy and competition 

law pursue distinct objectives, yet both shape digital market architecture. Evaluating privacy 

regulation in isolation risks satisfying formal rights while undermining the conditions necessary 

for meaningful choice. Therefore, an approach that recognizes data as both an object of 

individual rights and a source of market power is essential.  
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Conclusion  

This article has argued that India’s data protection framework must be understood not only as 

a regime of individual rights, but as a market-shaping form of regulation in data-intensive 

ecommerce environments. While consent and control strengthen formal autonomy, their 

operation within concentrated platform markets may inadvertently constrain substantive 

consumer choice. Addressing this tension requires a shift in regulatory perspective: privacy law 

must be evaluated for its structural effects on competition and entry, rather than treated as 

economically neutral. A response therefore lies in integrating privacy and competition concerns 

through structurally sensitive compliance design, transparency in algorithmic choice 

architecture, and an explicit recognition of data as both a locus of individual rights and a source 

of market power.  
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