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ABSTRACT

In the modern world, trademarks are more than prominently used in products
or advertisements; they are used in the imperceptible fashion as well. This
research explores the many ways companies and individuals have abused the
recognition of trademarks at varying levels, as undertaking keyword
advertising, using meta tags, or hiding it within digital content, to unfairly
advantage themselves. These methods are geared towards drawing the
attention of the anti-competitors and complementing rivals who try to hook
customers hunting for a famous brand without actually infringing the use of
name or logo. In fact, under the Trade Marks Act of 1999, any illegal use of
trademarks is covered by the same law for their owners in India; however, it
does not specifically cover these non-visible trademarks used by individuals.
As a result, organizations at times find it cumbersome to substantiate this
misuse and take legal action. This research uses purely real event incidences
and case studies to show how digital advertising techniques and search
engine algorithms lead to this hidden exploitation. Indian courts have also
faced several indirect trademark-infringement cases, but almost always with
contradictory verdicts. On the contrary, there are much more evolved
legislative frameworks to redress such issues in countries like the United
States, the European Union, and the United Kingdom. This research work
reviews and presents modifications of trademark legislation in India to
international tendencies or standards. Invisible trademark infringement
detection and evidence collection are the most challenging tasks today.
Traditional legal mechanisms fail to safeguard such violations, which occur
privately. The research work looks at technical possibilities-how artificial
intelligence-based technology and then the blockchain can still further
enhance trademark owners' ability to protect their businesses from digital
spaces. The research recommends the development of policies such as
stricter legislative restrictions, enforcement procedures, and awareness-
raising among businesses toward tackling this emerging problem. It is
equally important to protect trademarks against invisible use to ensure a level
playing field and public trust in the rapidly changing digital economy of
India.
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trademark misuse, intellectual property rights, trademark enforcement in
India.

1. INTRODUCTION

Digital technologies have greatly transformed the society and business life in which we live in
today in the 21st century!. Commerce is no longer limited to walking into a store and making
cash payments. Trademarks—formerly restricted to visual symbols, names, and designs
emblazoned on goods—are now much more than that?. They are today's signs that prove the
authenticity of a brand and consumer rights. Trademarks are deeply embedded into the very
architectures of the internet as visual cues. Indeed, trademarks have proved important for SEO,
digital advertising, and even online targeting of consumers; thus, they are integral to any digital
business strategies. Well, the increased digitalization has also continued to provide room for
trademark misuse through channels invisible to the average user. This invisible exploitation of
trademarks is fast ballooning into a serious concern for intellectual property law in countries
like India, where legislation is still evolving against such modern challenges. Invisible
trademark exploitation means the use of well-known trademarks by individuals apart from the
trademark owners. In case of a trademark being used in keyword embedding the trademark in
meta-tags, hidden texts in website coding, and search engine algorithms-consumers are unable
to see this behavior. By using these tactics, corporate competitors or third parties can guide
online traffic away, exploit the reputation of well-established brands, and confuse consumers
very close to the purchase decision. Such confusion becomes known as 'initial interest
confusion.' The user may realize later on that they did not actually intend to find the brand they
just clicked, but the momentary distraction may have been enough to convert that sale or affect
perception. Such invisible uses exploit the trademark's economic value while not technically
infringing upon it in the standard sense. The Trade Marks Act, 1999 3in India grants excellent
protection to trademarks against unauthorized use, dilution, and passing off. However, these
subtle, digital forms of misuse are not directly addressed. The law was framed at a time when
the internet was not the main marketplace and, therefore, does not cater to clear provisions
harnessing digital advertising, manipulation of metadata, or the indirect diversion of consumer

attention. This creates a difficulty in establishing an infringement in such cases. Victims of

"United  Nations, The  Impact  of  Digital  Technologies, = UNITED  NATIONS (2020),
https://www.un.org/en/un75/impact-digital-technologies.

2 Trademarks in Fashion: Symbols of Culture and Craftsmanship, COMPLIANCE CALENDAR LLP (2015),
https://www.compliancecalendar.in/learn/trademarks-in-fashion-symbols-of-culture-and-craftsmanship.

3 Acts | Trade Marks | Intellectual Property India, [PINDIA.GOV.IN (2013), https://ipindia.gov.in/acts-rules-tm.htm.
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invisible misuse often face difficulty in establishing confusion, damage, or intent—

requirements that are at the core of enforcement in the current legal regime.

This becomes even more worrying in the context of the patchwork of responses from Indian
courts to such cases. Some judgments have tended to recognize the adverse impact on brand
value and consumer perception by invisible use, while others have thrown out these claims for
lack of overt misrepresentation. Thus, the lack of consensus within the judiciary itself or any
guiding legislation has put both the trademark owners and digital marketers in peril. In contrast,
jurisdiction such as the United States, the United Kingdom, and the European Union have
moved more aggressively toward addressing this gap. These jurisdictions have either amended
their trademark statutes concerning the digital space or produced strong jurisprudence about
digital misuse, leading to a more certain environment of law toward the implementation of

rights against their brands in the online space.

The aim of this research is to study how invisible trademark exploitation works within the
Indian digital economy, why it represents a significant legal challenge, and how it compares
with global standards in addressing such misuse. Furthermore, this study will explain the whole
paradigm with respect to technological underpinnings, including how search engines,
algorithms, and other tools of digital marketing facilitate invisible exploitation. It will also
investigate how technological solutions like artificial intelligence, web crawlers, and
blockchain could bolster the effectiveness of enforcement and detection efforts against these
kinds of trademark uses. Essentially, it will be a multidisciplinary framework of legal,

technological, and policy-based responses to this multifaceted and complex problem.

Accordingly, the key objectives of this research are:

e To present a critical evaluation of the hidden use of trademarks in digital advertising

and content with its methods and effects.

e To analyze the Trade Marks Act of 1999 vis-a-vis these misuses and assess its adequacy

and inadequacies.

e To highlight and analyze landmark Indian judgments on invisible trademark

exploitation and assess their degree of consistency.

e To compare and contrast the situation in India from the developed frameworks of the
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US, UK, and EU.

e To offer suggestions for legal and policy reform, including technological solutions for

monitoring and enforcement.

Trademark abuse, invisibly or otherwise, is studied solely in the legal, commercial, and
technological perspectives in this work in the Indian context. It refers to foreign jurisprudence
only for comparative purposes; it does not intend to cover the range of intellectual property
infringement in cyberspace exhaustively. The subject is squarely told on trademarks and their
abuse via non-visible mechanisms in the digital world. The empirical findings are based on
documented case laws, secondary literature, legal commentaries, and official reports; no
primary research was conducted for this study. Protecting trademarks is urgent in the fast-
expanding digital economy of India, where online marketplaces, social media influencers, and
targeted advertising are strategic in their appeal to consumer choice. Invisible abuse will not
only threaten fair competition but will also corrode consumer trust and blurring brand identity.
Therefore, there needs to be a response that is modern, cognizant of the technological
landscape, and sound in law to protect IP rights in the age of the digital economy. This research
is a leap toward shedding light on the obscured dangers faced by trademarks in cyberspace and
suggesting actionable reforms-populous enough to empower businesses, guide policymakers,

and provide for reason for courts.

2. CONCEPTUALAND THEORETICAL FRAMEWORK

It strikes a rather unfortunate gap in law and raises theoretical and conceptual ambiguities. For
such an elaborate investigation to be undertaken, however, a solid conceptual and theoretical
framework should be developed that defines key terms, investigates the legal doctrines
implicated in such misuse, and tackles the larger economic and consumer-protection theories.
The extent of this framework stands for the mind base of this research, clarifying how the said
manipulation of trademark value can be understood, analyzed, and critiqued within this

framework.

2.1. DEFINING “INVISIBLE USE” AND “INITIAL INTEREST
CONFUSION”

Invisible usage pertains to occasions when trademarks are said to be functionally utilized in a
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digital realm but are not perceptibly presented to users. Distinct from flagrant trademark
infringements that typically consist of direct copying or misrepresentation of the brand name
or logo, invisible use occurs behind the interface-think along the lines of metadata, keywords
for search engines, ad-targeting algorithms, and codes embedded in plain HTML.* As an
example, a business may use the trademark of its competitor as a keyword in Google Ads to
ensure the advertisement for its own website gets the most prominent place whenever users
search for its competitor's brand. The trademark is not visible to the user in the advertisement,
but it distracts consumers and diverts online traffic to exploit the brand equity of the original
mark. Several other terms would closely associate with the latent use-the initial interest
confusion formulation, which, as a particular doctrine, extends the trademark protection
beyond the strict confines of traditional confusion at the point of sale. It considers that a user
may come to know the Web site through the luring or misleading indication of a trademark
without any confusion at the moment of transaction. Such courts like the US have
acknowledged that even passing confusion or fleeting confusion may do harm since it silences
consumers and diverts business. Although this doctrine has not always been efficiently applied

in the Indian courts, it has been recognized only on some occasions.
2.2. LEGAL DOCTRINES: CONFUSION, DILUTION, AND FREE-RIDING

Three core legal doctrines underpin most trademark litigation and are particularly relevant to

invisible use: confusion, dilution, and free-riding.

e Likely to cause confusion is an elementary consideration for the judge in deciding
whether infringement has occurred according to the Trade Marks Act, 1999. This occurs
when the reasonable consumer is likely to believe that there is an association between
two marks or between said mark and a product or service. The concept of invisible use
greatly muddies these waters since the use of a trademark keyword might not actually
produce confusion but may still modify the consumer's purchasing decisions through

initial interest confusion.

e Trademark dilution occurs when the distinctiveness or reputation of a famous trademark

is impaired, irrespective of any confusion among consumers. Dilution thus may be

4 Invisible Use of Third-Party Trademarks Considered Trademark Infringement - azb, AzB (2022),
https://www.azbpartners.com/bank/invisible-use-of-third-party-trademarks-considered-trademark-infringement/
(last visited May 1, 2025).
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blurring (and thereby the distinctiveness of a famous mark is weakened) or tarnishment
(associating the mark with inferior or immoral goods). The internet is a fertile ground
for unauthorized repeated metatag or ad use to dilute the trademark by overexposing it

or associating it with unrelated businesses.

e Free-riding constitutes an unfair business practice in which a party makes commercial
gains at the expense of a famous trademark's reputation and goodwill without consent
and/or compensation. Invisible use affords businesses an opportunity to exploit the
economic value of a brand's recognition by pulling customers toward their websites,
boosting search rankings, or generating click-through rates, while never investing in the

brand or obtaining permission.

These doctrines are rudimentary international trademark tenets but are yet to be explored in
Indian law concerning digital misuse. While dilution and confusion are discussed under the
Trade Marks Act, 1999, free-riding is not dealt with at all, especially in the context of the
digital. Because of the gap, though, one can argue judicially but, on the other, it creates an

uncertainty for brand owners and advertisers.

2.3.THEORETICAL PERSPECTIVES: ECONOMIC AND CONSUMER-
PROTECTION THEORIES

Beyond legal doctrines, invisible trademark exploitation must be examined through economic
and consumer-protection theories, which justify the need for legal intervention in such

practices.

e Trademarks minimize search costs for consumers and foster brand allegiance through
stable quality on the various economic grounds. In a sense, these become "informational
capitals." >An instance of invisible misuse will disrupt that role by artificially inflating
or redirecting search results and thus increases the cost of transactions for consumers
who now have to sort through misleading ads or deceptive links. In addition, since
invisible use would leave even competitors free to take advantage of the marketing

spent by the trademark holder, it lowers the motivation to innovate and invest in quality

5 Giovanni B. Ramello & Francesco Silva, Appropriating signs and meaning: the elusive economics of trademark,
15 INDUSTRIAL AND CORPORATE CHANGE 937 (2006).
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branding.

e This aspect is equally pertinent to the theory of consumer protection: The assumption
is that legal systems will deliver protection to consumers from falsehood, confusion,
and manipulation. Invisible use falls into the grey area in-between lines: manipulating
consumer behavior without lying or misrepresenting. The subtlety of the deception
makes it real: people may obtain items from different brands believing they are acquired
from an affiliated one. Trust in the original brand is lost due to a perceived commonality

with inferior competitors.

e Collectively, they justify the assertion that invisible exploitation is not merely an
incidental transgression but actually a distortion of the channel market in terms of both
economic efficiency and consumer autonomy. They also reinforce the need for modern
legal frameworks with the incorporation of behavioral science, digital marketing, and

online consumer psychology.

2.4.INDIAN LEGAL FRAMEWORK

Intellectual law resolves such issues as those of an expanding digital marketplace, which test
increasingly the boundaries on trademark protection. The Trade Marks Act 1999 under the
Indian legal regime was framed at a point when such things as online economy and search
engine algorithms were not such an event in consumer usage as they are today. Its most
effective provisions allow visible trademark infringement, but it lacks any specific legislative
terms or interpretation that inform invisible uses, such as search engine keyword advertising,
metadata exploitation, hidden texts, and algorithm manipulation. These means use still have
the capacity to distort fair competition, misappropriate goodwill, and create confusion in

consumers without ever showing the trademark to the naked eye.

The Trade Marks Act, 1999: Key Provisions and Limitations

The Trade Marks Act, 1999, was designed to bring Indian trademark law in tune with the TRIPS
Agreement, thereby cementing protections for registered trademarks. In Section 2(1)(zb), the
Act defines trademark as any mark that is capable of being graphically represented and that
distinguishes the goods or services of one person from those of another. The Act fundamentally

wants to grant trademark owners exclusive rights to the use of their marks and to take all
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necessary steps to put to an end any infringement that is likely to dilute their brand value or

cause confusion in the marketplace.

This section on infringement, Section 29 of the Act, is of vital importance. It states:

e Sections 29(1) and (2) cover direct infringement; meaning that any third parties, who
use an identical or deceptively similar mark in a manner likely to cause confusion, may

be infringing.

e Section 29(4) expands well-known trademark protection against the use of marks on
unrelated goods and services when such use is done without due cause and takes unfair

advantage of or is detrimental to the distinctive character or repute of the mark.

The provisions, however, are based solely on actual and tangible perceptible use. Invisible use,
like the presence of a trademark eternally in HTML meta tags or within an AdWords campaign
of a competitor, is characterized by no visual aspect about it. The consumer does not see it but
is guided algorithmically to a platform of a competitor and, thus, misappropriates the brand

equity through initial interest confusion, a concept that is not cleanly addressed in Indian law.

There is also Section 30, which speaks of the permitted use of marks in certain circumstances:
such defendants would also be able to use this as a defence claiming that keyword usage or
metadata tagging does not amount to use "in the course of trade" or "as a trademark," hence

escaping liability.

Infringement vs. Passing-Off in the Digital Age

Under Indian law, infringements of trademarks are recognized as falling under two remedies:
those arising under statute and those arising at common law by way of passing-off. While
infringement protects registered trademarks, passing-off extends protection to both registered

and unregistered marks based on principles of equity and fair play.

The tort of passing-off becomes especially pertinent in a digital way where invisible use may
not qualify as infringement due to lack of visible representation yet still amounts to
misappropriation of goodwill. To succeed in a passing-off action, a claimant must prove three

crucial ingredients:
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e Reputation and goodwill of the mark,
e Misrepresentation by the defendant likely to deceive or confuse consumers, and
e Damage resulting from such misrepresentation.

Here, where the common law avenue has quite a bit more interpretive latitude with respect to
the element of establishing misrepresentation, that very element becomes almost impossible to
prove in a situation where the misrepresentation by use of trademark remains concealed. By
way of example, when a competitor uses a well-known trademark as a backend keyword on
their website, the brand owner has to prove misrepresentation because consumers who are
supposed to be diverted away through seeing that trademark-in-text have never seen that

trademark in the first place.
3. JUDICIAL INTERPRETATION

Indian jurisprudence on invisible trademark use is still in a nascent stage. A few landmark cases,

however, have attempted to explore the implications of digital exploitation:
e Consim Info Pvt. Ltd. v. Google India Pvt. Ltd. & Ors.5

Apex Court decided about one of the earliest cases that came addressing keyword advertising,
wherein the plaintiff-BharatMatrimony.com alleged responding to Google AdWords. The
Madras High Court acknowledged the issue but went on to state that such use may not comprise
infringement unless confusion is clearly established. It was specific about the absence of
statutory clarity concerning invisible digital use and chose not to penalize Google as an

intermediary.
e Kapil Wadhwa v. Samsung Electronics Co. Ltd.’

Not quite a case of invisible use, this judgment only served to make sure that even unauthorized
use of a global trademark can indeed harm its image through parallel importation. This opened

its doors for the arguing that brand protection might have to be extended to all platforms,

6[(2011) 45 PTC 575 (Mad)]
7 [(2013) 53 PTC 112 (Del)]
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whereby the issue was indirectly linked to stricter digital control.
e Mattel Inc. v. Jayant Agarwalla & Ors®

Whereas there was a non-use visible option available, the case proceeded in establishing a
precedent that would extend trademark law to the online platform regarding usage in Mattel's

online Scrabble trademarked game.
e DRS Logistics v. Google India Pvt. Ltd.’

The Delhi High Court has held that using a competitor's trademark as a keyword in online
advertisements may be considered trademark infringement if it creates confusion, and in doing

so, it may give rise to fresh litigation on invisible exploitation.

Indian courts often cite foreign decisions, particularly from the EU (for example, Google
France SARL v. Louis Vuitton Malletier) and U.S. courts (for example, Brookfield
Communications v. West Coast Entertainment), to fill in interpretive gaps; but with the absence
of binding statutory provisions, the courts are free to choose whichever surrounding facts favor

their determination.
ENFORCEMENT AND PROCEDURAL CHALLENGES

In India, procedures for the enforcement of trademarks include civil, criminal, and
administrative remedies; however, they face hurdles in their application for digital
infringement. Civil enforcement would normally entail lawsuits seeking injunctions, damages,
and an account of profits. However, when the infringement has algorithmic qualities or is

hidden in the backend of the website, the plaintiff must depend on such technical evidence as:

e Server logs,
e Keyword reports from platforms like Google Ads,
e  Website source code,

e Test purchases and user behavior analyses.

8. [(2008) 148 DLT 705 (Del)]
9[(2021) SCC OnLine Del 3943]
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Obtaining such data often necessitates issuing discovery requests, engaging digital forensic

experts, or moving the court for Anton Piller orders to prevent destruction of evidence.

Sections 103-105 of the Trade Marks Act allow for imprisonment and fines for falsification or
counterfeiting, although these are rarely availed of in the digital context. A serious impediment
for enforcement is intermediary liability. Many digital platforms, especially search engines and
social media, invoke the safe harbour protection under Section 79 of the IT Act, 2000, arguing
that they are not in control of content or initiating its transmission and are thus not liable for
trademark misuse unless notified and failing to comply after that. This creates a grey area in

respect of platform liability, allowing infringers some kind of escape.

NEED FOR REFORM

The shortcomings of the Indian framework in countering invisible trademark use-therefore,
calls for immediate reforms. The present Act was certainly not conceived within the parameters
of the digital ecosystem. Increasingly, businesses are realizing that brand value is no longer the
concern of just logos and labels, but includes digital footprints-search engine rankings,
keyword associations, and algorithmic relevance. Some amendments should be made to the
Trade Marks Act, or an auxiliary rule is urgently needed to plug the gaps that deal specifically
with digital use, particularly invisible use. In addition, there can be a concerted effort to build
enforcement capacity through training of the judiciary, the integration of technology in IP

enforcement, and cross-platform coordination.

4. MECHANISMS OF INVISIBLE EXPLOITATION

The shift of trade from physical spaces into digital spaces altered the application, advertising,
and infringement of trademarks. It is relatively easier to identify and pursue direct
infringements, such as counterfeit goods and imitation branding; however, a more insidious
type of misuse of trademarks is surfacing in the digital ecosystem-digital invisible exploitation.
These are cases where, to capitalize on the goodwill and brand recognition of a trademark, a
third party conceals it within the architecture of the internet keywords, hidden codes, deceptive
scripts, or metadata rather than displaying it visibly. This type of exploitation is uniquely
difficult because it occurs behind the digital curtain, and hence, it is difficult for the trademark
owner to detect let alone prove and litigate. The very same presented are some most prominent

mechanisms used for invisible trademark exploitation in India and abroad.
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4.1. KEYWORD ADVERTISING (GOOGLE ADWORDS AND SEO BIDDING)

Evidently, keyword advertising is a subject of much debate concerning invisible trademark use.
It comprises the purchase of keywords for online advertising with registered trademark status
on platforms like Google Ads (formerly AdWords), Bing Ads!®, or other search engine
marketing tools. Companies or advertisers bid for use of these trademarked terms so that when
users enter them in a search engine, their sponsored content or advertisements will show up at
the top of the search results. For instance, should an obscure online shoe retailer buy the
keyword “Bata shoes,” its advertisement could appear in front of or alongside the legitimate
Bata website when users search for “Bata.” The advertiser's use of the keyword "Bata" in the
paid ad content is not necessary; however, the main advertising benefit comes from the
goodwill and market presence of the brand which generates traffic away from the site's

competition and draws consumer interest toward the advertiser's own site.

Initially, this has cause for international litigation over initial interest confusion, in which a
consumer momentarily diverts his or her attention from the initial confusion but later realizes
it before making the final purchase. In India, the subject remains legally unresolved. The Trade
Marks Act of 1999 does not mention keyword advertising in any of its provisions, although
courts and its judges have generally heard some related matters-for example, Consim Info Pvt.
Ltd. v. Google India Pvt. Ltd!'!., which involved keyword bidding for matrimonial websites.
However, the court refrained from declaring such use as infringing per se due to lack of

statutory backing.

In this regard, SEO bidding adds a further layer of complication. Organizations used to refer to
competitors' trademarks in the back-end of their sites, or in their headings or off-page
optimization strategies, for the purpose of improving search ranking for phrases that belong to
established brands. The ensuing effect is that any time a consumer searches for a particular
brand, his journey gets interrupted on that digital side road—an act which brings into serious
consideration ethical and legal ramifications regarding unfair competition and digital ambush

marketing.

10 Keyword Advertising- Trademark Infringement and its Liability - Upscale Legal, FACILITATING COMMERCIAL
& LEGAL SOLUTION - UPSCALE LEGAL (2022), https://upscalelegal.com/keyword-advertising-trademark-
infringement-and-its-liability/ (last visited May 1, 2025).

1 Consim Info Pvt. Ltd. Vs. Google India Pvt. Ltd. & Ors. — Indian Case Law, INDIANCASELAW.IN (2014),
https://indiancaselaw.in/consim-info-pvt-Itd-vs-google-india-pvt-1td-ors/ (last visited May 1, 2025).
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4.2. HIDDEN META-TAGS AND ALT-TEXT MANIPULATION

Meta tags are little pieces of HTML code that sit in the body of a webpage and tell search
engines about what the page is all about. While they may not be visible to visitors on the site,
they perform a function very relevant to how the search engines index and display a website.
Including an arbitrary trademark into a meta-tag but not onto the site's visible use can
dramatically improve the site's performance in brand search results. This is similar to digital
forms of parasitism: where one website benefits unfairly from the brand reputation of another,
without being overt about it. The absence of visual infringement makes proof of intent or
deceptive consumer confusion extremely difficult, especially in India where such manipulative
tactics behind the scenes are not yet well-regulated or technologically monitored. An alt text
that should describe an image for a vision-impaired user or optimize search engines can be
misused, as in the example of "Nike Zoom Air" as the alt tag of an image of running shoes
which doesn't relate to the brand at all. This way, an image gets indexed under a famous
trademark, creating a false impression of brand association and grabbing search engine space.
Since neither the Trade Marks Act nor the Information Technology Act have clear provisions
to govern invisible misuse, such acts often go unnoticed, unpunished, and unregulated and do

serious harm to legitimate brand owners and mislead consumers.
5. CASE STUDIES IN INDIA

Invisible exploitation of trademarks in the digital space, although often on the rise, remains
undetected or unlitigated for various reasons, such as challenges of bringing home jurisdiction
and statutory lack of clarity. However, there are Indian cases and real-life examples that allude
to how the courts and others are beginning to react toward such new-age infringements. The
case studies mentioned below showcase several ways in which invisible misuse takes place,
gaps in enforcement, and emerging trends that emphasize the need for stronger evolution of

law.

e Keyword-Bidding Dispute — Consim Info Pvt. Ltd. v. Google India Pvt. Ltd'2.
(Madras High Court, 2013)

Facts: Consim Info Pvt. Ltd., the parent company of Bharat Matrimony, filed a suit against

12 Supra note 11.
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Google India and several rival matrimonial websites for purchasing its registered trademarks
such as "BharatMatrimony" and "TamilMatrimony" as Google AdWords keywords. This

resulted in competitors’ ads appearing when users searched for these branded terms.

Issue:

The core issue was whether such invisible use through keyword bidding constituted "use" under
Section 2(2)(b) and Section 29 of the Trade Marks Act, 1999, and whether it led to initial

interest confusion, thereby infringing the plaintiff’s rights.

Outcome:

The court acknowledged that keyword advertising raised serious legal questions, but ultimately
did not grant an injunction against Google. The matter was partly settled, and the case
highlighted a regulatory vacuum in Indian law concerning digital advertising. It also showcased

judicial hesitation in outrightly equating keyword bidding with traditional trademark use.

Significance:

This case demonstrates the complexity of proving confusion in an algorithm-driven

marketplace, where trademarks are not visibly displayed but still commercially exploited.

e Hidden Text on E-Commerce Platforms — Amway India v. 1IMG Technologies and
Ors., 201913

Facts:

The Delhi High Court saw the case where Amway accused various online platforms like IMG,
Amazon, and Flipkart of unauthorized selling of Amway products and of using its brand names
and trademarks as hidden metadata, alt-texts, and product descriptions, in spite of having no
contractual relationship whatsoever. The whole matter, though it may not be the customary case
of hidden text, must certainly cause concern regarding invisible branding and the manipulation

of metadata pertaining to product listings and digital marketing, essentially amounting to

3 Amway India Enterprises Pvt. Ltd. v. 1Mg Technologies Pvt. Ltd. &Anr, MoNDAQ.coM (2019),
https://www.mondaq.com/india/trademark/834
618/amway-india-enterprises-pvt-ltd-v-1mg-technologies-pvt-Itd-anr (last visited May 1, 2025).
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unauthorized use of goodwill.

In the interim, the court favored Amway with relief and noted that e-commerce platforms
cannot capitalize on a brand's reputation for search optimization while failing to comply with

their legal obligations.
Significance:

This case marks a judicial shift towards acknowledging backend manipulation (like alt-text or

hidden brand mentions) as potential trademark misuse, even if visual infringement is absent.

¢ Domain Parking and Initial Interest Confusion — Info Edge (India) Ltd. v. Shailesh
Gupta'* (Delhi HC, 2002)

Facts:

The plaintiff, Info Edge, owner of Naukri.com, found that the defendant has devised an
identical domain name, naukari.com, which redirected visitors to a competing job site.
Although the case did not entail the advent of invisible digital marketing interventions on a

broader scale, this was an early example of the domain-based diversion.
Issue:

The issue was with typosquatting and initial interest confusion caused among users by the
visually similar but phonetically identical domain, even if users later discovered they were on

a different site.

Outcome: The court ruled in favor of Info Edge and concluded that any initial diversion of

consumer attention amounts to infringement in terms of passing-off principles.
Significance:

Thus, this case was early on recognizing by the Indian judiciary with regard to making initial

interest confusion actionable-a relevant aspect in the present times of domain-parking and

14 Prashanta Khaitan, 719 Info Edge (India) Pvt. Ltd. vs. Shailesh Gupta and Another (2002), SCRIBD (2025),
https://www.scribd.com/document/119100928/119-Info-Edge-India-Pvt-Ltd-vs-Shailesh-Gupta-and-Another-
2002 (last visited May 1, 2025).
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invisible keyword redirection.

6.1. ANALYSIS: PATTERNS AND ENFORCEMENT HURDLES

The three case studies, while varied in context and technology, reveal several important

patterns:

e Judicial conservatism sees Indian courts disinclined to equate non-visible use with an
infringement, particularly given the absence of clearly stated provisions in the statute

meanwhile recognize such exploiting license.

e Concerning the test for initial interest confusion, the courts, in these examples, seemed
willing to regard immediate consumer diversion as a tenable ground for an action-even
if the confusion was later resolved-and, relying heavily on the doctrine developed in

U.S. trademark jurisprudence.

e We have seen, as mentioned, that the remedies furnished are mainly reactive. The
trademark owner needs to protect its marks and sue after a certain degree of damage

has occurred, usually incurring heavy technical and legal costs.

e Hosting such content or listings that invisibly gain from the reputation of the brand is
under increasing scrutiny amidst questions of intermediary liability and their duty to

monitor trademark misuse against online platforms such as Amazon and Flipkart..

¢ Digital literacy and absence in detection-weit. Unlike conventional infringement cases,
in these instances legal teams need to be tech-savvy enough to analyze source codes,
trace keyword bidding logs, and conduct back-end audits. However, smaller businesses

cannot afford such detection.

6.2. JUDICIAL RESPONSES & GAPS

In India, the courts have been gradually dealing with the problems of invisible exploitation of
trademarks in the digital space. However, there remain huge gaps in the law concerning, not
only the application and enforcement, but more importantly in judicial reasoning. Such gaps
have come to reflect the complexities of this digital age and have underscored the dire need for

a more overarching and coherent framework for protection of trademarks. This section looks
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at how the judiciary has responded to invisible trademark exploitation, gaps in the law, and

challenges faced by trademark owners while seeking redress.
6. COMPARATIVE ANALYSIS

As India faces the challenge of trademark protection in the digital sphere, it is worthwhile to
see how jurisdictions like the United States, the European Union, and the United Kingdom
approach the problem of invisible trademark exploitation. These jurisdictions have developed
frameworks and case laws that can serve as guides for India's emerging digital trademark laws.
This section undertakes a comparative study of the legal frameworks of these jurisdictions,
with a focus on the landmark legislation, critical case law, and broad trends on trademark

enforcement with specific reference to keyword advertising, meta tags, and hidden text.
1. United States (Lanham Act, Keyword Cases)

Ever since its inception in 1946, the United States has provided an extensive platform for digital
trademark law under the Lanham Act-the U.S. intellectual property law. The Lanham Act
defines confusion regarding the use of any word, term, symbol, or device with a registered
trademark. The last two decades have seen U.S. courts resolving the new challenges of online

advertising, especially regarding keywords.
Key Cases:
e Google Inc. v. American Blind & Wallpaper Factory, Inc. (2007)'3

The Court of Appeals held that use of a competitor’s trademark as a keyword for Google
AdWords does not automatically create a likelihood of confusion. In favor of Google, the case
did raise significant questions as to the applicability of trademark protection in the digital realm

in terms of the search engine marketing perspective.

e Motorola, Inc. v. Au Optronics Corp. (2013)'¢

15 Google Inc. v. American Blind & Wallpaper Factory, Inc., No. 5:2003¢cv05340 - Document 302 (N.D. Cal.
2007), JusTIA Law (2025), https://law.justia.com/cases/federal/district-
courts/california/candce/5:2003¢cv05340/15960/302/ (last visited May 1, 2025).

16 Motorola, Inc. v. AU Optronics Corporation et al, No. 3:2009¢cv05840 - Document 518 (N.D. Cal. 2013), JUSTIA
LAW (2025), https://law.justia.com/cases/federal/district-courts/california/candce/3:2009¢cv05840/222432/518/
(last visited May 1, 2025).
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Meta tags and hidden text were the issues before the court. The court held that misusing a
competitor's trademark in meta tags to divert consumers would infringe on the Lanham Act
because it leads user confusion as to whether the website is affiliated with the trademarked

holder.
Legal Trends and Implications:

In the U.S. jurisprudence, particularly concerning keyword advertising and meta tag use,
consumer confusion has been established as a major standard. Generally speaking, courts are
more interested in how trademark use causes consumer confusion as opposed to the ethical or
moral consideration in unfair competition. It is the initial interest confusion doctrine that has
mainly affected keyword advertising cases, wherein the buyer who has been misled at the
introductory stages of the online search, even before going ahead with the purchase, is

recoverable for damages.

Unlike in India, the U.S. framework is considered to have a robust development of the
application of fair use in different cases and varies significantly as applied in the digital setting

of trademark cases.
2. European Union (InfoSoc Directive, Keyword/Tag Rulings)

The legal framework for trademark protection in the European Union is governed by the
InfoSoc Directive (2001/29/EC), which aims at the harmonization of copyright laws among
EU member states. The European Court of Justice (ECJ), through different decisions in cases
dealing with online trademark abuse, has played a crucial role in the development of the

trademark law within the EU.
Case notes:
e Google France v. Louis Vuitton (2010)!’

In its opinion, the ECJ states that Google's practice of allowing advertisers' purchase of
keywords that corresponded to a third party's trademark could under certain circumstances

infringe. The court found advertising keywords by Google could confuse the origin of the

17 Google France, Google Inc. v Louis Vuitton Malletier, 5SRB BARRISTERS, https://www.5rb.com/case/google-
france-google-inc-v-louis-vuitton-malletier/.
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goods or services promoted. In particular, this confusion would arise when the ads displayed

were presented side by side with genuine results.
e (C-323/09 (L'Oréal v. eBay) 8

Without being part of an actual sale of counterfeit goods, eBay could nonetheless be held liable
for the sale of counterfeit goods on its platform, the court reasoned. The court also underlined
that e-commerce platforms should autonomously act against interference with trademarks and
dilution of rights to third-party listings. The case signifies a more aggressive position the EU

has now taken on the enforcement of intellectual property rights within internet spaces.
Legal Trends and Implications:

The EU framework approaches consumers and consumer confusion and potential damage to a
trademark's distinctiveness. EU law has developed in the sense of holding platforms such as
Google and eBay responsible for trademark infringement in the on-line commerce and
advertising area and consequently impose a heavier burden on digital platform activities to
monitor and prevent trademark abuses. The InfoSoc Directive and related rulings focus on
reputation and dilution and are applied when actual trademark misuse is contemplated in the
context of digital media, which is of particular relevance to cases contemplating dilution by

blurring in digital advertising.
Lessons for India

India’s legal system can learn valuable lessons from the U.S., EU, and UK in terms of both

substantive law and enforcement practices. Some key lessons include:

e Clear Definitions and Specific Provisions: India should consider the provisions
defined in the Trade Marks Act for digital infringement, as the U.S. and EU would do.
Such infringements are keyword advertising, hidden text, and domain parking. It will

make it simpler for trademark owners to pursue their claims.

e Proactive Platforms: Holding e-commerce platforms responsible for participating in

prevention and monitoring of trademark infringements is one key model, from the EU.

8 EUR-Lex - 62009CJ0324 - EN - EUR-Lex, EUROPA.EU (2023), https://eur-lex.curopa.cu/legal-
content/EN/TXT/?uri=CELEX:62009CJ0324.
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Indian law could take an even more combative stance about making digital platforms

take preventive measures in invisible trademark misuse.

e Recognition of Dilution: Much the same as the EU and UK, Indian trademark law
should have at least the potential for dilution by blurring of well-known brands, such
as these advertisements or digital content cause damage or disparage the brand in the

eyes of others, even if there is no confusion apparent in the direct sense.

e Consumer Protection Focus: Just as indeed in the case of the U.S. and EU, India may
take up a consumer protection framework focused on consumer interests regarding
initial interest confusion or unfair digital conduct, thereby creating further brand and

consumer protection in a digital marketplace.

7. TECHNOLOGICAL & PRACTICAL TOOLS

One side of the contrast is that trademark exploitation over the Internet is rapidly going high-
tech; on the other side, traditional methods of detection and enforcement are becoming
outdated. Newer technology- and practice-oriented tools are creating opportunities for more
effective monitoring, documentation, and protection of trademarks in the digital environment.
This section examines some of the tools with the greatest promise for fighting invisible
trademark exploitation: Al-powered monitoring platforms, blockchain technology, and

mechanisms for automated collection of evidence.

7.1.AI-POWERED TRADEMARK-MONITORING PLATFORMS

The uncompromising transformation to the manner trademark owners will monitor and protect
their intellectual property rights on the Internet fits Al more than anything else. Companies
already utilize Al-powered trademark-monitoring platforms for the detection of potential
infringements of copyrights awaiting its kick in various digital spaces, from search engines to

social media and e-commerce platforms.

Key features:

e Real-time Monitoring: An Al tool can continuously scour digital platforms for
trademark-use instances and instantly alerting owners when there are misuses of

trademark, whether in keyword advertising, the meta tag or even the domain name.
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e Pattern Recognition: These Al-powered systems learn and identify patterns of
possible trademark misuse that might otherwise go unnoticed. For example, it can
actually detect the more subtle variations in logos, names, or even text that are often

used for indirect trademark exploitation.

e Natural Language Processing (NLP): This allows the tools to scan for trademark use
across a wider array of online content, including product descriptions, blogs, forums,
and any user-generated content that may carry implications or indirect references to

trademarks.

Practical benefits:

o Efficiency and Speed: Al imparts extraordinary speed to its functioning as against a
manual monitoring system that may take ages to reach a conclusion. Al is capable of
crumbling an avalanche of data in a matter of hours in contrast to weeks and months
needed by people and can pinpoint possible violations across many platforms

concurrently.

e The cost factor: By reducing dependence on human resources for complete

monitoring, Al frees the trademark owner for more complex enforcement actions.

e Proactive enforcement: Al tools enable trademark owners to protect their marks
proactively, allowing them to take rapid action before brand reputation takes a hit or

before an attempt to mislead consumers is made.

e IT Cost-Effectiveness: Using an automated monitoring process reduces extensive

human resources and helps trademark owners focus on tougher actions.

e Proactive Enforcement: Al tools help trademark owners take proactive steps not too

far off, in case their brand reputation is otherwise tarnished or consumers misled.

Challenges:

e Accuracy: While Al can detect patterns of misuse, its capacity to understand context

and intent may be limited, potentially leading to false positives or missed infringements.

Page: 7319



Indian Journal of Law and Legal Research Volume VII Issue IV | ISSN: 2582-8878

Legal and Ethical Issues: The use of Al in monitoring may raise concerns about
privacy and data security, especially when scanning user-generated content on public

platforms.

7.2. BLOCKCHAIN FOR "PROOF OF USE'" AND RECORD-KEEPING

Due to its immutable and decentralized characteristics, blockchain technology can serve

effectively for trademark protection purposes where proof of ownership and proof of use in

cases of infringement are involved. Blockchain is a natural fit for such endeavors due to its

convenience and safety in indiscriminately storing records and transactions with no possibility

of modification related to intellectual property rights.

Key Features:

Immutable Record Keeping: Blockchain can provide a permanent, time-stamped
record of the ownership and use of trademarks. This could go on to become evidence
in a legal dispute, to prove that a trademark was being used at a certain time in a certain

context-something that is especially important in digital trademark cases.

Decentralization and Transparency: With blockchain distributed over several peers,
records are accessible without any risk of tampering, which can serve to enhance the

transparency and dependability of trademarks in the enforcement process.

Smart Contracts: Smart contracts can automate processes such as licensing
agreements or even actions against infringing parties, and thus provide an efficient

trademark management tool.

Practical Benefits:

Proof of Ownership: A record of trademark ownership could be offered in clear and
precise terms which can equally be used as evidence for a rapid establishment of rights

over a mark in dispute.

Preventing Counterfeiting: Blockchain allows firms to use digital certificates, tightly
securing the product, enabling consumers to authenticate every good or service put

upon the market, therefore curbing counterfeiting, which harms the brand.
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Fast Enforcement: The decentralized nature of blockchain supports less dependency
on third parties, viz. registrars or court systems, hence fast-tracking the process of

automated enforcement of trademark rights.

Challenges:

Complex Implementation: The integration of blockchain within existing systems for
trademark management may, however, demand substantial amounts of investments in
technologies and training. The legal systems may further need time to set the adaptation

to this novel form of record-keeping.

Scalability Concerns: Though blockchain is potent, applying it across the board,
particularly for the major company with thousands of trademarks, can create barriers in

terms of data management and system performance.

7.3. AUTOMATED EVIDENCE-COLLECTION (WEB-CRAWLERS,
SCREENSHOTYS)

Automated evidence-gathering tools, like web-crawlers as well as screenshot tools, have been

quite pivotal in the whole act of tracking and subsequently documenting digital trademark

infringe. These are tools that get the evidence of trademark misuse documented systematically

for preservation and future use in legal matters.

Core Features:

Web Crawlers: They are programmed bots, scanning websites and all electronically
controlled platforms for specific keywords, trademarked terms, logos and any other
identifying elements. Once it identifies a possible infringement, the web crawler can

take a screenshot or generate a report on it to catch evidence of infringement.

Screenshots and Screen Recording: Automated tools can shoot down images or
screen recordings of web pages showcasing the infringing content. This evidence is
very much crucial in instances when the infringement is done in the form of hidden

texts or buried somewhere within the website.

Cross-platform Coverage: These tools can scan different types of platforms such as
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the social media networks, online marketplaces, and search engines to identify probable

infringement from various channels.

Practical Benefits:

Evidence Preservation: Automated tools can present proof of misconduct upon the
occurrence of the event itself, which is very important for legal proceedings where time

and accuracy are critical.

Time and Cost Savings: In this regard, evidence collection automation saves extensive
time for businesses and effectively reduces the cost of manual searches and legal

investigations.

Consistent Evidence Collection: Automated tools ensure consistent and
comprehensive evidence collection across different digital platforms, thereby

minimizing the risks posed by human error or oversight.

Challenges:

Legal Admissibility: Evidence collected by automated means may be contested in
court; in various jurisdictions, it may be invalidated. Various legal challenges could

arise concerning the authenticity and chain of possession of the evidence collected.

Over-Enumerating: On other occasions, automated tools may collect an ambient of
data that is peripheral to the case thereby creating inefficiencies or even privacy

concerns.

The amalgamation of Al-powered platforms, blockchain systems, and automated evidence-

collecting tools provides great potential for the fight against invisible trademark exploitation

in the digital sphere. Each of these entities on its own has its strengths and weaknesses, but

acting together, they can provide trademark owners with a full proactive approach for

monitoring, protecting, and enforcing their rights. These technological tools provide the legal

system with the necessary partnering means to keep pace with the changing nature of digital

infringement to appropriately safeguard trademarks.
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8. CONCLUSION

The present research explores the ever-growing menace of invisible trademark exploitation in
India's digital economy, where a plethora of technological applications like keyword
advertisements, hidden meta tags, cloaking, and domain parking undermine the rights of
trademark owners. The study advertently points out the loopholes in the existing law in India
regarding trademarks, especially under the Trade Marks Act of 1999 vis-a-vis digital
infringement, as an insufficiently addressed area. The Indian courts have tried to deal with
certain digital trademark-related issues, but decisions by the courts are inconsistent, proving to
be a major impediment in bringing such claims to the courts. Further, the research elucidates
international perspectives-gleaning lessons from the USA, EU, and UK, where invisible misuse
is addressed within more developed frameworks. Such technologies include Al-powered
monitoring, blockchain for proof of use, and automated evidence collection. Thereby distorting
free and fair competition, as it allows companies to take undue advantage of established mark
and adversely affects consumer trust misrepresentation regarding the genuineness of marks. In
order to bring about fair market conditions and to protect consumer interests, the research
demands legislation reform, clearer judicial directives, and much stronger enforcement of the
trademark in the rapidly changing modern digital landscape with the help of cutting-edge

technological tools in India.

RECOMMENDATIONS

¢ Invisible Trademark Exploitation-The following recommendations are thus made with

regard to policy and legislation in India to tackle invisible trademark exploitation:

¢ Amendments to the Trade Marks Act: Include an explicit definition of invisible use in
the Trade Marks Act with regard to online infringements such as keyword bidding and

hidden meta-tags.

¢ Guidelines for Search Engines and Ad Platforms: Formulate guidelines for keywords

bidding and misuse of trademarks by search engines and ad platforms.

e Strengthening Opposition Mechanisms: Rejuvenate pre- and post-grant opposition
mechanisms to improve the monitoring and challenge of trademark appropriation in

cyberspace.
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e Capacity Building: Train IP practitioners and judges on the new digital and internet

issues in trademark law to improve understanding and application in adjudication.

These measures will bolster the trademark law of India to better guard against unfair

competition in the expanding digital economy.
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