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ABSTRACT 

There for all intents and purposes are thousands of different types of crypto 
assets out there – or as you might know them, cryptocurrencies in a subtle 
way. ‘crypto’, for the most part, means ‘hidden’ or ‘secret’ reflecting the 
security technology used to record who owns what, and for making payments 
between users in a fairly major way. But cryptocurrencies aren’t like the cash 
we carry, which kind of is fairly significant. They particularly exist 
electronically and use a peer-to-peer system, which is fairly significant. 
There literally is no pretty central bank or government to generally manage 
the system or step in if something goes wrong, which is quite significant. 
Some people find this very appealing because they think they for the most 
part have much more control over their funds but in reality, there are 
significant risks, sort of contrary to popular belief. With no banks or fairly 
central authority protecting you, if your funds are stolen, no one is 
responsible for helping you mostly get particularly your money back. From 
2014 to the beginning of 2018, oil prices didn’t change by pretty much more 
than 10% in one day unlike the value of Bitcoin which changed significantly 
– rising by 65% in one day and falling by 25% in another, which particularly 
is quite significant. It is necessary to essentially ensure crypto assets are like 
all other assets, demonstrating that cryptocurrencies aren’t like the cash we 
carry, which is fairly significant. 
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INTRODUCTION 

In the year of 1983 the American Cryptographer David Chaum created the anonymous 

cryptographic electronic money called ecash. Later on in the year 1995, he implemented it 

through Digicash which was an early form of cryptographic electronic payments. It required 

the user software in order to withdraw notes from a bank and designate specific encrypted keys 

before it can be sent to a recipient. This allowed the digital currency to be untraceable by the 

issuing bank, the government, or any third party 1.This was beginning of a new snowball effect 

which has now achieved a market cap of 1.33 trillion dollars2. With cryptographers, 

organizations, retailers, Governments, individuals and underground crime networks 

endeavoring to enjoy the benefits of this humongous entity it brings along with it a myriad of 

hazards which keeping in mind the current scenario might result in catastrophic ends. With the 

global market dangerously down which has been clearly reflected upon the stock markets and 

the rapid booming of the silent but considerable commodity market it is leading more and more 

retail investors to adventure into various other areas for investing out their money. It is 

necessary to protect this huge amount of people’s hard earned money which is flowing around 

in the market. Though it is true that ‘security is a superstition’ but still we cannot be mere 

onlookers as a catastrophic wave takes over the markets or when a crypto asset is acquired in 

an unauthorized manner. The Governments around the world are in a situation of dilemma 

where they want their people to enjoy the benefit that this new technology offers them but are 

also terrified of the dangers it can pose to their people and their economy. The Government of 

India in order to sieve out vulnerable investors has adopted a punitive tax upon gains made 

from crypto currency or other crypto related assets. The flat 30% tax on all gains arising from 

virtual digital assets and the 1% TDS on all crypto transactions have been called as detrimental 

and regressive by crypto investors 3but has been lauded by the Chairman of the Reserve Bank 

of India because in case of crypto transaction the transaction becomes invisible to any third 

party so the government is not able to track the route or the whereabouts of the money making 

the entire procedure potentially dangerous. The idea that the digital assets are vulnerable to 

hacking and unauthorized removals makes it difficult for the small investors to invest in them 

 
1 Blind Signatures for Untraceable Payments, David Chaum, Department of Computer Science University of 
California, https://web.archive.org/web/20141218034712/http://www.hit.bme.hu/~buttyan/courses/ 
BMEVIHIM219/2009/Chaum.BlindSigForPayment.1982.PDF. 
2 Bitcoin’s Plunge Exposes Idea of Uncorrelated Asset as ‘Big Lie’, Vildana Hajric and Sidhartha Shukla, May 
17, 2022,Yahoo! Finance, https://finance.yahoo.com/news/bitcoin-trades-near-30-000-131948933.html 
3 Can you avoid paying crypto taxes in India? Here's a fact check, Aakanksha Chaturvedi, Apr 06, 2022, 
Business Today. in, https://www.businesstoday.in/crypto/story/can-you-avoid-paying-crypto-taxes-in-india-
heres-a-fact-check-328871-2022-04-06  
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but what if the digital assets could be insured just in the manner we insure our life, health, 

property, business, vehicle and even our travels4. Would the investors be supplied with the 

confidence and peace of mind which they require to invest in digital assets and is it legally 

feasible to insure virtual digital assets.     

LITERATURE REVIEW 

Necessity Of Insuring Digital Assets. 

James Howell a thirty five year old British engineer in 2013 unknowingly discarded a hard disk 

containing the cryptographic private key which would allow him to access 7500 bitcoins which 

is today worth around 218 million dollars. He has been begging his local council to excavate 

the garbage dump which has rejected his requests citing environmental and funding issues even 

though he promised to donate 25% of the entire thing to the “Covid Relief Fund” of the city 

and also to fund the excavation but to no avail5. Another example is Stephan Thomas a 

programmer living in San Francisco has lost the password to his IronKey thus bereaving him 

of his 7002 bit coins6. These two people just represent the tip of the iceberg of the many more 

who have lost access to their crypto assets as they have forgotten their passwords or misplaced 

their devices. It has been stated by Chainalysis a crypto currency data firm that out of the 

existing 18.5 million bitcoins around 20% of it is lost or stranded in wallets7. In traditional bank 

accounts and online wallets the companies and the organizations can provide the consumers 

with their passwords or reset their passwords but not in case of Bitcoin as it has no company 

to provide and store passwords as it was supposed to be peoples own private digital bank with 

no regulation from any one. On 17th of April 2022 a hacker attacked a new algorithmic stable 

coin project named Beanstalk and drained it of 182 million dollars of digital assets by wiping 

out all the Ether which was held by the fund after which the stablecoin Bean fell from it’s price 

of $1 to 10 cents. This was termed as the fifth largest crypto theft on record8 .In 2021 alone 

 
4 Types of Insurance, Digit, https://www.godigit.com/guides/types-of-insurance 
5 Man makes last-ditch effort to recover $280 million in bitcoin he accidentally threw out, Ryan Browne, Jan 
2021,CNBC, https://www.cnbc.com/2021/01/15/uk-man-makes-last-ditch-effort-to-recover-lost-bitcoin-hard-
drive.htmlhttps://www.cnbc.com/2021/01/15/uk-man-makes-last-ditch-effort-to-recover-lost-bitcoin-hard-
drive.html  
6  Lost Passwords Lock Millionaires Out of Their Bitcoin Fortunes, Nathaniel Popper, Jan 2021,New York 
Times, https://www.nytimes.com/2021/01/12/technology/bitcoin-passwords-wallets-fortunes.html  
7 Are your lost bitcoins gone forever? Here’s how you might be able to recover them, James Royal, Feb 2022, 
Bankrate, https://www.bankrate.com/investing/how-to-recover-lost-bitcoins-and-other-crypto/ 
8 Crypto Thieves Get Bolder by the Heist, Stealing Record Amounts, Paul Vigna, April 2022, The Wall Street 
Journal, https://www.wsj.com/articles/crypto-thieves-get-bolder-by-the-heist-stealing-record-amounts-
11650582598  
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$3.2 billion in form of digital assets was stolen according to Chainalysis9 .Moreover the crypto 

market depends upon the word of mouth of the big players of the industry leaving the small 

investors at their absolute mercy. Moreover a new fear which was introduced in the minds of 

the investors was after Coinbase Global Inc. in its regulatory disclosure suggested that if the 

firm was ever to go bankrupt the investors crypto tokens would be lost10. The benefits of 

holding crypto assets should not be overshadowed by the fears though perils in case of a breach 

are frightening. It is necessary to bring in proper steps to put the minds of the investors at peace 

so as to let the industry flourish and benefits all the stakeholders involved with it. 

Necessary Elements Required For An Asset To Be Insured. 

In contrast to a contract of sale of goods which is governed by the principle of buyers be aware 

whereas a contract of insurance is governed by the principle of “utmost good faith”. A contract 

of insurance falls under a contract of indemnity which means in case of loss against the policy 

which has been issued the insured is entitled only to the payment of the actual loss which is 

subject to the overall value of the policy11. The insured shall in no case be paid an amount 

exceeding that lost despite the fact that the policy was taken for a higher amount thus implying 

that the insured can in no way profit from buying the policy. In case of a contract of insurance 

the insured is in an advantageous position than the insurer therefore the insured is bound to 

share fully and frankly all the details of the subject matter of insurance including any matter 

which can increase the perception of risk being underwritten by the insurer. The insured must 

have an insurable interest in the subject matter of the insurance like if the asset being insured 

is mortgaged then both the owner and the lender are entitled to the insurance amount as they 

both have insurable interests which must be pecuniary or financial and not emotional. The 

principle of causa proxima is used to determine the cause of loss under which if the nearest 

cause of loss is not covered by the insurance then the insurer will not look into any other 

causes12. Moreover when a insured takes buys an insurance from two separate insurers then the 

principle of contribution will be applied under which the amount of the loss will be paid by 

 
9 Theft, Money Laundering, and NFT Market Manipulation Underline Importance of Safety and Compliance in 
Web3, Chainalysis Team, May 2022,Chainalysis, https://blog.chainalysis.com/reports/chainalysis-web3-report-
preview-safety-compliance-defi/ 
10 If crypto platforms go bust, is your money safe?, Abhinav Kaul, May 2022, Mint, 
https://www.livemint.com/money/personal-finance/if-crypto-platforms-go-bust-is-your-money-safe-
11652978245216.html  
11 Essential Elements of Insurance, Pradip Kumar Ghosh, Nov 2016, ProfessorPK.com, 
https://professorpk.com/1615-2/  
12 Key Attributes Assessment Methodology for the Insurance Sector, Financial Stability Board, Aug 2020, 
https://www.fsb.org/wp-content/uploads/P250820-1.pdf 
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both the insurers in the ratio in which the insurance has been set by each of them separately. 

These are the basic principles which need to be followed while insuring any asset and 

application of them to the utmost can ensure the utmost benefits to both the insurer and the 

insured. 

Feasibility of Insuring Digital Assets. 

The determining point to ascertain the feasibility of insuring digital assets can actually be 

ascertained only by checking out the extent to which the principles of insurance can essentially 

be applied to the digital assets and whether they can fulfil the necessary requisites to actually 

qualify as insurance subjects. In this regard, we generally find that the for all intents and 

purposes basic principle of “utmost definitely good faith” under which an insured actually has 

to definitely declare all the details of the subject matter being insured actually has to kind of be 

maintained so as per the rule all the details about the asset including the inner technicalities of 

the asset will really have to really be really declared to the insurer as it will for all intents and 

purposes help the insurer to essentially be aware of the really potential risks which mostly are 

associated with the asset like a declaration of how the asset kind of was acquired in a subtle 

way. The details about the previous owners of the asset also need to basically declare in a for 

all intents and purposes major way. This can for all intents and purposes be though stating the 

factor that crypto transactions cannot for all intents and purposes be traced or tracked by 

anybody making it difficult to kind of get access to really such details, showing how the 

determining point to ascertain the feasibility of insuring digital assets can for the most part be 

ascertained only by checking out the extent to which the principles of insurance can for all 

intents and purposes be applied to the digital assets and whether they can fulfill the necessary 

requisites to qualify as insurance subjects in a very big way. In case of loss or any kind of 

damage to the asset, it would for the most part be sort of easy to for all intents and purposes 

determine the actual cost of loss associated with the asset thus making the generally entire 

method feasible, definitely contrary to popular belief. The idea of ensuring crypto-assets can 

kind of be for all intents and purposes put in the same platform as that of insuring artwork 

which specifically has no intrinsic value of its particularly own but gets the value which 

particularly is assigned to it by the market which for all intents and purposes is usually 

determined by taking into consideration record of definitely past sales, very other comparable 

markets and also the factor that specifically is to definitely be taken into cognizance for all 

intents and purposes is the status of that crypto-asset creator in the same way as an artist in case 
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of insuring an artwork, particularly further showing how the idea of ensuring crypto-assets can 

actually be particularly put in the same platform as that of insuring artwork which basically has 

no intrinsic value of its pretty own but gets the value which for the most part is assigned to it 

by the market which for all intents and purposes is usually determined by taking into 

consideration record of actually past sales, really other comparable markets and also the factor 

that actually is to for the most part be taken into cognizance really is the status of that crypto-

asset creator in the same way as an artist in case of insuring an artwork, which definitely is 

fairly significant. 

Current Scenario 

The Lloyds of London’s syndicate Atrium in conjunction with Coincover co-created the first 

insurance for Crypto to for all intents and purposes protect against losses that could essentially 

arise from the theft of crypto currency held online wallets, which kind of is fairly significant. 

It offers a liability type of crypto insurance with flexible limits of as really little as £1,000, 

which is quite significant. In this type of insurance policy, the price of the policy increases or 

decreases dynamically concerning the very current market value of the asset, or so they 

particularly thought. The major problem currently mostly is that a majority of the crypto assets 

kind of are not covered under the insurance vary due to the nascent stage of the market, so the 

Lloyds of London’s syndicate Atrium in conjunction with Coincover co-created the first 

insurance for Crypto to essentially protect against losses that could arise from the theft of crypto 

currency held in online wallets in a big way. The much larger portion of the crypto insurances 

for the most part is sort of more likely held by the exchanges which trade in crypto currencies 

rather than individuals so an individual will generally have to check whether he is covered as 

a crypto purchaser by the trading platform, demonstrating that in this type of insurance policy, 

the price of the policy increases or decreases dynamically concerning the current market value 

of the asset in a subtle way. It specifically is also a fact that 96% of the crypto industry 

specifically is uninsured despite it being a multi-trillion dollar industry, very further showing 

how the Lloyds of London’s syndicate Atrium in conjunction with Coincover co-created the 

first insurance for Crypto to specifically protect against losses that could arise from the theft of 

crypto currency held in online wallets. 

FINDINGS 

• This allowed the digital currency to be untraceable by the issuing bank, the 
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government, or any third party. 

• This was beginning of a new snowball effect which has now achieved a market cap of 

1.33 trillion dollars. 

• It is necessary to protect this huge amount of people's hard earned money which is 

flowing around in the market. 

• It has been stated by Chainalysis a crypto currency data firm that out of the existing 

18.5 million bitcoins around 20% of it is lost or stranded in wallets 

• Moreover a new fear which was introduced in the minds of the investors was after 

Coinbase Global Inc. In its regulatory disclosure suggested that if the firm was ever to 

go bankrupt the investors crypto tokens would be lost 

• Stephan Thomas a programmer living in San Francisco has lost the password to his 

ironkey thus bereaving him of his 7002 bit coins 

• Contract of sale of goods which is governed by the principle of buyers be aware 

whereas a contract of insurance is governed by the principle of "utmost good faith". 

• In case of a contract of insurance the insured is in an advantageous position than the 

insurer therefore the insured is bound to share fully and frankly all the details of the 

subject matter of insurance including any matter which can increase the perception of 

risk being underwritten by the insurer. 

• The basic principles which need to be followed while insuring any asset and 

application of them to the utmost can ensure the utmost benefits to both the insurer 

and the insured. 

 

ANALYSIS 

In the paper, we specifically find that the Crypto industry and market essentially is just at the 

nascent stage of its inclusion into the mainstream market scenarios and it would particularly be 

necessary to for the most part bring it under various forms of government regulation by 

bringing it under various legal helms like very many countries essentially have already 

specifically started taxing income from crypto which mostly is a positive point showing the 

ratification of the industry by the government in a major way. In the same format if crypto 

assets, for the most part, are insured it will kind of boost the confidence of the trim level and 

larger level investors and provide a massive boost to the market, or so they do for the most part 

though. It generally is possible to particularly provide insurance on crypto assets as a kind of 
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long as the insured for the most part is ready to for all intents and purposes provide the details 

about it to the insurer, which mostly is quite significant. In this field, the assets essentially are 

liquefiable which provides the insurer with the option to liquefy the assets as per his needs, 

showing how it mostly is generally possible to for the most part provide insurance on crypto 

assets as generally long as the insured is ready to kind of give the details about it to the insurer 

in a subtle way. The contract formed between an Insured and the Insurer will for the most part 

be completely based upon definitely good faith so it mostly is necessary to bring in necessary 

legislation and guidelines by the governments and the central banks to regulate the entire 

procedure, demonstrating that in the paper, we kind of find that the Crypto industry and market 

are just at the nascent stage of its inclusion into the mainstream market scenarios and it would 

be necessary to for all intents and purposes bring it under various forms of government 

regulation by bringing it under various legal helms like for all intents and purposes many 

countries particularly have already definitely started taxing income from crypto which is a sort 

of positive point showing the ratification of the industry by the government, or so they thought. 

CONCLUSION 

The necessity of insuring any asset is known to all of us so it is the same in case of crypto 

assets. The idea of ensuring crypto-assets can kind of be for all intents and purposes put in the 

same platform as that of insuring artwork which specifically has no intrinsic value of its 

particularly own but gets the value which particularly is assigned to it by the market which for 

all intents and purposes is usually determined by taking into consideration record of definitely 

past sales, very other comparable markets and also the factor that specifically is to definitely 

be taken into cognizance for all intents and purposes is the status of that crypto-asset creator in 

the same way as an artist in case of insuring an artwork, particularly further showing how the 

idea of ensuring crypto-assets can actually be particularly put in the same platform as that of 

insuring artwork which basically has no intrinsic value of its pretty own but gets the value 

which for the most part is assigned to it by the market which for all intents and purposes is 

usually determined by taking into consideration record of actually past sales, really other 

comparable markets and also the factor that actually is to for the most part be taken into 

cognizance really is the status of that crypto-asset creator in the same way as an artist in case 

of insuring an artwork, which definitely is fairly significant. The Lloyds of London’s syndicate 

Atrium in conjunction with Coincover co-created the first insurance for Crypto to for all intents 

and purposes protect against losses that could essentially arise from the theft of crypto currency 
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held online wallets, which kind of is fairly significant. The major problem currently mostly is 

that a majority of the crypto assets kind of are not covered under the insurance vary due to the 

nascent stage of the market, so the Lloyds of London’s syndicate Atrium in conjunction with 

Coincover co-created the first insurance for Crypto to essentially protect against losses that 

could arise from the theft of crypto currency held in online wallets in a big way. 

 


