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ABSTRACT

In the digital age, e-commerce has become a powerful force that is changing
international trade, as companies depend more and more on online channels
to connect with customers worldwide. Protecting the intangible assets that
support digital businesses, such as patents, trade secrets, copyrights, and
trademarks, is the main function of intellectual property rights, or IPR.
However, the global reach of the internet has increased risks such as digital
piracy, cybersquatting, counterfeiting, and lax enforcement. The difficulty is
to furnish adequate legal safeguards for internet brands while not interfering
with innovation or competition or access to customers. There are
international treaties, such as the TRIPS Agreement, the WIPO Internet
Treaties, and the DMCA, that provide protection in addition to national law
frameworks, such as India's Trademark Act, 1999; Patents Act, 1970; and
Copyright Act, 1957. Cases decided by courts in published opinions provide
insight as to how judges work to balance free market and trademark
protection, for instance, it is to act on trade marketing practices similar to
Amazon.com v. Barnes & Noble in the United States, and Kapil Wadhwa v.
Samsung in India. Nonetheless, there are still implementation gaps due to
complex jurisdictions, intermediary liability, and speedy pacing of
technological development. Strong enforcement, technological innovations
like blockchain-based anti-counterfeit systems, and established international
standards are crucial, according to this report, to ensure safe online markets.
In the global e-commerce sector, maintaining innovation-driven growth,
maintaining customer trust, and guaranteeing fair competition all depend on
strengthening intellectual property rights.
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1. INTRODUCTION

Global trade changed drastically in the twenty-first century. With the development of the
internet, e-commerce platforms have partially or fully replaced conventional brick-and-mortar
business models. Companies like Amazon, Alibaba, Flipkart, and eBay are now examples of
how big and expansive this change has become - connecting buyers with sellers in just a click,

and creating global markets for cross-border trade.!

However, with this transformation comes an array of new challenges. The intangible and
borderless nature of e-commerce has made brands more vulnerable to infringement than ever
before. Counterfeit products, unauthorized reselling, digital piracy, and cybersquatting
undermine the authenticity of brands and erode consumer trust.> E-commerce intermediaries
face increasing criticism for being conduits of counterfeit trade, while businesses struggle to
maintain control over their brand identity in secondary and parallel markets.’ The resulting
tensions highlight the central role of Intellectual Property Rights (IPR) in ensuring both brand

protection and consumer confidence in digital markets.
1.1 The Rise Of Digital Branding And The Centrality Of IPR

It is common to refer to intellectual property (IP) as the "currency of the digital economy."
Trade secrets, patents, trademarks, and copyrights are the cornerstones of online firms in the e-
commerce space. Trademarks serve as reputational and origin indicators, setting one seller's
products apart from another. Software, images, movies, and website content are all protected
by copyrights. Payment gateways and business strategies, like Amazon's "One-Click" function,
are protected by patents. Trade secrets protect private data, including corporate plans, client

information, and algorithms.*

These intangible assets are crucial for customers as well as useful for businesses. When a
customer buys a branded good from Amazon, they rely on the trademark as an indicator of

quality. A subscriber who downloads e-books or music does so with confidence that the

' World Intellectual Property Organization (WIPO), World Intellectual Property Indicators 2022 (2022)

2 OECD & EUIPO, Trade in Counterfeit and Pirated Goods: Trends in Trade in Counterfeit and Pirated Goods
15-17 (2021).

* Ministry of Commerce & Industry, Govt. of India, Draft National E-Commerce Policy (2019)

4 Rochelle C. Dreyfuss, Patents and E-Commerce: Business Method Patents and Beyond, 16 Berkeley Tech. L.J.
855, 860-65 (2001).
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platform has obtained copyright licenses. Therefore, in the digital economy, IPR is essential

for promoting innovation, preserving fair competition, and guaranteeing customer confidence.
1.2 Threats To Digital Brands

Despite the protective role of IPR, e-commerce has amplified the risks of infringement. The

digital marketplace is uniquely vulnerable to:

1. Counterfeit Goods — Online marketplaces are flooded with fake products that exploit
brand goodwill while deceiving consumers. Studies suggest that counterfeit trade

accounts for a significant share of global e-commerce losses.’

2. Trademark Infringement and Cybersquatting — Digital branding is undermined

when third parties register domain names or create online stores deceptively similar to

established brands.

3. Digital Piracy — Copyright-protected works such as music, films, e-books, and
software are widely pirated, often through file-sharing sites or unauthorized streaming

platforms.’

4. Unauthorized Parallel Imports — The Indian case of Kapil Wadhwa v. Samsung
highlighted tensions between trademark exhaustion and control over online resale

markets.®

5. Weak Intermediary Liability — Platforms like Amazon and Alibaba often escape
liability by positioning themselves as “intermediaries,” despite being key enablers of

counterfeit trade.’

These threats not only harm businesses but also jeopardize consumers, who may unknowingly
purchase substandard or dangerous counterfeit goods. They also undermine broader economic

goals by discouraging innovation and eroding market competitiveness.

5 Daniel J. Gervais, The Role of Copyright in the Digital Era, 6 Int’l Intell. Prop. L. & Pol’y 871, 875-80
(2001).

¢ OECD & EUIPO, supra note 2, at 22.

71d. at 40-43.

8 Kapil Wadhwa v. Samsung Electronics Co., 2012 SCC OnLine Del 5172 (India).

9 Alibaba Group Holding Ltd. v. Alibabacoin Foundation, 2018 WL 2022626 (S.D.N.Y. Apr. 30, 2018).
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1.3 International And National Dimensions Of Protection

Because of the worldwide nature of the internet, defending e-commerce companies is a more
difficult task. A merchant who violates the law may target customers in one area, host their
website in another, and be physically situated in another. This makes enforcement extremely
tough. Despite efforts to standardize standards by international treaties like the WIPO Internet
Treaties and the Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS),

national agencies are primarily responsible for enforcing them. 1°

In India, statutory protection is provided by the Trademark Act of 1999, the Copyright Act of
1957, and the Patents Act of 1970. Meanwhile, digital trade is governed by the Information
Technology Act of 2000. In the context of e-commerce, however, judicial rulings have
frequently been necessary to elucidate these statutes. For example, the ruling in Amway v.
Amazon by the Delhi High Court highlighted the necessity of controlling illegal internet sales

of direct-selling goods.!!
1.4 The Problem Of Enforcement

The main issue is the difficulties in enforcing the law, not the lack of legal structures. Cross-
border conflicts complicate matters of jurisdiction. In many places, intermediary liability laws
are still lax, which lets platforms avoid accountability. Furthermore, it becomes much more
unclear how to distinguish between genuine parallel imports and fake goods. The issue is made

worse by the lack of consumer awareness initiatives and practical technology solutions.

According to Professor Daniel Gervais, the issue with digital intellectual property protection is
not whether to "lock everything up," but rather whether to create effective licensing systems
that maximize permitted uses of content while thwarting illegitimate use.!? This emphasizes
the necessity of a well-rounded strategy that protects e-commerce firms while promoting

competition, innovation, and accessibility.

10 Agreement on Trade-Related Aspects of Intellectual Property Rights, Apr. 15, 1994, Marrakesh Agreement
Establishing the World Trade Organization, Annex 1C, 1869 U.N.T.S. 299.

" Amway India Enterprises Pvt. Ltd. v. Amazon Retail India Pvt. Ltd., 2019 SCC OnLine Del 9930 (India).
12 Gervais, supra note 5, at 880.
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2. STATEMENT OF PROBLEM

Despite the existence of laws that safeguard intellectual property, such as trademarks,
copyrights, and patents, they will not work far enough to safeguard e-commerce brands in the
virtual market. Intellectual property laws were designed to address the challenges of a physical
market, thus, they are unsuitable to address the problem of counterfeiting, prostitution through
digital piracy, and exploitation by middle men in rapid and borderless online environments.
The result is that counterfeiters if faced with inconsistent jurisdiction, weak enforcement, and
unclear intermediary liability, have economically wrought havoc for brand owners with high
legal costs to proceed with litigation and the absence of viable remedies. Therefore, more legal
reform is necessary to address the challenges of e-commerce brands in the digital marketplace
through substitutes to intellectual property laws or even reforming those laws, with reforms
including e-commerce (substituting trademark), statutory trade secrets protection, liability
criteria specific to online platforms, specialized IP courts and laws, harmonization of liability

standards, and remedies along a consumer framework.

3. RESEARCH OBJECTIVES

The following goals are used in this study to try to solve the issues mentioned above:

1. To investigate the function of patents, trade secrets, copyrights, and trademarks in the
digital marketplace in order to assess the importance of intellectual property rights in

safeguarding e-commerce brands.

2. To assess whether national and international legal frameworks, such as the DMCA,
TRIPS, WIPO Internet Treaties, and Indian IP statutes, are sufficient for protecting
digital brand identity.

3. To research judicial interpretations and enforcement patterns in Indian and
international courts, with an emphasis on how the judiciary strikes a balance between

competition, consumer rights, and brand protection.

4. To determine the difficulties in enforcing IPR in the digital age that arise from piracy,

counterfeiting, intermediary responsibility, and jurisdictional concerns.

5. To make technological, legal, and policy suggestions for enhancing e-commerce brand
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protection in accordance with fair competition and consumer trust.

4. RESEARCH QUESTIONS

1. Whether patents, trade secrets, copyrights, and trademarks collectively serve as

effective tools for safeguarding e-commerce brands in the digital marketplace.

2. Whether existing national and international legal frameworks such as the DMCA,
TRIPS, WIPO Internet Treaties, and Indian IP statutes are adequate to protect digital

brand identity in cross-border online transactions.

3. Whether judicial interpretations and enforcement patterns in Indian and international
courts strike an appropriate balance between protecting brand owners, promoting

competition, and safeguarding consumer rights.

4. Whether enforcement of intellectual property rights in the digital age is substantially
hindered by piracy, counterfeiting, intermediary liability, and jurisdictional

complexities.

5. Whether technological innovations, legal reforms, and policy measures can be
effectively integrated to enhance e-commerce brand protection while maintaining fair

competition and consumer trust.

5. RESEARCH METHODOLOGY

In this study, a doctrinal approach has been adopted with a few comparative and analytical
aspects to make an analysis complete and full. The interpretation is grounded on primary
sources, including but not limited to: national legislation i.e., Trademarks Act, 1999, Copyright
Act 1957, Patents Act, 1970, Information Technology Act, 2000, and case law - which offers
some interpretation in the protection of the brand in the digital environment. To give this
background information on the practical challenges, we shall use scholarly writings, policy
papers, institutional reports - such as WIPO, OECD, and UNCTAD countries reports. A report
on counterfeit commerce by OECD (2021), for instance, included some alarming statistics
concerning online breaches. The comparative dimension can be achieved through comparing
the domestic and international systems - e.g. the intermediary liability under the IT Act, 2000,

and the notice-and-takedown system of the DMCA of the USA to see what was missing and
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can be done better.

In conclusion, we shall apply an analytical framework and assess the conflict between
safeguarding a brand and encouraging healthy competition, innovation and consumer access,
and the implication of the public interest of increased levels of intellectual property
enforcement on monopolization and consumer welfare. The multi-faceted approach will give
the overall picture of the significance of the intellectual property rights in ensuring the safety

of e-commerce businesses and detect the systemic failures everywhere and reform is required.
6. INTELLECTUAL PROPERTY IN THE CONTEXT OF E-COMMERCE
6.1 The Centrality Of Intellectual Property In The Digital Economy

E-commerce is based on intangible assets, such as digital platforms, brand names, consumer
trust, algorithms, and content, rather than physical infrastructure. Because they give firms legal
tools to safeguard their investments in creativity, innovation, and brand development,
intellectual property rights (IPR) end up becoming the currency of the digital marketplace.!3
The goodwill of a business is almost entirely contained in its portfolio of intellectual property,
which includes its brand name, website interface, patented technologies, and copyrighted
content. This is in contrast to traditional commerce, where a company's goodwill was connected

to its physical stores and customer experience.

Customers who shop on sites such as Amazon or Flipkart are unlikely to interact with the
merchant in person. Rather, customers rely on brand identifiers such as trademarks, product
images, and reviews. This dependency elevates the importance of intellectual property in
differentiating authentic products from counterfeited products and keeping purchasers

confident to shop online.!*
6.2 Trademarks: Safeguarding Digital Brand Identity

In e-commerce contexts, trademarks are arguably the most critical category of intellectual

property. As a badge of origin, a trademark provides a link between a given product or service

13 Mark Lemley, IP in a World Without Scarcity, 90 N.Y.U. L. Rev. 460, 464 (2015).
4 OECD & EUIPO, Trade in Counterfeit and Pirated Goods: Trends in Trade in Counterfeit and Pirated Goods
15-17 (2021).
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and the manufacturer that makes it.!> Due to the inability of customers to personally inspect

things before making a purchase, trademarks are more important in the online setting.

Among the most important problems e-commerce platforms face is counterfeiting. Well-
known trademarks are used by fake goods to deceive consumers, eroding brand equity and
consumer trust. E-commerce is estimated by the OECD to be a major contributor to the about

USD 464 billion annual trade in pirated and counterfeit goods. !¢

6.3 Copyrights: Protecting Digital Content And Consumer Experience

Copyright law plays a vital role in e-commerce by safeguarding digital content that forms the
basis of consumer engagement. The software that powers the platform, product descriptions,
logos, promotional films, and website design are all protected by copyright laws to prevent

illegal copying and piracy.

Piracy, however, remains rampant in the digital environment. The growth of illicit file-sharing
and streaming services indicates how ineffective copyright enforcement is. A Brand uniqueness
is weakened in the context of e-commerce when product photos, website content, and even

entire platforms are copied without permission.!”

Copyright holders can demand that infringing content be removed by using the notice-and-
takedown procedure provided by the U.S. Digital Millennium Copyright Act (DMCA).
According to academics like Daniel Gervais, the true objective is to create effective licensing
schemes that permit legitimate digital use while reducing infringement, rather than just
stopping illegal use.!® The conflict between safeguarding brand material and guaranteeing

customer access in the digital marketplace is reflected in this.

6.4 Patents: Securing E-Commerce Innovation

Patents are essential for safeguarding the technological advancements that power e-commerce
platforms, in addition to copyrights and trademarks. New inventions, such as encryption and

payment gateways, as well as business strategies, are granted exclusive rights via patents.

15 Trade Marks Act, 1999, No. 47 of 1999, § 2(1)(zb) (India).

16 OECD, supra note 2, at 22.

17 Digital Millennium Copyright Act, 17 U.S.C. § 512 (1998)

13 Daniel J. Gervais, The Role of Copyright in the Digital Era, 6 Int’l Intell. Prop. L. & Pol’y 871, 875-80
(2001).
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Amazon v. Barnes & Noble is a seminal case in this field, in which Amazon argued that it had
a patent on the "One-Click" online shopping method. Despite the fact that the lawsuit was
settled, it showed how patents may be used to safeguard creative business practices in online
markets. Similar disagreements arose over patented reverse auction mechanisms for internet

ticket sales in Priceline.com v. Expedia.'®

In India, innovations involving technical software applications, including encryption or
payment processing systems, may still be protected even though business method patents are
typically excluded under Section 3(k) of the Patents Act. This shows how the balance between
promoting real technology advancement in e-commerce and avoiding the monopolization of

abstract concepts is changing.?’
6.5 Trade Secrets And Data Protection

For e-commerce companies, trade secrets are yet another important form of IP protection. Trade
secrets receive protection based on confidentiality, whereas registered forms of intellectual
property receive protection through their own mechanisms. Algorithms used by logistics
optimization models at Flipkart, Google's search ranking algorithms, and Amazon's

recommendation engines are all examples of trade secrets that companies protect vigorously.

The scope of trade secrets has increased in the digital era due to the growing importance of
customer data. Data protection laws like the General Data Protection Regulation (GDPR) of
the EU and the forthcoming Digital Personal Data Protection Act, 2023, of India, however,
have an impact on this. These laws require companies to process and share customer data in a

way that is legal !

Therefore, even if trade secrets preserve competitive advantage, they must increasingly coexist

with laws intended to protect the privacy of consumers.

7. INTERNATIONAL LEGAL REGIMES PROTECTING E-COMMERCE BRANDS

7.1 TRIPS Agreement: The Foundation Of Global IP Protection

An online transaction could involve a customer in one country, a platform based in a different

¥ Priceline.com, Inc. v. Expedia, Inc., 2010 WL 3034721 (D. Conn. Aug. 2, 2010).
20 Patents Act, 1970, No. 39 of 1970, § 3(k) (India).
2l Digital Personal Data Protection Act, 2023, No. 22 of 2023 (India).
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country and a seller in a different country. E-commerce names should be safeguarded by
international intellectual property (IP) systems as they are used across different borders.
Nowadays, the protection of the brand is regulated by international conventions, regional

regulations, and domestic laws that influence the actions beyond their motherland.

The most extensive international agreement pertaining to intellectual property was the TRIPS
Agreement, which was ratified in 1994 as a component of the WTO framework.?? It sets basic

requirements for patents, copyrights, trademarks, and enforcement procedures.

e Trademarks and Counterfeiting: In order to stop illegal use of marks, trademark
owners are granted exclusive rights under Article 16 of TRIPS.?® In e-commerce, where
counterfeiters take advantage of brand names and emblems in online listings, this is

essential.

e Copyright Protection: By including the Berne Convention (aside from moral rights),
TRIPS guarantees global protection for digital content, such as software, website

graphics, and audiovisual assets.

e Enforcement: In compliance with Part III of TRIPS, members are required to use a
range of civil and criminal remedies against IP infringement, including injunctions,

damages, and border controls.?*

TRIPS has limitations in the digital sphere, though. There are differences because, although
establishing minimum requirements, national governments have the power to carry them out.
For example, counterfeit retailers usually use weak enforcement in certain areas to seek buyers

around the world.?’
7.2 WIPO Internet Treaties: Adapting Copyright To The Digital Age

To address the issues raised by digital technology, the WIPO Copyright Treaty (WCT) and the
WIPO Performances and Phonograms Treaty (WPPT), together known as the "Internet

22 Agreement on Trade-Related Aspects of Intellectual Property Rights, Apr. 15, 1994, Marrakesh Agreement
Establishing the World Trade Organization, Annex 1C, 1869 U.N.T.S. 299.

B 1d. art. 16.

241d. Part III, arts. 41-61.

2 OECD & EUIPO, Trends in Trade in Counterfeit and Pirated Goods 20-24 (2021)
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Treaties," were ratified in 1996.%¢

The WIPO Internet Treaties have made significant contributions, such as:

Databases and computer programs are acknowledged as protected works.

Granting the public exclusive communication rights, including the ability to transmit

content online.

Obligation to give rights management data and technical protection measures (TPMs)

sufficient legal protection.?’

These agreements are especially important for e-commerce sites that sell digital goods like

music, movies, and e-books. However, national execution is necessary for their success. For

example, India modified its Copyright Act in 2012 to include TPM protection, while the United

States carried out identical duties through the DMCA .23

7.3 The U.S. Digital Millennium Copyright Act (DMCA): A Global Influence

One of the most significant national laws affecting digital copyright protection globally is the

DMCA, which was passed in 1998.

Notice-and-Takedown System: Online service providers (OSPs) are protected from
liability under Section 512's safe-harbor policy if they remove infringing content after

being notified.?’

Anti-Circumvention Provisions: Digital rights management (DRM) system

circumvention is forbidden by the DMCA..*°

Global Spillover Effect: The DMCA's procedures frequently turn into de facto
international norms since numerous American platforms (Google, YouTube, Facebook,

and Amazon) control international e-commerce.!

26 WIPO, WIPO Internet Treaties (1996), available at https://www.wipo.int/copyright/en.

2T1d.

28 Copyright (Amendment) Act, 2012, No. 27 of 2012, §§ 65A—65B (India).
% Digital Millennium Copyright Act, 17 U.S.C. §§ 512, 1201 (1998).

014, § 512.

3114, § 1201,
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However, detractors point out that the notice-and-takedown procedure is regularly abused.
According to studies, small businesses and individuals find it difficult to defend acceptable
usage under concepts like fair use, whereas huge organizations frequently bring overbroad
claims.?? These calls into question whether the DMCA actually strikes a balance between

competition, free speech, and brand protection.

8. NATIONAL LEGAL REGIMES PROTECTING E-COMMERCE BRANDS IN
INDIA

8.1 Trademarks And E-Commerce In India

Brand names, logos, and other marks that set products and services apart are protected by the
Trade Marks Act of 1999.33 Because customers rely on brand identifiers while making

purchases online, trademarks are essential in the context of e-commerce.

e Counterfeiting and Parallel Imports: In Kapil Wadhwa v. Samsung®*, the
Delhi High Court was looking at the issue of whether the trademark rights of
Samsung have been infringed by Samsung printers; which were being imported
into India in parallel. The court emphasized that parallel imports should have
no confusionary or reputation-destroying effects on consumers, despite its

recognition of the so-called trademark exhaustion.

e Platform Liability: The Delhi High Court ruled in Amway India Enterprises
Pvt. Ltd. v. Amazon Retail India Pvt. Ltd. that e-commerce platforms could not
avoid liability as merely intermediaries when they actively participated in
storage, advertising, and logistics, and thus prohibited them from selling

Amway's direct-selling products without permission.®

These decisions highlight the fact that, despite trademarks giving e-commerce companies
authority over their online presence, enforcement issues nevertheless exist because of

intermediary defenses and the international scope of the counterfeit activity.

32 Rebecca Tushnet, Content Moderation and Copyright: The Problems of Notice and Takedown, 31 Harv. J.L.
& Tech. 619, 624-25 (2018).

33 Trade Marks Act, 1999, No. 47 of 1999, § 2(1)(zb) (India)

34 Kapil Wadhwa v. Samsung Electronics Co. Ltd. 194 (2012) DLT 23

35 Amway India Enterprises Pvt. Ltd. v. Amazon Retail India Pvt. Ltd., 2019 SCC OnLine Del 9930.
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8.2 Copyright Protection In Digital Commerce

Works of literature, art, and software are protected under the 1957 Copyright Act, as modified
in 2012.3¢ This comprises databases, promotional materials, logos, and website designs in the

context of e-commerce.

» Digital Piracy: For e-commerce platforms, especially in industries like online
streaming and digital publishing, unauthorized reproduction of digital content continues
to be a significant problem. With the introduction of Sections 65A and 65B in the 2012
revisions, it became illegal to remove rights management data and evade technical

protection measures (TPMs).?’

* Legal Perspectives: The importance of a strong copyright defense in online
environments has been acknowledged by Indian courts. The Delhi High Court decided
in Myspace Inc. v. Super Cassettes Industries Ltd. that platforms that did not take
reasonable steps to prevent copyright infringement were not eligible for safe-harbor

immunity.*®

Although execution of this plan is currently inconsistent, it brings Indian legislation into

accordance with its international obligations under the WIPO Internet Treaties.
8.3 Patents And Business Method Innovations

According to Section 3(k) of the Patents Act of 1970, algorithms and business techniques are

not patentable.>

However, in reality, patents protect technological advancements that make safe transactions

and logistics possible, which gives them a small but important role in e-commerce.

Indicatively, when they demonstrate technological impact/contribution, payment gateway
systems, encryption technology and logistics management software can be patented. Despite

the high standard of patentability that remains in comparison to other developed countries such

36 Copyright Act, 1957, No. 14 of 1957 (India).

37 Copyright (Amendment) Act, 2012, No. 27 of 2012, §§ 65A—65B (India).

38 Myspace Inc. v. Super Cassettes Indus. Ltd., 2017 SCC OnLine Del 12307 (India).
39 Patents Act, 1970, No. 39 of 1970, § 3(k) (India).
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as the US, the Indian Patent Office has been paying closer attention to the computer related

inventions (CRIs) when it comes to international standards.

As such, there are legal technological innovations that support e-commerce infrastructure
which can be secured in India, despite the fact that patents on business technique (as, in the

case of Amazon, it is the One-Click) are not licensed there.
8.4 The Information Technology Act, 2000 And Intermediary Liability

Electronic records, contracts, and the intermediary liability are all regulated by Information
Technology Act of 2000. Intermediaries are provided with conditional immunity in Section 79

provided they act as their (impartial) conduits and show reasonable care.

e Intermediary Liability in Practice: In situations when platforms actively participate,
courts have limited this immunity. In Amway v. Amazon, the Delhi High Court ruled
that safe-harbor arguments were nullified by active involvement in advertising and
warehousing.*’ In a similar vein, the court decided in Christian Louboutin SAS v. Nakul
Bajaj that intermediaries were directly liable for luxury counterfeit transactions on

internet marketplaces.*!
8.5 Data Protection And Trade Secrets

Although there is no specific trade secrets statute, courts in India do recognize equitable and
contractual protection for proprietary information.** Trade secrets can include aspects of e-

commerce such as logistical methods, customer information, and algorithms.

In addition, e-commerce companies must comply with the requirements under the newly
enacted Digital Personal Data Protection Act, 2023 with regard to the processing and storage
of customer data.** This has relevance to trade secret protection, because maintaining consumer

trust will require protecting data and complying with the legal requirements.

4 Amway India, supra note 4.

41 Christian Louboutin SAS v. Nakul Bajaj, 2018 SCC OnLine Del 12915 (India).

42 Digital Personal Data Protection Act, 2023, No. 22 of 2023 (India).

43 Ministry of Commerce & Industry, Govt. of India, Draft National E-Commerce Policy (2019), available at
https://commerce.gov.in.
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8.6 Draft E-Commerce Policy And Emerging Reforms

In the Draft National E-Commerce Policy, introduced in 2019, stronger rules were proposed
regarding data sharing, intermediary liability, and counterfeit trade. Critics have noted,
however, the document's generalist approach might regulate legitimate resale marketplaces

simply because the document confuses counterfeit goods with legal parallel imports.**

Nonetheless, the draft acknowledges that e-commerce requires a new policy framework to
balance consumer rights, protection of intellectual property rights, and competition law issues

in India.
9. ROLE OF JUDICIARY IN PROTECTING E-COMMERCE BRANDS
9.1 Indian Judicial Approaches

Indian courts have stressed that e-commerce platforms are more active participants in the trade,
rather than passive intermediaries. In Amway India Enterprises Pvt. Ltd. v. Amazon Retail
India Pvt. Ltd., the High Court stated that e-commerce platforms, like Amazon and Flipkart,
cannot be held liable for services they provided which included actively advertising,
warehousing, and delivering items.*> The court considered these services to augment the
marketplace, and concluded that these functions were more than mere facilitation, and therefore

developed direct responsibility for infringing trade.

Correspondingly, the Delhi High Court determined that an online marketplace that sold
counterfeit luxury products was not a passive intermediary, but an active participant to the
adoption of the infringed luxury marks of Louboutin, thus creating liability.** The opinions
reflected a trend, pending an expectation, that Indian courts are to require platforms to properly
executed due diligence practices to protect the consumer and brands while protecting against

damages for counterfeit goods.

The Delhi High Court considered whether reselling authentic items imported without

permission constituted infringement in the case of Kapil Wadhwa v. Samsung Electronics.*’

4 Arpita Mukherjee & Tanu M. Goyal, India s E-Commerce Policy: Protecting Markets or Stifling
Competition?, Observer Research Foundation (2019).

S Amway India Enterprises Pvt. Ltd. v. Amazon Retail India Pvt. Ltd., 2019 SCC OnLine Del 9930 (India).
46 Christian Louboutin SAS v. Nakul Bajaj, 2018 SCC OnLine Del 12915 (India).

47 Kapil Wadhwa v. Samsung Electronics Co., 2012 SCC OnLine Del 5172 (India).
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The court stressed that parallel imports must not confuse consumers or weaken the reputation

of the brand, but it did hold that the principle of worldwide exhaustion applied.

This case reflects a litigation struggle to strike a balance between brand control and public
access to products in a globalized marketplace. The Delhi High Court stated unequivocally in
Myspace Inc. v. Super Cassettes Industries Ltd. that internet platforms could not establish
intermediary immunity with respect to liability for copyright infringement unless the platform
took steps to prevent infringement.*® The court ordered that platforms must take action in
regard to "red flag" information about content infringement. The order is in line with global
norms that develop liability for intermediaries only after they receive knowledge of infringing

content on their networks.
9.2 United States Judicial Approaches

The American court system has served as a critical force in protecting patents related to e-

commerce business models.

In the case of Amazon.com v. Barnes & Noble, Amazon wanted to enforce its "One-Click"
patent against a competitor.*” While the Federal Circuit ultimately vacated the injunction, the
case reflects the problematic way in which a patent can be weaponized to maintain your hold
on the digital marketplace. Same for Priceline.com v. Expedia, where disputes centered around
patented "reverse auction" processes for booking tickets underscored the necessity of

protecting technology and innovation in public e-commerce.*°

These cases indicate the judicial system in precedent-setting common law keeps the door open
to recognizing business method patents, whereas India locks that door for business method
patenting. In the face of internet counterfeiting, U.S. courts have continuously upheld
trademark protection. The Second Circuit’s holding in Tiffany & Co. v. eBay Inc. provided that
eBay could escape liability for contributory infringement so long as it took action subsequent
to learning of the fraudulent transactions.’! Nevertheless, it has been criticized for permitting
platforms to avoid their responsibility to meaningfully monitor. The safe harbor clauses of the

DMCA have also been used by the U.S. judiciary to define intermediary liability. The Second

 Myspace Inc. v. Super Cassettes Indus. Ltd., 2017 SCC OnLine Del 12307 (India).
4 Amazon.com, Inc. v. Barnesandnoble.com, Inc., 239 F.3d 1343 (Fed. Cir. 2001).

30 Priceline.com, Inc. v. Expedia, Inc., 2010 WL 3034721 (D. Conn. Aug. 2, 2010).
U Tiffany & Co. v. eBay Inc., 600 F.3d 93 (2d Cir. 2010).
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Circuit held in Viacom International, Inc. v. YouTube, Inc. that YouTube was not responsible
for infringements unless it had "red flag" or actual knowledge of individual infringements.>?

This is similar to the strategy the Indian courts eventually used in Myspace.
9.3 European Judicial Approaches

The Court of Justice of the European Union (CJEU) has made landmark decisions on brand
protection in e-commerce. In L'Oréal SA v. eBay International AG, it ruled that online
marketplace platforms could be held responsible for contributing to an infringement of a
trademark if they did not act to prevent counterfeit goods from being offered for sale on their
platforms. This significantly increased the obligations on platforms to protect brands in the
EU.> The CJEU has also played a part in copyright enforcement in the digital age. For
example, in UPC Telekabel Wien GmbH v. Constantin Film Verleih GmbH, the court allowed
for blocking injunctions to internet service providers (ISPs) to restrict access to sites providing
pirated content.>* More recently, Article 17 of the DSM Directive, which is interpreted through
CJEU case law, has placed obligations on platforms to employ filtering technologies to prevent

unauthorized uploads by their users.
10. CHALLENGES AND SUGGESTED REFORMS
10.1 Key Challenges in Protecting E-Commerce Brands

In the age of the internet, brands face challenges in protecting e-commerce brands. One of the
challenges is brand infringement and trademark dilution, which have emerged as the most
urgent issues to combat, reaching approximately 3.3% of the total trade body worldwide, with
e-commerce serving as a significant vehicle in that trade.’® Counterfeiters use the speed and
reachable nature of the internet market to manipulate potential consumers through fake
reviews, misleading URLs, and other sophisticated digital techniques, with counterfeiters
causing both financing difficulties and distrust among consumers and e-commerce brands
alike. It is unfortunate that the challenge is further complicated by jurisdictional enforcement,

whereby counterfeiters often conduct business from locations where the regulations and

32 Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19 (2d Cir. 2012).

33 L’Oréal SA v. eBay Int’l AG, Case C-324/09, ECLI:EU:C:2011:474 (CJEU 2011).

4 UPC Telekabel Wien GmbH v. Constantin Film Verleih GmbH, Case C-314/12, ECLI:EU:C:2014:192 (CJEU
2014).

55 OECD & EUIPO, Trends in Trade in Counterfeit and Pirated Goods 15-20 (2021).
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enforcement are not as strong as they should be, and the counterfeiters can purchase from
anywhere consumers are found.’® Treaties like TRIPS and WIPO have developed minimum
standards, but while we have minimum standards universally, the lack of efficient enforcement,
the cost of litigation, and lack of effective remedies further contributes to ineffective

protection.®’

Additionally, issues of intermediary liability, unchecked online piracy, and poor enforcement
practices pose further challenges to brand protection. Intermediaries often will seek safe-harbor
immunity under laws like Section 79 of the Indian IT Act or the U.S. DMCA, and while the
judiciary has limited the applicability of the safe-harbor immunity to circumstances outlined in
those laws, there remains a great deal of ambiguity contributing to uncertainty among
stakeholders. Online piracies of logos, designs, and images of products, and well as take-down
processes for counterfeiting, remain ongoing systematic issues to mitigate. Litigation remains
slow and expensive and ultimately ill-suited for anonymous cross-border infringement event,
and border enforcement is ineffective in the digital age. Finally, both an absence of enforceable
trade secret schemes and unfaithfully weak data regulations, especially as seen in India, expose
e-commerce firms to plagiarized incredibly life-changing proprietary data and algorithms that

can hinder competitiveness and innovation.
10.2 Suggested Reforms

To protect e-commerce brands, all-encompassing changes will be required in the legal,
institutional, and technological context. Strengthening legal mechanisms will be the first step,
and will be linked with the adoption of a dedicated E-Commerce Law within India to
consolidate provisions from existing statutory frameworks such as Trade Marks Act, Copyright
Act, IT Act and Consumer Protection Act.’® There will be a particular emphasis on statutory
amendments that will clarify intermediary liability, including developing a “graduated
responsibility” model similar to the EU model that imposes due diligence on platforms. It
would be equally important to create, develop and enact trade secrets law to protect any
algorithms, data, and logistics strategies that are required for digital commerce. For

international cooperation mechanisms such as cross-border treaties, superseding injunctions,

6 1d. at 22.

57 Agreement on Trade-Related Aspects of Intellectual Property Rights, Apr. 15, 1994,Marrakesh Agreement
Establishing the World Trade Organization, Annex 1C, 1869 U.N.T.S. 299.

58 Information Technology Act, 2000, No. 21 of 2000, § 79 (India); Digital Millennium Copyright Act, 17U.S.C.
§ 512 (1998).
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asset freezes, and enforcement regional mechanisms similar to ASEAN or AfCFTA to
strengthen global responses would be beneficial.>® Better customs collaboration for
counterfeiting resulting from online sales will also be essential to intercept counterfeit

shipments.

Judicial reforms and technology will assist these legal initiatives. Specialized IP courts and
aligned definitions of intermediary liability will reduce uncertainty and consumer-focused
interpretations will ensure trust and safety rank highest. Technological solutions like
blockchain traceability, Al identification systems, and smart contracts can provide scalable
solutions for good authentication, which prevent counterfeit listings or licensing compliance.
Most importantly, consumer engagement will be essential: consumer awareness campaigns and
reward systems can turn consumer action into an effective tool to avoid counterfeits and protect
brands. Together, these reforms can establish an integrated ecosystem that responds to

innovations; respects brands; and prioritizes consumers in the digital marketplace.
11. CONCLUSION

Global trade has been revolutionized by the digital marketplace, but it has also increased e-
commerce firms' vulnerabilities. Although intellectual property laws, including those
pertaining to patents, copyrights, and trademarks, are still essential for safeguarding brand
identification, the scope, speed, and anonymity of internet infringements were not addressed
by their conventional frameworks. By taking advantage of inconsistent jurisdictions and lax
enforcement, counterfeiting, digital piracy, and middleman exploitation persist, leaving brand
owners with little options and large financial losses. Although there are still disparate methods
and enforcement gaps, judicial interpretations in the US, EU, and India have attempted to

protect consumer interests and clarify intermediary liability.

To address these gaps, effective reforms must be implemented. For example, legal frameworks
around e-commerce may offer stronger protection; laws that protects the trade secrets should
be established, and there should be harmonized laws around intermediaries' liability. Adopting
consumer-focused decisions and innovations in the judiciary, such as specialist IP tribunals,
will improve enforcement efficiency. There are increasingly available technological

mechanisms to support legal enforcement by providing scalable approaches to identify and stop

59 ASEAN Working Group on Intellectual Property Cooperation, ASEAN IPR Action Plan 2016-2025 (2016).
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harmful infringements. Examples of such mechanisms would be smart contracts and
blockchain, and automated monitoring powered by Al. Ultimately, fostering international
cooperation and collaboration between consumers will also be essential. By addressing
legislation, new technology, and awareness-raising, e-commerce ecosystems will be well-

positioned to support innovation, consumer trust, and fair competition in the digital age.
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