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ABSTRACT

The rapid expansion of digital technologies has transformed cyberspace into
a critical domain of national security and international relations. States
increasingly employ cyber capabilities for espionage, disruption, coercion,
and military purposes, raising fundamental questions about the applicability
of existing international law. This research paper examines whether the
current legal framework governing cyber warfare is adequate to regulate
hostile cyber operations. The study analyses the United Nations Charter,
customary international law, the law of state responsibility, international
humanitarian law, and the influential Tallinn Manual 2.0. Through an
examination of major cyber incidents, including the 2007 Estonia attacks,
the 2008 Georgia conflict, the Stuxnet operation against Iran, and cyber
operations associated with the Russia—Ukraine conflict, the paper evaluates
the strengths and limitations of the present framework. The research finds
that while existing international law applies to cyber activities in principle,
significant uncertainties remain regarding attribution, the threshold for the
use of force, armed attack, due diligence obligations, and enforcement
mechanisms. The paper concludes that the existing framework is partially
adequate but insufficiently precise to address the complexities of
contemporary cyber warfare. It recommends the development of clearer
international norms, enhanced state cooperation, and greater institutional
mechanisms for attribution and accountability.
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I. INTRODUCTION

Cyberspace has emerged as the fifth operational domain of warfare alongside land, sea, air, and
outer space. Modern societies rely extensively on interconnected digital networks for
communication, finance, energy distribution, transportation, healthcare, and military command
systems. This dependence has created vulnerabilities that can be exploited through cyber
operations. Unlike conventional warfare, cyber operations can be conducted remotely,
anonymously, and at relatively low cost while potentially causing significant economic and
strategic harm. The growing frequency of cyber incidents has generated intense debate
concerning the adequacy of international law. Traditional legal frameworks were developed
primarily with kinetic military operations in mind. Consequently, questions arise as to whether
concepts such as sovereignty, non-intervention, use of force, armed attack, and self-defence
can be effectively applied to cyber operations. The absence of a comprehensive treaty

specifically regulating cyber warfare has further intensified these concerns.

The United Nations Group of Governmental Experts (UN GGE) has affirmed that international
law, including the UN Charter, applies to state conduct in cyberspace.! However, substantial
disagreement persists regarding how existing rules should be interpreted in the cyber context.
Some scholars argue that current international law is sufficiently flexible to regulate cyber
operations, while others contend that the unique characteristics of cyberspace necessitate new
legal instruments.? This paper critically examines whether the existing international legal
framework is adequate to address cyber warfare. It analyses the applicability of established
legal principles to cyber operations and evaluates their effectiveness through practical case

studies.
I1. Research Questions
Does existing international law apply to cyber warfare?

Are the principles of sovereignty, non-intervention, use of force, and self-defence adequate for

regulating cyber operations?

''U.N. Group of Governmental Experts on Developments in the Field of Information and Telecommunications
in the Context of International Security, Rep. of the Group of Governmental Experts, U.N. Doc. A/70/174, 9 24
(July 22, 2015).

2 Duncan B. Hollis, Why States Need an International Law for Information Operations, 11 Lewis & Clark L.
Rev. 1023, 1026-31 (2007).
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What challenges arise in attributing cyber-attacks to states?

Is a new international treaty on cyber warfare necessary?

II1. Research Objectives

To analyse the applicability of international law to cyber warfare.

To examine the strengths and weaknesses of the existing legal framework.
To evaluate major cyber incidents through the lens of international law.
To propose reforms for improving the regulation of cyber warfare.

IV. Research Methodology

This research adopts a doctrinal and analytical methodology. Primary sources include the UN
Charter, the Geneva Conventions, the International Law Commission's Articles on State
Responsibility, and relevant state practice. Secondary sources include scholarly books, journal
articles, UN reports, and the Tallinn Manual 2.0. Case studies are used to evaluate the practical

application of legal principles.’
V. Review of Literature

Scholarly literature on cyber warfare has expanded considerably over the past two decades.
argues that existing international law largely applies to cyber operations, though interpretation
remains contested.> similarly maintains that the UN Charter's rules on the use of force can
extend to cyber activities. In contrast, contends that cyberspace presents novel challenges that
may require additional legal development. Emphasizes that state practice is gradually shaping
customary rules applicable to cyberspace.* The Tallinn Manual 2.0 represents the most
comprehensive academic effort to articulate how existing international law applies to cyber
operations. Although not legally binding, it has significantly influenced governmental and
scholarly discussions. Critics, however, argue that the Manual reflects primarily Western

perspectives and lacks universal acceptance. Recent literature has increasingly focused on

3 Michael N. Schmitt et al., Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations 3—5
(2d ed. 2017).
4 Yoram Dinstein, War, Aggression and Self-Defence 214-20 (6th ed. 2017).
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attribution, due diligence, and hybrid warfare. The difficulty of identifying perpetrators
remains one of the most significant obstacles to effective legal regulation. Scholars also debate
whether cyber operations causing severe economic disruption should be treated as uses of force

even in the absence of physical destruction. 3
VI. Historical Evolution of Cyber Warfare

The concept of cyber warfare emerged alongside the development of computer networks and
the internet. Early concerns focused primarily on espionage and information theft. By the
1990s, military planners began recognizing cyberspace as a strategic domain capable of

supporting or disrupting conventional military operations.®
A. Early Cyber Operations

During the 1991 Gulf War, coalition forces used electronic and information operations to
disrupt Iraqi communications. Although these operations were not purely cyber attacks in the
modern sense, they demonstrated the military value of controlling information systems.In the
late 1990s, several incidents highlighted the vulnerability of critical infrastructure. The
increasing integration of industrial control systems into digital networks created new

opportunities for cyber sabotage.
B. The 2007 Estonia Attacks

A major turning point occurred in 2007 when Estonia experienced extensive distributed denial-
of-service (DDoS) attacks targeting government ministries, banks, media outlets, and
telecommunications systems. The attacks followed a political dispute with Russia concerning
the relocation of a Soviet-era monument. Estonia described the incident as a threat to national

security and sought consultations within NATO.

The Estonia attacks demonstrated that cyber operations could significantly disrupt a highly
digitized society without causing physical destruction. They also exposed the difficulties of

attributing cyber attacks to a state actor.’

5 Harold Hongju Koh, International Law in Cyberspace, U.S. Dep't of State (Sept. 18, 2012).

® Richard A. Clarke & Robert K. Knake, Cyber War: The Next Threat to National Security and What to Do
About It 25-40 (2010).

" NATO Cooperative Cyber Defence Centre of Excellence, The 2007 Cyber Attacks Against Estonia: Legal
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C. The 2008 Georgia Conflict

During the armed conflict between Russia and Georgia in 2008, cyber attacks accompanied
conventional military operations. Georgian government websites and communication networks
were targeted, illustrating how cyber capabilities could be integrated into broader military
campaigns. This incident reinforced concerns that future conflicts would involve coordinated

kinetic and cyber operations.
D. Stuxnet and Cyber Sabotage

The discovery of the malware in 2010 marked a new phase in cyber warfare. Stuxnet
specifically targeted Iran's uranium enrichment centrifuges at the and reportedly caused
physical damage by manipulating industrial control systems. Stuxnet demonstrated that cyber
operations could produce kinetic effects traditionally associated with conventional weapons.
The operation intensified debate regarding whether such actions constitute a use of force or an

armed attack under the UN Charter.®
E. Contemporary Cyber Conflict

More recent conflicts have featured increasingly sophisticated cyber operations. The Russia—
Ukraine conflict has involved attacks on government networks, telecommunications systems,
satellite communications, and critical infrastructure. These operations illustrate the growing
integration of cyber capabilities into modern warfare. State-sponsored cyber activities have
also expanded beyond armed conflict to include election interference, intellectual property
theft, ransomware operations, and influence campaigns. The blurred distinction between peace

and war in cyberspace complicates the application of traditional legal categories.’
VII. The Nature of Cyber Warfare

Cyber warfare can be broadly defined as hostile actions conducted through cyberspace to
achieve military, political, or strategic objectives. Cyber operations vary significantly in scale

and effect.

Lessons Learned 5-15 (2013).

8 Ronald J. Deibert et al., Cyber and the Changing Face of War 67-70 (2012).

° David E. Sanger, Confiront and Conceal: Obama's Secret Wars and Surprising Use of American Power 188—
205 (2012).
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Common Categories of Cyber Operations

e Strategic overview

e Espionage

e Unauthorized access to obtain information.

e Disruption

e Denial-of-service attacks that impair functionality.
e Sabotage

e Operations causing physical or functional damage.
e Information operations

e Manipulation of data or public perception.

e Military support operations

e Cyber actions conducted in conjunction with conventional forces.

Unlike traditional weapons, cyber tools can be replicated easily, deployed across borders
instantaneously, and used by both state and non-state actors. Their effects may be temporary,
reversible, or difficult to detect. These characteristics challenge legal concepts that were

developed for geographically identifiable military actions.!”

Another distinguishing feature is the problem of attribution. Attackers can route operations
through multiple jurisdictions, use compromised systems, and conceal their identities. As a
result, determining whether a state is legally responsible for a cyber operation is often

extremely difficult.

VIII. Emerging Legal Concerns
The historical development of cyber warfare has generated several key legal concerns:

e Whether a cyber operation constitutes a violation of sovereignty.

10 Michael N. Schmitt et al., supra note 3, at 15-22.
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e When a cyber operation amounts to prohibited intervention.

e What threshold of harm qualifies as a use of force.

e Whether severe cyber operations can trigger the right of self-defence.
e How states can prove attribution.

e How international law should regulate non-state cyber actors.

These issues form the foundation for the analysis of the existing international legal framework

in the next part of this research paper.!!
IX. The Existing International Legal Framework Governing Cyber Warfare

Unlike conventional warfare, cyber warfare is not regulated by a single comprehensive
international treaty. Instead, the legality of cyber operations is assessed through existing
principles of international law, including the United Nations Charter, customary international
law, the law of state responsibility, international humanitarian law (IHL), international human
rights law, and the Tallinn Manual 2.0. Although these legal sources were developed before
the emergence of cyberspace, many states and international organizations have affirmed that
they continue to apply to cyber activities. The principal challenge lies not in the existence of

legal rules but in interpreting them in a technologically evolving environment.'?
A. The United Nations Charter

The United Nations Charter remains the cornerstone of the international legal order regulating
the use of force between states. Although adopted in 1945, decades before the internet existed,

its principles are widely accepted as applying to cyber operations.
1. Article 2(4): Prohibition on the Use of Force

Article 2(4) of the Charter prohibits states from using force against the territorial integrity or

political independence of another state. The critical legal question is whether a cyber operation

! Military and Paramilitary Activities in and Against Nicaragua (Nicar. v. U.S.), Merits, Judgment, 1986 1.C.J.
14, 99 191-95 (June 27).
12 Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion, 1996 1.C.J. 226, 49 39-42 (July 8).
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can constitute a "use of force." Most scholars agree that not every cyber operation reaches this
threshold. Cyber espionage, website defacement, and temporary denial-of-service attacks
generally do not amount to prohibited force. However, cyber operations causing effects
comparable to kinetic attacks such as destruction of infrastructure, explosions, or loss of life

may constitute a prohibited use of force.

For example, if malware disables a country's electrical grid during winter, leading to hospital
failures and civilian deaths, the operation could be legally equivalent to bombing the same
infrastructure. The absence of a universally accepted definition creates uncertainty. States

differ in their interpretation of the threshold, making consistent application difficult.'?
2. Article 51: Self-Defence

Article 51 recognizes the inherent right of individual and collective self-defence if an armed
attack occurs. Whether cyber operations constitute an "armed attack" remains one of the most
debated issues in international law. The prevailing view is that only cyber operations producing

consequences comparable to conventional military attacks qualify as armed attacks.

Possible examples include:

destruction of power plants;

disabling military command systems during hostilities;

interference causing aircraft crashes;

e manipulation of nuclear facilities;

cyber attacks causing significant civilian casualties.

Minor cyber intrusions, theft of data, or temporary disruptions generally fall below the armed

attack threshold.

Another challenge concerns attribution. Before exercising self-defence, the victim state must

establish responsibility for the attack. Cyber operations frequently conceal their origin through

13 Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of Victims
of International Armed Conflicts (Protocol I) arts. 48, 51-52, June 8, 1977, 1125 UN.T.S. 3.
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proxy servers, botnets, and third-party infrastructure, making attribution legally and technically

difficult.!*

Consequently, Article 51 provides an important legal basis for responding to serious cyber

attacks but offers limited guidance regarding evidentiary standards and proportional responses.

3. Security Council Powers

Under Chapter VII of the Charter, the Security Council possesses authority to determine

whether a cyber incident constitutes a threat to international peace and security.

In theory, the Council could:

e impose sanctions;

authorize collective measures;

establish investigative mechanisms;

authorize military action where necessary.

However, geopolitical divisions among permanent members often prevent effective Security

Council responses to cyber incidents involving major powers. !>
B. Principle of State Sovereignty

State sovereignty remains one of the foundational principles of international law. Sovereignty
grants every state exclusive authority over its territory, governmental functions, and domestic
affairs. The application of sovereignty in cyberspace remains controversial. One approach
argues that unauthorized cyber operations penetrating another state's governmental networks
violate sovereignty even without physical damage. Another view suggests that only cyber
operations causing physical effects or interfering with inherently governmental functions

breach sovereignty.

" Int'l Law Comm'n, Draft Articles on Responsibility of States for Internationally Wrongful Acts, with
Commentaries, 2001 Y.B. Int'l L. Comm'n, vol. IL, pt. Two.

15 Michael N. Schmitt et al., Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations 329—
506 (2d ed. 2017).
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Examples potentially violating sovereignty include:

¢ hacking government ministries;

e manipulating election infrastructure;

e disabling national emergency services;

e interfering with military communication systems.

Because states have adopted differing positions regarding sovereignty in cyberspace,

customary international law remains unsettled.'¢
C. Principle of Non-Intervention

Closely related to sovereignty is the principle of non-intervention. International law prohibits
coercive interference in matters reserved for the domestic jurisdiction of another state. Cyber

operations may violate this principle when they seek to influence:

e clections;

e legislative processes;

e judicial proceedings;

e governmental decision-making;

e national security policies.

For example, manipulating electronic voting systems or coercing governmental decisions

through cyber attacks may amount to unlawful intervention.

However, merely spreading propaganda or conducting cyber espionage generally does not

constitute prohibited intervention because coercion remains the essential element. Determining

16 U.N. Group of Governmental Experts on Developments in the Field of Information and Telecommunications
in the Context of International Security, Rep. of the Group of Governmental Experts, U.N. Doc. A/70/174 (July
22,2015).
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whether cyber activities are sufficiently coercive remains highly fact-specific.!’
D. Principle of Due Diligence

An emerging principle in cyber law is due diligence. According to this principle, states should
take reasonable measures to prevent their territory from being used for cyber operations causing
significant harm to other states. Due diligence does not require states to eliminate every cyber
threat but obliges them to act reasonably once they become aware of malicious activities
originating from their territory. The exact scope of this obligation remains debated because
international practice is still developing. Some states strongly support a due diligence
obligation, whereas others question whether it has crystallized into customary international

law.
X. International Humanitarian Law

International Humanitarian Law (IHL), also known as the law of armed conflict, governs
conduct during armed conflicts. The four Geneva Conventions of 1949 and their Additional
Protocols remain fully applicable whenever cyber operations occur during armed conflict. The

challenge lies in applying traditional humanitarian principles to digital attacks.
A. Principle of Distinction

Combatants must distinguish between military objectives and civilian objects. This principle

applies equally to cyber warfare. Military cyber operations should target:

e military communication systems;

e command-and-control networks;

e military logistics;

e weapons systems.

Attacks directed against hospitals, schools, water facilities, civilian electricity networks, or

humanitarian organizations violate the principle of distinction unless those facilities are being

17 U.N. Open-Ended Working Group on Developments in the Field of Information and Telecommunications in
the Context of International Security, Final Substantive Report, U.N. Doc. A/75/816 (Mar. 18, 2021).
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used for military purposes.

Because many digital networks serve both civilian and military functions, distinguishing

legitimate targets becomes particularly difficult.
B. Principle of Proportionality

Even when attacking lawful military objectives, parties must avoid excessive incidental civilian
harm. A cyber operation disabling an entire national power grid merely to disrupt one military
installation may violate proportionality if civilian suffering is excessive compared to the
anticipated military advantage. Unlike conventional weapons, cyber effects may spread
unpredictably across interconnected networks. The possibility of unintended cascading effects

complicates proportionality assessments.'®
C. Principle of Military Necessity

Military necessity permits only those measures genuinely required to achieve legitimate
military objectives. Cyber operations undertaken solely to terrorize civilian populations or
inflict unnecessary suffering remain unlawful. Military necessity therefore restricts the scope

of permissible cyber-attacks.
D. Principle of Humanity

International humanitarian law prohibits weapons and methods of warfare causing unnecessary
suffering. Although cyber weapons generally do not produce physical injuries directly, they

may indirectly threaten civilian lives by disabling:
e hospitals;
e water treatment facilities;
e emergency response systems;

e air traffic control;

8 NATO Cooperative Cyber Defence Centre of Excellence, The 2007 Cyber Attacks Against Estonia: Legal
Lessons Learned 5-18 (2013).
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e clectricity infrastructure.

Accordingly, humanitarian considerations remain highly relevant in evaluating cyber

operations. !
XI. Law of State Responsibility

One of the most significant challenges in cyber warfare concerns attribution. International
responsibility depends upon establishing that wrongful conduct is attributable to a state. The
International Law Commission's Articles on Responsibility of States for Internationally
Wrongful Acts (ARSIWA) provide the governing framework. A state incurs responsibility

when:
e conduct is attributable to the state; and
e the conduct breaches an international obligation.
e Attribution Problems
Cyber attacks often employ:
e anonymous hackers;
e criminal organizations;
e patriotic volunteers;
® proxy groups;
e compromised foreign servers.

Consequently, identifying the responsible state becomes extremely difficult. The International
Court of Justice has traditionally required a high degree of state control before attributing
conduct to a state. Applying these standards in cyberspace remains problematic because

governments frequently operate through unofficial proxies. The inability to prove attribution

19 Ronald J. Deibert et al., Cyber and the Changing Face of War 67-78 (2012).
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significantly weakens enforcement of international law.?°
Countermeasures
Where attribution is established, an injured state may adopt lawful countermeasures.

Countermeasures must satisfy several conditions:

respond to a prior internationally wrongful act;

e remain proportionate;

seek restoration of compliance;

avoid the use of force.

Examples include economic sanctions, suspension of treaty obligations, or proportionate cyber

responses.?!
XII. International Human Rights Law

Cyber warfare frequently affects individual rights protected under international human rights

law.
Relevant rights include:
e right to life;
e freedom of expression;
e privacy;
e access to information;

e property rights.

20 David E. Sanger, Confront and Conceal: Obama's Secret Wars and Surprising Use of American Power 188—
205 (2012).
2! Thomas Rid, Cyber War Will Not Take Place 141-48 (2013)
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Large-scale cyber attacks disrupting hospitals, banking systems, or communication
infrastructure may interfere with these protected rights. Human rights obligations continue to
apply during peacetime cyber operations and, subject to the law of armed conflict, during

armed conflict.??

XIII. Tallinn Manual 2.0

The Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations represents
the most influential academic study concerning cyber law. Prepared by an international group
of experts under the auspices of the NATO Cooperative Cyber Defence Centre of Excellence,
the Manual analyses how existing international law applies to cyber operations. Importantly, it
is not a treaty and is not legally binding. Rather, it is an expert restatement intended to clarify

existing law and identify areas of disagreement.

The Manual addresses:

e sovereignty;

e jurisdiction;

e state responsibility;
e due diligence;

e countermeasures;

e use of force;

e self-defence;

e international humanitarian law;
e neutrality;

e occupation law;

e human rights law.

Its principal contribution lies in demonstrating that many traditional legal principles can apply

22 Michael N. Schmitt et al., supra note 24, at 563—-67.
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to cyberspace despite technological differences. Nevertheless, critics argue that the Manual
reflects predominantly Western legal perspectives and lacks universal state endorsement. Many

states, including major cyber powers, have not formally accepted all of its interpretations.?
XIV. Assessment of the Existing Legal Framework
The existing framework possesses several notable strengths:

e [t avoids a legal vacuum by extending established international law to cyberspace.

e Fundamental principles such as sovereignty, non-intervention, necessity,

proportionality, and distinction remain applicable.

e [t provides flexibility to address technological developments without requiring entirely

new treaties.
e However, significant weaknesses remain:
e No universally accepted definition of cyber warfare.
e No agreed threshold for determining when cyber operations constitute a use of force.
e Persistent difficulties in attribution.
e Limited enforcement mechanisms.
e Divergent state practice regarding sovereignty and due diligence.
e Absence of binding treaty provisions specifically regulating cyber operations.

Consequently, while the existing legal framework provides an essential foundation, it does not
eliminate legal uncertainty. Many of the most significant questions remain unresolved,
requiring continued development through state practice, judicial interpretation, and

international cooperation.

2 Yoram Dinstein, War, Aggression and Self-Defence 228-35 (6th ed. 2017).
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XV. Case Studies: Applying International Law to Cyber Warfare

The practical application of international law to cyber warfare is best understood through
significant cyber incidents that have shaped legal and policy debates. These case studies
illustrate the challenges of attribution, the uncertainty surrounding the use-of-force threshold,

and the limitations of existing legal mechanisms.

A. The 2007 Estonia Cyber Attacks

The 2007 cyber attacks against Estonia are widely regarded as the first large-scale cyber
campaign directed against a sovereign state. Following the relocation of the Soviet-era "Bronze
Soldier" monument in Tallinn, Estonia experienced a series of coordinated Distributed Denial-
of-Service (DDoS) attacks. Government ministries, financial institutions, media organizations,

and telecommunications systems were severely disrupted for several weeks.

Although no physical destruction or loss of life occurred, the attacks significantly affected
Estonia’s economy and governmental functions. Estonia characterized the incident as a
national security crisis and sought consultations within the North Atlantic Treaty Organization

(NATO).

Legal Analysis

The attacks raised several important legal questions:

¢ Did the attacks violate Estonia’s sovereignty?

¢ Did they constitute prohibited intervention?

e Were they a "use of force" under Article 2(4) of the UN Charter?

e (Could Estonia invoke Article 51 on self-defence?

Most scholars conclude that although the attacks violated Estonia’s sovereignty and may have
constituted unlawful intervention, they did not reach the threshold of an armed attack because
they caused no physical destruction or casualties. Furthermore, attribution proved difficult,
preventing any formal legal action against another state. The Estonia incident highlighted the

need for clearer international rules governing cyber operations and directly contributed to the
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establishment of the NATO Cooperative Cyber Defence Centre of Excellence, which later

sponsored the Tallinn Manual.?*
B. The 2008 Russia—Georgia Conflict

During the armed conflict between Russia and Georgia in August 2008, cyber attacks were
coordinated with conventional military operations. Government websites, financial
institutions, and communication networks were targeted before and during military action.
Unlike the Estonia incident, the Georgia conflict demonstrated the integration of cyber

operations into conventional warfare.
Legal Analysis

Because an armed conflict already existed, International Humanitarian Law clearly applied to

cyber operations conducted during hostilities.
The attacks illustrated several important legal principles:
e cyber operations may constitute military operations;
e civilian infrastructure enjoys protection under IHL;
e distinction and proportionality remain applicable;
e cyber attacks may support conventional military objectives.

The Georgia conflict strengthened the argument that existing humanitarian law can regulate

cyber warfare during armed conflict.
C. Stuxnet (2010)

The Stuxnet malware represented an unprecedented development in cyber warfare. It
specifically targeted Iran's Natanz uranium enrichment facility by manipulating industrial
control systems while disguising its activities from operators. The malware reportedly
destroyed approximately one thousand centrifuges without requiring conventional military

force. Although no state officially accepted responsibility, numerous reports attributed the

24 Harold Hongju Koh, International Law in Cyberspace, U.S. Dep't of State (Sept. 18, 2012).
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operation to the United States and Israel.?®
Legal Analysis
Stuxnet raised several novel legal issues.

e First, it demonstrated that cyber operations could produce physical destruction

equivalent to conventional weapons.

e Second, if conducted by a state, the operation arguably constituted a use of force under

Article 2(4).

e Third, scholars disagree whether the operation amounted to an armed attack triggering

Article 51.

Some argue that the scale of physical destruction satisfied the armed attack threshold. Others
contend that the limited scope of damage prevented classification as an armed attack. Stuxnet
remains one of the most important examples illustrating the difficulty of applying traditional

legal concepts to cyber operations.
D. The SolarWinds Incident (2020)

The SolarWinds cyber operation compromised software updates distributed to thousands of
governmental and private entities worldwide, including numerous agencies of the United States
Government. Unlike destructive cyber attacks, SolarWinds primarily involved espionage and

intelligence gathering.
Legal Analysis

International law has traditionally distinguished espionage from the use of force. Although
espionage may violate domestic law, international law generally does not prohibit espionage
outright. Consequently, despite its extraordinary scale, SolarWinds was generally viewed as
falling below the threshold of unlawful force. The incident nevertheless demonstrated how

cyber espionage can threaten national security without clearly violating existing international

25 Duncan B. Hollis, Why States Need an International Law for Information Operations, 11 Lewis & Clark L.
Rev. 1023, 104548 (2007).
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legal rules.?®
E. Cyber Operations During the Russia—Ukraine Conflict

The Russia—Ukraine conflict has become the most significant example of integrated cyber

warfare in modern history.

Cyber operations have targeted:

electrical infrastructure;
e satellite communications;
e banking systems;

e government ministries;

e military logistics;

e telecommunications.

These cyber operations have frequently accompanied conventional military operations.

Legal Analysis

Because an international armed conflict exists, International Humanitarian Law governs cyber

operations.

The conflict illustrates several legal principles:

e civilian infrastructure remains protected;
e attacks must satisfy proportionality;
¢ indiscriminate malware may violate humanitarian law;

e cyber operations may support lawful military objectives if directed at military targets.

26 U.N. Group of Governmental Experts on Developments in the Field of Information and Telecommunications
in the Context of International Security, Rep. of the Group of Governmental Experts, U.N. Doc. A/70/174 (July
22,2015).
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The conflict also demonstrates increasing international willingness to attribute cyber operations

publicly, although legal enforcement remains limited.?’
XVL. Is the Existing Legal Framework Adequate?

The central question of this research concerns whether existing international law adequately

regulates cyber warfare.

The answer is nuanced.

Existing international law provides a substantial legal foundation, but significant gaps remain.
A. Strengths

1. No Legal Vacuum

Contrary to earlier assumptions, cyberspace is not legally unregulated.

The UN Charter, customary international law, International Humanitarian Law, and the law of

state responsibility all apply.

This position has been repeatedly affirmed by the United Nations Group of Governmental

Experts and the Open-Ended Working Group.
2. Flexibility

Traditional legal principles such as necessity, proportionality, distinction, sovereignty, and

self-defence have demonstrated considerable adaptability.

Rather than creating entirely new legal regimes, existing law can often accommodate

technological innovation.
3. State Practice

Increasing state practice gradually contributes to the development of customary international

law. National cyber strategies published by countries including the United States, the United

27 Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of Victims
of International Armed Conflicts (Protocol I) arts. 48, 51-52, June 8, 1977, 1125 UN.T.S. 3.
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Kingdom, Australia, France, and the Netherlands increasingly clarify governmental legal

positions.?

XVII. Weaknesses

Despite these strengths, several weaknesses remain.
A. Attribution

Technical attribution remains the greatest obstacle. States frequently employ proxy actors,
criminal organizations, or anonymous hacker groups. Without reliable attribution, legal

responsibility cannot easily be established.
B. Threshold for Use of Force

International law lacks consensus regarding:

e cconomic damage;

temporary disruption;

data destruction;

psychological effects;

interference with democratic institutions.

Whether these consequences amount to a prohibited use of force remains uncertain.

C. Absence of Binding Treaty Law

Unlike chemical or biological weapons, cyber warfare lacks a comprehensive multilateral

treaty. Current regulation depends upon interpretation rather than explicit treaty obligations.

D. Enforcement Problems

Even where violations are established, enforcement mechanisms remain weak. The Security

Council is frequently unable to act because of veto politics. International courts generally

28 U.N. Open-Ended Working Group on Developments in the Field of Information and Telecommunications in
the Context of International Security, Final Substantive Report, U.N. Doc. A/75/816 (Mar. 18, 2021).
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require state consent. Economic sanctions often produce limited deterrence.
E. Rapid Technological Development

Artificial intelligence, autonomous cyber weapons, quantum computing, and increasingly
sophisticated malware evolve faster than international legal rules. Consequently, international

law continually struggles to keep pace with technological innovation.?’
XVIII. Recommendations

Although creating an entirely new treaty may prove politically difficult, several reforms could

improve the effectiveness of international law.
1. Develop a Comprehensive International Cyber Convention
States should negotiate a multilateral treaty establishing:

e common definitions;

attribution standards;

prohibited cyber activities;

protection of critical civilian infrastructure;

peaceful dispute resolution.

2. Clarify the Threshold for Use of Force

International consensus should identify circumstances in which cyber operations constitute:

e use of force;

e armed attack;

e unlawful intervention.

2 Thomas Rid, Cyber War Will Not Take Place 141-48 (2013).
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e Greater legal certainty would reduce the risk of escalation.

3. Strengthen International Attribution Mechanisms

An independent international technical body operating under UN auspices could assist states
in investigating major cyber incidents. Independent attribution would increase confidence and

accountability.

4. Protect Critical Infrastructure

International law should expressly prohibit cyber-attacks against:

e hospitals;

nuclear facilities;

drinking water systems;

e emergency services;

humanitarian organizations.

These protections should apply during both peace and armed conflict.

5. Improve International Cooperation

States should enhance:

e intelligence sharing;

e cyber capacity-building;

mutual legal assistance;

e joint investigations;

confidence-building measures.

Such cooperation would reduce opportunities for malicious cyber actors.
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6. Promote Capacity Building

Developing countries often lack technical expertise necessary for cyber defence. International
organizations should provide technical assistance to strengthen cybersecurity and promote

compliance with international law.

XIX. Conclusion

Cyber warfare has fundamentally transformed international security. Digital technologies now
enable states and non-state actors to conduct hostile operations capable of disrupting critical
infrastructure, undermining democratic institutions, and, in some cases, causing physical
destruction comparable to conventional military attacks. These developments challenge legal

concepts that were originally designed for traditional forms of armed conflict.

This research demonstrates that existing international law is neither obsolete nor irrelevant.
The principles embodied in the United Nations Charter, customary international law, the law
of state responsibility, and International Humanitarian Law continue to provide an essential
legal framework governing state conduct in cyberspace. Rules concerning sovereignty, non-
intervention, necessity, proportionality, distinction, and self-defence remain applicable to

cyber operations.

Nevertheless, the framework is not fully adequate. Persistent uncertainty regarding attribution,
the threshold for the use of force, due diligence obligations, and enforcement limits the
effectiveness of existing rules. The absence of a universally accepted treaty specifically
regulating cyber warfare further contributes to legal ambiguity. The Tallinn Manual 2.0 has
significantly clarified many issues, but it is an academic restatement rather than binding

international law and therefore cannot resolve disagreements among states.

The analysis of the Estonia cyber-attacks, the Russia—Georgia conflict, Stuxnet, SolarWinds,
and cyber operations during the Russia—Ukraine conflict demonstrates that international law
has adapted to many aspects of cyber warfare but continues to struggle with novel technological
realities. These incidents illustrate both the flexibility of existing legal principles and their

practical limitations.

Accordingly, this paper concludes that the existing international legal framework is partially

adequate but insufficient on its own. Rather than abandoning current law, the international
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community should clarify and strengthen it through consistent state practice, multilateral
cooperation, clearer interpretative guidance, improved attribution mechanisms, and, where
politically feasible, the negotiation of targeted international agreements. Such measures would
enhance legal certainty, promote accountability, and help preserve international peace and

security in an increasingly digital world.
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