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ABSTRACT

The advent of deepfake technology marks a paradigm shift in the digital
manipulation of identity. Powered by generative artificial intelligence,
deepfakes enable the creation of hyper-realistic synthetic audio, video, and
images that replicate an individual’s face, voice, and mannerisms with
alarming accuracy. While such technology holds transformative potential in
cinema, education, accessibility, and digital creativity, its misuse has
triggered a profound legal and ethical crisis—particularly in relation to
personality rights, privacy, and human dignity.

This paper examines deepfakes from a cyberlaw perspective, focusing
primarily on Indian constitutional jurisprudence while drawing comparative
insights from global regulatory frameworks. It argues that deepfakes
constitute a direct assault on the right to dignity under Article 21 of the Indian
Constitution and expose critical gaps in existing statutory protections.
Through an analysis of the Information Technology Act, the Bharatiya
Nyaya Sanhita, the Digital Personal Data Protection Act, and evolving
intermediary liability norms, the paper proposes a forward-looking
regulatory framework centered on consent, provenance, and digital integrity.
Ultimately, it calls for the recognition of a distinct “Right to Digital
Integrity” to safeguard individuals against the unauthorized synthesis of their
identity.
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1. Introduction: The Synthetic Turn in Digital Reality

The digital ecosystem is undergoing a fundamental transformation. Advances in generative
artificial intelligence have made it possible to fabricate audio-visual content that is nearly
indistinguishable from reality. These synthetic creations—popularly referred to as
deepfakes are no longer confined to research labs or entertainment studios. They now
permeate social media platforms, messaging services, and political discourse, reshaping

how truth, identity, and trust are constructed online.

Unlike traditional forms of digital manipulation such as photo editing or video splicing,
deepfakes are uniquely dangerous because they replicate identity itself. A deepfake does
not merely alter content; it creates a digital proxy of a person capable of independent speech
and action. This raises an unprecedented legal question: Who owns a person’s face, voice,

and behavioral patterns once they can be algorithmically reproduced?

From a cyberlaw perspective, the threat posed by deepfakes extends beyond
misinformation. It strikes at the core of personality rights, encompassing privacy,
reputation, autonomy, and consent. For legal professionals and digital citizens alike, the
challenge is no longer simply verifying authenticity but asserting ownership over one’s

digital self.

2. Understanding Deepfake Technology: The Mechanics of Synthetic Identity

2.1 Generative Adversarial Networks (GANs)

At the heart of deepfake creation lies the Generative Adversarial Network (GAN)—a
machine learning framework consisting of two neural networks operating in opposition.
The generator creates synthetic data, while the discriminator evaluates its authenticity
against real data. Through iterative feedback loops, the generator gradually produces

outputs that the discriminator can no longer distinguish from reality.

This adversarial training model allows GANSs to learn complex patterns of human faces,
speech modulation, micro-expressions, and emotional cues. The result is synthetic media

that replicates not only physical likeness but behavioral authenticity.
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2.2 Primary Forms of Deepfake Synthesis

A. Face Swapping

Face swapping involves superimposing the facial features of a source individual onto the
body of a target subject in an existing video. While often used for parody or entertainment,
its most harmful application lies in non-consensual deepfake pornography, which
constitutes the overwhelming majority of deepfake content online. Victims—
predominantly women—experience reputational harm, emotional trauma, and social

ostracization.

B. Voice Cloning

Voice cloning technologies can replicate a person’s voice using minimal training data.
These models reproduce pitch, cadence, accent, and emotional inflection, enabling
attackers to generate fraudulent phone calls, audio messages, and recordings. This has led
to a surge in Al-enabled financial fraud, corporate impersonation, and political

manipulation.

C. Puppet Mastery and Real-Time Identity Control

The most advanced form of deepfake synthesis, often termed puppet mastery, allows a
source actor to control a digital avatar of the target in real time. Facial movements, gestures,
and speech are mapped instantaneously, making it possible to “pilot” another individual’s
identity. This capability poses severe risks to democratic institutions, as it enables

convincing political disinformation and fabricated public statements.
3. Deepfakes as a Violation of Personality Rights

Personality rights refer to an individual’s legal control over the commercial and
non-commercial use of their identity. These rights encompass name, image, voice, likeness,

and reputation. Deepfakes violate personality rights by severing identity from consent.

A deepfake creates a coerced digital performance, forcing an individual’s likeness to

participate in actions or speech they never authorized. This amounts to a form of digital
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identity theft, distinct from traditional impersonation because it carries visual and

auditory authenticity.

4. Constitutional Foundations in Indian Jurisprudence

4.1 Article 21 and the Right to Dignity

The Indian Constitution provides robust protection against deepfake harms through Article
21, which guarantees the right to life and personal liberty. In Maneka Gandhi v. Union of
India, the Supreme Court famously expanded the meaning of “life” to include the right to
live with dignity. This interpretation transformed Article 21 into a repository of substantive

rights, including privacy, reputation, and autonomy.

A deepfake that humiliates, sexualizes, or misrepresents an individual constitutes a direct
affront to human dignity. By depriving individuals of agency over their identity, deepfakes

reduce them to algorithmic objects.

4.2 The Right to Privacy: Puttaswamy Judgment

In Justice K.S. Puttaswamy v. Union of India, the Supreme Court unanimously recognized
privacy as a fundamental right intrinsic to Article 21. The judgment emphasized
informational self-determination—the ability of individuals to control how their personal

data is used.

Since facial features and voice patterns constitute biometric data, their unauthorized use in
training Al models or generating deepfakes is a clear violation of privacy. Deepfakes thus

undermine both decisional autonomy and informational privacy.

4.3 Freedom of Speech and State Obligation

In Anuradha Bhasin v. Union of India, the Court affirmed that freedom of speech and
expression extends to the internet. However, this freedom is not absolute. The state bears a
reciprocal duty to protect citizens from fraudulent and harmful speech. Synthetic
disinformation that damages reputation cannot claim constitutional protection under

Article 19(1)(a).
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5. Statutory Framework in India

5.1 Information Technology Act, 2000

® Section 66E criminalizes the violation of privacy through the capture or

transmission of private images without consent.

® Section 67A penalizes the publication or transmission of sexually explicit content,

making it the primary tool against non-consensual deepfake pornography.

While effective in certain contexts, these provisions are reactive and content-specific,

failing to address non-sexual deepfake harms.

5.2 Bharatiya Nyaya Sanhita (BNS)

The Bharatiya Nyaya Sanhita modernizes criminal law by explicitly including “visible
representations” within the ambit of defamation. This expansion enables courts to address

reputational harm caused by synthetic videos and manipulated media.

5.3 Digital Personal Data Protection Act, 2023

The DPDPA mandates explicit consent for processing personal data. Since biometric
identifiers are classified as personal data, their unauthorized use in Al training pipelines

violates statutory obligations. However, enforcement mechanisms remain underdeveloped.

6. Psychological and Social Impact of Deepfakes

The psychological harm caused by deepfakes is profound and often enduring, extending
well beyond the immediate digital environment in which the harm occurs. Victims
frequently report feelings of humiliation, anxiety, loss of control, and persistent fear,
stemming from the knowledge that a fabricated version of their identity exists beyond their
ability to contain or correct. Unlike traditional defamation, deepfakes create a visual and
auditory illusion of authenticity, making denials psychologically exhausting and socially

ineffective.

Non-consensual deepfake content—particularly sexually explicit material—can result in

trauma responses comparable to those experienced in cases of physical harassment or
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assault. Victims may suffer from depression, social withdrawal, sleep disturbances, and
professional disengagement. The permanence and replicability of digital content exacerbate
this distress, as the fear of resurfacing or redistribution remains constant even after

takedown efforts.

Deepfakes also generate collective psychological harm through the phenomenon known as
the “liar’s dividend.” As public awareness of synthetic media increases, individuals
accused of genuine misconduct can dismiss authentic evidence as fabricated, eroding trust
in victims and institutions alike. This environment of epistemic uncertainty undermines
confidence in visual proof, weakens accountability mechanisms, and contributes to
widespread cynicism. Consequently, deepfakes do not merely harm individual psyches;

they destabilize the psychological foundations of social trust and justice.

7. Detection Technologies: Countering Synthetic Media

7.1 Fighting AI with Al

Detection tools rely on identifying inconsistencies that current GAN models struggle to

replicate, such as biological signals and pixel-level artifacts.

Tool |Organizati0n Detection Mechanism
FakeCatcher Intel Analyzes photoplethysmographic signals to  detect
blood flow inconsistencies
Microsoft Video Microsoft Assigns confidence scores based on frame-level
Authenticator anomalies
Sentinel Al Sentinel Media verification for democratic institutions
Deepware Al Deepware Open-source GAN fingerprint detection

Indian agencies like CERT-In have mandated rapid takedown obligations

for intermediaries, linking compliance to safe harbor protections.

8. Comparative Global Approaches

The transnational nature of deepfake technology necessitates a comparative legal analysis,

as synthetic media effortlessly transcends jurisdictional boundaries while exploiting
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regulatory asymmetries. Different jurisdictions have adopted markedly distinct strategies to
address the risks posed by deepfakes, shaped by their constitutional values, governance
models, and regulatory philosophies. A comparative examination of China, the United
States, Singapore, and India reveals both convergences and critical divergences in how the

law conceptualizes identity, consent, and digital harm.

China has emerged as one of the first jurisdictions to implement explicit and
comprehensive regulations governing deep synthesis technologies. Under its “Provisions
on the Administration of Deep Synthesis of Internet Information Services,” China mandates
that all Al-generated content be clearly labeled and embedded with technical watermarks.
The regulations prohibit the use of synthetic media to spread false information, manipulate
public opinion, or undermine national security and social stability. Notably, China places
strict obligations on service providers rather than end users, requiring platforms to conduct
identity verification, maintain audit logs, and prevent the misuse of generative tools. While
this approach is highly effective in limiting political disinformation, critics argue that it
prioritizes state interests over individual autonomy and may be susceptible to censorship

overreach.

The United States, by contrast, has adopted a decentralized and rights-based approach,

relying primarily on state-level legislation and emerging federal proposals.

States such as California and Texas have enacted laws restricting the use of deepfakes in
electoral contexts and non-consensual sexual content. California’s AB-730, for instance,
prohibits the distribution of materially deceptive deepfake videos of political candidates
during election periods. At the federal level, proposed legislation like the No Al FRAUD
Act seeks to establish a property-like right over an individual’s voice and likeness, enabling
civil remedies against unauthorized synthetic use. However, the absence of a unified federal
framework results in fragmented enforcement, leaving significant gaps in protection across

jurisdictions.

Singapore represents a public-order-centric model of regulation. Through the Protection
from Online Falsehoods and Manipulation Act (POFMA), the state retains broad authority
to issue correction notices, takedown orders, and access restrictions for content deemed
false or misleading. Although POFMA is not deepfake-specific, its expansive scope allows

it to be applied effectively against synthetic media that threatens electoral integrity or social
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harmony. Singapore’s approach emphasizes speed and administrative efficiency but has
been critiqued for granting wide discretionary powers to the executive, raising concerns

about freedom of expression.

India’s regulatory posture remains intermediary-focused and evolutionary. Rather than
enacting deepfake-specific legislation, India relies on constitutional protections, existing
criminal provisions, and intermediary liability under the Information Technology Rules,
2021. Platforms are required to act swiftly upon receiving complaints and risk losing safe
harbor protections if they fail to remove harmful content. While this framework reflects a
cautious and adaptive regulatory philosophy, it places disproportionate responsibility on
platforms and victims, without clearly addressing the unauthorized creation of synthetic

identities.

Comparatively, global best practices suggest a shift toward provenance, consent, and
identity-centric regulation. India stands at a critical juncture where it can synthesize
constitutional dignity jurisprudence with technological safeguards, crafting a model that
protects individual rights without sacrificing innovation. The comparative experience
underscores that deepfakes are not merely a technological problem but a governance

challenge requiring principled, forward-looking legal solutions.

9. Policy Recommendations

The regulation of deepfake technology requires a calibrated policy response that
simultaneously preserves the innovative potential of artificial intelligence and safeguards
fundamental rights. Given the scale, speed, and severity of harm caused by synthetic media,
incremental or reactive legal measures are insufficient. Instead, a comprehensive, rights-
centric framework must be adopted—one that recognizes identity as a legally protected

interest in the digital domain and embeds accountability at every stage of the Al lifecycle.

First, mandatory digital provenance and watermarking standards must be
institutionalized. All generative Al systems capable of producing realistic audio-visual
content should be legally required to embed tamper-resistant, machine-readable
watermarks in their outputs. These watermarks should record metadata such as the tool
used, time of generation, and whether real biometric data was involved. Importantly,

watermarking obligations should be imposed at the developer and service-provider level

Page: 2229



Indian Journal of Law and Legal Research Volume VIII Issue II | ISSN: 2582-8878

rather than on individual users, ensuring systemic compliance. Such a framework would
enable rapid detection, attribution, and verification without imposing blanket bans on

generative technologies.

Second, the law must formally recognize a “Right to Digital Integrity” as an extension
of constitutional personality rights. This right should grant individuals enforceable
control over the creation, manipulation, and dissemination of their digital likeness,
including face, voice, and behavioral attributes. Unlike traditional privacy rights, digital
integrity would focus on preventing unauthorized simulation rather than mere data misuse.
Codifying this right—either through standalone legislation or amendments to the Digital
Personal Data Protection Act—would provide clear civil remedies, including injunctive
relief and statutory damages, while aligning with the dignity jurisprudence under Article

21.

Third, fast-track judicial and administrative remedies are essential to address the
time-sensitive nature of deepfake harm. Conventional litigation is ill-suited to respond
to synthetic media, where reputational damage occurs within hours. The establishment of
specialized cyber tribunals or designated deepfake response benches with the power to
issue dynamic injunctions—orders that apply across platforms and search engines
simultaneously—would significantly reduce victim burden. These bodies should also be
empowered to direct intermediaries to preserve evidence, disclose origin data, and

cooperate with forensic investigations.

Fourth, intermediary accountability must shift from passive compliance to active risk
governance. While India’s IT Rules, 2021 impose takedown obligations, they do not
adequately incentivize proactive detection. Platforms hosting user-generated content
should be required to deploy reasonable Al-based deepfake detection systems and publish
periodic Deepfake Transparency Reports. These reports should disclose the volume of
synthetic content detected, response timelines, error rates, and measures taken to prevent
recirculation. Transparency obligations would enhance public trust while enabling

regulatory oversight without excessive censorship.

Finally, policy must incorporate safeguards against misuse and overreach. Any
deepfake regulation should include exemptions for satire, parody, research, and legitimate

artistic expression, subject to clear labeling and absence of malicious intent. Additionally,
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strong data protection standards must govern law enforcement access to biometric and

provenance data to prevent surveillance abuse.

In sum, effective deepfake governance demands a shift from content moderation to identity
protection. By integrating technological safeguards with constitutional principles and
procedural efficiency, India can craft a regulatory model that protects dignity, preserves

democratic discourse, and sets a global benchmark for ethical Al governance.

10. Conclusion

Deepfake technology represents one of the most profound legal challenges of the digital
age, not merely because it enables deception, but because it fundamentally destabilizes the
relationship between identity, consent, and truth. Unlike earlier forms of media
manipulation, deepfakes do not simply distort reality—they manufacture a parallel
digital self, capable of acting, speaking, and persuading without the knowledge or
authorization of the individual it imitates. This rupture between personhood and agency
places deepfakes at the heart of contemporary cyberlaw discourse, demanding urgent

doctrinal and policy responses.

From an Indian constitutional perspective, the harm inflicted by deepfakes must be
understood as a violation of human dignity, which lies at the core of Article 21 of the

Constitution. Jurisprudence from Maneka Gandhi to Puttaswamy establishes that dignity,

autonomy, and informational self-determination are not abstract ideals but enforceable
constitutional guarantees. When an individual’s face or voice is algorithmically repurposed
to convey speech or conduct they never consented to, the injury extends beyond reputation
or privacy; it constitutes a denial of personal sovereignty. Deepfakes thus compel a

reconceptualization of identity itself as a legally protected interest in the digital era.

Statutory responses in India, while increasingly relevant, remain fragmented and reactive.
Provisions under the Information Technology Act, the Bharatiya Nyaya Sanhita, and the
Digital Personal Data Protection Act address specific manifestations of harm—such as
obscenity, defamation, or unauthorized data processing—but fail to capture the full
spectrum of injury caused by synthetic media. The law currently penalizes outcomes rather

than preventing the unauthorized creation of digital replicas. This gap becomes especially
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dangerous in cases involving political disinformation, gender-based abuse, and large-scale

reputational sabotage, where the damage is instantaneous and often irreversible.

Comparative global approaches underscore the necessity of moving beyond platform-
centric takedown regimes toward provenance-based regulation. Watermarking,
traceability, and consent-driven design are emerging as essential safeguards rather than
optional ethical commitments. However, technological solutions alone cannot resolve a
problem that is fundamentally legal and normative. The challenge lies in balancing
innovation with accountability, ensuring that generative Al remains a tool for creative and

social advancement rather than a mechanism for coercion and exploitation.

Ultimately, the deepfake crisis demands a shift from reactive harm control to proactive
identity protection. Recognizing a distinct Right to Digital Integrity would align
constitutional values with contemporary technological realities, affirming that individuals
retain control over their likeness even in algorithmically mediated environments. Such a
right would not stifle expression or innovation but would instead restore trust, dignity, and
agency in the digital public sphere. As synthetic media becomes increasingly sophisticated,
the law must evolve with equal imagination and resolve—Ilest the concept of truth itself

become a casualty of technological progress.
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