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ABSTRACT 

This research paper critically evaluates the structural, procedural, and 
doctrinal legal challenges emerging from the integration of Artificial 
Intelligence (AI) into criminal cyber operations, focusing specifically on 
autonomous cyber attacks. As AI systems transcend automated scripting to 
execute adaptive, self-modifying, and target-selective intrusions without 
real-time human control, traditional penal frameworks are fundamentally 
disrupted. This paper explores the “responsibility gap” created by 
autonomous execution and analyzes the friction it introduces to classical 
concepts of Actus Reus and Mens Rea under Indian criminal jurisprudence, 
specifically within the statutory provisions of the Information Technology 
Act, 2000, and the newly enacted Bharatiya Nyaya Sanhita (BNS), 2023. By 
conducting a comparative assessment across the evolutionary regulatory 
paradigms of India, the European Union, and the United States, the study 
underscores severe procedural and enforcement deficiencies inside domestic 
cyber forensics architectures. The analysis demonstrates that relying 
exclusively on traditional individual attribution methodologies is highly 
ineffective for addressing algorithmically opaque (“black box”) criminal 
acts. Ultimately, the paper recommends targeted legislative modifications, 
including the codification of developer liability, the implementation of 
“Explainable AI” (XAI) standards, and enhanced cross-border electronic 
evidence preservation to address transborder legal arbitrage. 

Keywords: Artificial Intelligence, Cybercrime, Autonomous Cyber Attacks, 
Criminal Liability, Mens Rea, Information Technology Act, Bharatiya 
Nyaya Sanhita. 
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1. INTRODUCTION 

Artificial Intelligence (AI) has rapidly transitioned from an advanced computational tool into 

an essential infrastructural foundation of modern society. Today, it is deeply integrated into 

critical sectors including healthcare, financial operations, industrial manufacturing, and 

cybersecurity frameworks. In the field of cybersecurity, machine learning models serve a dual 

purpose; they drastically enhance defensive capabilities by identifying structural software 

vulnerabilities, identifying suspicious network packet traffic, and automatically deploying 

remedial patches. 

However, this exact technological capability has increasingly been weaponized by highly 

adaptive threat actors, allowing cybercriminals to conduct operations with unprecedented 

speed, volume, and sophistication. These advanced, malicious activities, classified as 

autonomous cyber attacks, differ fundamentally from traditional scripted network intrusions. 

Unlike automated malware that strictly executes rigid, precompiled instructions, autonomous 

AI attack architectures possess the capacity to execute real-time adaptive decision-making. 

They scan targets independently, evaluate operational environments, and modify exploit code 

payloads natively to completely circumvent active cyber defenses. 

Traditional penal laws and regulatory structures worldwide were engineered upon the baseline 

assumption that criminal acts are direct extensions of immediate human action. When 

execution is delegated to a self-learning algorithm, the traditional causal chain between human 

agency and criminal harm is severely disrupted, challenging conventional legal definitions of 

accountability, attribution, and intent. 

This paper examines the legal issues arising from AI-driven cybercrime and autonomous 

attacks. It investigates the systemic statutory deficiencies in current cyber laws, analyzes the 

evidentiary hurdles created by algorithmic opacity, and explores cross-border enforcement 

bottlenecks. Focusing primarily on the Indian legal regime established under the Information 

Technology Act, 2000, and the newly operationalized Bharatiya Nyaya Sanhita (BNS), 2023, 

this study provides a comparative assessment alongside the proactive legislative approaches of 

the European Union and the United States to construct a comprehensive model for legislative 

and regulatory reform. 



Indian Journal of Law and Legal Research     Volume VIII Issue III | ISSN: 2582-8878 
 

     Page: 1993 

2. CONCEPTUAL FRAMEWORK 

2.1  Artificial Intelligence 

Artificial Intelligence refers to the simulation of human cognitive processes by computing 

architectures, encompassing functional capacities such as contextual learning, deductive 

reasoning, logical problem-solving, sensory perception, and natural language understanding. 

Modern AI systems are heavily driven by machine learning (ML) paradigms and deep artificial 

neural networks, where algorithms discover optimal data pathways and patterns by analyzing 

massive datasets, rather than relying on explicit, hand-coded programming. While these 

systems provide extraordinary processing advantages, their inherent dual-use capability 

enables malicious actors to scale automated phishing campaigns, dynamically obfuscate 

malware, and discover network structural zero-day vulnerabilities at an industrial scale. 

For rigorous legal and criminal analysis, AI architectures must be classified along a broad 

spectrum of structural autonomy. Narrow or weak AI applications are confined to highly 

defined tasks, such as filtering email spam or running algorithmic identity checks. Conversely, 

general-purpose models, decentralized autonomous agents, and adaptive generative models 

possess the capacity to generate novel malware, draft highly customized, context-aware social 

engineering schemes, and update operational strategy without real-time human instruction. The 

specific degree of autonomous decision-making capacity embedded within a system directly 

alters the legal evaluation of human proximity, foreseeability, and ultimate criminal culpability. 

2.2  Cybercrime inside the Indian Jurisprudential Regime 

Cybercrime encompasses any illegal activity where a computer, connected network, or digital 

device serves as either the instrument, the target, or a material repository of the offense. 

International legal frameworks, most notably the Budapest Convention on Cybercrime, 

categorize digital offenses into distinct areas, spanning illegal network access, system and data 

interference, and computer-facilitated frauds. Modern legal scholarship distinguishes between 

“cyber-dependent” crimes, which can only be committed using digital tools (e.g., ransomware 

deployments or distributed denial-of-service attacks), and “cyber-enabled” crimes, which are 

traditional penal offenses amplified in velocity and reach through digital infrastructure, such 

as internet-based financial fraud and systemic identity theft. 
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In the Republic of India, digital malfeasance is primarily penalised under the comprehensive 

provisions of the Information Technology Act, 2000. This statute establishes penal 

consequences for unauthorized computing access, digital data extraction, systemic identity 

theft, and malicious data transmissions across Sections 43, 66, 66C, and 66D. Concurrently, 

the Bharatiya Nyaya Sanhita (BNS), 2023, modernizes the traditional penal architecture by 

directly incorporating digital records into mainstream evidentiary procedures and updating the 

definitions of organized fraud to cover digital methods. However, these legislative instruments 

are structurally built upon the traditional paradigm of individual human execution. They 

contain no specific definitions or liability rules designed to govern crimes executed directly by 

autonomous machine agents. 

2.3  Autonomous Cyber Attacks 

An autonomous cyber attack is defined as an unauthorized digital intrusion executed, in whole 

or in substantial part, by an AI computing system operating completely independent of human 

direction or manual case-by-case authorization at the immediate point of execution. These 

attacks represent an evolutionary leap from simple automated vulnerability scanning or scripted 

brute-force network attacks. An autonomous AI agent exhibits operational flexibility; it can 

actively perform reconnaissance on a secure network, evaluate live defensive countermeasures, 

and compile dynamic, polymorphic exploit variants entirely within volatile memory to bypass 

security protocols. Examples include advanced multi-agent systems designed for rapid network 

reconnaissance and automatic zero-day exploit generation without human command. 

2.4  Principles of Criminal Liability: Actus Reus and Mens Rea 

The establishment of criminal liability under classical jurisprudence requires the simultaneous 

proof of a voluntary physical act or omission (Actus Reus) and a corresponding culpable mental 

state (Mens Rea). Under Indian criminal law, establishing a clear Mens Rea is an absolute 

prerequisite to secure a conviction for serious statutory offenses, demanding explicit proof of 

malicious intent, prior knowledge, or profound recklessness. 

When an adaptive algorithm independently identifies network targets and modifies its 

operational logic post-deployment, standard principles of causation are severely challenged. It 

becomes difficult to definitively attribute the Actus Reus to a human actor, as the physical 

execution of the offense is conducted by an independent algorithm, creating a profound barrier 
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for traditional prosecution strategies. 

3. LEGAL CHALLENGES OF AUTONOMOUS CYBER ATTACKS 

3.1  Attribution of Responsibility and the “Responsibility Gap” 

Attribution is the legal and procedural process of identifying the precise human actor or 

institution accountable for a specific cyber operation. In standard cyber forensics, investigators 

rely on tracing IP addresses, tracking command-and-control communication nodes, and 

identifying unique programming styles to link an intrusion back to a physical person. 

Autonomous AI architectures break this investigatory chain, giving rise to what legal 

philosophers and scholars define as the “responsibility gap.” Because the AI system acts 

independently based on learned parameters rather than ongoing human inputs, the original 

software developer, the corporate operator deploying the model, and the end-user can all legally 

argue they lacked control over the machine’s specific harmful actions. 

This challenge is intensified by advanced obfuscation strategies naturally built into 

autonomous architectures. Weaponized AI systems can utilize automated proxy network 

routing, dynamic domain generation, and decentralized botnets to obscure control signals. 

Because AI-generated malware can alter its cryptographic signature for every single targeted 

system, traditional forensic approaches that rely on malware signature databases are 

neutralized. The absence of uniform attribution protocols creates a major vulnerability in 

criminal enforcement, as prosecution often fails due to the inability to link digital harm to a 

specific human actor under current evidential standards. 

3.2  Criminal Intent (Mens Rea) Challenges 

Under the provisions of the Bharatiya Nyaya Sanhita, 2023, proving a culpable mental state is 

essential for establishing liability in non-strict liability offenses. In an autonomous attack 

scenario, the required human Mens Rea is pushed back to the initial design or deployment 

phase, which may occur months before the actual crime manifests. The software model 

executes the targeted network intrusion based on real-time environmental factors that the 

human designer may never have envisioned. Transporting criminal intent forward from the 

initial deployment phase to an autonomous machine-executed act presents a massive hurdle for 

modern judiciaries. 
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To resolve this doctrinal friction, academic legal scholarship focuses on three primary 

analytical frameworks: 

•  The Instrumentalist Framework: Treats the autonomous AI system as a highly advanced 

instrument of human action, comparable to an automated trap. If a user deploys an autonomous 

tool with explicit criminal intent, subsequent automated variations do not sever the user’s 

ultimate culpability. 

•  The Recklessness and Duty of Care Standard: Applies when a corporate developer or operator 

deploys an autonomous system without a specific intent to cause harm, but with conscious 

disregard for substantial, known structural risks, violating their fundamental duty of care. 

•  The Problem of Behavioral Drift: Occurs when advanced AI models develop emergent 

behavioral properties during operation, performing illegal actions that were entirely 

unforeseeable to their creators. Applying traditional criminal penalties in these instances risks 

violating established constitutional protections against the imposition of strict criminal liability 

for unpredictable machine behavior. 

3.3  Evidentiary Complications and Algorithmic Opacity 

The successful prosecution of cyber-enabled offenses requires digital evidence that satisfies 

strict standards of preservation, integrity, and authentication under national evidence rules. 

Autonomous attacks complicate this process across multiple distinct areas: 

•  Forensic Volatility: AI-driven cyber attacks regularly operate exclusively inside volatile 

memory (RAM) or utilize highly customized, in-memory payloads that instantly erase 

themselves upon execution, avoiding the creation of persistent data trails on physical storage. 

•  Algorithmic Opacity (The “Black Box” Challenge): Deep neural networks process 

information through millions of non-linear mathematical nodes, rendering the internal logic 

uninterpretable to human observers. Expert witnesses cannot easily explain the machine’s exact 

decision pathways to a court without interpretable system logs, complicating authentication 

requirements under electronic evidence laws. 

•  Transnational Dispersal: AI cyber campaigns consistently route information through global 

servers and access distributed data repositories, stalling domestic investigations due to the 
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prolonged timelines required by traditional Mutual Legal Assistance Treaties (MLAT). 

3.4  Jurisdictional Fragmentation and Digital Arbitrage 

Criminal law is traditionally bounded by strict territorial sovereignty. Although Section 2 of 

the Information Technology Act, 2000, claims extraterritorial jurisdiction over any cyber 

offenses that target computer systems located within India, practical enforcement requires deep 

cross-border legal cooperation. Autonomous cyber attacks are inherently borderless; an AI 

model can be designed in one country, trained on infrastructure located in a second, hosted on 

cloud servers in a third, and execute a destructive financial exploit in a fourth. This global 

decentralization allows malicious actors to engage in digital arbitrage, running attacks from 

regions with weak cyber regulations or absent extradition treaties to completely evade domestic 

law enforcement. 

4. COMPARATIVE LEGAL ANALYSIS 

Different jurisdictions have developed distinct legal methodologies to balance technical 

innovation with public security against autonomous digital threats: 

Jurisdiction Primary Legal Framework Approach to Autonomous AI & Cyber 
Threats 

India Information Technology Act, 
2000; Bharatiya Nyaya Sanhita, 
2023. 

Relies on traditional cybercrime and penal 
provisions. Lacks explicit statutory 
definitions, algorithmic audit mandates, or 
specific liability attribution rules for 
autonomous machine-driven offenses. 

European Union EU Artificial Intelligence Act; 
NIS2 Directive. 

Adopts a proactive, risk-based regulatory 
approach. Imposes strict obligations 
regarding transparency, technical logging, 
and human-in-the-loop oversight for high-
risk AI deployments to facilitate ex-post 
criminal attribution. 

United States Computer Fraud and Abuse Act 
(CFAA); NIST AI Risk 
Management Framework. 

Combines traditional federal cybercrime 
enforcement mechanisms with 
administrative risk frameworks and highly 
advanced technical intelligence attribution 
strategies across defense agencies. 
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5. RESEARCH FINDINGS 

Finding 1: Autonomous cyber attacks systematically disrupt the foundational legal assumption 

that every digital crime correlates to a direct human action, producing an evidential gap 

between automated execution and human culpability. 

Finding 2: Existing Indian legislations, specifically the IT Act, 2000, are structurally limited 

because they focus on human input or static scripts, making them poorly equipped to penalize 

adaptive, self-directed algorithmic behavior. 

Finding 3: The total absence of a formalized statutory framework for AI accountability in India 

leaves severe uncertainty regarding how criminal and civil liability should be shared between 

developers, distributors, and operators. 

Finding 4: The lack of a binding international treaty targeting autonomous cyber weapons 

prevents rapid cross-border evidence acquisition, enabling threat actors to exploit global 

jurisdictional enforcement gaps. 

Finding 5: Relying exclusively on retrospective criminal penalties is ineffective for managing 

AI risks; long-term digital security requires combining penal statutes with mandatory system 

logging and strict organizational design standards. 

Finding 6: The accelerating pace of global AI innovation continually outruns the development 

of domestic statutory laws, increasing legal uncertainty and leaving law enforcement agencies 

without the updated tools required to counter emerging threats. 

6. STRATEGIC RECOMMENDATIONS 

6.1  Targeted Legislative Reforms 

The Indian Parliament should amend the Information Technology Act, 2000, to incorporate 

distinct statutory definitions for autonomous digital agents and weaponized algorithms. These 

legislative updates must explicitly provide law enforcement agencies with the modernized 

terminology required to prosecute machine-mediated cyber offenses effectively. 



Indian Journal of Law and Legal Research     Volume VIII Issue III | ISSN: 2582-8878 
 

     Page: 1999 

6.2  Comprehensive Liability Framework for Autonomous AI 

India must formulate a comprehensive, multi-tiered liability framework that establishes how 

criminal and civil culpability is distributed when an autonomous system causes systemic harm. 

This statutory architecture should clearly outline the conditions under which liability shifts 

along the development, deployment, and operational phases. 

6.3  Developer Accountability and Duty of Care 

Software corporations and AI development organizations should be legally required to 

implement proactive risk-mitigation measures, including rigorous algorithmic red-teaming and 

sandboxed testing protocols, prior to public deployment. Codifying a statutory duty of care will 

incentivize developers to prevent the foreseeable weaponization of autonomous systems. 

6.4  Enhanced International Cooperation Mechanisms 

Given the transnational structure of autonomous cyber threats, India must prioritize updating 

its bilateral mutual legal assistance treaties and actively lead international negotiations to build 

standardized global electronic evidence preservation protocols, ensuring rapid cross-border 

technical investigations. 

6.5  Explainable AI (XAI) and Audit Mandates 

High-risk AI deployments and autonomous systems should be subject to mandatory 

Explainable AI standards and required to maintain immutable, tamper-resistant system logs. 

Ensuring that model operations are auditable will enable judicial bodies to trace internal 

machine logic during formal legal proceedings. 

7. CONCLUSION 

Artificial Intelligence is radically redefining the parameters of cybercrime, creating complex 

vulnerabilities through the deployment of autonomous attacks. This research demonstrates that 

traditional criminal legal frameworks face deep structural limitations, primarily because 

existing cyber laws are built upon the assumption of direct human control during the execution 

of an offense. When a system independently adapts its strategy and inflicts harm, establishing 

liability and proving intent under traditional doctrines becomes highly complicated, leaving 
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dangerous gaps in enforcement. Overcoming these legal challenges demands an active, multi-

stakeholder approach to reform statutory definitions, establish clear liability standards, and 

mandate transparency in machine learning architectures, ensuring that the rule of law remains 

effective against emerging automated threats. 
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