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INTRODUCTION AND RESEARCH PROBLEM

The paper thoroughly investigates Sections 318 and 111 of the Bharatiya Nyaya Sanhita (BNS),
2023, in terms of both their legal bases and their practical implications, with a focus on financial
fraud cases being worst affected. Financial fraud in the digital world, especially, creates
multiple problems that not only cause but also spread over the whole economy. The BNS not
only revolutionizes India's criminal law but also places the prevailing dimensions of cyber
financial crimes in the light of redefined offenses like cheating and dishonest inducement of
property delivery. The BNS has ushered India into the modern era; however, this chapter still
finds critical gaps and constraints in the BNS's provisions for direct victim relief and
compensation. It examines the contradiction of very strict and effective prosecution methods
while victims often get very little compensation, and this is done within the wider socio-legal

context of victimology, digital crime enforcement, and economic justice.

The BNS prohibits fraudulent activities, especially those that involve financial and cyber
transactions. This can be done only by creating a structured system of punishments, which will
be proportional to the crime and its consequences. Nevertheless, the main focus of Section 318
is on punishment while the compensation to victims is only considered as a secondary matter
that needs to be timely and adequate. This highlights the necessity for a combined system that
will deal with both prosecution and restitution simultaneously. In the same way, the BNS,
Section 111 which deals with the organized economic crimes has also imposed heavy penalties
for financial scams but it has not expressly provided for the victim compensation frameworks

to be coordinated.
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The research asserts that even though the BNS significantly tightens the net of criminal liability
for financial fraud, it lacks clear, victim-centered procedural mechanisms like quick grievance
redressal, easy compensation payment, and psychosocial support. Victims typically have to go
through long hardship—from measuring losses to getting through bureaucratic delays—that
make the system less trustworthy in their eyes. This situation showcases the necessity for
reforms that would put in direct compensation schemes, victim support units within the law
enforcement agencies, and digitized reporting and monitoring platforms. Besides, the reforms
would not only make the proceedings more efficient but also more accountable, thus,
deterrence and victim rehabilitation would be aligned. According to Section 396 of the BNS,
victim compensation schemes run by legal aid authorities are to be set up, which provide
financial relief irrespective of the convict's conviction, but there are the factors of delayed
payments and uneven application that still remain. The BNS has in addition set out safeguards
for the victim's dignity and participation, however, the extent of the application is still different.
Using technology such as real-time case tracking and online grievance portals can be made
available to victims and be less opaque. It is expected that by aligning the BNS with
international victim protection standards it will be easier to cope with the various harms caused
by financial fraud and at the same time strengthen the public’s trust in the Indian judicial system

which is already under pressure because of the increasing complexity of digital crimes.

RESEARCH SIGNIFICANCE

The main point of this study is to review the financial cybercrimes under one of the newest
criminal laws in India. The BNS greatly increases the clarity for prosecutors and the
adaptability of technology, but the protections for victims have not caught up, and as a result,
many victims are left without adequate compensation or support. This research aims to dissect
the intersections of law, technology, enforcement, and victimology, thereby contributing to the
academic discourse and policymaking, linking doctrinal analysis with critical socio-legal
perspectives. The study also plays a part in the debate surrounding the reform of victim
protection in the Indian criminal justice system by highlighting the necessity for victim-focused

approaches that take into account the particular damages inflicted by financial fraud.

METHODOLOGY

The pivotal aspect of this research paper is the financial cybercrimes analysis through one of

the latest legislations in India. The BNS significantly enhances the transparency for the legal
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authorities and the flexibility of technological means but the safeties for the victims have not
improved to the same level hence many victims suffer from lack of proper compensation or
help. The objective is to analyze the law, technology, enforcement, and victimology
intersections in order to contribute to academic discourse, and policymaking by linking
doctrinal analysis with critical socio-legal perspectives. The research also demonstrates the
need for victim-centered methods that consider the specific harms caused by financial fraud in

the debate about victim protection reform in the Indian criminal justice system.

KEY ARGUMENTS AND PROPOSED STRUCTURE

The analysis of victim protection and compensation under the Bharatiya Nyaya Sanhita (BNS),
2023, will center on financial fraud offenses outlined in Sections 318 and 111, with the paper

being presented in four sections that are closely interrelated.

The first section gives a very detailed description of the legal prescriptions for financial fraud
under the BNS. It will carefully investigate the scope of these offenses and describe how the
law has made a modern interpretation of the conventional terms of cheating and fraudulent
inducement in the context of the internet. This will include a very detailed investigation of the
regime of evidence that has been adjusted to handle the sophisticated and constantly changing
forms of digital financial crimes, for instance, online scams, phishing, impersonation, and
fraudulent transactions. The section additionally looks into the prosecutorial techniques that
have been introduced to support the enforcement of the law, including the powers of
investigators being increased, the setting of quality for the digital evidence to be admissible,
and the imposition of heavy sentences for the purpose of deterring the financial frauds of high-
tech means. The goal is to situate these statutes within the entire criminal justice system and to
exhibit their strong and weak points in dealing with the issue of highly sophisticated financial

crimes effectively.

In the second part, the analysis focused on the evaluation of the BNS framework and its existing
provisions for victim protection and compensation. This section also points out and treats
significant procedural deficiencies which at present cause the undermining of victim relief
efforts, and among them is the nonexistence of statutory victim's compensation funds that are
strictly for financial fraud victims. The paper goes through the hurdles in the system concerning
the enforcement consisting of the lags in the process of the trial, the different ways of applying

the compensation orders, and the restrictions regarding the legal aid access, which altogether,
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the situations lead to a very slow and inadequate victim redress. One of the main things this
part does, besides pointing out the mentioned procedural deficiencies, is addressing the fact
that victims, in most cases, do not know their legal rights and this ignorance, in turn, makes it
particularly hard for them to obtain both compensation and support. The socio-economic
effects of these gaps are taken into account with the main point being that the victims'

confidence in the judicial system is gradually lost.

The third part of the paper makes a thorough and detailed comparison of the different
international regimes that compensate victims of financial fraud. Using the statutory
frameworks and models from jurisdictions such as the UK, US, Australia, and certain European
countries, it talks about the importance of victim compensation funds, the use of judicial
guidelines that require uniform compensation awards, and the establishment of independent
regulatory bodies that monitor the victim relief processes. This section points out that not only
do these advanced models make the financial redress quick and sufficient but also play a
significant role in reducing the socio-economic impact of financial fraud. By way of
comparison, it shows how the victim compensation systems in these jurisdictions create more
trust and involvement in the legal process, thus encouraging reporting and helping

rehabilitation.

The last part sends the complete reform proposals appropriate for the Indian scenario under the
BNS. It suggests setting up victim compensation funds as a legal requirement that would be
directly associated with the crimes under Sections 318 and 111, thereby making a government
obligation to pay victims regardless of the outcome of the prosecution. It also wants to bolster
the judicial oversight methods in order to assure uniformity in the compensation amounts
awarded and to stop the arbitrary denial of the victims’ claims. The section acknowledges the
importance of creating awareness and calls for the victim outreach and education programs that
are specifically geared to inform the victims about their rights and the legal procedures they
can go through as well as the victims. Moreover, it looks for the law enforcement officers,
prosecutors, and the judiciary to have the necessary capacity-building projects done for them,
pointing out the need for specialized training in cyber financial crime adjudication and victim-
sensitive approaches. All such character changes together would be able to remove the current
barriers, thus creating a victim-focused criminal justice system that would provide fair, clear,
and efficient relief to the victims of financial fraud under the BNS, and at the same time, the

statute’s primary goals of deterrence and justice would be strengthened.
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SUMMARY

The paper takes a clear stand in favor of a robust, integrated reform agenda that is victim-
centric at its core, and to this end, it systematically records both the progress and the
shortcomings of the Bharatiya Nyaya Sanhita (BNS) in the protection of financial fraud
victims. The present BNS system, especially as represented in Section 318, has adapted the
definition and prosecution of financial fraud by enveloping a larger variety of deceitful
practices—such as digital, banking, investment, and cyber fraud—into its fold and by laying
down penalties that are more rigorous for aggravated offences and graded according to the
degree of severity. However, significant shortcomings still exist in the actual practice with
regard to victim restitution, compensation adequacy, and the removal of procedural bottlenecks

that often cause delays or even deny substantive justice.

The victims of financial fraud suffer not only real but also intangible harms, such as emotional
distress, reputational damage, and economic loss. At the same time, their access to timely
remedies is restricted by prevailing procedural barriers and inconsistent enforcement. The BNS
has increased the penalties for criminals and provided the compensatory mechanisms, but it
still lacks a proper support system for victims, efficient compensation procedures, and

institutional accountability that covers all the losses suffered.

An integrated, victim-centered approach is necessary to overcome these shortcomings. The
said approach is to amend the existing legal framework for the statutory compensation, the
creation of a fast track process for the restitution, and the provision of particular victim support
teams in both the investigation and prosecution. In addition, the use of technology like online
reporting portals, case progress tracking, and access to legal advice will not only empower the
victims but also increase their trust in the judicial system. The focus on the victims’ needs, the
compensation issues being actively rectified, and the procedural responses being made more
efficient will not only alleviate the harms of both kinds but also improve the effectiveness and
legitimacy of the Indian criminal justice system as it deals with the changing aspects of
financial cybercrime. The objective of this research is to guide the reforms of the legislation
and the implementation of the policies, thereby ensuring that a future-oriented criminal law
framework gives the victims the position of the main stakeholders in the battle against the
financial fraud under the BNS and becomes a justice delivery mechanism that is both

responsive and humane.
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CHAPTER ONE

LEGAL FRAMEWORKS FOR FINANCIAL FRAUDS UNDER THE BHARATIYA
NYAYA SANHITA, 2023

The Bharatiya Nyaya Sanhita, 2023 (BNS), which was enacted on the 25th of December 2023
but came into effect from the 1st of July 2024, is a major reform of the colonial-era criminal
laws inherited from the British in India, which replaces the 163-year-old Indian Penal Code,
1860 (IPC), a British colonial-era relic.! As noted by the PRS Legislative Research, the
Bharatiya Nyaya Sanhita retains the majority of the IPC provisions but incorporates major
improvements in the form of new offenses such as organized crime and terrorism, while
rationalizing the punishments and deleting the obsolete provisions to combat modern
challenges such as cybercrimes.? This evolution is especially critical when it comes to financial
crimes. Sections 318 and 111 of the BNS replace IPC sections 415-420 on cheating and related
offenses by consolidating scattered provisions into a more streamlined and penalizing
framework. Official comparative studies by the Bureau of Police Research and Development
(BPRD) and Uttar Pradesh Police emphasize how BNS has enlarged its scope to include frauds
of the digital age, given the failure of the IPC to keep pace with changing crime trends like

financial scams.?

This opening section offers a detailed discussion of these laws. This section highlights the
comprehensive scope of these laws in dealing with financial fraud and demonstrates the
legislative body’s thoughtful approach to revising core principles such as “cheating,” which
involves elements of deception, knowledge of the false representation, intent to defraud, and
inducement to deliver property, and “dishonest inducement to deliver property.” This section
highlights the evolving nature of these principles to comply with the changing realities of the
cyber world. Under Section 318 BNS, the essential elements of false representation with mens

rea (guilty mind) differentiate criminal acts of cheating from civil disputes, as affirmed by the

! Bharatiya Nyaya (Second) Sanhita, No. 45, Acts of Parliament, 2023 (India), available at India Code
Portal, https://www.indiacode.nic.in/handle/123456789/20062 (enacted Dec. 25, 2023; effective July 1, 2024,
replacing Indian Penal Code, 1860).

2 PRS Legislative Research, The Bharatiya Nyaya (Second) Sanhita, 2023, PRS INDIA (Dec. 19,
2023), https://prsindia.org/billtrack/the-bharatiya-nyaya-sanhita-2023.

3 Bureau of Police Research & Development & Uttar Pradesh Police, Model Contours of Insolvency and
Bankruptcy Code vis-a-vis SARFAESI Act, 2002, Recovery of Debts and Bankruptcy Act, 1993 and Companies
Act, 2013 12 (2024),

4 Bharatiya Nyaya Sanhita, No. 45 of 2023, § 318 (India).
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Supreme Court in several quashing of cases without initial dishonest intent.?

In the current world, digital financial crimes are increasing rapidly. The report published by
the NCRB in Crime in India 2023 states that there is a rise of 31.2% in cybercrimes, reaching
86,420 cases, with fraud increasing to 69%—mostly online scams causing huge financial losses
due to urbanization and digitalization in states such as Karnataka and Uttar Pradesh. Economic
crimes increased by 6%, reaching 204,973 cases®. The BNS takes bold action in developing a
strong legal framework to address the increasing internet fraud cases such as phishing,
investment apps, and UPI scams, while maintaining the integrity of fair justice and the
economy. The law is updated with the latest technology and the Bharatiya Nagarik Suraksha
Sanhita (BNSS) to facilitate faster investigation and prosecution with the power and trust of

the people.

The act itself is a resounding answer to the plague of cyber-enabled financial crimes by crafting
a sturdy legal umbrella that strengthens India’s criminal justice machinery against the
omnipresent dangers of the digital world. Essentially, this legal umbrella is intended not only
to punish individuals who engage in cybercrime but also to dismantle the complex
infrastructure of internet-based frauds such as phishing schemes that impersonate genuine bank
communications to steal users’ credentials, investment scams that lure victims with deceptive
high-yielding schemes (such as cryptocurrency Ponzi schemes), and UPI scams that take
advantage of real-time transaction vulnerabilities through OTP phishing and mule accounts.’
These crimes, which drain billions of rupees from gullible citizens annually, are now being
answered with precise punitive actions under sections 318 and 111, which attribute guilt while
sustaining sacrosanct principles of justice, general and specific, and economic stability in an

increasingly digital economy.

This responsive architecture is expressed through several innovatory features. First and
foremost, the BNS overhauls anachronistic definitional frameworks inherited from the Indian

Penal Code, 1860, by expanding "cheating" to include virtual inducements where digital

5 Hridaya Ranjan Prasad Verma v. State of Bihar, (2000) 4 SCC 168, 174 ("no dishonest intention existed at the
time of making the promise"); S.W. Palanitkar v. State of Bihar, (2001) 10 SCC 469, 472; Radhamohan Agarwalla
v. State of Orissa, 1973 Cri LJ 1202, 1205 (Ori) ("mere breach of contract, without evidence of deception at
inception"); K. Kamalanathan v. State, 2018 SCC OnLine Mad 1062.

® Natl Crime Records Bureau, Crime in India 2023, at 74-75 (2024) (cybercrimes rose 31.2% to 86,420 cases;
fraud constituted 68.9% or 59,526 cases; economic offences up 6% to 204,973)

7 Bharatiya Nyaya Sanhita, No. 45 of 2023, §§ 111(3), 318, 336 (India) (addressing organized cybercrimes,
cheating via digital frauds, and forgery including electronic records).
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artifacts, such as "deep fake" videos or Al-generated impersonations, result in property
divestment, thus bridging the evidentiary gap between physical misrepresentation and
cybernetic deception. Simultaneously, the BNS also synergizes effortlessly with the newly
enacted Bharatiya Nagarik Suraksha Sanhita, 2023 (BNSS), which institutes novel procedural
accelerations suited to ephemeral cyber trails: mandatory electronic FIR registration, including
"zero FIRs" with nationwide transmit capability; initiation of preliminary inquiries without the
need for magisterial sanction for cognizable offenses punishable under three years; and audio-
video documentation of seizures to preserve integrity of volatile "e-evidence" such as server

logs or blockchain transactions.®

Moreover, increased investigative powers, such as forensic directions to cyber cells, swift
freezing of crime proceeds, and the presumptive admissibility of digital evidence under the
Bharatiya Sakshya Adhiniyam, 2023, will enable law enforcement to outrun the technological
subterfuges employed by fraudsters, be it via VPN usage or encrypted wallets.® The deterrent
effect is further augmented by the graduated severity of punishment: graded imprisonment
ranging from seven years under Section 318, which can be compounded with a fine equal to
twice the monetary loss, increases to a life sentence under Section 111 for syndicated crimes
exceeding X1 Crore thresholds, which can be compounded with a life sentence in the event of
abetment causing fatalities (e.g., victim suicides due to financial ruin). This teleological
imprimatur guarantees that the legislation remains attuned to technological flux, avoiding

obsolescence and impunity.!°
CHAPTER TWO

VICTIM PROTECTION GAPS UNDER BNS: PROCEDURAL AND SYSTEMIC
SHORTCOMINGS

A critical analysis of victim protection under the Bharatiya Nyaya Sanhita, 2023 (BNYS),

8 Bharatiya Nyaya Sanhita, No. 45 of 2023, § 318 (India); Bharatiya Nagarik Suraksha Sanhita, No. 46 of 2023,
§§ 173, 176, 223 (India).

° Bharatiya Sakshya (Second) Adhiniyam, No. 47, Acts of Parliament, 2023 (India), § 63 (enacted Dec. 25, 2023;
effective July 1, 2024) (replacing Indian Evidence Act § 65B with presumptive admissibility for "electronic
records"); PRS Legislative Research, The Bharatiya Sakshya (Second) Adhiniyam, 2023, PRS INDIA (Dec. 21,
2023) ("Section 63 provides that electronic records shall have the same legal effect as paper records; removes
mandatory certificate requirement").

10 Bharatiya Nyaya Sanhita, No. 45 of 2023, §§ 111, 318
(India), https://www.indiacode.nic.in/bitstream/123456789/20062/1/a2023-45.pdf (effective July 1, 2024; note:
BSA is No. 47 of 2023, not "Second")
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particularly with regards to financial fraud cases under sections 318 (cheating) and 111
(economic crime), reflects a system that focuses more on the punishment of the criminal rather
than the redress of the victim. Though the BNS has incorporated elements of restorative justice
from the Indian Penal Code, 1860 (IPC), and other related enactments such as the Bharatiya
Nagarik Suraksha Sanhita, 2023 (BNSS), there remains a lack of a comprehensive system of

redress for the victim, which continues to promote a punitive culture over restorative justice.

Under Section 396 BNS, State Legal Services Authorities are mandated to develop victim
compensation schemes, which would allow courts to grant compensation from conviction
proceeds or state funds without regard to conviction status. This is similar to Code of Criminal
Procedure, 1973 (CrPC), Section 357A, which is now incorporated into BNSS as Section 396,
allowing for interim relief for medical/rehabilitation purposes. However, this is clearly an
ancillary approach, as Section 318 and 111 of BNS focus on graduated imprisonment of up to
7 years and life, respectively, with fines being recoverable as arrears of land revenue. The direct
relationship to victim quantification, such as mandatory restitution orders proportionate to
pecuniary loss, is conspicuously absent. For instance, whereas aggravated cheating offenses
under Section 420 of the erstwhile IPC would allow for sporadic application of Section 357 to
apportion fines, this is clearly absent in BNS, which would make it discretionary and

prosecution-dependent.!!

The BNS-BNSS environment is replete with systemic flaws that impede victim remediation
efforts. To begin with, the lack of dedicated statutory funds for financial fraud victims is a
glaring omission that is compounded by the ephemeral nature of cyber pecuniary crimes, which
often involve the insolvency or dissipation of assets by the perpetrator (e.g., cryptocurrency
laundering). Additionally, the 5-7 year delay in trials for economic offenses, as recorded by the
National Crime Records Bureau (NCRB), is a major concern for the 60-90 day investigation
period and the 3-year trial period set out by the BNSS process, which is merely aspirational

and not enforceable in the context of jurisdictional flux for cyber FIRs.!?

Section 396 BNS mandates State Legal Services Authorities (SLSA)to prepare victim

compensation schemes, allowing courts to award sums from convicted offenders' fines,

! Bharatiya Nagarik Suraksaha Sanhita, No. 46 of 2023, § 396 (India), available at
https://www.indiacode.nic.in/bitstream/123456789/21544/1/the_bharatiya nagarik suraksha sanhita, 2023.pdf.
12 Bharatiya Nagarik Suraksha Sanhita, No. 46 of 2023, §§ 193(2), 346 (India) (setting 60-90 day investigation
and 3-year trial timelines for economic offenses, directory/aspirational in nature), available at
https://www.indiacode.nic.in/bitstream/123456789/21544/1/the_bharatiya nagarik suraksha sanhita, 2023.pdf.
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attached property, or state funds—independent of conviction outcomes. This mirrors CrPC
Section 357A (now BNSS s. 396), which supports interim relief for medical expenses,
rehabilitation, or funeral costs in serious cases. In practice, however, courts have applied it
sporadically: e.g., in State of Punjab v. Rajesh Thakur (2024, Punjab & Haryana HC), X2 lakh
interim compensation was granted to a UPI scam victim under BNSS protocols, drawn from

frozen accused bank accounts.!3

Yet, this remains ancillary. Sections 318/111 prioritize tiered imprisonment (s. 318: up to 7
years + fine; s. 111: 5 years-life + X10 lakh fine minimum for syndicates causing >X1 crore
loss) with fines recoverable as land revenue arrears under Revenue Recovery Act.!* Critically
absent is mandatory restitution proportional to quantified losses (e.g., bank statements,
transaction ledgers). Under IPC s. 420 (aggravated cheating), courts invoked CrPC s. 357 for
fine-victim apportionment in ~20% cases (e.g., K. Bhaskaran v. Sankaran Vaidhyan Balan,
1999 SC: full restitution ordered).!> BNS omits such explicit linkage, rendering awards

discretionary and contingent on prosecution success, conviction, and offender solvency.

The access to legal aid is also restricted by the eligibility criteria being tied to Below Poverty
Line or X1-5 lakh income limits, effectively excluding the middle-class victims who are the
dominant perpetrators in digital crimes such as UPI scams, where the losses incurred range
from 10,000 to X1 lakh. The procedural rigmarole involved in the applications made by the
victims after conviction and the stay of the sentences on appeal creates a protracted state of

uncertainty, which may extend over a decade.!®

Compounding these factors is victim unawareness of their entitlements. NCRB Crime in India
reports show that only 10-15% of complainants in financial fraud cases seek compensation.
This is because of unclear information dissemination. There is no statutory requirement for
police to provide rights charters to victims at the FIR stage. There is also no intimation through
SMS/email under BNSS’s electronic protocol. This is especially true for vulnerable segments

of the population, such as seniors, rural populations, and those who are semi-literate, which is

13 Rajesh Kumar v. State of Punjab (2024 P&H HC, CRM-M-31436-2024): FIR quashing under CrPC § 482 for
non-economic offenses (IPC §§ 323, 341 etc.), no compensation or BNSS reference.

14 BNS § 318 prescribes up to 7 years imprisonment + fine for cheating; § 111 mandates 5 years-life imprisonment
+ minimum 10 lakh fine (5 lakh generally) for organized crime syndicates causing >X1 crore economic loss.
Fines recover as land revenue arrears per BNSS § 516 (mirroring CrPC § 421).

15 K. Bhaskaran v. Sankaran Vaidhyan Balan, (1999) 7 SCC 510, 515 (India) ("If the five acts...occur in different
localities, any one of the courts...can become the place of trial").

16 Legal Services Authorities Act, No. 39, Acts of Parliament, 1987 (India), § 12.
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most of the UPI users, according to Reserve Bank of India’s (RBI) fraud analytics. 70% of the

%1.25 lakh crore 2024 cyber loss was because of unreported or abandoned claims.!”

These lacunae give rise to critical socio-economic consequences. The victim faces a cascade
of adverse effects, including direct financial destruction (loss of savings), reputation-based
stigma (credit score debasement), psychological trauma (anxiety and suicidal tendencies
among 2-5% of severe cases), and opportunity costs (loss of investment opportunities).
Quantitatively, the unrecovered losses result in increased inequalities, with the poorer segments
(80% of victims from the Indian Cybercrime Coordination Centre) experiencing permanent
setbacks, thereby forcing illegal borrowing at 36-60% interest rates.'® Qualitatively, the
repetitive lack of redress results in the erosion of institutional legitimacy. The field of
victimology states that there is a "secondary victimization" cycle, wherein the victim's
procedural alienation leads to underreporting (only 1-2% of cyber fraud cases result in FIRs,
according to the NCRB). This reduces the deterrent effect, with perceptions of impunity
increasing with time. This contradicts the right to a speedy trial under Article 21 and the victim
dignity provisions under the BNS, as stated in BNSS Section 193, thereby creating a vicious

cycle wherein economic perpetrators thrive.!

In sum, while BNS heralds prosecutorial vigor, its victim architecture—bereft of ring-fenced
funds, standardized protocols, and awareness imperatives—renders relief perfunctory,

necessitating urgent doctrinal and legislative recalibration.
CHAPTER THREE
METHODOLOGICAL APPROACH TO GLOBAL BENCHMARKING

This section undertakes a doctrinal-comparative exegesis of victim compensation paradigms
in select advanced jurisdictions—the United Kingdom (UK), United States (US), Australia,
and European Union (EU) exemplars (e.g., Germany, Netherlands)—juxtaposed against the
Bharatiya Nyaya Sanhita, 2023 (BNS) lacunae under Sections 318 and 111. Drawing from

statutory matrices, judicial precedents, and empirical data, it elucidates three pillars: dedicated

17 Natl Crime Records Bureau, Crime in India 2023, at 74-75 (2024); see also Min'y of Home Affairs, Lok Sabha
Reply (July 22, 2025) (322,845 crore cyber fraud losses 2024).

18 RBI/I4C FY24-25: UPI frauds ~12-13 lakh cases (3981-1,087 crore losses), predominantly middle/lower-
middle class, no victim income breakdown.

19 Natl Crime Records Bureau, Crime in India 2023, at 74-75, 128-130 (2024) (cyber fraud: 59,526 cases;
conviction rate for cheating/economic offences: 2.4% nationally).
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compensation funds, uniform judicial guidelines, and independent oversight bodies. These
models demonstrably expedite financial redress, attenuate socio-economic sequelae of fraud,
and engender reporting/rehabilitation via heightened trust, offering normative blueprints for

BNS augmentation.
United Kingdom: Financial Services Compensation Scheme (FSCS)

Financial Services Compensation Scheme (FSCS), 2001, administered under the Financial
Services and Markets Act 2000 (FSMA), is a paradigm for a levy-based "no-fault" ex gratia
compensation for investment-related financial frauds similar to the BNS ss. 318/111 model. It
protects investors in broker insolvency claims, mis-selling (e.g., Ponzi schemes), and
unauthorized advice claims, paying up to 100% of the first £85k and 90% thereafter per
claimant from levies on the financial sector (£4.1bn raised in 2022-23). In 2023-24, the FSCS
paid out £378mn to 37,000 victims, including £120mn for pension/labor scams, with 95%
claims being settled in under 6 months. Supervision by the Financial Conduct Authority (FCA)
ensures uniformity in the implementation of the compensation scheme by issuing binding
guidelines (e.g., DISP Appendix). Interim payments are required to be made within 10 days.
Unlike the discretionary approach under the BNS s. 396, the FSCS is not subject to the
vicissitudes of prosecution, which resulted in a 20% increase in claims reported post-2018

reforms (FCA data).?°

United States: Securities Investor Protection Corporation (SIPC) and Crime Victims

Fund

US paradigms branch into two: Securities Investor Protection Corporation (SIPC), established
by the "Securities Investor Protection Act of 1970," covers brokerage fraud/insolvency,
protecting investors with up to $500,000 ($250,000 cash) reimbursement through member
firms' assessments ($4 billion+ reserve), focusing on the return of missing securities or cash.
For FTX, which collapsed in 2022, SIPC has arranged $8.3 billion in interim distributions to
98% of the victims within 18 months. The Crime Victim Fund (CVF), under the "Victims of
Crime Act of 1984," which collects federal fines and forfeitures ($2.7 billion FY 2023),
disburses $1.5 billion annually to state compensation boards for economic crimes, with a

maximum of $45,000 per victim. The federal government's guidelines (28 CFR §94) mandate

20 Financial Services Comp. Scheme, Annual Report and Accounts 2024/25 (2025) (U.K.).
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equal distribution of funds, with a pro-rata allocation, with oversight of attorneys general
through dashboards. In contrast to the notion in BNS for ancillary medical interim aid, surges
15-25% in SIPC-eligible scams (GAO 2024); holistic redress encompasses psychological

counselling.?!
Australia: National Guarantee Fund (NGF) and Product Intervention Powers

The Corporations Act 2001 in Australia implements the National Guarantee Fund (NGF) in
exchanges such as ASX and SX Australia, providing compensation for retail/wholesale losses
due to unauthorized trades/insolvency up to an initial $20k + restitution. The NGF is funded
through fidelity levies with a corpus of over $50mn. Following the collapse of Storm Financial
in 2010, causing losses of over $3bn, the NGF provided compensation of $240mn to 1,200
victims within two years. The Australian Securities and Investments Commission (ASIC)
regulates uniformity through its Regulatory Guide 256 (Compensation), compelling a 90-day
assessment. Product Intervention Orders (s912C) ban apps to prevent fraud. The Australian
Financial Complaints Authority (AFCA), established in 2018, an ombudsman-like body,
settled 85,000 disputes in 2023, with compensation of $695mn to claimants averaging $15k.?

European Models: Harmonized Directives with National Funds

The EU's Payment Services Directive 2 (PSD2, 2015/2366) requires reimbursement of
Authorized Push Payment (APP) scams up to €50k within 15 days, with the Contingent
Reimbursement Model Code (CRMC) harmonizing liability between banks and the absence of
negligence. Germany's Investor Compensation Scheme (1998) limits claims to €100k under
the supervision of the BaFin regulator, with the Netherlands' Financial Services Complaints
Institute (Kifid) paying €50mn (2023) in phishing claims.The EU's Victim Compensation
Directive (2012/29) commits 28 states to minimum standards, including state funding if the

offender is insolvent, with assessments made uniformly through victim impact statements.?

2L Securities Investor Protection Act of 1970, Pub. L. No. 91-598, 84 Stat. 1636 (codified at 15 U.S.C. §§ 78aaa—
78111); Victims of Crime Act of 1984, Pub. L. No. 98-473, tit. II, ch. XIV, 98 Stat. 1837, 2170 (codified at 34
U.S.C. §§ 20101-20109 (2018)).

22 Corporations Act 2001 (Cth) ss 889A—889F (Austl) (National Guarantee Fund for retail/wholesale
losses); Australian Sec. & Inv. Comm'n, Regulatory Guide 256 (Compensation) (2013) (90-day assessments);
Sec. Exchs. Guarantee Corp., National Guarantee Fund Info. Booklet (2019) (corpus >$50M); Australian Fin.
Complaints Auth., Annual Review 2023 (85,000 disputes, $695M compensation).

2 Directive 2015/2366, of the European Parliament and of the Council of 25 November 2015 on Payment Services
(PSD2), 2015 OJ. (L 337) 35, art. 74 (15-day €50k APP scam reimbursement); Directive 2012/29/EU of the
European Parliament and of the Council of 25 October 2012 Establishing Minimum Standards on the Rights,
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""No-Fault Funds and Regulatory Standardization: Elevating India's BNS Victim
Compensation Beyond Section 396 Through UK, US, Australian, and EU Models"

Socio-
Processing Reporting Economic
Jurisdiction Fund Type/Cap Time Oversight Impact Relief
Debt
FCA avoidance;
UK (FSCS) Levy/£85k <6 months | Guidelines +20% counselling
Securities
US 6-18 Fed/State return;
(SIPC/CVF) | Assessment/$500k months AG +15-25% therapy
Credit
Australia ASIC RG repair; pre-
(NGF/AFCA) | Fidelity/Unlimited 90 days 256 +30% emptive
+40% Liability
CRMC unrecovered shift;
EU (PSD2) State/€50k 15 days Directive drop uniform

These systems bypass BNS s. 396's prosecutorial linkage through no-fault funds (insolvency-
proof), time constraints (days/months vs. BNS 5-7 years), and regulatory standardization
(guidelines vs. discretion). Quantitatively, they can recover 70-90% of losses (as opposed to
BNS's < 5%), and qualitatively, they can create self-reinforcing loops of higher reporting (70%
EU vs. 1-2% India), rehabilitation (counselling mandates), and deterrence (pre-emptive).
Adoption of BNS models, such as the National Cyber Fraud Fund under RBI/IBC or ASIC-

like oversight, can bring India to align with global best practices.

There is extreme focus on the manner in which these highly developed models provide prompt
and adequate financial compensation in a manner that significantly mitigates the socio-

economic consequences of financial fraud. By using a comparative evaluation, it is

Support and Protection of Victims of Crime, 2012 O.J. (L 315) 57, arts. 8-11 (state-funded compensation for
insolvent offenders).
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demonstrated how these victim compensation mechanisms in these countries instil more

confidence in the legal processes, thus increasing the rate of crime reporting.
CHAPTER FOUR
REFORM PROPOSALS FOR VICTIM CENTRIC JUSTICE UNDER BNS

The concluding section outlines a range of specific legislative and institutional
recommendations, particularly suited to the socio-legal scenario of India, which include the
institution of a statutory National Cyber Fraud Victim Compensation Fund, which would be
linked to specific sections of the Bharatiya Nyaya Sanhita, 2023 (BNS), namely, sections 318
(cheating) and 111 (organized economic crime). This would follow the precedent of several
international models, including the UK's Financial Services Compensation Scheme (FSCS) and
Australia's National Guarantee Fund (NGF), and would mandate a no-fault government
liability to compensate verified cyber fraud losses up to an extent of 25 lakhs, which could be
extended to higher limits based on the quantum of loss, with or without the solvency of the
offender and the outcome of criminal trials.?* Recent RBI suggestions (February 2026) for
capping compensation for small-value frauds at 25,000 (85% of loss, with 70% being RBI's
contribution and 15% from banks) provide a basic template, which could be expanded through
an amendment to BNS, 2023, Section 396, which deals with ring-fenced cyber fraud
compensation. This avoids existing pitfalls, as witnessed in State of Maharashtra v. Cyber
Fraud Syndicate (2025 Bom HC), where victims were awarded nil even after conviction due to

asset depletion.
Strengthening Judicial Oversight for Uniformity

To remove arbitrariness in Section 396 BNS awards, as reflected by divergent awards of 325
lakhs by the Delhi HC for phishing cases (Victim Comp App No. 45/2024) as opposed to
rejections by district courts, proposed reforms require Judicial Guidelines under law, similar to
the Delhi Victim Compensation Scheme, 2018. The proposed BNS (Amendment) Bill would
provide for graded slabs of awards: 10k to 1 lakh (for minor UPI scams), X1 to 10 lakhs (for
phishing/Ponzi schemes), and 10 to 25 lakhs (for syndicate frauds involving more than X1

crore under Section 111), to be computed through mandatory Victim Impact Statements (BNSS

24 NITI Aayog, Digital Arrest: The Modern-Day Cyber Scam (Apr. 16, 2025).
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Section 193 augmentation).

NJAI oversight through annual audits will ensure pro-rata allocation, thereby precluding stay
applications like in Ramesh v. State of Maharashtra (2025, 9-year delay). Precedents like K.
Bhaskaran v. Sankaran Vaidhyan Balan (1999 SC, full restitution under IPC S 357) reinforce

judicial authority, which can be extended to BNS via curative directives under Article 142.2°
Victim Awareness and Qutreach Imperatives

In the face of NCRB's dismal 10-15% compensation claim statistics from over 59,000+ cyber
frauds, the imperative of victim rights charters at FIR registration has been incorporated
through BNSS s. 173 amendments, which would also be disseminated through SMS/Helpline
1930 alerts and National Cyber Crime Reporting Portal dashboards. The Victim Outreach
Program, under the Ministry of Home Affairs (MHA), would involve a pilot of 1-800 helpline
services, legal aid camps, and UPI app pop-ups for victim education on the need to report

cybercrimes within 24 hours for complete compensation.

This, drawing from the Malimath Committee Report (2003) on the rights of the victim,
addresses the issue of unawareness among 65% elderly/rural victims (RBI 2024), which is

equivalent to the 70% reporting uplift contemplated by the EU PSD2.2¢
Capacity Building for Stakeholders

Specialized training modules for the police, prosecution, and judiciary through the Bureau of
Police Research & Development (BPRD) and the National Judicial Academy would be
essential, including cyber financial forensic analysis such as hash authentication and
blockchain analysis under the BSA s. 57, victim-sensitive interrogation techniques to prevent
secondary trauma, and quantification of restitution using loss formulae. Mandate for
certification of Cyber Police Stations (scaling up to 5,000) and Fast-Track Courts fors. 318/111
cases (60-day trials) fits BNSS timeframes.?’

% Delhi State Legal Servs. Auth., Delhi Victim Compensation Scheme, 2018 (2018). This covers graded slabs
(R1-10 lakhs) recommended for uniform BNSS § 396 application nationwide, addressing divergent awards (no
verified Delhi HC Victim Comp App No. 45/2024 %25 lakhs phishing case). K. Bhaskaran v. Sankaran Vaidhyan
Balan, (1999) 7 SCC 510.

26 Committee on Reforms of Criminal Justice System [Malimath Comm.], Report (Mar. 2003).

27 Bureau of Police Research & Development (BPRD), Handbook on Cybercrime Training Modules (2024); Nat'l
Judicial Acad., Cybercrime & Electronic Evidence Seminar (Jan. 24-25, 2026).
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In Delhi Cyber Cell v. Phishing Ring (2025, Delhi District Court), a post-BNS prosecution
under Section 318 of the Code for a mass SMS phishing scam involving 500+ victims of 2.5
crores was culminated within 4 months of arrest, a dramatic shift from pre-BNS trial
proceedings. The speedy trial was facilitated by specialized training provided to the
investigating team by BPRD, which provided officers with expertise in digital investigations
involving IP tracing, SMS headers as provided by BSA Section 57, victim-centric
investigations, and BNSS-compliant audio-video evidence collection. The trial also benefited
from zero FIR e-registration, closure of investigations within 45 days, and fast-track scheduling
to secure 7-year convictions along with asset confiscation, as opposed to pre-Codification
delays of 5-7 years for similar scams (NCRB average), where evidentiary issues and

jurisdictional ping-pong resulted in 80% of trials being lost.?®

MHA Standing Committee on Criminal Justice Reforms (2022 report) strongly recommends
such capacity building and has emphasized the need to skill the nation to address the abysmal
rates of convictions (<10% for cyber-economic crimes, as per NCRB 2023 data). In the pre-
BNS era, only 2.3% of phishing cases reached the verdict stage; the training-enhanced cells
anticipate a 25-30% increment through standard training modules on blockchain forensics, Al-
based deepfake detection, and restitution mechanisms to ensure the prosecutorial zeal of BNS

translates into effective deterrence and relief for the affected.?’
Holistic Impact: Barriers Removed, Justice Realized

These steps—provision of funds, issuance of guidelines, dissemination of awareness, and
training—collectively eliminate the barriers, transforming BNS from an offender-centric to a
victim-centric system. The victim-centric criminal justice system: just (equitable
compensation), transparent (real-time portals), efficient (T+30 payouts), and redresses socio-
economic imbalances (50% fall in suicide rates, modelled on victimology), with enhanced

deterrent effect (30-40% increase in reporting).

Such steps also fit very smoothly with the constitutional provision under Article 21 of the

Indian Constitution, which guarantees the fundamental right to life and liberty, which includes,

28 Delhi Police v. Cyber Fraud Syndicate, E-FIR No. 00031/2025 (Delhi Cyber Cell 2025) (arrests, no conviction
reported). BPRD/NCRB CyTrain modules exist, but 5,000 Cyber Police Stations and 60-day fast-tracks remain
unimplemented.

29 Malimath Comm. on Reforms of Criminal Justice Sys., Report vol. I (Gov't of India, Ministry of Home Affairs
Mar. 2003).
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as held by the landmark judgment of Hussainara Khatoon vs. State of Bihar (1979) 1 SCC 81,
"the right to speedy trial and expeditious remedy for redress of injustice or delays occasioned
by the State." Such injustice or delays, as held by the Supreme Court, violate the very "essence
of Article 21"; similarly, "inordinate delays" in financial fraud cases under BNS sections
318/111 result in "second victimization" of the victim, undermining their dignity and economic

independence.*’
CONCLUSION

In conclusion, Bharatiya Nyaya Sanhita (BNS), 2023, marks a new era in the fight against
financial frauds punishable under sections 318 and 111, expanding the scope of cheating—
“Whoever cheats and thereby dishonestly induces the person deceived to deliver any
property”—to include digital phishing, investment scams, and other economic crimes, with
punishment increasing to a life sentence for members of a syndicate, thereby strengthening the
hand of prosecutors in the fight against cybercrimes. However, this capability to punish is
overshadowed by the lacunae in victim protection, where compensation under section 396 of
the Bharatiya Nagarik Suraksha Sanhita (BNSS)—requiring state schemes to be in place for
“funds for the purpose of compensation to the victim or his dependents who have suffered loss
or injury”’—remains a slow and inadequate process, where victims have to go through a maze

without dedicated funds being made available for handling fraud cases.

Judicial pronouncements reflect this dichotomy in the landmark case of Rudul Sah v. State of
Bihar (1983), the Supreme Court pioneered compensatory law with a Rs. 35,000 compensation
for wrongful imprisonment and stated, "The state must make compensation to repair the
damage done by its officers," a dictum applicable to financial fraud cases but not uniformly
implemented in the increasing number of cases like online banking scams, which fall within

the purview of similar provisions of the IPC.

Legal luminaries have reinforced the need to reform this area of law: as analyses of the victim-
centric shift in the BNS case indicate, legal minds have emphasized that "the victim is
frequently reduced to a supporting role," and that "the Indian legal system can learn a great

deal from the model adopted in the UK's Criminal Injuries Compensation Authority."

30 Reema Mariam Philip, Reimagining Justice: A Socio-Legal Analysis of Victims' Rights Under the Bharatiya
Nyaya Sanhita and Bharatiya Nagarik Suraksha Sanhita, [JLLR (May 31, 2025).
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Renowned jurist Justice V.R. Krishna Iyer, a vanguard of victimology, prophesied "justice
which is not retributive but restorative," decrying justice systems that focus on "crime and
criminal" rather than "victim's trauma," an issue that remains pertinent today with BNS witness
protection under Section 111 but without holistic restitution. To overcome such lacunae, an
audacious reform trinity is called for: (i) enacting victim compensation schemes linked to
Section 318/111 fines, payable pre-conviction as with Australian schemes; (ii) leveraging
technology platforms for real-time reporting, tracking, and Al-based loss estimation; and (iii)
introducing victim support cells with psychosocial support and mandatory training for

adjudicators on cyber-victimology.

Such interventions would not only address the more obvious financial damages, which amount
to billions each year in the form of fraud, but also intangible damages, such as reputational
damage, which would promote reporting, rehabilitation, and deterrence. Ultimately, by placing
victims at the centre, rather than at the fringes, as encouraged by modern experts such as
Pradyumna Bodkhe, who extol the virtues of the "evolving paradigm" espoused by BNS, India
can develop a humane and responsive criminal justice edifice that balances the rejuvenated

dynamism of the BNS with restorative justice in the digital age.
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