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ABSTRACT 

Life of Human beings has seen a drastic difference as a result of Covid-19 
Pandemic. The Pandemic has had a significant impact on all walks of human 
life like their food habits, transportation and the government imposed a strict 
lockdown in order to curb the disease from spreading. At that point of time 
people started depending on the technology for buying groceries and also the 
educational institutions and corporate entities which are one of the strongest 
pillars of the economic growth and development came up with the idea of 
Digitalization wherein the concept of Digital education and work from home 
arose and students and employees were instructed to learn and do their work 
from remote environments. Many national efforts have been made and are 
still being made in support of Digital education and work from home culture 
which has become increasingly important and effective in the contemporary 
world. This study critically examines the effectiveness and challenges of this 
digital transition as there is a sudden reliance on digital tools such as video 
conferencing platforms, Learning Management systems and online 
collaboration tools with a heightened risks of cyber security concerns and the 
cyber crimes targeting the educational platforms and corporate entities which 
poses significant security risks to the educators, students and the corporate 
sectors due to their lack of awareness in the growth of technology. The study 
also analyses the surging incidents of data breaches, phishing and many other 
cases against schools, home networks and business systems without robust 
security controls. It also covers the legal frameworks globally, Government 
initiatives and organizational responses aimed at combating these threats 
along with an assessing the efficacy of the same. Finally, the study stresses 
the need for inclusive digital policy and cyber hygiene literacy to provide 
secure, equitable and resilient digital environments for a post pandemic era. 

Keywords: Digital Education, Work from home, cyber security threats, 
Effectiveness, Covid-19, Challenges. 
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CHAPTER-1 

1.1. INTRODUCTION: 

The Pandemic has transformed the lives of human beings drastically from their day to 

day activities like shopping online and paying online. Everything became online due to the 

lockdown and people became more dependent on the internet and likewise the education and 

employment transitioned to its digital mode in order to continue the two things without any 

stoppage due to the crisis as both are the two pillars of the economy which paves way for the 

economic growth and development of the country like India. Digital education and work from 

home culture are the paradigm shift during the covid-19 and it had become the new normal for 

the students and employees to learn and work remotely with the usage of technology and digital 

tools. This shift forced schools and colleges to entirely adapt to online meeting platforms like 

zoom and Microsoft teams in addition to already in use blended e-learning platforms like 

WebCT, Moodle and Blackboard1.Coming to the work from home culture employees were 

often forced to adopt new technologies, such as online meeting platforms, remote connection 

tools, and virtual remote machines2.The corporate sector adopted the digital tools like 

Microsoft Teams, Zoom and slack to maintain workflow and productivity by communicating 

the work remotely to the employees. These adoption of digital tools in both the sectors paves 

way for accessibility, flexibility and cost-effective work and education environment. At the 

same time the technology poses several risks in the cyber security that critically affects the 

students and employees. Digital education and work from home culture significantly attaches 

with having larger amount of data storage with regard to the institution and organization. So, 

when it comes to online the data should be protected with confidentiality and integrity. 

Protection against data manipulation, fraudulent user authentication and privacy breaches are 

important security concerns in e-learning3 and work from home model. 

Employees and students can also be targeted by phishing emails that contain malicious 

 
1 Morze, Nataliia, and Eugenia Smyrnova-Trybulska. “Web-based community-supported online education 
during the COVID-19 pandemic.” International Journal of Web Based Communities 17(1) (2021): 9–34, 
available at: https://www.inderscience.com/offers.php?id=112858 (last visited on 29.04.2025, at 7.30 PM) 
2 Jaidip Kotak, Edan Habler, Oleg Brodt, Asaf Shabtai and Yuval Elovici, Information Security Threats and 
Working from Home Culture: Taxonomy, Risk Assessment and Solutions, MDPI Journal, 2023, available at : 
https://www.mdpi.com/1424-8220/23/8/4018 (last visited on 30.04.2025,at 8.00 PM) 
3 Ball, Albert L., Michelle M. Ramim, and Yair Levy. “Examining users’ personal information sharing awareness, 
habits, and practices in social networking sites and e-learning systems.”, Online Journal of Applied Knowledge 
Management, available at: http://www.iiakm.org/ojakm/articles/2015/volume3_1/OJAKM_Volume3_1pp180-
207.pdf (last visited on 30.04.2025,at 9.00 PM) 
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links for registering for online meetings; this is just one example of the many new threats 

introduced in the work-from-home culture and online education. Especially in work from home 

environment there exists the home environment which introduces new challenges and threats, 

as home digital devices and corporate laptops are on the same network; the physical security 

of important devices and files is also an issue4. Companies face a major challenge in 

encouraging employees to adopt the new technologies, along with the best practices associated 

with them, many of which are aimed at ensuring information security5. 

Further the study addresses and analyses the legal framework and the associated 

policies that were initiated by the Government and corporate sector for effective and secured 

digital environment for learning and work. But the regulatory framework has some lacunae in 

addressing the cyber security vulnerabilities and cyber-crimes posed in the digitalized era of 

education and work and hence the study gives out some recommendations and ideas to 

revitalize the policy framework for a secured digital environment post pandemic. Also, the 

study focuses on the social and psychological dimensions of virtual interactions of students, 

educators and employees like the educators must modify their teaching strategies to engage 

students in online setting and employees should be aware of the digital tools and mechanisms 

for better productivity, which frequently calls for specialized training and assistance. Due to 

Covid-19 the shift to digitalization of education and work has quickened required many 

instructors and employees to make quick adjustments. The experiences of students in digital 

learning are very diverse. Some flourish in online settings because they value the flexibility 

and chances for self-paced learning. Others struggle to remain motivated and concentrated, 

particularly when there isn’t any face-to-face engagement especially the children between the 

age group of 8-15 years are prone to several cyber risks due to the continued usage of internet 

and gadgets like they get addicted to online gaming which deviates them to watch several adult 

contents and they get easily preyed to the cyber criminals and cyber-crimes. Also, the young 

children between the age group of 5-8 years are prone to several risks when it comes to digital 

learning like digital fatigue and other psychological problems which will be discussed in detail 

in the upcoming chapters through the survey. For successful online learning and remote work, 

digital literacy, time management abilities and cyber security strategies are becoming 

 
4 Jaidip Kotak, Edan Habler, Oleg Brodt, Asaf Shabtai and Yuval Elovici, Information Security Threats and 
Working from Home Culture: Taxonomy, Risk Assessment and Solutions,MDPI Journal, 2023, available at : 
https://www.mdpi.com/1424-8220/23/8/4018 (last visited on 30.04.2025,at 8.00 PM) 
5 Ibid 
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increasingly important for a secure, safe and resilient digital space for education and work. 

1.2. REVIEW OF LITERATURE 

A. BOOKS 

1. Prof. Vinay Ahlawat, Prof.Dr.Rajeev Bhardwaj, Dr.Soniya Verma,Prof.Sandeep     

Bhatia, Prof. Archana Rathore, Landscape of Digital Education, Walnut 

Publications,1st edition,2024. 

This book provides for a critical examination of the ever-evolving landscape of 

digital education which includes virtual classrooms and online platforms that 

revolutionized the traditional learning. The authors of the book emphasizes that digital 

education outshine the technical barriers by offering flexible and accessible learning 

opportunities via online. On the other hand, the book critically examines the challenges 

that poses along with the adoption of technology which includes digital divide, 

pedagogical effectiveness and the digital literacy and the policy strategies to mitigate 

the challenges are also discussed for a safe and secured digital environment in learning 

which is dealt in this research. 

2. Atlanu Das and Rajib Bag, Digital Pedagogy with ICT and Learning 

Technologies,CBS Publishers & Distributors Pvt Ltd, 1st edition,2020. 

This book delves into the transition of traditional learning to digital learning by 

providing a grasp of how Information and communication Technology (ICT) helps in 

changing the educational landscape with that of the digital innovation and its adoption. 

Also, it serves as a useful resource which comprehends the practice of digital 

pedagogical techniques for teaching as well as learning in the evolving landscape of 

digital education which is seen as a key area in this study. 

3. Manoj Kumar Jakhar, Cyber Crime- An Introduction, Random Publications, 

Reprint,2022. 

This book highlights the meaning of cyber-crime and its modus operandi which 

is different from that of the conventional crimes. It also provides about the different 

types of cyber-crimes and the challenges in detecting the same and this study deals 
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about the cyber-crimes that occurs in the digital arena of work and education and so 

everything is related to internet and computer network. Hence, this book helps in 

analysing the various kinds of cyber-crimes, prevention and management in the digital 

world. 

4. Mark David, Remote Work-Protecting your Workforce in the digital age,1st e-

book edition,2025. 

This book provides about the paradigm shift of work from office to home and 

its related cyber security threats and measures to combat the same. It delves into 

practical illustrations of the threats with real life examples along with the cyber security 

strategies in remote work environment. Also, it focuses upon the best practices that an 

employee should be well equipped with the methods like multifactor authentication, 

regular software updates in order to be secured and prevent the system resources from 

potential threats which is one of the main aspects of this study. 

B. JOURNAL ARTICLES 

5. Lourdes Cecilia Ruiz Salvador, Carlos Lenin Alvarez Llerena, Dr. Huu Phuoc Dai 

Nguyen, Digital education: security challenges and Best practices, Security science 

journal, December 2021. 

This article addresses the sudden shift of Digital education during the Pandemic 

along with the cyber security challenges faced by the educational institutions. The 

author of this book lays an objective in identifying the cyber threats in the online 

learning platforms and the best security strategies to counter the same which is used 

mainly in this research. Also, the article provides for the platform specific security 

vulnerabilities henceforth combining the individual security solutions for strong cyber 

defence against the evolving and changing cyber threat landscape. 

6. Shazia Shaikh, Nafisa Khan, Ayesha Sultana, and Nazneen Akhter, Online 

Education and Increasing Cyber Security Concerns During Covid-19 Pandemic, 

Published in International Conference on Applications of Machine Intelligence 

and Data Analytics (ICAMIDA 2022) 

This article analyses the shift of traditional education system to the online mode 



Indian Journal of Law and Legal Research    Volume VIII Issue I | ISSN: 2582-8878 
 

 Page: 5690 

of learning during the lockdown period of the Pandemic. The rise in digital education 

poses significant cyber threats as the development of technology encourages criminals 

to commit the crime online in order to escape from the punishment due to jurisdictional 

issues in online or cyber space. So, this article identifies the kinds of vulnerabilities 

faced by the educational institutions and provides for the best practices and strategies 

to mitigate the cyber crimes in the online education scenario which is the main aim of 

this dissertation.  

7. Jaidip Kotak, Edan Habler, Oleg Brodt, Asaf Shabtai, Yuval Elovici, Information 

Security Threats and Working from Home Culture: Taxonomy, Risk Assessment 

and Solutions published in Journal Sensors,2023. 

The Pandemic gave rise to a quick shift of work from office to remote work 

which results in cyber security risks as people work in a new realm other than the 

traditional office setup. The authors of this article discovered new steps to detect the 

kinds of cyber security threats by using the availability of assets (i.e) the digital tools 

and threat assessing model which is the DREAD (Damage, Reproducibility, 

Exploitability, Affected users, Discoverability) model which is discussed widely in this 

research. The article also envisages the strategies to mitigate the risks for a safe and 

resilient work from home environment.  

1.3. AIMS & OBJECTIVES OF THE STUDY 

      This study aims to critically examine the onset of online learning as a result of the 

COVID-19 pandemic and evaluate its efficacy in ensuring educational continuity while 

analysing the emerging challenges that are in general and also from cybercrimes in digital 

learning environments. 

1. To explore the development and growth of digital education and remote working as an 

impact of the COVID-19 pandemic.  

2. To identify the types of cyber threats that emerged in educational platforms and 

corporate entities online platforms and also analyse the adoption of threat analysis 

model to prevent and secure the systems from cyber-attacks.  

3. To assess various incidents of cyber-attacks on educational institutions and corporate 
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entities in the advent of digitalization and the impact it created among students, 

educators, and entities  

4. To exhibit the effectiveness and lacunae in India’s legal framework to combat the cyber 

security risks that are posed in the realm of digitalization in education and professional 

work.  

5. To suggest the measures and solutions to combat the challenges posed due to the rise 

of technological factors and cyber threats in digital education systems and work from 

home culture. 

1.4. RESEARCH GAP 

There exists a huge body of research articles on technological adaptation, pedagogic 

concerns and remote productivity but there is a significant vacuum in evaluating 

comprehensively the twin phenomena of work from home and digital learning together 

particularly from the perspective of cybersecurity vulnerabilities and their socio legal 

implications. Mostly productivity in remote work is examined but psychological and personal 

impact it creates on the employees has not been studied especially gender biased roles in 

household which causes a distress to women in balancing the household as well as work life. 

Most of the researches had a tendency to generalize global information without considering the 

localized cyber threats, infrastructure weakness or policy contexts. The study attempts to fill 

these with a critical, muti-disciplinary empirical study of the efficacy of e-learning and work 

from home during and post-pandemic with due regard for cyber security concerns, legal 

frameworks and human-centered concerns. It also suggests to contribute to policy discourse on 

how to create secure, inclusive and safe virtual spaces. 

1.5. HYPOTHESIS 

H₁1: The adoption of digital learning and work from home culture during COVID-19 has 

considerably enhanced accessibility and flexibility but at the same time raised cybersecurity 

concerns and had a major influence on educational and work efficacy and well-being of 

students and employees. 

1.6. SCOPE AND LIMITATIONS OF THE STUDY 

The research primarily focuses on the impact of COVID-19 on digital education and 
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work from home culture in India, with its effectiveness as compared to traditional classrooms 

and offline mode of working environment.  The study includes data collected through survey 

from the target groups of students and educators who were engaged in online learning during 

the Pandemic and IT professionals and administrators who adopted remote work due to 

unavoidable circumstances caused by the Pandemic.  The study will assess the challenges and 

cybercrime risks in educational institutions, including schools, colleges, universities and 

corporate adoption of work from home culture and it also addresses the impact of it on the 

students and IT professionals. The study also covers an overview of the existing legal 

framework in India related to the cyber-crime risks and cyber security vulnerabilities that 

affects the digital education and work from home model and the need for better regulations and 

strict adoption of cyber security measures in institutions and organizations. The study may not 

cover the International legal framework as my study is constrained to Indian geography and its 

betterment in Digital infrastructure. 

The study may not extensively cover non-educational platforms that indirectly support 

digital learning. As cybersecurity incidents often involve confidential data, some case studies 

may be based on publicly available reports rather than firsthand information.  

1.7. RESEARCH METHODOLOGY 

The study adopts a method of doctrinal research technique to collect the data. 

Primary Data Collection: 

Constitutional provisions, criminal codes, cyber laws, data protection legislation. 

Secondary Data Collection: 

Analysis of academic literature, industry reports, and case studies. 

CHAPTER-2 

DEVELOPMENT OF DIGITAL EDUCATION AND WORK FROM HOME AS A 

RESULT OF COVID-19 

2.1. EDUCATIONAL LANDSCAPE AND CORPORATE CULTURE BEFORE 

PANDEMIC: 
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         Education is defined as the process of gaining knowledge, skills, and values with the help 

of various methods, experience, and teaching-learning practices6.Coming to the part of work, 

An office job, or an on-site position, is a job where the employee completes their work tasks in 

a corporate office setting which may require specialized equipment, access to sensitive 

information or the ability to hold in-person meetings with clients and colleagues7. Before the 

Pandemic, the traditional classroom learning and work from office setup has been followed 

which was quite easier to communicate and learn things by physical mode as there will be face 

to face interaction and convention form of administrative processes. Education and corporate 

culture gives a major contribution for the economic growth and development in a country like 

India. If it gets struck or gets stopped it would be a great loss for the economy as well as well-

being of individuals. Henceforth, during the Covid-19 Pandemic both these sectors adopted the 

digitalization in learning and work to avoid uninterrupted education and work. 

2.1.1. HISTORICAL BACKGROUND OF TRADITIONAL EDUCATION IN INDIA  

i. Vedic period: In gurukuls, education began with oral traditions8. Education was once 

free for everyone and seen as a means of achieving moksha, or enlightenment, but with 

the advent of the varna system, it began to be taught according to a person's occupation 

and the tasks they did as a member of a certain caste9. While the Vaishyas learnt about 

trade, commerce, and vocational courses, the Brahmanas learnt about religion and texts, 

the Kshatriyas learnt about the different facets of battle, and the Shudras were working-

class men who were taught to do their duties10. The children of Shudras were not 

allowed to enter the Gurukuls for education. 

ii. Medieval Period: It was during the period of Mughal emperors rule and they insisted 

upon learning Arabic and Persian teachings by introducing Madrasas and Maktabs as 

learning hubs. 

 
6 Difference Between Traditional and Online Education, available at: https://www.geeksforgeeks.org/difference-
between-traditional-and-online-education/ (last visited on 30.04.2025,at 7.00 PM) 
7 Working From Home vs. Working in an Office (Pros and Cons), available at: https://www.indeed.com/career-
advice/career-development/work-from-home-vs-office. (last visited on 30.04.2025,at 6.00 PM) 
8 History of Education in India: Check Timeline, Detailed History Here!, available at : 
https://testbook.com/history-of/education-in-india#:~:(last visited on 30.04.2025,at 9.00 PM) 
9 Development of education in India, available at: https://www.iassite.com/development-of-education-in-india-
upsc/(last visited on 30.04.2025,at 9.30 PM) 
10 Ibid 
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iii. Colonial Period: It was during the British period wherein the influence of English was 

predominant and students were allowed to go to schools and learn English as their major 

language and also there were establishment of many universities which paid a way for 

formal education system. 

iv. After Independence: India gains independence, focuses on literacy and elementary 

education11. Formal education system was structured after the recommendation of 

Kothari Commission i.e. (10+2+3) and students were taught both in their regional 

language and English. 

v. Present Era: By modern technological approaches and legislative framework 

education has attained a different facet in the modern period which will be discussed in 

detail in the upcoming Paragraphs. 

2.1.2. EVOLUTION OF CORPORATE SECTOR IN INDIA 

a) Before Independence (colonial Period): 

           The Companies Act of 1866 formalized the European corporate practices 

brought to India by the British East India Company, opening the door for modern 

business practices to be adopted by Indian industrial pioneers such as Godrej Industries, 

Birla Group, and Tata Group.However, because India was forced to supply raw 

materials due to discriminatory colonial policies, industrial growth mostly benefited 

British interests. 

b) After Independence: 

         Family-owned companies have historically controlled the corporate sector, and 

minority shareholders' interests were frequently disregarded. The Companies Act of 

1956 established the legal foundation for corporate governance, but it was not strictly 

enforced, and transparency and accountability were not given enough attention12. After 

that, major industries were governed by the government as it adopted the socialist 

 
11History of Education in India: Check Timeline, Detailed History, available at:https://testbook.com/history-
of/education-in-india#:~:(last visited on 30.04.2025,at 9.00 PM) 
12 Evolution of corporate governance in India, available at: https://lawbhoomi.com/evolution-of-corporate-
governance-in-india/ 
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paradigm. The necessity for license for almost all facet of businesses and heavy 

regulations hindered the growth of corporate culture in India. 

c) Economic Liberalization Era (1991):  

India's IT, BPO, and telecom industries grew as a result of economic reforms; MNCs 

introduced performance-driven and open work cultures; and around 2010, there was a 

startup boom, particularly in fintech, edtech, and e-commerce. 

d) Present phase: 

The pandemic and the technological revolution hastened the transition to remote work, 

which has had a long-lasting impact on professional life. 

2.2. EVOLUTION OF ICT PROFICIENCY WITH DIGITAL TOOLS DURING 

PANDEMIC: 

ICT skills are now necessary rather than optional as a result of the COVID-19 

pandemic, which quickly forced the corporate and educational sectors to rely on digital tools. 

Stronger efforts toward inclusive and accessible technology use were prompted by this abrupt 

change, which increased digital literacy while also revealing gaps. 

2.2.1. ADOPTION OF ICT PROFICIENCY 

ICT proficiency concentrates on utilizing information technology tools, whereas 

information proficiency refers to managing and comprehending information. Together, these 

skills form practical ICT competence.Effective use of ICT tools, particularly when 

accompanied by suitable, learner-specific software applications, can be used to evaluate 

learners' outcomes. 

2.2.2. DIGITAL TOOLS & RESOURCES IN EDUCATION AND REMOTE WORK  

Software called a Learning Management System (LMS) facilitates the creation, administration, 

and delivery of online courses, simplifying everything from student evaluation to content 

creation. Canvas, Moodle, Google Classroom, WizIQ, and Open edX are well-known platforms 

that facilitate interactive and collaborative virtual learning, as are Zoom, Microsoft Teams, 

Kahoot!, and Quizizz. 
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Remote work Tools: 

Work-from-home tools are various online tools that facilitate remote work for various 

purposes. Some of them include: 

• Microsoft Teams: Microsoft Teams is a powerful all-in-one communication and 

collaboration platform that’s perfect for remote teams and also it can be used to host 

video meetings, chat with colleagues, share files, and even collaborate on documents.  

• Zoom, WebEx, Google Meet: For virtual meetings, webinars, and training. 

• Trello, Asana: Visual project tracking and team collaboration. 

• Jira: Widely used in software development for issue tracking and agile management. 

• Monday.com, ClickUp: All-in-one platforms for planning, tracking, and collaboration. 

• Google Drive, Dropbox, OneDrive: Enabled secure, real-time document sharing and 

storage. 

• VPNs (e.g., Cisco AnyConnect): To ensure secure access to corporate servers. 

Thus, the pandemic-induced shift to digital tools and platforms has created a new norm in 

education and corporate functioning. Though initially born out of necessity, these tools have 

proven their value in improving accessibility, productivity, and collaboration. 

CHAPTER-3 

EMERGENCE OF CYBER SECURITY VULNERABILITIES IN DIGITAL 

EDUCATION AND WORK FROM HOME CULTURE 

3.1. CAUSES OF CYBER THREATS IN DIGITAL EDUCATION AND WORK FROM 

HOME CULTURE  

The rapid expansion of digital education and work from home during the COVID-19 

pandemic introduced new vulnerabilities, making educational institutions and corporate 

entities the prime targets for cybercriminals. With the increased reliance on digital platforms 



Indian Journal of Law and Legal Research    Volume VIII Issue I | ISSN: 2582-8878 
 

 Page: 5697 

used in Digital education and work from home culture, incidents of data breaches, phishing 

attacks, and hacking incidents has seen a drastic rise significantly. This chapter examines the 

growing threat landscape in digital education and work from home culture, highlighting the 

types of cybercrimes affecting educational institutions and corporate entities and their impact 

on students and employees. 

3.2. KINDS OF CYBER CRIMES THAT AFFECT DIGITAL EDUCATION  

      The COVID-19 crisis had a substantial impact on educational systems, resulting in a 

precipitous transformation. The majority of students at all levels currently depend on e-

learning, which exposes them to the risk of cybercrime13.  

1. Phishing: Phishing scams are a prevalent attack channel in corporate sectors, and they 

have also spread to the education sector, where 91 percent of cyberattacks start with a 

phishing email14.The most common kind of cyberattack in the education sector is 

phishing, in which hackers create fraudulent emails and messages that seem to be 

official communications from trusted sources such as school administration, IT 

departments, or educational software vendors. These emails/communications are aimed 

at students, instructors, or staff, and they attempt to deceive them into exposing private 

information such as login passwords, financial data, and more15.There are several types 

of Phishing Attacks, some of which are mentioned below. Below mentioned attacks 

below are very common and mostly used by attackers. 

• Vishing: The abbreviation "voice phishing" (vishing) refers to the practice of 

deceiving someone over the phone into divulging private information. The attackers 

pose as contact centre agents or fake numbers that belong to legitimate businesses16. 

• Pop-up phishing: Pop-up Phishing sometimes utilises a pop-up indicating a security 

 
13Moatsum Alawida, Abiodun Esther Omolara, Oludare Isaac Abiodun, Murad Al-Rajab,A deeper look into 
cybersecurity issues in the wake of Covid-19: A survey, Journal of King Saud University - Computer and 
Information Sciences,Volume 34, Issue 10,available at: 
https://www.sciencedirect.com/science/article/pii/S1319157822002762/(last visited on 06.05.2025,at 9.00 AM)  
14 Alabdan, Rana. “Phishing attacks survey: types, vectors, and technical approaches.” Future Internet 12(10) 
(2020):168,availableat:https://www.researchgate.net/publication/365574735_Phishing_Attacks_Survey_Types_
Vectors_and_Technical_Approaches. (last visited on 06.05.2025, at 10.00 AM) 
15Biggest Cyberattack Risks in the Education Sector, available at: https://www.uscsinstitute.org/cybersecurity-
insights/blog/biggest-cyberattack-risks-in-the-education-sector(last visited on 06.05.2025, at 11.00 AM) 
16Types of Phishing Attacks, available at:  https://www.geeksforgeeks.org/types of phishing attacks(last visited 
on 07.05.2025, at 9.00 AM) 



Indian Journal of Law and Legal Research    Volume VIII Issue I | ISSN: 2582-8878 
 

 Page: 5698 

risk on your computer or another issue to fool you into clicking. You are then instructed 

to download a file, which turns to being malware, or to phone what is purported to be a 

help centre17. 

• Smishing: Anyone who sends out text messages or uses the Short Message Service 

(SMS) is the intended victim of this phishing effort. The words "SMS" and "Phishing" 

come together to form the concept. In many cases, the data is accompanied with a link 

that, when activated, directs the user to a malicious website or installs malware on their 

device. 

2. DDoS Attacks: By continuously overwhelming the server or nearby infrastructure with 

traffic, distributed denial of service (DDoS) assaults cause disruptions to the targeted 

system. DDoS assaults are carried out by cybercriminals using IoT devices, hacked 

computer systems, and other devices that have been taken over. To meet the constantly-

changing needs of online learning and smart classrooms, the typical educational 

institution currently uses more gadgets than ever before. These changes have also made 

it easier for thieves to launch attacks using DDoS18. There are three main types of DDoS 

attacks: They are:-  

• Application-layer attacks: Fill a designated server with HTTP requests 

• Protocol Attacks: Fill infrastructure by exploiting layers of  3 or 4 protocols 

• Volumetric Attacks: Deplete a target's bandwidth via the use of botnets19. 

3. Ransomware attacks: Recent research indicates that the education sector has 

surpassed healthcare and government in terms of ransomware attacks, with 13% of 

educational institutions reporting infections20. Comparatively, 5.9% of government 

organisations and 3.5% of healthcare providers are included in this group. Ransomware 

 
17Different Types of Phishing Attacks, available at:   https://www.fortinet.com/resources/cyberglossary/types-of-
phishing-attacks(last visited on 07.05.2025, at 11.00 AM) 
18 Nicholas sollitto, The 5 Biggest Cyber Threats For the Education Sector in 2025, available at: 
https://www.upguard.com/blog/cyber-threats-education(last visited on 07.05.2025,at 12.00 PM) 
19 Ibid 
20 Prasad, Ramjee, and Vandana Rohokale. Cyber Security: The Lifeline of Information and 
Communication Technology. Springer International Publishing, 2020,available at : 
https://www.researchgate.net/publication/338309850_Cyber_Security_The_Lifeline_of_Information_and_Com
munication_Technology(last visited on 07.05.2025, at 11.00 AM) 



Indian Journal of Law and Legal Research    Volume VIII Issue I | ISSN: 2582-8878 
 

 Page: 5699 

is a kind of malicious software that encrypts the user's data and then demands payment 

to unlock them. These attacks are anticipated to become more common if ransomware 

as a service becomes more widely used. Schools are unable to afford the downtime and 

unexpected expenses caused by ransomware attacks, which are predicted to exceed $5 

billion in costs21. 

4. Malware Attack: The Sonic Wall cyber security study states that in 2022, there was a 

considerable increase (26%) in the number of malware assaults against higher education 

institutions. Malicious software, or malware, is used by cybercriminals to breach 

information security measures and get unauthorised access to educational institutions' 

internal systems22. 

5. Botnet Attack: Botnets, also known as bots, are devices, such as computers, servers, 

or phones, that are infected with malicious software, viruses, or worms that carry out 

damaging tasks without the user's awareness. Networks of compromised devices that 

cooperate under the direction of an attacker are known as botnets. Thus, there have been 

instances of botnet threats, such as emotet assaults, after COVID-19. The computer 

virus known as Emotet was first created as a banking Trojan23. 

6. Vulnerability Exploitation: This sort of cyber-attack in education includes attackers 

detecting and exploiting flaws in an institution's software or systems. Educational 

institutions utilise a wide range of technology to improve the learning and teaching 

experience. However, they are often older and unpatched, rendering them susceptible. 

Operating systems, educational platforms, databases, or network infrastructure may 

have possible vulnerabilities that attackers might exploit to steal data, distribute 

malware, or acquire control of digital resources24. 

 
21 McLilly, Landon, and Yanzhen Qu. “Quantitatively Examining Service Requests of a Cloud- Based On-
Demand Cybersecurity Service Solution for Small Businesses.” 2020 International Conference on Computational 
Science and Computational Intelligence (CSCI). IEEE, 2020, available at: 
https://ieeexplore.ieee.org/document/9458107(last visited on 08.05.2025, at 9.00 AM) 
22 Nicholas sollitto, The 5 Biggest Cyber Threats For the Education Sector in 2025, available at: 
https://www.upguard.com/blog/cyber-threats-education(last visited on 07.05.2025, at 9.00 PM) 
23 Moatsum Alawida, Abiodun Esther Omolara, Oludare Isaac Abiodun, Murad Al-Rajab,A deeper look into 
cybersecurity issues in the wake of Covid-19: A survey, Journal of King Saud University - Computer and 
Information Sciences,Volume 34, Issue 10,available at: 
https://www.sciencedirect.com/science/article/pii/S1319157822002762(last visited on 07.05.2025,at 10.00 PM)  
24 Biggest Cyberattack Risks in the Education Sector, available at : https://www.uscsinstitute.org/cybersecurity-
insights/blog/biggest-cyberattack-risks-in-the-education-sector(last visited on 08.05.2025, at 9.00 AM) 
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7. Confidentiality attack: This attack primarily targets the restriction of data access and 

distribution rather than altering data content. This attack can be classified into three 

primary categories: insecure cryptographic storage, insecure direct object reference, 

and information leakage, along with improper error handling25.  

8. Cyber bullying: When someone "persistently makes fun of another person online, 

repeatedly picks on another person through email or text message, or posts anything 

online about another person that they don't like," it is considered cyberbullying26. The 

forms of cyber bullying in Digital education environment are as follows: 

• Impersonation Attacks: Cyberbullies created fake profiles posing as students or 

teachers to spread false information or harass peers which often creates shame among 

the groups. 

3.3. KINDS OF CYBER CRIMES AFFECTING THE WORK FROM HOME 

CULTURE:  

1. Unsecured Home Networks: Home networks are usually less secure than office 

systems because many remote workers use old routers, weak Wi-Fi settings, or default 

passwords that they haven't changed. These weaknesses let hackers intercept data or 

access company systems. Therefore, stronger network security measures for remote 

work are essential27. 

2. Whaling: Whaling is a kind of spear phishing that targets prominent corporate leaders 

(CEOs, CFOs, etc.) in an effort to obtain confidential information. These assaults are 

quite specific and need a great deal of investigation, with the use of freely accessible 

tools such as social media, in order to develop a tailored strategy for every victim. 

The "whale" effect is a metaphor for the magnitude of the assault, which takes 

 
25 Lourdes Cecilia Ruiz Salvador ,Carlos Lenin Alvarez Llerena,Dr. Huu Phuoc Dai Nguyen, Security science 
journal 2(2):65-76, 2021, available at : https://www.researchgate.net/publication/(PDF) Digital Education: 
Security Challenges and Best Practices(last visited on 07.05.2025,at 10.00 AM) 
26 Omar. A. Alismaeil,Digital Media Used in Education: The Influence on Cyberbullying Behaviours among 
Youth Students, Intl Journal of scientific Research and Public Health, 20(2):1370, available at: 
https://pmc.ncbi.nlm.nih.gov/articles/PMC9858636/#sec2-ijerph-20-01370(last visited on 07.05.2025, at 11.00 
AM) 
27 https://www.sentinelone.com/cybersecurity-101/cybersecurity/remote-working-security-risks/(last visited on 
08.05.2025, at 10.00 AM) 
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advantage of the prominence of certain individuals inside the organisation28. 

3. Spear phishing: Spear phishing is the process of attempting to obtain login credentials 

from a single person inside an organisation. The attacker often acquires information 

about the target before initiating the assault, such as their name, position, and contact 

data29. 

4. DDoS: Distributed denial of service (DDoS) attacks are similar to denial of service 

(DoS) attacks in that they include several actors simultaneously attempting to 

overwhelm a single target. When there is an unexpectedly large spike in traffic very 

quickly, a distributed denial of service attack may happen. The "slashdot effect" 

describes what happens when a large, well-known website connects to a smaller, less 

famous one, causing a flood of requests to go to the smaller site30. 

5. Malware and Ransomware: Without strong safeguards, remote work environments 

are easy targets for ransomware and malware attacks. This makes strong endpoint 

protection and regular security scans essential.31. 

6. Cryptojacking: The term "cryptojacking" refers to the practice of using your computer 

to secretly "mine" cryptocurrencies like Bitcoin and Ethereum. Despite the fact that it 

is not an urgent danger, it may drastically slow down your gadgets32.  

7. Eavesdropping: An attacker attempts to intercept, alter, or remove the data being sent 

between the devices in an eavesdropping attack. This kind of attack takes use of 

network communications' inherent insecurity to get data as it is being sent between 

machines33. 

 
28 https://www.geeksforgeeks.org/types-of-phishing-attacks-and-how-to-identify-them//(last visited on 
08.05.2025, at 11.30 AM) 
29 https://www.fortinet.com/resources/cyberglossary/types-of-phishing-attacks/(last visited on 08.05.2025, at 1.00 
PM) 
30 Jaidip Kotak , Edan Habler , Oleg Brodt , Asaf Shabtai , Yuval Elovici, Information Security Threats and 
Working from Home Culture: Taxonomy, Risk Assessment and Solutions, Vol 23, Issue 8,available at : 
https://pmc.ncbi.nlm.nih.gov/articles/PMC10142274/#sec3-sensors-23-04018/(last visited on 08.05.2025, at 4.00 
PM) 
31 https://www.sentinelone.com/cybersecurity-101/cybersecurity/remote-working-security-risks//(last visited on 
08.05.2025, at 6.00 PM) 
32 https://www.aura.com/learn/emerging-cyber-threats//(last visited on 13.05.2025, at 8.00 PM) 
33Jaidip Kotak , Edan Habler , Oleg Brodt , Asaf Shabtai , Yuval Elovici, Information Security Threats and 
Working from Home Culture: Taxonomy, Risk Assessment and Solutions, Vol 23, Issue 8,available at : 
https://pmc.ncbi.nlm.nih.gov/articles/PMC10142274/#sec3-sensors-23-04018//(last visited on 13.05.2025, at 
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8. Artificial intelligence cyber threats: When it comes to online dangers, AI has changed 

the rules for sure. Attacks that are driven by AI use machine learning to quickly look at 

security systems, find weak spots, and get in. Additionally, hackers can now automate 

attack processes. This means that attacks are not only smarter but also happen more 

often. A 2023 poll from CFO.com found that 85% of cybersecurity experts think that 

AI is to blame for the rise in hacking. Also, our 2023 cyber risk index study showed 

that 90% of startup founders are worried about how dangerous AI hacks could be. 

Because of this, people are taking more steps to improve processes and make them 

safer. All of this being said, AI hasn't been completely bad for safety; in fact, it has 

made things safer in recent years. AI-based security systems are better at finding threats, 

run more automatically, and can even show you where your system is weak. Businesses 

can stay ahead of the curve with new technology like IBM's AI threat detection systems, 

which use AI to fight AI-powered hacks and help with AI-powered security34. 

3.4. CASE STUDIES RELATING TO CYBER-ATTACKS IN DIGITAL EDUCATION 

AND WORK FROM HOME PLATFORMS  

   The quick move to digital also led to a big rise in cybercrimes against weak groups. During 

the pandemic, more people started using digital education, online entertainment and Remote 

work which led to a big rise in cybercrimes against minors and also working professionals who 

work for corporate entities. The Public Wrongdoing Record Department in India said that the 

amount of cybercrime evidence against children rose by 400% in 2020. Almost 90% of these 

instances involved sharing pornographic content. Cyberbullying is becoming a bigger problem 

in India very quickly. 

1. The AIIMS Ransomware Attack Impacting Educational Data35 

The All-India Institute of Medical Sciences (AIIMS) is predominantly a medical 

school, but in November 2022, a huge ransomware outbreak hit its large databases of 

students and instructional activities. Cybercriminals broke into the institute's digital 

infrastructure, making it impossible for the hospital to access its instructional data, 

research materials, and student records. The attackers encrypted important information 

 
12.00 PM) 
34 https://www.embroker.com/blog/top-cybersecurity-threats///(last visited on 14.05.2025, at 10.00 AM) 
35 AIIMS Ransomware Attack(2022) 
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and asked for a payment to get it back.  

Issues Involved  

• Old security solutions that don't secure endpoints well enough.  

• Weak access restrictions for both student and research databases.  

• Not using strong encryption to protect private student data.  

Outcome of the Attack 

• A big problem with academic research and digital education systems.  

• There was a chance that student and teacher records might be made public.  

• The assault stopped people from getting to important instructional materials on 

AIIMS servers. 

2. Unacademy Data Breach36 

In January 2020, Unacademy, one of India’s largest online learning platforms, 

experienced a cybersecurity breach affecting over 11 million users. Cyber attackers 

gained unauthorized access to sensitive user data including email addresses, usernames, 

hashed passwords, account registration dates, and detailed user activity logs. The 

compromised data was subsequently discovered on the dark web, being actively sold to 

malicious actors. Investigations revealed vulnerabilities within Unacademy’s security 

protocols, particularly concerning password hashing methods, database protections, 

and incident detection processes. This incident raised substantial concerns about data 

privacy and security practices within India’s burgeoning ed-tech sector, emphasizing 

the urgent need for strengthened cybersecurity measures37. 

3. WIPRO Phishing Attack38 

During the lockout, Wipro moved more than 90% of its employees to work from 

 
36 Unacademy Data Breach( 2020) 
37 https://www.corbado.com/blog/data-breaches-India/ (last visited on 25.05.2025, at 6.30 PM) 
38WIPRO Phishing Attack(2020)  
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home. In the middle of 2020, workers got phishing emails that looked like confidential 

COVID-19 health updates  

Issues Involved: 

The emails had bad links to bogus HR websites and added keyloggers to systems. 

Attackers tried to get credentials to get into the internal VPN. 

            Outcome: 

● There was no public confirmation of a substantial data loss, but it was said that 

internal systems were fixed. 

● Wipro made sure that employees knew about cybersecurity and used multi-

factor authentication (MFA). 

● Even IT companies with strong security are at risk if they don't regularly train 

their employees and do phishing simulations. 

4. Haldiram's Ransomware Attack 

When workers worked from home, Indian FMCG business Haldiram’s had a 

huge data leak 

Issues Involved: 

 A group of hackers got into the system using an employee's hacked remote desktop 

protocol (RDP). 

The company's paperwork and financial information were encrypted 

Hackers asked for a ransom of millions of rupees in cryptocurrencies 

Result: 

● The business told CERT-In about the event. 

● Implemented endpoint detection, restricted administrative rights, and secured 
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inactive RDP ports. Thus, it's simple to get to WFH endpoints that have weak 

RDP passwords and don't require a VPN. 

5. RE zoom video communication Inc vs Privacy litigation cyber-attack (Zoom 

Bombing Case)39 

Zoom Video Communications, Inc. has a lot of lawsuits over privacy and 

security problems with its video conferencing software. A class-action lawsuit said that 

Zoom shared user data with third parties like Facebook, Google, and LinkedIn without 

permission, lied about its encryption standards by saying it provided end-to-end 

encryption when it didn't, and didn't stop "Zoombombing" incidents, where people who 

weren't supposed to be there interrupted meetings with inappropriate content. This 

happened when a number of schools adopted Zoom as their online learning platforms 

during the covid-19 pandemic. 

In return, Zoom agreed to pay $85 million and promised to improve its security 

methods. The settlement gave qualified customers their money back and made Zoom 

take steps like letting consumers know when meeting participants use third-party 

applications and giving personnel extra training on privacy and data handling. The 

Federal Trade Commission (FTC) also looked into Zoom for lying to customers about 

how safe it was. The FTC said that Zoom lied about its encryption techniques and put 

certain macOS users' security at risk. A settlement was struck that required Zoom to 

improve its security procedures and stop lying about its privacy and security measures. 

These legal proceedings show how important it is to have strong security measures and 

clear information to keep users' trust in digital platforms. 

3.5. IMPACT OF CYBER-CRIMES ON STUDENTS, EDUCATORS, EMPLOYEES 

AND CORPORATE ENTITIES  

a) Impact on the Learning Process: A report by the US Government Accountability 

Office (GAO) found that cyberattacks on school districts resulted in learning losses 

ranging from three days to three weeks, with recovery times taking between two to nine 

 
39 Re Zoom video communication Inc V. Privacy litigation (2020) 
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months40. 

b) Financial Loss: US schools reported financial losses ranging from $50,000 to $1 

million due to expenses like hardware replacement and cybersecurity upgrades, with 

recovery taking an average of 2 to 9 months41. 

c) Data Security Breaches: Cyberattacks exposed sensitive data, including grades, social 

security numbers, and bullying reports. Accidental breaches were often caused by staff, 

accounting for 21 out of 25 cases, while intentional breaches by students, comprising 

27 out of 52 cases, frequently involved tampering with grades. Also, Cyberattacks on 

schools result in breaches of personal information, including grades and social security 

numbers, causing emotional, physical, and financial harm. These breaches can be 

intentional or accidental, with a US study showing staff responsible for most accidental 

breaches (21 out of 25) and students primarily behind intentional breaches (27 out of 

52) to change grades42. 

d) Breach of Privacy and Personal Data Theft 

Nature: If internet platforms don't have good cybersecurity, students' personal information, 

such their names, addresses, Aadhaar numbers, grades, and health information, might be 

made public 

Effect: Stealing someone's identity, using student profiles without permission and it Risks 

to your digital presence over time 

e) Cyberbullying and Harassment Online 

Nature: Harassment via social media, classroom discussions, gaming platforms, or 

educational applications 

Effect: Decrease in academic achievement, Psychological trauma such as anxiety, despair, 

and withdrawal from social situations, Fear of taking online classes and manage their screen 

 
40https://www.cyberpeace.org/resources/blogs/cybersecurity-landscape-and-risks-in-indian-educational-
institutions/ (last visited on 26.05.2025, at 12.30 PM) 
41 Ibid 
42 Ibid 
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time. 

f) Effects on Mental and Emotional Health 

Nature: Being afraid of being targeted online and also excessive screen time causes the 

children of the age 6 to 12 to easily get addicted other content online such as games, 

illegal content cicc., and all these causes emotional tension and trauma to children and 

some have reported suicides due to cyber threats and threatening online games which 

was banned like Blue whale game and so on. 

Effect: Losing focus, Bad mental health results and Less involvement in digital learning 

spaces. 

g) Loss of Privacy and Personal Data 

Employees typically utilise their own devices or Wi-Fi that isn't secure, which makes 

them easy targets. 

Effect:Stealing someone's identity (banking, health, Aadhar, etc.),Family and intimate 

contacts are at risk and Unauthorised monitoring through cameras or keystroke logging. 

h) Loss of Job Performance and Productivity 

Ransomware, phishing, or gadget breakdowns may all slow down work. 

Effect:Not doing tasks on time, Losing work and documents that haven't been saved 

and Stress affecting mental performance. 

i) Effects on Mental Health 

A constant dread of data spills or security holes. 

Effect: Worry, tiredness, and burnout, Cyberstalking or harassment made working 

from home even more isolating and Lack of faith in the company's IT systems. 

Thus, the rapid digitalization during the pandemic brought with it a surge in cyber 

threats targeting educational and corporate platforms. From data breaches to phishing attacks, 

both individuals and institutions became vulnerable. The analysis reveals a pressing need for 
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robust cybersecurity infrastructure, awareness programs, and regular threat assessments. Real-

world case studies underscore the potential damage and the necessity for proactive and well-

informed defense mechanisms. 

CHAPTER-4 

LEGAL FRAMEWORK AND CYBERSECURITY MEASURES 

The growing threat of cyber-crimes in digital education has necessitated robust legal 

frameworks and proactive cybersecurity strategies. This chapter examines the Indian legal 

provisions, international frameworks, and preventive measures that can safeguard educational 

institutions from cyber threats. 

4.1. INDIAN LEGAL PROVISIONS ON CYBER CRIMES IN EDUCATION AND 

WORK FROM HOME CULTURE 

India several legal frameworks to address cyber threats but no legislation talks directly 

about cyber-crimes targeting educational institutions and corporate entities, so the provisions 

related to cyber-crimes in general are adopted for Digital education and remote work threats 

also. The following key legislations provide protection against digital risks in the education 

sector and Remote work: 

4.1.1 INFORMATION TECHNOLOGY ACT, 2000 

The Information Technology Act, 2000 is India's primary legislation that addresses 

cybercrimes, electronic commerce, and data security. Key provisions relevant to cyber threats 

in Digital education and Remote work include: 

Section 43: Penalizes unauthorized access, data theft, and hacking attempts on digital 

platforms, applicable to breaches in learning management systems (LMS) or student data 

portals43.   

Section 65: Tampering with computer source documents.– Anyone who intentionally hides, 

destroys, or modifies computer source code that must be kept up to date faces a maximum 

 
43 The Information Technology Act,2000,Sec 43. 
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sentence of three years in prison, a fine of up to ₹2 lakh, or both.44. 

Section 66. Computer related offences.– Imposes penalties for identity theft, phishing, and 

online impersonation, which are common tactics targeting educational institutions and 

corporate entities. The punishment shall be imprisonment for a term which may extend to three 

years or with fine which may extend to five lakh rupees or with both45. 

Section 66C. Punishment for identity theft.– Provides legal protection against identity theft, 

particularly critical for student accounts and faculty email systems. The punishment shall be 

imprisonment of either description for a term which may extend to three years and shall also 

be liable to fine which may extend to rupees one lakh46. 

Section 66D. Punishment for cheating by personation by using computer resource.– 

Addresses cheating by impersonation using digital means, relevant in cases of fake profiles, 

fraudulent test portals, or impersonation during online exams and remote work. The 

punishment shall be imprisonment of either description for a term which may extend to three 

years and shall also be liable to fine which may extend to rupees one lakh47.  

Section 66E. Punishment for violation of privacy.–Whoever, intentionally or knowingly 

captures, publishes or transmits the image of a private area of any person without his or her 

consent, under circumstances violating the privacy of that person, shall be punished with 

imprisonment which may extend to three years or with fine not exceeding two lakh rupees, or 

with both48. 

The sections 67, 67A and 67B makes the following acts punishable: • Transmission or 

publication of obscene content in electronic form (up to 3 years of imprisonment and fine) • 

Transmission or publication of sexually explicit content in electronic form (up to 5 years of 

imprisonment for the first time and up to 7 years of imprisonment for subsequent times and 

fine) • Transmission or publication of child abuse images in electronic form (up to 7 years of 

imprisonment and fine). These three sections of 67,67A,67B addresses the publishing or 

transmission of obscene material online, which is particularly applicable to Zoombombing 

 
44 The Information Technology Act,2000, Sec 65 
45 The Information Technology Act,2000, Sec 66 
46 The Information Technology Act,2000, Sec 66C 
47 The Information Technology Act,2000, Sec 66D 
48 The Information Technology Act,2000, Sec 66E 
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incidents in virtual classrooms. 

Section 72: Breach of Confidentiality and Privacy: Ensures protection against breach of 

confidentiality and privacy, applicable to unauthorized access to student records, faculty 

communications, and sensitive institutional. The punishment is imprisonment for a term which 

may extend to two years, or with fine which may extend to one lakh rupees, or with both49 

Section 72A. Punishment for disclosure of information in breach of lawful contract.– If 

any person, including an intermediary, while providing services under a lawful contract, 

discloses personal information about another person without consent, and such disclosure 

causes wrongful loss or gain, that person shall be punished.50. 

4.1.2. INDIAN PENAL CODE (IPC) PROVISIONS 

Section 419. Punishment for cheating by personation—Deals with cheating by 

impersonation, applicable in cases of fake student profiles or manipulated exam entries and 

shall be punished with imprisonment of either description for a term which may extend to three 

years, or with fine, or with both51.  

Section 420. Cheating and dishonestly inducing delivery of property—Addresses cheating 

and dishonestly inducing delivery of property, relevant in cases of online fee payment frauds 

targeting schools or universities, shall be punished with imprisonment of either description for 

a term which may extend to seven years, and shall also be liable to fine52. This is relevant in 

cases of online fee payment frauds targeting schools or universities and also in insider threats 

wherein employees in remote work sell the sensitive data of the company to cyber criminals. 

Section 500. Punishment for defamation—Whoever defames another shall be punished with 

simple imprisonment for a term which may extend to two years, or with fine, or with both53. 

This is applicable if false or defamatory content about students or faculty or employees is 

published on digital platforms. 

Section 509. Word, gesture or act intended to insult the modesty of a woman—Penalizes 

 
49 The Information Technology Act,2000, Sec 72 
50 The Information Technology Act,2000, Sec 72A 
51 The Indian Penal Code,1860, Sec 419 
52 The Indian Penal Code,1860, Sec 420 
53 The Indian Penal Code,1860, Sec 500 



Indian Journal of Law and Legal Research    Volume VIII Issue I | ISSN: 2582-8878 
 

 Page: 5711 

acts intended to outrage the modesty of women, relevant in cases of online harassment and 

cyberbullying targeting female students or staff and shall be punished with simple 

imprisonment for a term which may extend to three years, and also with fine54. This is relevant 

in cases of online harassment and cyberbullying targeting female students or staff and 

employees indulged in remote work. 

4.1.3. BHARATIYA NYAYA SANHITA,2023 

Section 79: Word, gesture or act intended to insult modesty of a woman- Word, Gesture 

or act intended to insult modesty of a woman, the offender shall be punished with simple 

imprisonment for a term which may extend to three years, and shall also be liable to fine55. 

Section 318: Cheating  

This section defines the offense of cheating and prescribes corresponding punishments. It 

aligns with the previous Section 415 of the IPC.  Deceiving someone to fraudulently or 

dishonestly induce them to deliver property, consent to its retention, or act in a manner causing 

harm to body, mind, reputation, or property. Imprisonment of either description for up to three 

years, or with fine, or both56. 

Section 319: Cheating by personation  

This section addresses cheating by personation, corresponding to Section 416 of the IPC. 

Cheating by pretending to be another person and this section Enhanced the punishment of 

imprisonment of either description for a term which may extend to five years, or with fine, or 

with both57. 

Section 356: Defamation: Defamation involves making or publishing any imputation 

concerning a person, intending to harm the reputation of that person. An individual found guilty 

of defamation under Section 356 may face: Simple imprisonment for a term which may extend 

to two years, or Fine, or Both58. 

 
54 The Indian Penal Code,1860, Sec 509 
55 The Bharatiya Nyaya Sanhita,2023,Sec 79 
56 The Bharatiya Nyaya Sanhita,2023, Sec 318 
57 The Bharatiya Nyaya Sanhita,2023, Sec 319 
58 The Bharatiya Nyaya Sanhita,2023, Sec 356 
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4.1.4. DATA PROTECTION LAWS IN INDIA 

1. National Cyber Security Policy, 2013 

The National Cyber Security Policy 2013, as drafted by the Department of Electronics and 

Information Technology (DeitY) in 2013, is aimed at strengthening the security of all aspects 

of computer information systems in both the public and private sectors. It aspires to create a 

secure & reliable cyber space, ensuring the safety and security of critical infrastructure, 

reduction in number of vulnerabilities in ICT systems, enhanced incident response and its 

preparedness. The policy further aims at creating 5 lac number of cybersecurity professionals 

and establishment of Institutions, Policies, Strategies and International Cooperation. 

2.Information Technology (Guidelines for Intermediaries and Digital Media Ethics Code) 

Rules, 2021:  

The 2011 Rules were replaced by the Information Technology (Intermediary 

Guidelines and Digital Media Ethics Code) Rules, 2021, which strengthened platform 

accountability, improved user grievance redressal, and imposed more stringent due diligence 

requirements, particularly on large social media intermediaries. In order to better protect users' 

digital rights, the 2022 amendments required grievance officers and enhanced transparency and 

privacy protections59. 

3. The Digital Personal Data Protection Act of 2023 (DPDP) 

On August 11, 2023, the Indian Central Government passed its long-awaited Digital 

Personal Data Protection Act (DPDP). The act borrows its broad definition of personal data 

from the EU’s General Data Protection Regulation (GDPR) and aims to protect data principals 

and restrict the activities of data fiduciaries60.  

The DPDP obligates data fiduciaries to:  

• Only appoint or involve third-party data processors who are obligated to follow DPDP 

procedures by a legal contract 

 
59 Kyle Chin, Cybersecurity regulations in India, available at: https://www.upguard.com/blog/cybersecurity-
regulations-india(last visited on 29.05.2025, at 10.30 AM) 
60 Ibid 
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• Ensure personal data is complete and accurate before using the data to make a decision 

that affects the data principal or before participating in the transfer of personal data 

• Implement necessary organizational measures and technical protocols to ensure 

ongoing compliance 

• Implement reasonable security safeguards and audits to protect personal data and 

prevent personal data breaches 

• Notify all affected data principals and the Data Protection Board of any and all known 

data breaches 

• Safely erase and destroy all personal data upon a data principal withdrawing their 

consent (unless retention of such data is required by law) 

In addition, the DPDP established the Data Protection Board of India and outlined a 

new class of data fiduciaries. Significant data fiduciaries are organizations determined 

to pose increased risk based on a government assessment. Organizations determined to 

be significant data fiduciaries must comply with additional requirements61. 

4.4. CHALLENGES AND GAPS IN THE INDIAN LEGAL FRAMEWORK  

1. Legislative Lag and Insufficient Coverage of Emerging Threats: 

Since evolving digital threats frequently outgrow current legal frameworks, the Information 

Technology Act of 2000 finds it difficult to keep up with the rapid advancements in technology. 

Deepfakes, AI-enabled hacking, cryptocurrency fraud, online child exploitation, 

disinformation, and digital intellectual property theft are examples of emerging cybercrimes 

that highlight legal gaps. 

2. Low conviction rates and problems with enforcement:  

• Implementation Gap: Even though India has strong laws and institutions like the 

National Cyber Crime Reporting Portal (NCRP) and the Indian Cyber Crime 

 
61 Ibid 
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Coordination Centre (I4C), it is still very hard to prosecute cybercriminals.  

• Low Conviction Rate: The number of people who are found guilty of cybercrime is still 

quite low. There were 25,799 arrests in 2022, but only 1,407 convictions. This 

difference suggests that present rules may need to be enforced more strictly, that there 

may be problems because of jurisdictional issues, and that investigations may still be 

hard because of a lack of technical know-how.  

• Jurisdictional issues: The internet's worldwide reach creates big problems for law 

enforcement since it makes it hard to discover and catch offenders who may be 

anywhere.  

3.Low levels of digital literacy, awareness, and the gap between those who have and those 

who don't:  

• Vulnerable Groups: Women, children, and elderly people are particularly at danger of 

being taken advantage of online because of India's huge digital gap.  

• Digital illiteracy: People don't know much about cyberthreats, and they also don't know 

much about how to use technology. A lot of individuals, especially students and those 

who work from home, don't know how dangerous personal devices, insecure networks, 

and advanced phishing techniques may be. This human part is still the most susceptible 

when it comes to cybersecurity protection.  

• Not enough infrastructure: India's infrastructure isn't good enough to handle 

cybercrimes well. 

4.Data Protection Implementation and Compliance: 

Although breach notifications are required by the Digital Personal Data Protection Act 

of 2023, effective response and accountability are undermined by non-disclosure and poor 

transparency, particularly by certain entities.It is still difficult to comply with data protection 

regulations and the Information Technology Act of 2000, especially for small or quickly 

digitizing businesses. 

Thus, India has strong cyber laws, but there are still issues with awareness and 
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enforcement. Stronger implementation, public digital literacy initiatives, and proactive updates 

to handle changing cyberthreats are all necessary to close these gaps. 

CHAPTER-5 

CONCLUSION AND SUGGESTIONS 

5.1 CONCLUSION 

The COVID-19 pandemic saw the emergence of digital education and a distant work 

culture, which signified a dramatic transformation in how individuals, institutions, and 

organisations worked. This change, which was unavoidable given the situation, has changed 

how we think about school and work, making them both more flexible, accessible, and 

continuing throughout a global crisis. The sudden move to remote work and learning has been 

accompanied by a plethora of security breaches, cyber-attacks and other issues such as data 

leaks, phishing and ransomware attacks and the exacerbation of issues such as privacy.  Even 

with these problems, the study makes a strong case for the long-term feasibility of online 

learning and working from home. Digital involvement might become a powerful and 

empowering way of life in the future if there are strong cybersecurity standards, an accessible 

digital infrastructure, and laws that protect people's health. In short, the growth in digital 

education and distant work culture caused by the epidemic is both good and dangerous. It works 

because it makes it easier for people to work from home and makes sure that these systems are 

safe, secure, accessible to everyone, and will endure a long time. This important study calls on 

governments, institutions, and digital firms to work together to solve problems with policies 

and infrastructure, while also giving people more power.   After the Pandemic, this will help 

make civilisation more robust to digital threats. 

5.2. SUGGESTIONS 

My suggestions for the study are as follows: 

1. Make "digital twin" security methods that are unique to each person: Instead of 

utilising the same security measures for everyone, offer each student and online worker 

their own "digital twin" identity. AI would look at how they usually act online, what 

devices they use, and what they need to go to in order to detect anything strange about 

their "digital twin." The technology would then tell them about probable security holes 
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before they got worse. This goes beyond regular behavioural analytics by establishing 

a security baseline that is completely different for each user.  

2. Interactive cyber resilience training that uses real-life danger situations is another 

suggestion wherein instead of merely practicing hacking, develop engaging, game-like 

platforms where people can fend against false cyberattacks that update depending on 

the latest danger intelligence. Instead of depending on studies done after the fact, the 

"game" would adapt dependent on what the user performed, providing them quick 

feedback on their security decisions and teaching them how to think on their feet in real 

life. This is what transforms passive learning become active, flexible skill learning. 

3. Training and incentive programs, build up a well-known, official "Human Firewall" 

licensing system for students and other individuals who work from home. This would 

need a lot of extra training in online critical thinking, social engineering, and digital 

safety. After that, businesses and groups might show their thanks in a variety of ways, 

such by offering them incentives, cutting their insurance costs, or giving them 

additional credit in school. People would no longer be perceived as a passive danger, 

but as an active, recognisable barrier because of this. 

4. Encourage and look into decentralised, self-sovereign digital credentials (SSDC) 

that are based on blockchain. People would keep their verified credentials (like course 

completions, professional certifications, work history, and security clearance levels) in 

a digital wallet instead of relying on a central authority (like the university or the 

corporate IT department) to verify their identity and access rights. After that, they 

would provide these credentials to jobs or platforms without giving out any personal 

information.This provides consumers greater control over their online identities and 

makes it far less likely that centralised identity providers will have big data breaches. 

5. Make "digital immunity" programs that do more than just raise awareness. These 

apps would utilise artificial intelligence (AI) to find each user's vulnerabilities, such 

how easy it is for them to fall for specific social engineering tricks based on their online 

persona and the mistakes they make often. Then, they would provide them very 

personalised, timed micro-training sessions.   Think about an AI that knows when a 

user clicks on discount links a lot and then gives them a 30-second education on how 

to spot fake coupons right before they come across another one.   Here, broad education 
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gives place to personalised, adaptable "inoculation." 

6. Suggestion regarding the inclusion of Digital education and WFH Cyber security 

in the Legal framework: Cyberthreats evolve all the time. We need a flexible set of 

rules for new technologies (like AI, IoT, and blockchain), new threats (like deepfakes 

and advanced ransomware), and new ways of doing business.   Some of these may be: 

"Permanent Beta" Approach: Rules that are looked at and changed on a regular basis, 

with quick changes for major concerns. The sandbox for regulations: Testing new 

cybersecurity technologies and methods in controlled settings without having to worry 

about immediate regulatory issues encourages both safety and creativity.  Security 

rules based on risk should be in line with how sensitive the data is and how important 

the system is. A tiny coaching facility may not need as much safety as a university that 

handles important research data. Collective accountability: The framework should 

make it easier for the government, businesses (schools, employers), technology 

providers, and users to all be responsible. 

7. Conduct regular cybersecurity audits to identify vulnerabilities in educational systems 

and home networks. 
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