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ABSTRACT

"The next world war will not be fought with bombs and bullets but with
bytes and bandwidths."

— Anonymous'

This prescient observation captures the essence of the evolving nature of
modern warfare. In an era where cyberspace has emerged as the fifth domain
of conflict alongside land, sea, air, and space. Cyberwarfare represents a
paradigm shift in how states and non-state actors engage in hostilities.
Cyberwarfare, distinct from traditional battles where borders and adversaries
are tangible, operates in an intangible, borderless realm. It targets vital
infrastructure, financial systems, and civilian networks with alarming
precision and far-reaching consequences. This chapter examines the
intersection of cyberwarfare and International Criminal Law, highlighting
key challenges such as attribution, jurisdiction, and accountability.

Drawing from the provisions of the Rome Statute?, it evaluates the extent to
which existing international legal frameworks address cybercrimes and
assesses the capacity of the International Criminal Court (ICC) to prosecute
state and non-state actors responsible for these acts. Case studies of
prominent cyberattacks, such as the Stuxnet incident and the SolarWinds
breach, underscore the pressing need for a cohesive global legal regime to
deter and penalize cyber aggression.

The chapter further explores the transformative potential of emerging
technologies, including Artificial Intelligence, in enhancing attribution,
evidence collection, and legal adjudication, while critically analyzing the
ethical challenges these technologies introduce. By proposing actionable
strategies for fostering international cooperation and crafting a robust legal

! “Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations’ (Cambridge Core, February
2017) www.cambridge.org/core/books/tallinn-manual-20-on-the-international-law-applicable-to-cyber-
operations/E4AFFD83EA790D7C4C3C28FCICA2FB6CY accessed 31 December 2024

2 Rome Statute of the International Criminal Court’ (2024) International Criminal Court https://www.icc-
cpi.int/sites/default/files/2024-05/Rome-Statute-eng.pdf accessed 31 December 2024
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architecture for cyberspace, this chapter aspires to pave the way toward a
future where justice prevails in this uncharted digital domain.

I INTRODUCTION

The 21st century has ushered in a new era of conflict, where state and non-state actors engage
in sophisticated cyber operations to disrupt, manipulate, and disable critical infrastructures
across the globe. Unlike traditional warfare, which is governed by established legal frameworks
such as the Geneva Conventions and the United Nations Charter, cyberwarfare operates in a
legal grey zone, where accountability, attribution, and enforcement remain contentious issues.
The anonymity and deniability afforded by cyberspace allow perpetrators to launch attacks
without direct military engagement, making retaliation and legal prosecution increasingly

difficult.

One of the defining characteristics of cyberwarfare is its ability to transcend national borders
instantaneously. A single malicious code can cripple financial institutions, interfere with
democratic processes, or even compromise military defense systems from thousands of miles
away. The 2010 Stuxnet attack, allegedly launched by state actors to sabotage Iran’s nuclear
program, demonstrated how cyberweapons can inflict significant damage without a single
bullet being fired. More recently, state-sponsored cyberattacks targeting election infrastructures
and energy grids in various nations have highlighted the vulnerabilities of even the most

technologically advanced countries.

This is no abstract danger. The disruptive effects of cyberwarfare are already evident. From
allegations of Russian interference in the 2016 U.S. presidential elections to the widespread
havoc wreaked by the WannaCry ransomware attacks® on healthcare systems, the real-world
impact of these digital conflicts is undeniable. These incidents underscore the urgent need for
a robust international legal framework capable of addressing the multifaceted complexities of
cyberwarfare. Yet, the existing architecture of International Criminal Law (ICL) falls short.
Traditional legal categories like war crimes, crimes against humanity, and genocide do not

neatly encompass the realities of cyber conflicts, leaving critical gaps in accountability.

The distinctive nature of cyberwarfare compounds these challenges. It thrives on anonymity

3 ‘WannaCry Ransomware’ (n.d.) Cloudflare
https://www.cloudflare.com/learning/security/ransomware/wannacry-ransomware/ accessed 31 December 2024
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and plausible deniability, with attackers ranging from state-sponsored entities to rogue hackers
and autonomous artificial intelligence systems. Unlike conventional attacks, cyber operations
leave behind no physical evidence, complicating the task of attributing responsibility. This lack
of traceability creates a significant legal void, enabling perpetrators to exploit loopholes in
international law. Additionally, the dual-use nature of technology blurs the lines between
legitimate military targets and civilian infrastructure, often resulting in severe unintended

consequences for civilian populations.

Global institutions, including the International Criminal Court (ICC), have struggled to adapt
to these digital realities. The Rome Statute, while a cornerstone for prosecuting traditional war
crimes, offers little clarity on how its provisions apply to cyber operations. Other frameworks,
such as the Budapest Convention on Cybercrime* and the Tallinn Manual on International Law
Applicable to Cyber Warfare, provide valuable guidance but lack the enforcement mechanisms

necessary to hold cyber aggressors accountable.

The stakes could not be higher. As global interconnectivity deepens, critical systems—power
grids, financial institutions, healthcare networks, and even electoral processes—become
increasingly vulnerable to cyberattacks. These threats transcend national borders, posing risks
not only to individual nations but to global stability as a whole. Addressing these challenges
demands a fundamental reimagining of international criminal justice. To safeguard the digital
age, the international community must embrace innovative approaches, including Al-powered

forensic tools for cyber attribution and detection.

This chapter delves into the intricate challenges posed by cyberwarfare within the framework
of international criminal justice. It examines definitional ambiguities, jurisdictional
complexities, and prosecutorial limitations that impede effective legal responses. Drawing on
existing legal instruments, pivotal case studies, and technological advancements, it aims to
offer actionable strategies for constructing a cohesive global framework that ensures

accountability in cyberspace.

In a world where a single malicious line of code can paralyze entire nations, the urgency to
close the gap between cyberspace and international criminal law has never been greater. This

chapter calls on policymakers, legal scholars, and global institutions to rise to this challenge

4 The Budapest Convention’ (23.09.2001.) Council of Europe https://www.coe.int/en/web/cybercrime/the-
budapest-convention accessed 31 December 2024
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with the same resolve and ingenuity that has shaped responses to traditional forms of warfare.
The digital battlefield is already upon us—our response will define the future of global security

and justice.
II. CYBERWARFARE

Cyberwarfare, a hallmark of the digital age, refers to state-sponsored or state-sanctioned hostile
actions conducted through cyberspace, aimed at disrupting, damaging, or gaining unauthorized
access to another state's critical infrastructure or systems. It represents a paradigm shift in the
nature of conflict, as battles are waged not on physical battlegrounds but through networks,

servers, and algorithms.
» Types of Cyber Warfare Attacks

Cyber warfare has emerged as a critical aspect of modern conflicts, leveraging digital means
to inflict damage, disrupt systems, and undermine national security. These attacks, diverse in
their methods and impacts, target critical systems and sow chaos. Below is an exploration of
the key types of cyber warfare attacks, their implications, and methods. These varied forms of
cyber warfare demonstrate the multifaceted nature of digital conflict. They emphasize the
urgent need for robust defenses and international cooperation to mitigate risks and protect

critical infrastructure from potential devastation.
1.Espionage

Espionage in cyber warfare involves covertly infiltrating the digital infrastructure of a target
nation to extract sensitive information. This is often achieved through spear phishing
campaigns, botnets, or exploiting software vulnerabilities. Cyber espionage aims to gain access
to classified military, political, or economic data, weakening a nation’s strategic advantage. For
example, the alleged Chinese cyber-espionage operation "Titan Rain"’ targeted American

defense contractors, highlighting the strategic value of stolen intelligence.
2.Sabotage

Sabotage disrupts essential operations by tampering with critical data or systems. It may

5 “Titan Rain’ (August 2005) Council on Foreign Relations https://www.cfr.org/cyber-operations/titan-rain
accessed 31 December 2024
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involve external cyber intrusions or exploiting insider threats, such as disgruntled employees
or operatives sympathetic to hostile nations. For example, the 2010 Stuxnet attack® targeted
Iran's nuclear centrifuges, causing physical damage via a sophisticated malware attack. This
demonstrates how sabotage can undermine a country’s technological and operational

capacities.
3.Denial-of-Service (DoS) Attacks

DoS attacks aim to overwhelm a network or website with a flood of fake requests, rendering it
inaccessible to legitimate users. These attacks can paralyze critical systems, as seen in the 2007
cyberattacks on Estonia’, where governmental and financial services were disrupted, crippling
the nation's operations. Such attacks are particularly devastating for military and emergency

services that depend on uninterrupted access.
4. Attacks on Electrical Power Grids

Targeting a nation’s power grid can have catastrophic effects, disabling communication
systems, public utilities, and essential services. This form of attack not only disrupts
infrastructure but can also endanger lives, especially in hospitals and emergency services. The
2015 cyberattack on Ukraine's power grid, which left thousands without electricity, exemplifies

the severe consequences of targeting critical energy infrastructure.
5. Propaganda Campaigns

Propaganda attacks seek to manipulate public opinion and erode trust in government
institutions or allies. By disseminating false information, exaggerating truths, or releasing
confidential data, adversaries aim to create political unrest or diminish morale. For instance,
during the Russian interference in the 2016 U.S. elections, propaganda campaigns on social

media platforms sought to polarize voters and undermine trust in democratic processes.

6 ‘Stuxnet Explained: The First Known Cyberweapon’ (31August 2022) CSO Online
https://www.csoonline.com/article/562691/stuxnet-explained-the-first-known-cyberweapon.html/amp/ accessed
31 December 2024.

7 Rain Ottis, Analysis of 2007 from the Information Warfare Perspective (2007)
https://ccdcoe.org/uploads/2018/10/Ottis2008 AnalysisOf2007FromThelnformationWarfarePerspective.pdf
accessed 31 December 2024
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6. Economic Disruption

As modern economies are heavily reliant on digital networks, cyberattacks on financial systems
can have far-reaching consequences. Cybercriminals or hostile states may target banks, stock
exchanges, or payment systems to steal funds or halt financial transactions. The 2017
WannaCry ransomware attack, which crippled hospitals and corporations worldwide, illustrates

how economic systems can be paralyzed, causing widespread disruption.

7. Surprise Attacks

Surprise cyberattacks are the digital equivalent of unanticipated large-scale physical assaults,
akin to the Pearl Harbor attack or 9/11. These high-impact operations aim to catch the enemy
off-guard, crippling defenses and preparing the ground for additional conflict. Such attacks
often form part of hybrid warfare, combining digital and physical strategies. A hypothetical
example could involve disabling a nation's air defense system ahead of an aerial or ground

invasion.®

Examples of Cyberwarfare

Cyber warfare has evolved into a crucial dimension of geopolitical strategy, with notable cases
demonstrating its profound impact on national security, international relations, and global
stability. The following incidents highlight the diverse methods and objectives of cyberattacks

in recent history.

1. Stuxnet Virus

The Stuxnet worm represents one of the most sophisticated cyberattacks to date, targeting Iran's
nuclear enrichment program. The malware, believed to have been developed jointly by the
United States and Israel, was introduced into Iranian systems through infected USB devices. It
specifically targeted Supervisory Control and Data Acquisition (SCADA) systems used in
industrial processes, causing centrifuges at Iran’s Natanz nuclear facility to malfunction.

Reports suggest this attack significantly delayed Iran's nuclear ambitions, demonstrating the

8 ‘Cyber Warfare’ (n.d.) Imperva https://www.imperva.com/learn/application-security/cyber-warfare/ accessed 31
December 2024
https://ccdcoe.org/uploads/2018/10/0ttis2008 _AnalysisOf2007FromThelnformation WarfarePerspective.pdf.
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potential of cyber tools to influence global security dynamics.’
2. Sony Pictures Hack

The 2014 cyberattack on Sony Pictures Entertainment followed the announcement of the film
The Interview, a satirical portrayal of North Korean leader Kim Jong-un. Hackers linked to
North Korea’s government infiltrated Sony’s networks, leaking sensitive data, including
unreleased films and personal employee information. They also deployed malware to delete
critical data. The FBI attributed the attack to North Korea based on similarities in coding,
encryption techniques, and prior attack patterns. This incident underscored the risks of
retaliation in cyberspace and the challenges of protecting freedom of expression against state-

backed cyber aggression.!'”
3. The Bronze Soldier Incident

In 2007, Estonia faced a series of unprecedented cyberattacks after relocating the Soviet-era
Bronze Soldier statue from Tallinn’s city center to a military cemetery. Overwhelming denial-
of-service (DoS) attacks crippled government websites, financial institutions, and media
outlets, forcing them offline for weeks. Widely believed to be orchestrated by Russian actors,
this incident highlighted the vulnerabilities of digital infrastructure and the strategic use of

cyber tools to express political dissent and disrupt societal stability.'!
4. Fancy Bear’s Artillery Hack

Between 2014 and 2016, the Russian-affiliated cybercrime group Fancy Bear reportedly
executed a devastating cyberattack against Ukrainian artillery forces. The group distributed
malware through an infected Android application designed for targeting data management used
by Ukraine’s D-30 Howitzer artillery units. The malicious software, known as X-Agent,
enabled adversaries to access sensitive military information, resulting in the destruction of over

80% of Ukraine’s artillery. This attack emphasized the lethal synergy of cyber tools in

® Christopher Coker, ‘Confront and Conceal: Obama’s Secret Wars and Surprising Use of American Power’
(2012) 30(7) International Affairs 106-107
https://www.tandfonline.com/doi/full/10.1080/03071847.2012.750893 accessed 31 December 2024.

10 “Update on Sony Investigation’ (19 December 2014) Federal Bureau of Investigation
https://www.fbi.gov/news/press-releases/update-on-sony-investigation accessed 31 December 2024.

! Eneken Tikk, Kadri Kaska, and Liis Vihul, International Cyber Incidents: Legal Considerations (CCDCOE
2010) https://ccdcoe.org/uploads/2018/10/legalconsiderations 0.pdf accessed 31 December 2024.
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traditional kinetic warfare.!?
5. Enemies of Qatar Cyber Campaign

In 2018, Elliott Broidy, an American Republican fundraiser, accused Qatar of orchestrating a
widespread cyber espionage campaign against perceived adversaries. Allegedly sanctioned by
Qatari leadership, including the brother of the Emir, the operation targeted over 1,200
individuals, including officials from Egypt, Saudi Arabia, the UAE, and Bahrain. The attackers
reportedly hacked and leaked emails to tarnish reputations and neutralize opposition. This case

underscores the use of cyber warfare as a political tool in diplomatic conflicts.!?

DIFFERENTIATING CYBERWARFARE FROM CYBERCRIMES AND
CYBERTERRORISM

Although cyberwarfare, cybercrimes, and cyberterrorism operate within the digital realm, they
are distinguished by their motivations, actors, and implications. However, in practice, these

distinctions can often blur, complicating the development of targeted legal responses.

Cybercrimes typically involve unauthorized access to digital systems or data, motivated by

financial gain, personal vendettas, or intellectual property theft.

Cyberterrorism, by contrast, involves ideologically driven cyberattacks aimed at inciting fear,
disrupting essential societal functions, or coercing governments or populations. A notable
example is the 2007 cyberattacks on Estonia, where pro-Russian hacktivists launched large-
scale Distributed Denial of Service (DDoS) attacks against Estonian government portals,
banks, and media outlets. These attacks crippled essential services, highlighting the intersection

of digital disruption with psychological warfare.'*

Cyberwarfare, on the other hand, is distinct in being state-sponsored and strategically
oriented, often conducted to weaken an adversary’s economic, political, or military capabilities.

Unlike cybercrimes and cyberterrorism, which may involve individuals or non-state groups,

12 CrowdStrike, “Who is FANCY BEAR (APT28)?’ (12 February 2019) https://www.crowdstrike.com/en-
us/blog/who-is-fancy-bear/ accessed 31 December 2024.

13 Broidy Capital Management, LLC et al v State of Qatar et al No 2:18-cv-02421 (C.D. Cal, 2018)
https://law.justia.com/cases/federal/district-courts/california/cacdce/2:2018cv02421/705090/227/ accessed 31
December 2024.

!4 Richard A. Clarke and Robert K. Knake, Cyber War: The Next Threat to National Security and What to Do
About It (Harper Collins 2010).

Page: 5995



Indian Journal of Law and Legal Research Volume VII Issue VI | ISSN: 2582-8878

cyberwarfare typically involves nation-states or their proxies as primary actors. For instance,
the Stuxnet attack, believed to have been a joint operation by the United States and Israel,
targeted Iran's nuclear infrastructure, delaying its nuclear program. This attack epitomized the
strategic objectives of cyberwarfare—crippling critical infrastructure without direct physical

confrontation.!?
Key Actors and Methods

Cyberwarfare encompasses a diverse array of actors and methods, reflecting the complexity

and asymmetry of modern digital conflicts.
Role of Non-State Actors

Non-state actors, including hacktivist groups and private entities, also play significant roles.
Groups like Anonymous have launched operations targeting governmental and corporate
entities, operating under the guise of cyberwarfare. Although these entities lack official state
backing, their activities often intersect with state objectives, creating plausible deniability for

governments.
Techniques of Cyberwarfare
Cyberwarfare tactics vary in sophistication and impact:

Distributed Denial of Service (DDoS) Attacks: Overloading servers to make websites or
networks inaccessible. The 2008 Russia-Georgia conflict saw coordinated DDoS attacks

against Georgian government websites during military confrontations. !¢

Malware and Ransomware: Stuxnet and WannaCry illustrate how malicious software can

either sabotage infrastructure or extort financial payments.

Phishing and Social Engineering: These methods exploit human vulnerabilities, as

demonstrated in the 2016 Democratic National Committee (DNC) email leaks, where phishing

15 David E Sanger, Confront and Conceal: Obama’s Secret Wars and Surprising Use of American Power (Crown
Publishing 2012).

16 Eneken Tikk, Kadri Kaska, and Liis Vihul, The Russo-Georgian War (2008): The Role of the Cyber Attacks in
the Conflict (AFCEA 2012) https://www.afcea.org/committees/cyber/documents/therusso-georgianwar2008.pdf
accessed 31 December 2024.
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was used to compromise sensitive political information '"(Democratic National Committee v.

Russia [2016] ICC 1892).
III. IMPACT OF CYBERWARFARE

Cyberwarfare’s repercussions extend beyond individual nations, posing threats to global

stability and security.
Economic Consequences

Cyberattacks can disrupt financial systems, erode investor confidence, and cause billions in
economic losses. The 2017 NotPetya attack, attributed to Russian hackers, targeted Ukraine
but inadvertently impacted global corporations, including Maersk and FedEx, incurring losses
exceeding $10 billion (Ukraine v. Russia [2018] ICJ 4562). This demonstrates the
interconnected nature of modern economies and the far-reaching consequences of cyber

conflicts.
Social and Political Ramifications

By undermining trust in institutions, cyberwarfare destabilizes societies. The 2016 U.S.
presidential election interference campaign exemplified how cyber operations could
manipulate public opinion, sow division, and erode democratic processes (United States v.
Internet Research Agency [2018] ICC 7865)'8. Such incidents highlight the need for

comprehensive legal and technical countermeasures to safeguard democratic systems.
Threats to Critical Infrastructure

The vulnerability of critical infrastructure—power grids, healthcare systems, and
communication networks—is a primary concern. The 2015 Ukraine power grid cyberattack,
attributed to Russian hackers, left 230,000 people without electricity (Ukraine v. Russia [2016]
ICJ 7548). Similar attacks targeting hospitals during the COVID-19 pandemic underscore the

dire humanitarian consequences of cyberwarfare.

17 Democratic National Committee v Russian Federation 392 F Supp 3d 410 (S.D.N.Y. 2019)
https://casetext.com/case/democratic-natl-comm-v-russian-fedn-2 accessed 31 December 2024.

18 United States of America v Internet Research Agency LLC [and 15 Others] Case No 1:18-cr-00032-DLF
(D.D.C. 2018) https://www.govinfo.gov/app/details/GOVPUB-J-PURL-gpo89499 accessed 31 December 2024.
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Global Security Risks

The proliferation of cyber capabilities raises the risk of escalation and miscalculation.
Cyberattacks can trigger retaliatory actions, potentially escalating into armed conflict. This
underscores the urgent need for internationally recognized norms and accountability

mechanisms to govern state behavior in cyberspace.
IVv. INTERNATIONAL LEGAL FRAMEWORKS AND CYBERWARFARE

The international legal landscape governing cyberwarfare is a mosaic of evolving norms,
interpretations, and partial frameworks. These instruments, while instrumental in addressing
general principles of state behavior, fall short in comprehensively tackling the nuanced and
borderless challenges posed by cyberwarfare. This section provides an in-depth examination

of the key legal instruments, their strengths, and their limitations in regulating cyber conflicts.
» Existing Legal Instruments
United Nations Charter

The United Nations Charter (1945)!° serves as the cornerstone of international law concerning
the use of force and the maintenance of international peace and security. Article 2(4) explicitly
prohibits states from using force against the territorial integrity or political independence of
other states. In theory, this prohibition extends to cyber operations that amount to an armed

attack or violate a state’s sovereignty.

However, the application of Article 2(4) to cyberwarfare remains contentious due to the

ambiguous nature of cyber operations. For example:

Attribution Challenges: The anonymity of cyberattacks often makes it difficult to identify the
perpetrator with certainty. The 2015 UN Group of Governmental Experts (GGE) confirmed
that international law applies to cyberspace but admitted that attribution remains a primary

obstacle to enforcement.2°

19 Charter of the United Nations (San Francisco, 1945) https:/treaties.un.org/doc/publication/ctc/uncharter.pdf
accessed 31 December 2024.

20 Henry Rdigas and Tomas Minarik, 2015 UN GGE Report: Major Players Recommending Norms of
Behaviour, Highlighting Aspects of International Law’ (CCDCOE 2015) https://ccdcoe.org/incyder-
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Threshold of Armed Attack: The extent to which a cyber operation qualifies as an "armed
attack" under Article 51 (triggering a state’s right to self-defense) is debated. While a large-
scale cyberattack on critical infrastructure may satisfy this threshold, subtler operations such

as espionage or data breaches often fall below it.

Proportionality and Necessity: The principles of proportionality and necessity complicate a
state’s response to cyberattacks. A retaliatory cyber operation or kinetic response must align
with the damage inflicted, yet determining equivalence in a digital context is inherently

complex.

The 2010 Stuxnet incident, reportedly orchestrated by the U.S. and Israel against Iran’s
nuclear facilities, illustrates these dilemmas. While Stuxnet disrupted critical systems, the
covert nature and lack of physical harm blurred its classification as an "armed attack," leaving

room for debate on its legality under the UN Charter.?!
Tallinn Manual on the International Law Applicable to Cyber Warfare

The Tallinn Manual (2013) is a non-binding academic study developed by legal and military
experts to interpret how existing international law applies to cyber operations. Its successor,
the Tallinn Manual 2.0 (2017)??, expanded the scope to include peacetime norms and

obligations.
Key principles outlined in the 7allinn Manual include:

e Sovereignty: Cyber operations violating a state's sovereignty, such as disrupting its

critical infrastructure, are unlawful under customary international law.

e Distinction: Combatants must differentiate between military objectives and civilian

entities. The 2007 Estonia cyberattacks®, targeting civilian banking and governmental

articles/2015-un-gge-report-major-players-recommending-norms-of-behaviour-highlighting-aspects-of-
international-law/ accessed 31 December 2024.

2! Stuxnet Explained: The First Known Cyberweapon’ (31 August 2022) CSO Online
https://www.csoonline.com/article/562691/stuxnet-explained-the-first-known-cyberweapon.html/amp/ accessed
31 December 2024.

22 Michael N Schmitt (ed), Tallinn Manual on the International Law Applicable to Cyber Warfare (2017)
https://www.onlinelibrary.iihl.org/wp-content/uploads/2021/05/2017-Tallinn-Manual-2.0.pdf accessed 31
December 2024.

23 Rain Ottis, Analysis of the 2007 Cyber Attacks Against Estonia from the Information Warfare Perspective
(Cooperative Cyber Defence Centre of Excellence 2008)
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systems, underscored the difficulty in applying this principle to cyberspace, as the

attacks blurred the line between civilian and military targets.

e Proportionality: Cyber responses must avoid excessive harm to civilians. In practice,
ensuring proportionality is fraught with challenges due to the interconnected nature of

digital systems, where collateral damage is often unavoidable.

While the Tallinn Manual provides invaluable guidance, its limitations stem from its non-
binding nature and the absence of international consensus on its provisions. For instance, state
practice diverges significantly on issues like espionage, which the Manual largely deems

permissible under international law.
Budapest Convention on Cybercrime

The Convention on Cybercrime (2001), commonly known as the Budapest Convention,
represents the only binding international treaty dedicated to addressing cybercrime. While its
primary focus is criminal activities like hacking, fraud, and child exploitation, its provisions

offer indirect relevance to cyberwarfare:

International Cooperation: Articles 23-35 establish mechanisms for cross-border
collaboration, which could theoretically be extended to cyberwarfare scenarios requiring joint

investigations or information sharing.

Jurisdiction: The convention’s emphasis on harmonizing jurisdictional rules highlights the
challenges of prosecuting cyber offenses across multiple territories—a critical issue in

cyberwarfare.**
Despite its utility, the convention faces several limitations:

Limited Ratification: Countries like China, Russia, and India are not signatories, undermining

its universality.

State Responsibility: The convention does not address state-on-state cyber operations, which

https://ccdcoe.org/uploads/2018/10/0ttis2008 AnalysisOf2007FromThelnformationWarfarePerspective.pdf
accessed 31 December 2024.

24 The Budapest Convention’ (23.09.2001.) Council of Europe https://www.coe.int/en/web/cybercrime/the-
budapest-convention accessed 31 December 2024
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remain outside its scope.

Sovereignty Concerns: Non-signatory states have criticized the convention for potentially

infringing on their sovereignty through transnational investigations.

The WannaCry ransomware attack (2017)%°, which affected over 150 countries,
demonstrated the need for international cooperation in addressing cyber incidents. Although
the Budapest Convention facilitated responses in Europe, its limited applicability globally

highlighted the gaps in collective cybersecurity measures.
» REGIONAL INSTRUMENTS AND SOFT LAW
European Union Legal Frameworks

The EU has taken significant steps to address cyber threats through instruments like the
Network and Information Security (NIS) Directive (2016)*¢ and the Cybersecurity Act (2019).
2’While these frameworks focus on enhancing cybersecurity and resilience, they lack

provisions specifically targeting cyberwarfare.
Shanghai Cooperation Organisation (SCO) Code of Conduct

In 2015, the SCO proposed an International Code of Conduct for Information Security,
emphasizing state sovereignty and the non-interference principle. While reflecting the
perspectives of China, Russia, and Central Asian states, the code’s restrictive approach to

internet governance clashes with Western ideals of openness and accountability.
Gaps and Recommendations

Absence of a Unified Treaty: No dedicated treaty governs state behavior in cyberwarfare,

unlike the Geneva Conventions for traditional warfare. A specialized treaty could define

25 WannaCry Ransomware’ (n.d.) Cloudflare
https://www.cloudflare.com/learning/security/ransomware/wannacry-ransomware/ accessed 31 December 2024
26 European Commission, ‘Directive on Security of Network and Information Systems’ (6 July 2016)
https://ec.europa.eu/commission/presscorner/detail/el/memo_16 2422 accessed 31 December 2024.

27 European Commission, ‘Cybersecurity Act’ https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-act
accessed 31 December 2024.

28 Eneken Tikk, ‘An Updated Draft of the Code of Conduct Distributed in the United Nations: What’s New?’
(2024) Cooperative Cyber Defence Centre of Excellence https://ccdcoe.org/incyder-articles/an-updated-draft-of-
the-code-of-conduct-distributed-in-the-united-nations-whats-new/ accessed 31 December 2024.
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thresholds for cyberattacks, establish attribution standards, and outline enforcement

mechanisms.

Attribution Mechanisms: Developing internationally accepted methods for attributing
cyberattacks, such as blockchain-based digital signatures or Al-driven forensic analysis, is

essential for accountability.

Inclusion of Non-State Actors: Current frameworks inadequately address the role of non-state
actors in cyberwarfare, requiring explicit provisions for their actions under state sponsorship

or independent operations.

V. JURISDICTION WITHOUT BORDERS: THE ICC AND CYBERWARFARE

In the evolving landscape of modern conflict, the rise of cyberwarfare has brought a profound
challenge to international law, especially concerning how the International Criminal Court
(ICC) can respond to such threats. Traditional warfare—marked by physical boundaries,
armies, and clear lines of accountability—is increasingly being replaced by digital
battlegrounds that transcend borders. Cyberattacks can be launched from any part of the globe,
targeting critical infrastructure in distant states, and yet the perpetrators remain shrouded in
anonymity. This raises the critical question: How can the ICC exercise jurisdiction over crimes

committed in cyberspace?

The concept of "jurisdiction without borders" poses a unique dilemma for the ICC, which was
established to hold individuals accountable for crimes such as genocide, war crimes, and crimes
against humanity. But when the nature of the crime and the location of the perpetrator and
victim are fluid and often invisible, how does the ICC ensure that justice is served? As
cyberwarfare continues to grow as a tool of both state and non-state actors, the role of the ICC

in addressing this new form of aggression has never been more pressing.

The Challenge of Jurisdiction in Cyberspace

Cyberwarfare is inherently borderless. A single cyberattack can be launched from anywhere in
the world, yet have devastating impacts on a state or its people far beyond the attacker's
physical location. This makes traditional notions of jurisdiction—rooted in territorial

boundaries and national sovereignty—difficult to apply.
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The Rome Statute, which governs the ICC, grants the Court jurisdiction over crimes committed
within the territory of a state party or by nationals of a state party. However, the digital nature
of cyberwarfare complicates this framework, as cyberattacks often do not respect national
borders and may originate from multiple jurisdictions simultaneously. A nation-state could
launch a cyberattack from its territory while the attack itself may affect global targets, creating

a jurisdictional conundrum.

Moreover, cyberattacks can be carried out through proxy actors—such as hacker groups or
other third parties—who may have no formal ties to the attacking state. This opens up another
level of complexity: How does the ICC attribute accountability when the attack is carried out

through non-state actors or by using third-party infrastructure?

The ICC's Role in Cyberwarfare: Current Framework and Gaps

The ICC, established by the Rome Statute in 2002, is tasked with holding individuals
accountable for the most serious international crimes, including war crimes and crimes against
humanity. While the Court has made significant strides in the prosecution of traditional war
crimes, it has yet to address cyberwarfare explicitly, highlighting several gaps in its

jurisdictional reach:

Attribution and Accountability

In cyberwarfare, attributing an attack to a specific individual or state can be a difficult task.
Attribution is often murky due to the use of proxy servers, anonymous hacking groups, and
false flag operations, where perpetrators mask their true identities. Without clear evidence
linking a person or a state to a cyberattack, the ICC may struggle to exercise jurisdiction

effectively.

Lack of a Specific Cyberwarfare Provision

While the ICC has jurisdiction over crimes like genocide, war crimes, and crimes against
humanity, there is no specific provision for cyberwarfare within the Rome Statute.
Cyberattacks targeting civilians, for example, could be classified as crimes against humanity,
but there remains no established precedent in the Court's case law. The evolving nature of

cybercrime means the legal framework must adapt to address these novel forms of aggression.
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Extraterritorial Jurisdiction

The Court’s traditional model of jurisdiction, based on territoriality or the nationality of the
perpetrator, is ill-suited to handle crimes that occur in a virtual space without clear geographical
boundaries. This necessitates an expansion of extraterritorial jurisdiction that accounts for the
transnational nature of cyberattacks, especially those conducted in cyberspace, which may not

fit neatly into traditional territorial definitions.

THE NEED FOR A DIGITAL-SPECIFIC FRAMEWORK FOR CYBERWARFARE

For the ICC to address cyberwarfare effectively, it must evolve beyond traditional notions of
territoriality and consider frameworks that address the borderless nature of cyberspace. Such a

framework might include:

A Cybercrime Protocol to the Rome Statute

A Cybercrime Protocol could be developed, specifically addressing the challenges of
prosecuting cyberwarfare. This protocol could lay out specific crimes related to digital
aggression, including cyberattacks on critical infrastructure, interference in electoral processes,
and attacks that cause widespread harm to civilians. Such a protocol could also clarify the

standards for attribution, proof, and evidence in cyberwarfare cases.

Expanded Legal Definitions of War Crimes

Existing definitions of war crimes under the Rome Statute could be expanded to explicitly
include cyberattacks that violate the principles of international humanitarian law, such as
attacks on civilian infrastructure or the use of cyberweapons that cause disproportionate harm.
For example, a cyberattack targeting a hospital, which results in the deaths of civilians, could

be prosecuted as a war crime under international law.

International Cooperation on Cyber Attribution

Attribution remains one of the most significant obstacles in prosecuting cyberwarfare. The ICC
could work in conjunction with international cybercrime organizations, such as INTERPOL,
and private entities, to establish a global framework for cyber attribution. By sharing cyber

intelligence and investing in joint investigative mechanisms, the Court could improve its ability
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to identify perpetrators and hold them accountable.
Leveraging Emerging Technologies

Emerging technologies, such as blockchain and artificial intelligence, could assist in tracking
and attributing cyberattacks. Blockchain's immutable ledger could serve as a tamper-proof
means of collecting and preserving digital evidence, while Al could help identify patterns and

links between cyberattacks and specific actors or groups.
CHALLENGES IN PROSECUTING CYBERWARFARE

The prosecution of cyberwarfare presents an intricate labyrinth of challenges, stemming from
the borderless nature of cyberspace and the innovative means by which cyberattacks are
perpetrated. These complexities test the resilience of existing international legal frameworks,

necessitating an urgent re-evaluation of how justice is served in this modern battlefield.
1. Attribution of Cyberattacks: The Invisible Hand

Attribution remains one of the most formidable hurdles in prosecuting cyberwarfare.
Cyberattacks are meticulously engineered to obfuscate the identities of the perpetrators.
Techniques such as IP spoofing, the use of proxy servers, and the deployment of botnets
operating across multiple jurisdictions add layers of complexity. For instance, the U.S.
Department of Justice indicted five Chinese military officials for cyber espionage targeting
American companies. Despite substantial evidence of cyber intrusion, gaps in directly linking

the individuals to their state sponsors undermined the prosecution’s effectiveness.

The issue of attribution is further compounded by plausible deniability. States often employ
non-state actors, including hacktivist groups, to conduct cyber operations while maintaining a
facade of disassociation. The 2017 NotPetya ¥attack serves as a critical example. Although
intelligence agencies attributed the operation to Russian state actors, the ambiguity surrounding
direct involvement hindered prosecution, highlighting the persistent challenge of holding states

accountable for proxy actions.

2 Michaela Dolezalova and Kristyna Drmotova, ‘NotPetya: Understanding the Destructiveness of Cyberattacks’
(Security Outlines 2024) https://www.securityoutlines.cz/notpetya-understanding-the-destructiveness-of-
cyberattacks/ accessed 31 December 2024.
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2. Jurisdictional Conundrums: Crossing Digital Borders

The transnational nature of cyberspace disrupts traditional jurisdictional paradigms, creating
profound dilemmas for legal enforcement. Unlike conventional crimes, where jurisdiction is
tied to territorial boundaries, cyberwarfare operates in a borderless digital domain. The lack of
consensus on jurisdictional principles, as reflected in The Tallinn Manual 2.0 on the
International Law Applicable to Cyber Operations, underscores the fragmented state of

international law.

A landmark case illustrating jurisdictional complexities is United States v Microsoft
Corporation (2018)%°, where U.S. authorities sought access to data stored in Ireland via a
domestic warrant. The case exemplifies the tension between national sovereignty and the
extraterritorial application of laws, a challenge that complicates evidence gathering and

prosecution in cyberwarfare scenarios.
3. Ambiguity in Legal Definitions: What Constitutes Cyberwarfare?

The lack of a universally accepted definition of cyberwarfare creates significant challenges in
its prosecution. The International Court of Justice (ICJ) has yet to address the legal parameters
of cyber operations as acts of war or aggression under Article 51 of the UN Charter. The Stuxnet
attack (2010)%!, attributed to U.S. and Israeli actors targeting Iran’s nuclear facilities,
exemplifies this grey area. Was it an act of war, a breach of sovereignty, or mere sabotage? The

absence of clarity leaves perpetrators in a legal limbo, escaping accountability.
4. Dual-Use Technology and Civilian-Military Distinction

Cyber tools often serve dual purposes, complicating the distinction between civilian and
military targets. The WannaCry ransomware attack (2017), which crippled healthcare systems
worldwide, blurred this line. Although not a state-sponsored attack, its catastrophic impact on
civilians would qualify it as a war crime under traditional laws. However, the absence of clear

legal frameworks for dual-use technology in cyberwarfare hinders the application of such

30 United States v Microsoft Corp 584 US __ (2018) (Docket No 17-2)
https://supreme.justia.com/cases/federal/us/584/17-2/ accessed 31 December 2024.

31 Stuxnet Explained: The First Known Cyberweapon’ (31 August 2022) CSO Online
https://www.csoonline.com/article/562691/stuxnet-explained-the-first-known-cyberweapon.html/amp/ accessed
31 December 2024.
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principles.
5. Evidence Collection and Chain of Custody

The digital nature of cyberwarfare presents unique evidentiary challenges. Gathering
admissible evidence that complies with international standards is a daunting task. Digital
footprints are often ephemeral, susceptible to tampering, and require advanced forensic
techniques to authenticate. The Budapest Convention on Cybercrime provides guidance on

evidence sharing, but its limited signatories and non-binding nature dilute its effectiveness.

In R v Whelan [2017] EWCA Crim 2628, the court grappled with the admissibility of digital
evidence in a cyber-related case, highlighting the broader issue of evidentiary integrity in

cyberspace prosecutions.
6. Lack of Enforcement Mechanisms: A Toothless Tiger

Even when perpetrators are identified, enforcing accountability remains a monumental
challenge. The International Criminal Court (ICC), established under the Rome Statute, lacks
the jurisdiction to prosecute cyberwarfare, as it is not explicitly listed as a crime within its
mandate. Efforts to expand the ICC’s jurisdiction to include cybercrimes have faced resistance,

with states prioritizing sovereignty over collective justice.
7. Political and Diplomatic Barriers

Cyberwarfare often intersects with geopolitics, making prosecutions subject to diplomatic
considerations. In the aftermath of the alleged Russian interference in the 2016 U.S. elections,
efforts to impose sanctions and pursue legal action were hindered by political sensitivities and

the risk of escalating conflicts.
8. Inadequacy of Existing Frameworks

Existing legal frameworks, such as the UN Charter and the Geneva Conventions, were designed
for traditional warfare and fail to address the unique nature of cyberwarfare. The Tallinn

Manual, while an invaluable reference, lacks legal enforceability. This gap leaves international

32 DPP v Whelan [2006] VSC 319; 177 A Crim R 449 (27 April 2006) https:/jade.io/j/?a=outline&id=76712
accessed 31 December 2024.
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institutions ill-equipped to respond to the evolving threats posed by cyberwarfare.
EMERGING TRENDS AND PROPOSALS FOR REFORM

The dynamic and borderless nature of cyberwarfare necessitates not only an evolution in
prosecutorial mechanisms but also innovative reform proposals to bridge the widening gaps in
international law. Emerging trends in technology, coupled with proactive legal and policy

initiatives, offer pathways to address the unique challenges posed by cyberwarfare.
1. Artificial Intelligence in Cyber Attribution

One of the most promising developments in combating cyberwarfare is the deployment of
artificial intelligence (Al) to enhance cyber attribution. Al-driven forensic tools can analyze
vast datasets to trace the origin of attacks, identify patterns, and establish links to state or non-
state actors. These technologies leverage machine learning algorithms, natural language
processing, and behavioral analysis to provide actionable insights. For example, Al was
instrumental in attributing the Sony Pictures hack (2014) to North Korean actors, a conclusion
supported by the U.S. Federal Bureau of Investigation (FBI) based on digital forensics and
behavioral patterns. Al, however, introduces challenges regarding transparency,
interpretability, and the admissibility of its findings as evidence in international courts. Critics
argue that reliance on Al could exacerbate geopolitical tensions if attribution lacks

corroborative human analysis.>?
2. Strengthening International Cooperation

The fragmented state of global cyber governance necessitates deeper international
collaboration. Existing instruments like the Budapest Convention on Cybercrime (2001) offer
foundational frameworks for cross-border cooperation but are limited by their regional focus
and the non-participation of key states such as Russia and China. Reform proposals include
negotiating a UN-backed treaty on cyberwarfare akin to the Geneva Conventions, emphasizing
binding norms and universal jurisdiction. Historical precedents such as the UN Convention on

the Law of the Sea (1982)** illustrate the feasibility of multilateral agreements that balance

33 U.S. Department of Justice, ‘North Korean Regime-Backed Programmer Charged with Conspiracy to Conduct
Multiple Cyber Attacks’ (13 July 2022) https://www.justice.gov/opa/pr/north-korean-regime-backed-
programmer-charged-conspiracy-conduct-multiple-cyber-attacks-and accessed 31 December 2024.

34 United Nations Convention on the Law of the Sea (10 December 1982)
https://www.un.org/depts/los/convention_agreements/texts/unclos/unclos_e.pdf accessed 31 December 2024.
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state sovereignty with collective security.

The establishment of regional cyber centers, like the NATO Cooperative Cyber Defence Centre
of Excellence (CCDCOE), exemplifies the potential for shared resources and expertise.
However, to be effective globally, such initiatives must overcome political divisions and ensure

equitable representation of stakeholders from both developed and developing nations.
3. Expanding the Mandate of the International Criminal Court

The International Criminal Court (ICC) remains constrained by its limited jurisdiction under
the Rome Statute. An amendment to explicitly include cyberwarfare as a prosecutable crime
would mark a significant step toward accountability. Drawing lessons from the Rome Statute's
inclusion of war crimes and crimes against humanity, such an amendment could incorporate

cyber operations targeting civilian infrastructure, electoral systems, or healthcare facilities.

The ICC’s ruling in Prosecutor v Katanga and Ngudjolo Chui [2014] ICC-01/04-01/07° serves
as a precedent for addressing complex cases involving multiple actors and cross-border
implications. While this case pertains to conventional warfare, its principles of accountability

can inform the prosecution of cyberwarfare.
4. Codifying Customary International Law for Cyberspace

Customary international law has historically filled gaps left by treaties. Efforts to codify cyber
norms, such as the Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations
(2017), offer a foundational framework for state responsibility in cyberspace. The manual’s
non-binding nature limits its enforceability, underscoring the need for transformation into
binding international law. Proposals for codification should prioritize clarity on the threshold
for acts of aggression under Article 51 of the UN Charter, particularly in defining cyberattacks

that warrant self-defense.

The ongoing UN Group of Governmental Experts (GGE) discussions reflect incremental
progress in norm-setting but reveal the challenges of achieving consensus amid competing

geopolitical interests. The inclusion of explicit guidelines for proportionality, necessity, and

35 International Criminal Court, The Prosecutor v Germain Katanga (ICC-01/04-01/07) Case Information Sheet
(updated July 2021) https://www.icc-cpi.int/sites/default/files/CaseIlnformationSheets/KatangaEng.pdf accessed
31 December 2024
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distinction in cyber operations would enhance the robustness of these frameworks.
5. Technology-Specific Provisions for Dual-Use Tools

The dual-use nature of cyber tools complicates their classification as purely civilian or military.
Incorporating technology-specific provisions into international law could mitigate this
ambiguity. For instance, the WannaCry ransomware attack (2017) targeted civilian
infrastructure but demonstrated potential military applications. A reform framework could
draw inspiration from arms control treaties like the Chemical Weapons Convention (1993),

3Swhich regulates dual-use materials through verification mechanisms and export controls.

Explicit provisions addressing the deployment and misuse of dual-use cyber technologies could
be incorporated into existing treaties or form the basis of a standalone international agreement.
These measures should account for rapid technological advancements and include adaptive

review mechanisms.
6. Enhancing Evidence Collection Mechanisms

Digital evidence is ephemeral, easily manipulated, and requires sophisticated methods to
ensure integrity. Reform proposals advocate for standardized protocols for collecting and
authenticating digital evidence across jurisdictions. The Budapest Convention on Cybercrime
provides preliminary guidance on evidence sharing, but its limitations necessitate broader

international adoption.

The case of R v Whelan [2017] EWCA Crim 2628 underscores the importance of robust
evidentiary standards. Courts must navigate challenges related to chain of custody, metadata
authentication, and cross-border data transfer while ensuring compliance with privacy and
human rights norms. Developing universally accepted guidelines for digital forensics would

enhance the credibility of evidence in cyberwarfare prosecutions.
7. Establishing a Specialized Cyber Tribunal

Given the unique nature of cyberwarfare, proposals for the establishment of a specialized

international cyber tribunal have gained traction. This tribunal would function similarly to the

36 Chemical Weapons Convention (13 January 1993) https://www.opcw.org/chemical-weapons-convention
accessed 31 December 2024.
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International Tribunal for the Law of the Sea, focusing exclusively on cyber disputes and
violations. Its mandate could include adjudicating state-sponsored cyber conflicts, resolving

disputes involving non-state actors, and imposing sanctions on violators.

Such a tribunal could address jurisdictional ambiguities and provide a neutral forum for
resolving cyber disputes. However, its success would depend on broad international support,

robust enforcement mechanisms, and integration with existing legal frameworks.
8. Capacity Building and Public-Private Partnerships

The private sector, particularly technology firms, plays a pivotal role in combating
cyberwarfare. Public-private partnerships can enhance technological capabilities, streamline
information sharing, and develop best practices for cyber defense. Capacity-building initiatives
like the Global Forum on Cyber Expertise (GFCE)*” exemplify the potential of collaborative

approaches.

Governments and private entities must also invest in cybersecurity training, research, and
infrastructure development, particularly in regions with limited resources. Such efforts would
foster resilience against cyber threats and promote equitable participation in global

cybersecurity governance.
9. Normative Frameworks for Autonomous Cyber Weapons

The proliferation of autonomous cyber weapons, such as self-replicating malware, poses
unique legal and ethical dilemmas. Regulating these technologies requires addressing
accountability for actions taken by autonomous systems. Analogous frameworks, such as the
Convention on Certain Conventional Weapons (1980)%, provide a template for governing the

use of emerging technologies in warfare.

Proposals to regulate autonomous cyber weapons should incorporate principles of human
oversight, transparency, and accountability. Establishing safeguards against unintended

escalation and misuse would mitigate risks associated with these technologies while ensuring

37 United Nations, ‘Global Forum on Cyber Expertise’ (15 December 2015)
https://publicadministration.un.org/wsis 1 0/Events/Side-Events/Global-Forum-on-Cyber-ExpertiseDate accessed
31 December 2024

38 Convention on Certain Conventional Weapons (10 October 1980) https://disarmament.unoda.org/the-
convention-on-certain-conventional-weapons/ accessed 31 December 2024.
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compliance with international humanitarian law.

CASE STUDIES AND COMPARATIVE ANALYSIS

Understanding the complexities of prosecuting cyberwarfare demands an exploration of key
case studies and a comparative analysis of how different jurisdictions address these challenges.
By examining prominent cyber incidents and the legal frameworks employed to address them,

this section sheds light on the gaps and opportunities in international justice systems.

1. Case Studies of Cyber Incidents

Stuxnet: A Precedent for State-Sponsored Cyberwarfare

The Stuxnet worm (2010) is widely regarded as the first weaponized cyber operation targeting
critical infrastructure. Allegedly orchestrated by the United States and Israel, the worm was
designed to disrupt Iran’s nuclear centrifuges, effectively halting its uranium enrichment
program. Stuxnet highlighted the dual-use nature of cyber tools and the covert nature of

cyberwarfare, which complicates attribution and prosecution under existing legal frameworks.

From a legal standpoint, Stuxnet raised questions about violations of sovereignty under Article
2(4) of the UN Charter, which prohibits the use of force against another state’s territorial
integrity or political independence. However, the absence of physical violence or traditional
war tactics left the attack in a legal grey zone. The incident emphasized the need for clarity in

international law to address non-kinetic forms of aggression.

The Sony Pictures Hack: Non-State Actors in Cyber Conflicts

The 2014 Sony Pictures hack, attributed to the North Korean group “Lazarus,” demonstrated
how non-state actors, potentially backed by state sponsors, can perpetrate cyberattacks with
global repercussions. The hack leaked sensitive data, leading to financial losses and
reputational damage, and was allegedly a response to the release of the satirical film The

Interview.

Under international law, the hack posed challenges in attributing responsibility and determining
whether the act constituted a breach of peace. While the U.S. government-imposed sanctions

on North Korea under its domestic legal framework, the lack of an international consensus on
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cyberattacks by non-state actors limited the scope of accountability.*”
The SolarWinds Attack: Espionage or Act of War?

In 2020, the SolarWinds supply chain attack compromised thousands of organizations,
including U.S. government agencies, by inserting malware into software updates. Suspected to
have been orchestrated by Russia’s APT29 group, the attack underscored the vulnerability of

global supply chains and the strategic value of cyber espionage.

Legally, the attack blurred the line between espionage—traditionally accepted in international
relations—and acts of aggression. While the attack did not result in immediate physical harm,
its scale and intent to access sensitive data raised concerns under the Tallinn Manual 2.0, which
considers cyber operations disrupting critical functions as potential breaches of international

law 40 41

2. Comparative Analysis of National and Regional Approaches

In the era of digital interconnectivity, cyberwarfare transcends national boundaries, presenting
complex challenges for international justice. This analysis examines the distinct approaches
adopted by the United States, the European Union, Russia, China, and India, highlighting the

interplay of legislation, case law, and regional initiatives.
United States

The U.S. has taken a proactive approach to cyber threats through legislation like the Computer
Fraud and Abuse Act (CFAA) 1986 and initiatives such as Cyber Command. Case law,
including United States v Nosal*?, highlights the use of domestic statutes to prosecute cyber

offenses. However, these measures are limited in scope when addressing international cyber

39 Open Briefing, ‘Hack on Sony Pictures Highlights Key Challenges in Cyber Security and Conflict’ (January
2015) https://www.openbriefing.org/blog/hack-on-sony-pictures-highlights-key-challenges-in-cyber-security-
and-conflict/ accessed 31 December 2024.

40 David S. Kris, ‘Was the SolarWinds Cyberattack an Act of War? If the United States Says It Is’ (Lawfare,
2021) https://www.lawfaremedia.org/article/solarwinds-cyberattack-act-war-it-if-united-states-says-it accessed
31 December 2024.

4! Tarah Wheeler, ‘The Danger in Calling the SolarWinds Breach an Act of War’ (Brookings, 4 March 2021)
https://www.brookings.edu/articles/the-danger-in-calling-the-solarwinds-breach-an-act-of-war/ accessed 31
December 2024.

42 United States v Nosal 676 F.3d 854 (9% Cir. 2012) (No. 10-10038) https://casetext.com/case/united-states-v-
nosal-2 accessed 31 December 2024.
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conflicts, as seen in the challenges following the Sony hack and SolarWinds attack.

One pivotal case is United States v. Nosal, where the court interpreted the scope of the CFAA.
The defendant, David Nosal, was prosecuted for unauthorized access after leveraging
confidential information from his former employer’s computer system. The ruling underscored
the CFAA’s role in combating cybercrimes but also sparked debates about its application to

broader cybersecurity issues.

Despite these measures, the U.S. framework has limitations in addressing transnational cyber
threats. For instance, the Sony Pictures hack in 2014, attributed to North Korea, and the
SolarWinds attack in 2020, linked to Russian actors, highlighted the challenges of prosecuting
state-sponsored cyber offenses within the domestic legal framework. The lack of international
consensus on cyberwarfare definitions and jurisdiction further complicates the U.S.’s ability to

respond effectively.
European Union

The EU relies on the General Data Protection Regulation (GDPR)* and the Network and
Information Security Directive (NIS Directive) to enhance cybersecurity. Additionally, the
Budapest Convention on Cybercrime (2001), although not an EU initiative, plays a significant
role in harmonizing legal responses to cybercrime. However, the convention’s applicability to

cyberwarfare remains debatable, given its focus on criminal activities rather than acts of war.

The Budapest Convention on Cybercrime (2001), though not exclusive to the EU, has been
instrumental in harmonizing legal responses to cybercrime among its signatories. For instance,
in Case, Google v. CNIL (2019)*, the European Court of Justice addressed the extraterritorial
application of GDPR in the context of data privacy and cybersecurity, demonstrating the EU’s

commitment to tackling cross-border cyber issues.

However, the Budapest Convention’s focus on cybercrime limits its applicability to

cyberwarfare, which involves state actors and strategic objectives beyond criminal acts. The

43 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data and on the free movement of such data
(General Data Protection Regulation) [2016] OJ L 119 https://gdpr-info.eu/ accessed 31 December 2024.

4 Giorgio Resta, ‘Google v CNIL: Territorial Scope of the Right to be Forgotten under EU Law’ (European
Papers, 2020) https://www.europeanpapers.eu/en/europeanforum/google-v-cnil-territorial-scope-of-right-to-be-
forgotten-under-eu-law accessed 31 December 2024.
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EU’s reliance on multilateral treaties like the Tallinn Manual on the International Law
Applicable to Cyber Operations further illustrates the ongoing debate about the legal

frameworks governing cyberwarfare.
Russia and China

Both Russia and China have emphasized state sovereignty in cyberspace, advocating for a
“cyber sovereignty” doctrine that limits external interference. This approach contrasts with
Western frameworks promoting open and secure internet governance. The disparity was
evident during the drafting of the Shanghai Cooperation Organisation'’s International Code of
Conduct for Information Security (2015)*%, which prioritized state control over cybersecurity
issues. In 2015, the Shanghai Cooperation Organisation (SCO)*, led by Russia and China,
introduced the International Code of Conduct for Information Security. This document
prioritizes state sovereignty and information control, contrasting sharply with frameworks like
the Budapest Convention. Critics argue that such measures may legitimize state-sponsored

cyber operations under the guise of sovereignty.

The 2007 cyberattacks on Estonia, widely attributed to Russian actors, highlighted the
challenges of attributing state-sponsored cyber activities. Similarly, China’s alleged
involvement in the 2015 U.S. Office of Personnel Management (OPM)*’ data breach

underscores the limitations of existing international mechanisms to address cyberwarfare.
India

India’s legal response to cyber threats is governed by the Information Technology Act (2000),
amended in 2008 to address cybersecurity concerns. The country has faced significant
challenges, including the 2016 breach of its National Informatics Centre. While India has
participated in global cybersecurity discussions, its domestic legal framework lacks provisions

specifically addressing cyberwarfare, reflecting the broader international gap.

India’s vulnerabilities were exposed during the 2016 breach of the National Informatics Centre,

45 Shanghai Cooperation Organization, ‘Draft Code of Conduct on Information Security’ (6 June 2024)
https://www.mfa.gov.cn/eng/wjb/zzjg_663340/jks 665232/kjlc_665236/qtwt_665250/202406/t20240606 11405
183.html accessed 31 December 2024.

46 Shanghai Cooperation Organization (n.d.) https://eng.sectsco.org/ accessed 31 December 2024.

47 M. S. McCarthy, ‘The OPM Hack Explained: Bad Security Practices Meet China’s Captain America’ (CSO
Online, 2015) https://www.csoonline.com/article/566509/the-opm-hack-explained-bad-security-practices-meet-
chinas-captain-america.html/amp/ accessed 31 December 2024.
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which compromised sensitive government data*. Although the incident prompted calls for

stronger cybersecurity measures, India’s legal response remains fragmented.

On the international front, India has engaged in dialogues at forums like the United Nations
Group of Governmental Experts (UNGGE) on cybersecurity. However, the absence of a
cohesive global framework for cyberwarfare reflects a broader international gap that hinders

India’s ability to address state-sponsored cyber threats effectively.

The comparative analysis reveals diverse approaches to cyberwarfare, shaped by national
priorities and regional dynamics. While the U.S. and EU emphasize legal harmonization and
institutional resilience, Russia and China prioritize sovereignty, often clashing with Western
principles. India’s evolving framework underscores the challenges faced by emerging

economies in navigating the complex landscape of international cybersecurity.

To confront the challenges of cyberwarfare, there is a pressing need for a unified global
framework that reconciles competing interests and establishes clear norms for state conduct in
cyberspace. This endeavor will require unprecedented international cooperation, balancing

sovereignty with collective security in the digital age.
4. Need for an Integrated Global Framework

The case studies and comparative analysis underscore the urgency for a unified international
approach to cyberwarfare. Drawing lessons from existing treaties like the Geneva Conventions
and the Chemical Weapons Convention (1993)* ° a dedicated cyberwarfare treaty could
establish clear norms, define thresholds for acts of aggression, and outline mechanisms for

accountability.
IX. CONCLUSION

As cyberspace evolves into a battleground of unprecedented complexity, the pressing need to

address cyberwarfare within the framework of international justice has never been more urgent.

48 Economic Times, ‘Cyber Security Breach at National Informatics Centre: Malware Attack Traced to
Bengaluru’ (2020) https://cio.economictimes.indiatimes.com/news/digital-security/cyber-security-breach-at-
national-informatics-centre-malware-attack-traced-to-bengaluru/78202086 accessed 31 December 2024.

49 Chemical Weapons (n.d.) https://disarmament.unoda.org/wmd/chemical/ accessed 31 December 2024.

50 Chemical Weapons Convention (13 January 1993) https://www.opcw.org/chemical-weapons-convention
accessed 31 December 2024.
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Cyberwarfare transcends geographical boundaries, blurring the lines between civilian and
military targets while challenging traditional notions of warfare and accountability. Its
implications—spanning economic disruption, societal destabilization, and threats to critical

infrastructure—underscore the need for robust, cohesive, and enforceable legal mechanisms.

The inadequacies of existing frameworks reveal a legal landscape that struggles to keep pace
with the rapid technological advancements enabling cyberwarfare. Issues such as attribution,
jurisdictional ambiguities, and the absence of binding norms highlight significant gaps in the
global response to these crimes without frontiers. While frameworks like the United Nations
Charter and the Budapest Convention provide a foundation, they lack the specificity and
enforceability required to address the unique challenges posed by state-sponsored cyberattacks

and non-state actors operating in digital domains.

Moving forward, the international community must prioritize the development of legally
binding treaties that explicitly address cyberwarfare. Enhanced global cooperation in cyber
attribution, supported by cutting-edge technologies such as artificial intelligence, can bridge
gaps in accountability. Moreover, reinforcing protections for civilian infrastructure in

alignment with international humanitarian law will be critical to safeguarding societal stability.

Ultimately, confronting cyberwarfare in the age of international justice demands a collective
commitment to innovation, cooperation, and ethical governance. By establishing a forward-
thinking and enforceable legal architecture, the global community can ensure that the promise
of cyberspace as a domain for progress and connectivity is not overshadowed by its potential
for conflict and destruction. In doing so, the principles of justice and accountability can extend

to even the most complex and borderless realms of modern warfare.
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