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ABSTRACT 

With rapid development of technologies in our day to day life, many 

activities have been merged online and created a new business phenomenon. 

In this modern world, with dynamic changes in currencies, cryptocurrency 

and blockchain technology is finding a new place. Cryptocurrencies 

represents valuable and intangible objects which are used to electronically in 

different applications and networks such as online social networks, online 

social games, virtual currency and peer-to-peer networks. While this 

technology has been welcomed by some states, it has found immense 

criticism in developing nations.  

While some nations have incorporated cryptocurrencies as products or legal 

tender in their pre-existing legal framework, countries like India, People’s 

Republic of China, Singapore, Republic of Korea have denied them the status 

of legal tender. Though this technology provides alternative to presently 

operating weak security systems, these countries have been skeptical about 

the use of cryptocurrencies. This skepticism arises due to the possible uses 

of cryptocurrencies in illegal markets and money laundering incidences.  

This research paper aims to understand this dynamic technology, its 

application, its legal position in different parts of the world especially India, 

the present hindrances in acquiring the legal status, and model regulation for 

the legality of cryptocurrencies in India. This paper aims to take a problem-

solution approach to the issue of virtual currencies.     
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Introduction: 

In the changing dynamics of the current globalising world, every country either the super 

powers or the developing countries, all are trying to be ahead in the global market. The 

technology in the 21st century is rapidly changing according to the human needs. Barter System 

was one of the earliest system which prevailed in the early period for the exchange of goods 

and services. But with the passage of time and the human needs flouring itself, there felt a need 

of a new system for this exchange. Coins were the earliest type of currency which was used for 

the exchange of goods and services. In the initial stage, gold, silver, other metal were used to 

make coins then it was replaced by notes and now in the new era digital currency like debit and 

credit card are the most favoured currency across the globe. The currency has its own evolution. 

Now the currency world has been shattered by a new type of technology which in real is just 

some collection of codes in a mathematical calculation giving rise to blockchain technology, 

thus inventing or one can say that giving birth to Cryptocurrencies. It all started in November 

2008, when a mysterious white paper appeared on the Internet. It was posted on the internet 

under the pseudonym Satoshi Nakamoto, the paper described a new method for creating a fully 

distributed digital currency system by cryptographically chaining blocks of data together. The 

general public did give much importance to the technology which was stated in that paper and 

it went unnoticed for many years. Today, however, 10 years later, that innovation is heralded 

as the next paradigm shift in digital networks, opening doors to an uncharted cyberspace of 

disinter-mediated trust and distributed consensus platform. Bitcoin constitute of 54.33% of the 

total market capitalisation of the cryptocurrency and hold the major market cap, Ethereum 

constitute 8.69% of the total market capitalisation and is a very new as compared to bitcoin 

which is one of the earliest form of cryptocurrency.  

Understanding the blockchain and transactional technology: 

The definition of term blockchain is far from clear.3 Bitcoin is a virtual communication protocol 

and is a type of virtual currency which helps in the electronic payments. It was first stated in a 

research paper by a anonymous groups of developers.(Nakamoto 2008), since then it has served 

4.3 Million transactions with 261,710 average number of daily bitcoin transaction.4 The reason 

why blockchain technology is considered so disruptive is that it has the ability to solve the 

 
3 System with somewhat similar cryptographic functions are sometimes used for other purposes that are not 

usually associated with blockchain technology. Conversely, not all distributive databases necessarily make use 

of the kinds of cryptographic function that usually are associated with blockchains. 
4 Source: www.statista.com/topics/4495/cryptocurrencies/ 
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problem of authenticity without inclusion of any trusted intermediaries. Bitcoin rules and 

regulations were framed by anonymous engineers with no apparent influence from lawyers or 

regulators. Bitcoin accounts, without change and without any centralised vetting procedure- or 

even a requirement to provide a real name. The rules and regulations makes a system that is 

believed to be more flexible, more private and less amenable to regulate and oversee than any 

other forms of payments. Bitcoin is designed on the Scarcity Principle. As to ascribe value to 

any type of money, scarcity is the precondition for that. Scarcity helps to protect against 

counterfeiting. At a macro level, scarcity bounds the path of growth of monetary base and it 

also helps in price stability. In today’s Era where money is kept in electronic form, scarcity is 

protected by legal rules and regulations to ensure the authenticity of bookkeeping records. It 

involves a system which triggers a credit in one account and a corresponding debit in another 

account. In most of the countries central bank holds the power to adjust the absolute quantity 

of money circulation just like Reserve Bank of India (RBI) is the apex authority which controls 

the money supply in India.  

Bitcoin is a perfect example of absolute scarcity of money supply. It is designed as such that it 

lacks a centralised authority to circulate and monitor the flow of coins in the market. This 

makes the process of issuing currency and verifying transaction much more difficult than in 

classic bookkeeping methods.  

Many websites are promising and proving links to download the “Bitcoin core” software for 

free. To create an account a user have to go through a process. Typically it creates a “wallet” 

file for the user to store the bitcoins ( without giving a name or proof of identity); a peer-to-

peer network is created which is accessible though a standard internet services also and it also 

provides access to block chain data structure which verifies all the past Bitcoin activity. 

Bitcoin are recorded as transactions. Lets take an example to understand this: Robert has 10 

bitcoins but he simply does not hold bitcoins rather he has participated in a public transaction 

which shows that he has received 5 bitcoins for Bill and the remaining 5 from Amy. The case 

that Robert knows that Bill and Amy could make the payment because there was a earlier 

transaction from Nython to Bill and Amy. Actually bitcoin can be traceable back to all the 

transaction in which it was used and where it circulation has been started. Bitcoin is based on 

two fundamental technologies from cryptography. Public-Private key cryptography to store 

and to spend the bitcoins. And all the transactions are cryptographically validated. This system 

of Public-Private key enables any user to create a public key and a private key (Diffie and 
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Hellman 1976). As the name suggests that public key can be widely shared. But he message 

that is encrypted through Public key can only be decrypted through the holder of the private 

key. Similarly a message that is encrypted through the private key can only be decrypted by a 

corresponding public key holder. This system of Public- Private key is widely used. In bitcoin 

encryption fundamentals helps to find and authenticate the transfer of. Money fro the under to 

the receiver. Such an instruction is encrypted by using the sender’s private key.  

Suppose Nython wants to transfer his bitcoins to Bill and Amy. He publishes a. Message in the 

bitcoin network indicating that he is transferring all his existing bitcoins, along with a reference 

to the transaction from where he had received those bitcoins. This message is encrypted by 

Nython’s private key which act as an authenticator that this is coming for Nython only. Later 

if Bill and Amy wants to send their bitcoins to Robert, they will also follow the same steps, 

first they will publish on the bitcoin network they they are transferring their bitcoins to Robert 

and will also provide a reference to the transaction from where they had received those bitcoins. 

The message will be encrypted by their Private keys. The Bitcoin network will identify Nython, 

Bill, Amy and Robert through their Public keys. The public keys will act as their account 

numbers.  

Any new transaction which happen on the Bitcoin network is grouped together in a “block” of 

recent transaction. To make sure that any unauthorised transaction has taken place on the 

bitcoin network this block has been compared to the recent published block which give rise to 

a series of block or which may be called “block chain”. Because of this a bitcoin user can 

identify and verify all the previous transactions.  

Bitcoin and other cryptocurrencies are adding new members every second. There are around 

2,888,424 users of bitcoin till 3rd Quarter, 2018.5 This is very huge number. To keep the the 

user interested and existing of this network, Bitcoin system award the user by providing them 

with freshly minted new bitcoins which can be procured by the user through solving a 

mathematical puzzle which is based on the pre-existing contents of the block and these 

mathematical puzzle can only be solved through computationally intensive method that include 

a random component. Thus a user who is faster at computing is more likely to solve the given 

problems and will also solve more number of problems and can procure more bitcoins but only 

speed can’t guarantee success. Upon solving the problem, the user will publish the “block’’ 

 
5 Source: https://www.statista.com/statistics/647374/worldwide-blockchain-wallet-users/ 
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containing the proof-of-work that will show the solution that has been carried out along with 

all the observed transactions which had taken place since the last puzzle has been announced 

and also a reference to the previous complete block. Then any other user will check the solution 

an they will start working on a new block containing new outstanding transactions. This process 

is called “mining” and it also helps to ensure that all block chains has been agreed upon by 

entire network. 

These transaction does to clear until they have been added to the consensus block. Miners are 

also trying and continuously woking on adding new blocks of transaction to the bitcoin 

network. As the miner keeping on updating the block chain, the computational efforts carrying 

significant cost also increases. The proof-of-work calculations are quite power-intensive, 

consuming more than 173 megawatts of electricity for a long period of time. These cost has 

risen sharply and the effect will going to be more as Bitcoin automatically adjusts puzzle 

difficulty. As more and more user are coming on the bitcoin network the difficulty of these 

puzzles is also increasing which in turns leads to more computing and finally more electricity 

is required to solve these puzzles.  

Now, companies like Ethereum, Eris and Filament started looking beyond Bitcoin and focusing 

specifically on individual lanes of the technology stack (see Table 1). As a consequence, the 

stack quickly become fragmented along with the nomenclature, and the terminology of 

blockchain was extended to describe a multitude of different structure at a variety of different 

levels of the stack. 

Table 1. A coarse depiction of the “blockchain technology stack” 

Layer  Example of a Blockchain-related product/ 

service situated in the layer 

Application layer Ujo Music 

Platform layer Eris Industries’ smart contract application 
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Table 1. A coarse depiction of the “blockchain technology stack” 

Layer  Example of a Blockchain-related product/ 

service situated in the layer 

platform 

Processing Layer Ethereum virtual machine 

Data/ Protocol layer The Bitcoin blockchain 

Network layer  Filament Tap 

Hardware layer BitFury mining chips 

 

The use of the term blockchain in reference to it on a societal level also grew more popular. 

Expression such as the blockchain economy and blockchain revolution became more 

commonplace. Much like with cloud and big data  in recent years, the term blockchain is now 

quickly becoming a vacuous buzzword, and it is specifically due to this lack of clear 

terminology that the blockchain phenomenon overall can be very confusing to try to 

understand. 

International legal framework on Cryptocurrency: 

As virtual-currency market and transactions are sky rocking and these digital monies are non-

legal tenders with different standards in most of the jurisdictions. Global regulators are divided 

on how to responses on it. As of now there is no international regulator to regulate virtual-

currency. Following Chart shows there are two policy views on virtual-currency i.e., either it 

is legal tender or it is illegal, acts those are governing it and present policy status as of now 
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(Table 1). 

No. Country Policy Acts Status as of 2018 

1. Japan Legal only if exchanges are 

registered with the Japanese 

Financial Services Agency 

Payment Services Act 

2009 and Prevention of 

Transfer of Criminal 

Proceedings Act 2007 

(Amended) 

Legal Tender as of April 

2018 

2. USA Definitions of Bitcoin & 

other cryptocurrencies are 

different as per sectorial 

regulators in USA. 

Legal, depending on the 

state. 

FinCEN Regulations  

2014/2015, 

Uniform Regulation of  

Virtual-Currency 

Business Act 

(URVCBA)2017, 

Bank Secrecy Act 

(BSA)1970 (FinCEN 

clarification) 

As per FinCEN -Not legal 

tender. 

As per CFTC-Bitcoin is a  

commodity. 

As per IRS- 

cryptocurrency is not 

actually a currency &  

hope it will tax. 

3. EU Legal, depending on the  

country. Regulations differ 

within the EU bloc. 

VAT/GST and other 

taxes applicable to 

transactions made using 

Bitcoin for goods and 

services 

As per ECB -Member 

state can’t introduce its 

own currency. 

-France & Germany to  

regulate the Bitcoin 

Cryptocurrency market. 
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4. UK Legal but must be registered 

with the Financial Conduct  

Authority. 

Needs to meet the same  

anti-money-laundering  

counter-terrorism 

standards as other 

financial  

institutions 

Not a legal tender and 

Sterling is the only legal  

tender in the UK. 

5. South Korea 

(ROK) 

Legal. Trading in virtual  

currency by anonymous 

bank accounts is banned. 

Need to register with South 

Korea’s Financial Services 

Commission. 

- Not a legal tender. 

6. China 

(PRC) 

Illegal. Trading Bitcoin in 

China is technically illegal 

- Not a legal tender. 

7 Singapore Legal. May come under 

purview of the Monetary 

Authority of Singapore. 

- Not a legal tender. 

8. India Illegal. The Indian 

government is planning to 

bring regulation. RBI banned 

the sale or purchase  

of cryptocurrency. 

- Not a legal tender 
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9. Switzerland Legal, need to register with 

the Swiss Financial Market  

Supervisory Authority. 

FINMA's Guidance 

04/2017. 

Legal. 

 

Indian Dynamics for the changing world of money: 

Currently the regulatory mechanisms for governing cryptocurrency, especially bitcoins, are 

non existing in India. And although bitcoins are declared illegal in India, yet bitcoins have not 

entirely failed to gather attention of policy makers. Recently, the Serious Fraud Investigation 

Office (SFIO), the investigative aren’t of the ministry of corporate affairs, was instructed to 

gather data regarding the use of bitcoins by corporate entities.6 Introduction of a regulatory 

regime has almost become essential, primarily because of the rapid increase in market 

capitalisation of cryptocurrencies in the recent past.7 It has also been suggested that such 

currency be traded on registered stock exchanges, similar to gold, in order to establish a formal 

tax base, and the transactions be governed by the Securities and Exchange Board of India.  

This is a crucial development, since the jurisdiction of SEBI in SEBI v. Pan Asia Advisors Ltd. 

(‘Pan Asia’) was held to extend to entities beyond India, according to the territorial nexus 

doctrine. Further, it can help the regulators in enforcing the SEBI Act and other disclosure 

requirements on entities operating in the bitcoin network, while regulating cryptocurrencies in 

India (traded globally).8 Moreover, considering bitcoins as security would mean that the sellers 

of bitcoins, exchanges where such currencies are traded and SPVs formed to hold bitcoins 

would be subject to stringent regulatory requirements and arduous penalties for non-

compliance under the existing securities laws of India. Besides, an approach to encompass 

 
6 The Economic Times, Government Steps Up Vigil On Bitcoin Transactions, May 30, 2017, available at  

http://economictimes.indiatimes.com/news/economy/policy/government-steps-up-vigil-on-bitcoin- 

transactions/articleshow/58911702.cms 
7 The market capitalisation of cryptocurrencies increased by over 300 percent in the second quarter (April-June) 

of  2017. See Coinmarketcap, Cryptocurrency Market Capitalization, available at 

https://coinmarketcap.com/charts/ 
8 SEBI v. Pan Asia Advisors Ltd., (2015) 14 SCC 71; See The Securities and Exchange Board of India Act, 

1992,  

§11C (It states that in case of reasonable grounds to believe that any person (within/beyond India) associated 

with securities market has engaged in violation of any provision in the act, rules, regulations or directions 

issued, SEBI can order for an investigation and take action). 
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bitcoin transactions within the ambit of SEBI is similar to that adopted by the US Securities 

Exchange Commission (‘SEC’) a few years ago, where it brought an action against virtual 

currency related investments, citing them as ‘securities’. However, no public stance has yet 

been taken by the SEC on whether bitcoins are securities or not. 

Being a relatively unregulated form of currency, there is not much jurisprudence available 

which discusses the ability of the citizens in India to transact through bitcoins. However, the 

country’s central bank has occasionally issued warnings regarding the potential financial, legal, 

and operational as well as security related risks on the use of virtual currencies. Despite these 

warnings, the RBI has also acknowledged the potential of blockchain in a white paper issued 

by the Institute for Development and Research in Banking Technology (‘IDRBT’). It stated: 

“The ‘blockchain’ has a potential to fight counterfeiting and bring a huge revolution in the 

functioning of financial markets, collateral identification as well as payments system. The 

technology functions on the basis of a shared and secured public ledger system and is not 

operated by any central user. Instead, it is maintained by all the participants in the system on 

collective basis as per generally agreed and applied rules.”9  

However, a question can arise whether the Parliament under existing laws has the ability to 

prohibit the use of cryptocurrencies between willing parties. While Article 246 read with 

Article 248 of the Indian Constitution gives the power to the Parliament to frame laws regarding 

currency, legal tender, coinage and other similar instruments, an overall lack of regulatory 

understanding makes it imperative to demystify, albeit in brief, the prevailing regulatory 

structure regarding the use of cryptocurrencies. 

Real world laws influencing Cryptocurrencies: 

With the income tax department slapping tax notices on almost five lakh high net worth 

individuals transacting in bitcoin, the issue of taxing cryptocurrencies has got the attention and 

has become a new hot burins topic in India. Here is a glance at the taxation policy under whose 

ambit cryptocurrencies can be taxed: 

Gift Card Laws: In recent time, some of the virtual currency providers are offering virtual 

 
9 Institute for Development and Research in Banking Technology, White Paper on Applications of Blockchain  

Technology to Banking, January, 2017, available at 

http://www.idrbt.ac.in/assets/publications/Best%20Practices/BCT.pdf 
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currencies on pre-paid basis. This has opened a new gate to the users and customers who can 

buy pre-paid cards to fund their account with virtual currency such as Facebook game card. 

This brings the cryptocurrency sold as pre-paid cards under the umbrella of gift card laws. For 

example: RBI’s Master Direction on Issuance and Operation of Prepaid Payment Instruments 

(PPI), under Payment and Settlement System Act, 2007 (PSS Act, 2007), PPI issuers shall put 

in place a formal, publicity disclosed customer grievances redressal framework, including 

designating a nodal officer to handle the customer complaints / grievances, the escalation 

matrix and turn-around-times for complaint resolution. All charges and fees, expiry period 

associated with the use of the instrument shall be clearly and easily accessible. All PPIs issued 

in the country shall have a minimum validity period of one year from the date of last loading / 

reloading in the PPI. Therefore PPI laws in India could restrict the operators’ ability to expiry 

virtual currency or charge users for unusual virtual currency. When PPI guidelines are being 

applied on prepaid card form of cryptocurrencies, users and customer’s rights will be reserved. 

Gambling/lottery laws: Now a days cryptocurrencies are given as a prize in lotteries. People 

are now using cryptocurrencies to bet and play gambling games. These types of activities and 

use of cryptocurrency can trigger gambling laws in some countries. For example in India, 

according to the Public Gambling Act, 1867 it could be be a matter of debate that operating a 

gambling website in India is deemed illegal under the terms of this act, as given its wording, 

but it it is not clear so far. The Information Technology Act, 2000 provides provisions for 

various offences relating to online activity, although again there is no specific mention of online 

gambling activities being illegal. However, it empowers the Indian government to block 

foreign websites. In past it has been done by the government too. The Indian government has 

intruceted the Internet Service Providers to avoid Indian residents to have access to certain 

foreign betting and gaming sites, but this no substantial proof or record that how effective this 

has been or which websites have been blacklisted by the government. However there are two 

states which has introduced legislation relating specifically to online gambling. First 

Maharashtra, it is completed prohibited, on the other hand in Sikkim the government now has 

power to issue licenses tp operators who wish to provide gambling services within the state. 

This has proven a very crucial and notable step towards gambling regulation in India. 

Money transmittal licensure laws: The use and popularity of cryptocurrencies has been 

growing day-by-day. This has encouraged many operators to associate with third parties which 

in turn allows users of cryptocurrencies to redeem or exchange their virtual currency for 
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product provided by third party. For this, the user need to transmit their cryptocurrency to the 

third party. According to the definition provided in the Mater Direction on Issuance and Prepaid 

Payment Instrument in the Fourth Bi-monthly Monetary Policy provided by R.B.I such services 

fall under Semi-closed system PPIs which do not allow cash withdrawal. The Know Your 

Customer (KYC) / Anti-Money Laundering (AML) / Combating Finance of Terrorism (CFT) 

guidelines issued by Department of Banking Regulations (DRB), RBI, shall apply mutatis 

mutandis to all agencies issuing PPIs and their agents. The record of the transaction undertaken 

by PPIs for at least ten years should be maintained. The Suspicious Transaction Reports (STRs) 

should be filed by the PPIs to the Financial Intelligence Unit-India (FIU-IND). This type of 

laws may have an affect on the collaboration between Cryptocurrency providers but on the 

bright side will also control the virtual currency transmission activity. 

CICRA Act: There are some speculations in the atmosphere that The Credit Information 

Companies Regulation Act, which came into force in India in 2005, is likely to be applied on 

the cryptocurrency due to its high growth rate and new perspectives. Since it is true that 

cryptocurrency platforms have become a place for various activities such as storing, 

transmitting, redeeming, selling, and exchanging the value of cryptocurrencies, CICRA Act 

requirements can be applied on cryptocurrencies. As per this Act, the credit information of 

individuals of India has to be collected in consonance with certain regulations as laid down by 

this Act. Also under this Act, the bodies that collect the financial information can be held liable 

in the case of unauthorised leak of Data. As we know that the Offshores financial transactions 

are very common in today’s cyberspace and keeping in regard the large number of people 

involved in these transactions, such acts are very helpful for the protection of personal data of 

the individuals concerned. 

Data privacy and security laws: Some cryptocurrency providers obtain the personal data of 

their users. Platforms that allows purchasing virtual currency with credit and debit cards must 

consider these laws too when storing the credit card information. These providers must store 

these information in high security so that it can’t be misused by anyone. Otherwise, these 

providers might face breach f data privacy and security laws. For example, in India the 

Information and Technology Act read with Information Technology (Reasonable security 

practices and procedures and sensitive personal data or information) Rules, 2011 obliges 

everyone responsible for using data to follow strict rules. These rules include the fact and the 

purpose for which the information is being collected, providing & publishing privacy policy 
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and keeping data secure and safe.  

Children protection laws: Since most of the online gamers are minors, children protection laws  

are likely to be triggered online game website that provide cryptocurrencies. These laws strictly 

protect children privacy. For example, Article 16 of Convention on Right of the Child (CRC) 

imposes strict obligation to protect minors under 13 years of age. The act restrict how and what 

information and data a website and service provider can collect from children under 13. It 

requires the service providers to provide a clear privacy policies on their website that include 

explain how to contact them, how the children’s data will be used by the website and whether 

data will be provided to the third parties. In addition to this, the articles also requires the 

operators in many cases to obtain a consent from parents before gathering or using children’s 

data. 

Taxation: The taxation law over the virtual currency industry are dynamic from country to 

country. Some countries have already imposed taxes on incomes that are generated from virtual 

currency transactions and some others have just considered taxation. In India, if any such 

developments are made, any trading in it will be subject to The Foreign Exchange Management 

(FEMA) Act, 1999. The crypto like Bitcoins are deemed a capital asset if they are purchased 

from investment. Any gain arising from transfer of cryptocurrency will be subject to be taxable 

as capital gain. On the other hand, if the transactions in cryptocurrency are substantial and 

frequent, it could be held that the taxpayer is trading in cryptocurrencies, and the income 

generated from that would be taxable as business income as per the Income Tax (IT) Act,1961. 

But the problem is of determining the locations which may have a constrain taxation 

implementations. Tracking and locating the Cryptocurrency transactions is also very difficult 

as the footprints in some of the currency are untraceable and this may restrain the 

implementation of taxation.                    

Hindrance in the way of Cryptocurrencies: 

1) Taxation of Cryptocurrencies: 

The power to levy taxes is prescribed under Article 246 which grants power to the Parliament 

as well as state legislatures to impose taxes. ArticleArticle 265 provides that no tax can be 

imposed or collected without the authority of law. By virtue of Constitution (One Hundred and 

First Amendment) Act, 2016, the Parliament made several amendments with respect to the 

imposition of Goods and Services Tax (‘GST’) including Article 246A, wherein exclusive 
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power was given to the Parliament to make laws with regard to interstate trade and commerce. 

Furthermore, Schedule VII lists the subject matters where Parliament and state legislatures can 

impose taxes.  

Broadly speaking, any transaction involving bitcoins could be analysed from two viewpoints – 

income and expenditure. Depending upon the nature and parties to the transaction, it may be 

taxable under the Income Tax Act, 1961 ('ITA') (in case of income), or Central Goods and 

Services Tax Act, 2017 ('Act') and other laws (in case of expenditure). Since the regulatory 

framework regarding cryptocurrencies is uncertain, this paper tries to analyse the taxation (or 

non-taxation) by considering them as both goods and currency, two major approaches currently 

prevalent across the world. 

2) Prohibition on dealing in virtual currency 

Reserve Bank has repeatedly through its public notices on December 24, 2013, February 01, 

2017 and December 05, 2017, cautioned users, holders and traders of virtual currencies, 

including Bitcoins, regarding various risks associated in dealing with such virtual currencies. 

In view of the associated risks, it has been decided that, with immediate effect, entities 

regulated by the Reserve Bank shall not deal in VCs or provide services for facilitating any 

person or entity in dealing with or settling VCs. Such services include maintaining accounts, 

registering, trading, settling, clearing, giving loans against virtual tokens, accepting them as 

collateral, opening accounts of exchanges dealing with them and transfer / receipt of money in 

accounts relating to purchase/ sale of VCs. 

This ambiguity the RBI views in bitcoins and all forms of virtually currencies has kept the 

possibility of a legal solution far fetched. This forms one of the major concerns for a legislative 

approach towards cryptocurrency. 

Model Regulation for Cryptocurrency: A problem-solution approach 

The time has come to start thinking on future technological financial products and services that 

are growing rapidly in recent years. Some of these products and services are Cryptocurrency, 

virtual money and Bitcoin which are commonly known as electronic version of currency notes 

and coins. This new financial products and services are posing great challenges such as 

monetary and financial stability, protection of customers, costs and benefits of allowing these 
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new forms in existing payment system before legislators and regulators. This has prompted 

other nations and India to see regulatory aspects that could be adopted to regulate virtual-

currency, service providers in the form of intermediaries, exchanges, rights, duties, and 

liabilities in doing business and also protection to customer in payment system in India. 

As law follows technology, crafting a new regulation of any new technology is a cumbersome 

task. It is the future that will answer, whether the virtual-currency will gain widespread 

acceptance and was it worth to spend public resources on a new technology. Nevertheless, this 

approach is also not good to buy as there are utmost chances that these types of new financial 

technological innovations, if allows to operate freeways may bring a significant problem to the 

existing financial system and ultimately the customers who will be the losers in the form of 

financial loss to them. However, in today’s techno-savvy world, new techno-financial products 

and services are becoming necessity and getting central stage in financial transactions as a way 

of doing business transaction and creating a pool of money that brings much needed financial 

funds for the upcoming decade’s developments. 

The aim and objective of this regulation is to overcome from uncertainty on cryptocurrency 

technology and minimise the risk to individuals, to cryptocurrency businesses, and to 

government agencies. The Scope of Regulation is to govern the facilitation platform provided 

by centralize/decentralised Blockchain technology and service provider, transfer, exchange, 

and services of cryptocurrency and clearing houses on such platform. This facilitation is 

regulating the manner Licensure, Supervision, and user protections are affordable. They shall 

be treated as authorized person engaged in cryptocurrency business. The RBI Act and Banking 

Regulation Act will be superseding on this regulation and at all the time provisions of these 

Acts will also be applicable on person/entity all the time.  

There are some definitions which will help RBI to define and bring cryptocurrency under its 

jurisdiction. RBI has to take a policy decision on what to regulate i.e. is it a virtual currencies 

or Cryptocurrency Business Activity in India. We submit here that it will be prudent to control 

the medium of transaction and providers of cryptocurrencies transaction rather controlling 

cryptocurrency itself. This will help legislature to tailored assured, fair and predictable 

regulatory mechanism to cryptocurrency business and its intermediaries such as Broker, 

Bitcoin miners and Exchanges at par with traditional payment system and financial products in 

India. Accordingly, the propose regulation shall regulates Cryptocurrency business payment 

system with objective to provide. Licenses, Procedures, Risk Management, Customer 
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Protection and Dispute Redressal Mechanism on wherever possible in compliance with 

Banking Regulation Act, PMLA, terrorist funding activities and KYC norms. 

The regulation shall be applicable to both forms of the Cryptocurrency that are control i.e. in 

centralized and decentralized form.37 Any regulation without defining the key words becomes 

futile in its governance. Therefore, following are some definitions which shall help in 

understanding and application of the proposed regulation.  

Cryptocurrency/ virtual-currency means a digitized representation of unit of account or store 

value and is not a legal currency and denominated in legal currency, used as a medium of 

exchange; except a) in a transaction where value is merchant grants as a reward program, 

remains with merchant and can’t be exchange against legal tender or bank credit b) digitized 

value used in online game issued by publisher of the game and used solely in the same game. 

Let us see the definition of “Cryptocurrency and Cryptocurrency Business Activity” means: a) 

issuing or providing services or operating or administering in Cryptocurrency by way of 

control, holding, exchange, transfer, storing, directly or by agreement with service vender b) 

legal tender or bank credit converted in to digital representation outside the online game offered 

by publisher form which original digital representation of value was received. 

To be covered by this regulation, the activity must involve “Cryptocurrency” and 

“Cryptocurrency Business Activity,” as crucial definitions depends on key words and 

interpretation of control, exchange, store, and transfer. These active verbs application and 

definitions will help RBI to bring under its jurisdiction the Cryptocurrency activity as well as 

those who are engaged in this business will also be fall in line with the RBI mandates for doing 

banking related business in India. Word control can be defined as prevent indefinitely a virtual-

currency transaction or authorized to execute unilaterally; word Exchange can be defined as a 

person authorized momentarily by the owner of Cryptocurrency to trade or convert for legal 

tender, bank credit, in other form of virtual currency. Word Store means authorized by owner 

of virtual currency to maintain control in the form of holding and taking deposits. Word 

Transfer means: crediting, moving or relinquish control of the Cryptocurrency from one 

account holder to another. 

Real time Centralized Transaction Repository (RCTR) and RBI Vigilance Department- 

RBI shall be having its own real time centralized transaction repository and all licensees shall 

be required to keep all real time transaction information andKYC information relating to each 
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transaction linked with this repository. Thus, RBI will be having control on all the transactions 

and KYC information relating to such transactions which shall help RBI to have real time 

vigilance & tampered free record of each transaction. RBI will have vigilance department to 

control and vigilance on suspicious transaction, money laundering and terrorist funding activity 

which might be taking place. 

Examination- Power to examine records, data inspection and compliance of norms is rest with 

RBI. Licensee is required to maintain the KYC Norms of transaction holder and complete 

information as per AML Act including date, time and instruction given by transaction holder 

for next five years. Total number of transactions taken place in financial year, aggregate 

number of transaction form of virtual currency into legal tender or other types of 

cryptocurrency, complete audit report comprising assets, liability, capital and expenditure of 

licensee, report of resolution of customer grievances, Book of Registry containing all 

transaction & customer information, reporting of suspicious transactions Book and action taken 

against such transactions, report of fail transactions and reason of it and any other information 

desired by RBI. The Bankers Books Evidence Act, 1891 will be applicable on licensee under 

this regulation. Licensee is bound to cooperate, coordinate, consult, and share records and other 

information with the other central regulatory agencies along with RBI. 

Enforcement- Facilitation of cryptocurrency business shall be taking place only after 

permission of RBI otherwise it will treat as illegal business. The offence related to 

cryptocurrency will be treated as banking fraud and shall be treated at par and with same 

provisions of existing civil and criminal laws which are applicable to banking frauds. RBI may 

take administrative action in the form of suspend or revoke a license, restraint licensee to 

participate in business, impose penalty, recovers money from security deposit, conditional 

approval to do business, appoint RBI Administrator as care taker, take appropriate recourse 

through court of law etc. There shall be applications of other laws wherever it is appropriate 

such as Bankruptcy and Insolvency Act, Company Act, SARFAESI Act, AML Act, PSSA, 

FEMA etc. Civil penalties shall be the equivalent amount of fraud or three times the amount of 

profits made out of cryptocurrency trading, whichever is higher and/or may declared as wilful 

defaulter by RBI in case licensee absconded from India. The criminal penalties shall be 

imprisonment up to five year and lifelong banned on licensee. 
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Conclusion: 

Increasing popularity and involvement of more Indian in cryptocurrency trading, it is high time 

for India to take a positive decision on Cryptocurrency trading and bring regulation to regulate 

it. The regulation being talked about is regulating the technological platform models that are 

being used by cryptocurrency and intermediary while facilitating various services. Whether 

cryptocurrency can be treated as a legal tender and allowed to exchange against fiat currency 

is the policy decision and is left out for the RBI and Central Government to decide. RBI should 

not treat Cryptocurrency industry as a problem to the Banking system keeping in mind that it 

is having a valuable innovative technological solution and its potential applications to the 

banking system. 

Rather RBI must explore how to harness Distributed Ledger Technology (DLT) for Financial 

Services and overall benefit to the economy in India. The application of Blockchain in trading, 

financing, lending and other financial services will be opening a new era of fin-tech products 

& services in Indian economy. Thus, this technologically innovative platform i.e. centralized 

or decentralized distributed ledger is having potential to improve the efficiency and 

inclusiveness of the financial system in India. Cryptocurrency platform will boost up society 

which is digitally empowered, boost up to the digital India Program and knowledge economy.  

This move will be a thrust to ensuring E-Governance covering electronic services in banking 

industry, user friendly products, devices, job opportunities to the youngster and overall 

inclusive growth of Indian economy. This payment ledger system is opportunity for India to 

overcome barriers of socio-economical in society and give wide financial access. 
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