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Introduction:

In the age of rapid digitalization, personal data has become a critical asset, demanding stringent
protection measures. The Digital Personal Data Protection Act (DPDPA) of 2023 represents
India's most comprehensive legal framework to safeguard individual privacy rights while
ensuring transparency in data handling. This act mandates corporations to align their data
practices with these new regulatory standards, ensuring they uphold the principle of salus

populi suprema lex esto, which states that the welfare of the people shall be the supreme law.

This project delves into the implications of the DPDPA on corporate compliance in India,
examining how businesses must adapt to meet the legal requirements. The analysis underscores
the need to balance data protection and corporate interests, advocating for a proactive approach
to compliance. By exploring the challenges and opportunities presented by the DPDPA, this
study aims to provide valuable insights for companies striving to maintain legal integrity while

fostering trust in an increasingly data-driven world.

This has been India's most monumental shift in its data privacy regulatory framework; DPDPA
2023 guards it against increasingly risky data usage, thus strengthening corporate data
management protocols. Whether a tech company or an e-commerce giant, every data-driven
organization has now had to fundamentally overhaul its data protection and compliance

frameworks to stay in step with this new law.

This Act has assumed significance with digital infrastructure development by businesses and
is starting to reach out online for services. The Act shows interest in privacy, data localization,
and informed consent so that personal data about individuals will likely be better protected.

However, the cost and effort to ensure compliance are tremendous challenges, especially in
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SMEs. The research will be conducted accordingly to examine how DPDPA influences

corporate compliance practices and the broader implications for India's corporate ecosystem.
Rationale:

The proliferation of digital technologies and the increasing reliance on personal data for
business operations have necessitated more robust data protection frameworks. The Digital
Personal Data Protection Act (DPDP) 2023! represents a significant shift in how organizations
manage personal data in India. Understanding its implications on corporate compliance is

essential for businesses to navigate potential legal ramifications and maintain consumer trust.
Statement of Problem:

The Digital Personal Data Protection Act 2023 marks a significant shift in India's legal
landscape, particularly for corporate entities. It introduces stringent data protection obligations
aimed at safeguarding personal data, which poses substantial challenges for companies
regarding compliance. This project explores the intricate balance between protecting individual
privacy rights and enabling corporate operations, raising questions about the adequacy,
enforceability, and impact of the DPDPA on business practices. As caveat emptor (let the buyer
beware) governs market transactions, this act imposes an onus probandi (burden of proof) on
corporations to demonstrate compliance, potentially altering the dynamics of corporate

governance in India.

The problem, therefore, lies in assessing how effectively the DPDPA can harmonize these
competing interests while ensuring that corporate entities do not merely treat compliance as a
procedural formality but as a cornerstone of ethical business conduct. The DPDPA introduces
complex regulations that require firms to adopt strict data protection measures. The primary
issue addressed in this paper is that companies face the challenge of achieving compliance with
the Act's requirements, especially regarding data localization, data protection officers, and

managing user consent.

' Government of India. (2023). The Digital Personal Data Protection Act 2023. Retrieved from
https://www.meity.gov.in
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Objectives:

The objectives are stated below:

1. Ensuring Data Privacy (Salus Populi Suprema Lex Esto): The primary objective is
to safeguard individuals' privacy by ensuring corporations adhere to strict data
protection standards, aligning with the legal maxim that the welfare of the people is the

highest law.

2. Promoting Accountability and Transparency (Acta Exteriora Indicant Interiora
Secreta): The Act aims to foster a culture of accountability and transparency within
corporate entities, emphasizing that outward actions reveal internal secrets, thereby

holding businesses responsible for handling personal data.

3. Enhancing Corporate Governance (Pacta Sunt Servanda): The legislation seeks to
strengthen corporate governance by ensuring that companies honor their commitments
(agreements must be kept) regarding data protection, aligning with the principle that

agreements must be observed.

4. Balancing Business Interests and Consumer Rights (Aequitas Sequitur Legem):
The Act strives to achieve a fair balance between business interests and consumer
rights, in line with the legal principle that equity follows the law, ensuring that both

parties' interests are protected.

5. Facilitating Legal Compliance and Enforcement (Lex Semper Dabit Remedium):
A critical objective is to provide a clear legal framework for compliance and
enforcement, reflecting the maxim that the law always provides a remedy, ensuring that

violations of data protection laws are effectively addressed.

Literature Review

The Digital Personal Data Protection Act (DPDPA) 2023 represents a transformative step in
India’s legal landscape, particularly in how it governs corporate responsibility towards data
privacy. Before the DPDPA, India lacked a comprehensive framework that enforced stringent

data protection measures on corporations. The fragmented regulations that existed were
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insufficient in addressing the complexities of digital data, leaving significant gaps in corporate

compliance and accountability.

With the enactment of the DPDPA, there is now a clear legal obligation for corporations to
align their data-handling practices with specific standards designed to protect individual
privacy. The Act mandates that corporations obtain explicit consent from individuals before
collecting their data, ensure secure data storage, and be transparent about its use. This shift
significantly departs from previous practices, where companies often inadequately address data

protection's onus.

Critical literature highlights the Act’s alignment with global data protection standards, such as
the General Data Protection Regulation (GDPR) in the European Union. Scholars have noted
that the DPDPA's emphasis on individual consent, data minimization, and the right to be

forgotten reflects a broader global trend toward enhancing data subject rights.

However, the literature also points out challenges in corporate compliance, particularly for
small and medium-sized enterprises (SMEs). The cost of compliance, the complexity of data
protection measures, and the potential for legal penalties create a high-stakes business
environment. The literature emphasizes the need for corporations to understand the legal
requirements and integrate them into their operational frameworks to avoid non-compliance

risks.

Furthermore, the legal principle of '""Nemo dat quod nonhabit" (no one can give what they
do not have) is particularly relevant in the context of the DPDPA. It underscores the importance
of corporations possessing valid consent and the necessary legal grounds before processing
personal data. The Act’s provisions reflect this maxim by requiring companies to establish a

clear legal basis for data processing activities, reinforcing corporate accountability.

Several studies indicate the significance of data protection rules in today's digital economy.
Bhatia (2010) discusses how emerging technologies such as Al and big data necessitate new
regulatory frameworks to adapt India's data privacy laws. Cross, in 2013, explores statutory
interpretation techniques in legal texts that offer insight into how corporations should approach

the DPDPA's legal language.
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A growing body of literature stretches its reach to cover international dimensions of data
protection legislation, including that of the European Union's General Data Protection
Regulation. According to Mattila, 2013, these measures enhance users' privacy levels but pose

grave implementation challenges for business corporations.

Interestingly, the DPDPA 2023 of India has similarities with the GDPR, wherein issues of
minimization, purpose limitation, and accountability were the top priority. Santos (2012)
maintains that companies in a multilingual territory, such as India, pose challenges toward

consistently interpreting legal texts across diverse languages.

DPDPA 2023: India has taken an important stride in its legal framework regarding data privacy
as it further aims to build corporate accountability in the subject matter. The enactment also
comes in as a major solution where India lacked seamless and strong legal frameworks dealing
with complex issues of data protection under an increasingly digitalized economy. The current
regulations have resulted in a fractured framework that does not suffice to address the
sophisticated nature of modern corporate data management practices. The directives include
the Information Technology (Reasonable Security Practices and Procedures and Sensitive

Personal Data or Information) Rules of 2011.

Under this DPDPA 2023, there are clearly spelt obligations for corporations, particularly
companies with the service sector business, including that of Swiggy and Zomato. These should
be transparent, accountable and respectful of individuals' rights in handling their data.
Organizations must seek explicit consent from individuals, store the personal information in a
manner that is safe and shall provide the right to forget. These requirements mean considerable

change in both corporate governance and operational practices.

Global Alignment and India's Specific Context

Comparative analytical analysis of the DPDPA on one hand, and the GDPR of the European
Union suggests that India is convergent with international data protection benchmarks. The

two legislations establish common fundamental principles including:

1. Consent-Based Data Processing: Explicit, informed consent obtained before data

collection and use.

2. Purpose Limitation: Data will be used solely for the purposes stated for collection.
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3. Data Minimization: Collection of data reduced to that which is necessary.

4. Accountability: Holding the corporations responsible for demonstrating compliance w

ith the rules.

The heterogeneous socio-economic and linguistic environment of India, however, poses unique
challenges to the successful implementation of the DPDPA. Santos (2012) highlights the
challenges that multilingual regions pose in the consistent interpretation and application of legal
requirements. The Indian scenario, characterized by significant demographic variation and socio-
economic inequality, calls for compliance frameworks that are flexible and tailored to the diverse

scales of business and operational models.

DPDA 2023 and its explanation through a business model of service companies in an

Indian Context and environment:

1) Zomato

2) Swiggy

An ideal creation of accurate datasets and visualizations requires a mixture of quantitative and
qualitative information. Below are examples of datasets relevant to the Digital Personal Data
Protection  Act 2023, and their implications on the business models such as Swiggy and

Zomato.

1. Active User Data Analysis

Table 1: Monthly Active Users and Data Types Collected

Swiggy (in Zomato (in
Parameter millions) millions) Type of Data Collected
Total Active Users (2023 35 40 Personal Information (name, contact,
Q3) address)
Returning Users 20 22 Order Preferences, Location Data
(Monthly)
New User Registrations 5 6 Payment Information, Device IDs
Inactive Users (Last 6 10 12 N/A
Months)
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1) Active User Data Analysis

This dataset captures the scale and behavior of active users on Swiggy and Zomato,
highlighting the types of personal data collected and their potential compliance needs under

DPDPA 2023.

2. Compliance Readiness: Swiggy vs. Zomato

Bar Diagram: Cost of Compliance under the DPDPA 2023

(Y-axis: Compliance Cost in INR Crores, X-axis: Key Compliance Areas)

Compliance Area Swiggy (INR) Zomato (INR)
Data Localization Costs 25 30
Appointing Data Protection Officers 5 6

Consent Management Frameworks 8 9

Total Estimated Annual Cost 38 45

Graph Insight: Swiggy invests slightly less in compliance than Zomato due to its existing
localized infrastructure.

2) Compliance Readiness: Swiggy vs. Zomato

A comparison of compliance costs shows the financial impact of adhering to DPDPA

regulations, emphasizing areas like data localization and consent management.

Feedback and Reviews
10%

Personal Information
40%%

Purchase History
20%

Location Data
30%
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Feedback and Reviews
10%

Purchase History
20%
Personal Information
45%

Location Data
25%

3)Data Consent and User Interaction Metrics

The pie charts demonstrate the types of data collected by Swiggy and Zomato,

emphasizing their focus on obtaining user consent for personal and behavioral data.

4. User Trust Index Post-DPDPA

Table 2: Impact of Compliance on User Trust (Survey Data)

Metric Swiggy Zomato
Users Confident About Data Safety (%) 85% 80%
Opt-Out Requests (%) 5% 7%
Average Consent Revocation Time (seconds) 30s 35s

Observation: Swiggy has slightly higher user trust, attributed to faster consent revocation
systems.

4)User Trust Index Post-DPDPA

This table shows how compliance efforts impact user trust, showcasing metrics like

data safety perception and opt-out requests.
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5. Service Expansion and Data Collection Impact

Stacked Bar Chart: Expansion vs. Data Collection Volume (2023)
(Y-axis: Data Points Collected per Month in Millions, X-axis: City Tiers)

City Tier Swiggy (Data Points) Zomato (Data Points)
Tier 1 Cities 50 60
Tier 2 Cities 30 35
Tier 3 Cities 10 15

Insight: Zomato's reach in Tier 1 cities results in higher data volumes, necessitating targeted
compliance strategies.

5)Service Expansion and Data Collection Impact

The bar chart links city tier expansion to data collection volumes, indicating how

geographical presence influences data handling requirements

6. Business Model Adaptations Under DPDPA

Radar Chart: Compliance Measures Adapted by Swiggy and Zomato

Measure Swiggy Zomato
User Data Encryption High High
Granular Consent Mechanisms Medium High
Transparent Privacy Policies High Medium
Localization Infrastructure Medium High

Chart Insight: Swiggy excels in transparent privacy policies, while Zomato prioritizes granular
consent mechanisms and localization.

6) Business Model Adaptations Under DPDPA

The radar chart outlines Swiggy and Zomato’s adaptations to the Act, comparing their

focus on encryption, consent mechanisms, and localization efforts.

Page: 7113



Indian Journal of Law and Legal Research Volume VII Issue ITI | ISSN: 2582-8878

7. Consent Management Effectiveness

Heatmap: Average Consent Capture Efficiency by Time of Day (Peak Hours)

Hour Swiggy Efficiency (%) Zomato Efficiency (%)
8 AM 75% 70%
12 PM 80% 85%
6 PM 90% 88%
10 PM 85% 82%

7) Consent Management Effectiveness

The heatmap highlights the efficiency of capturing user consent during peak hours,

showcasing operational effectiveness in compliance workflows.
e Research Methodology

The research methodology for this project will systematically examine existing literature,
statutes, and judicial interpretations concerning the Digital Personal Data Protection Act
(DPDPA) 2023. The objective is to ascertain the Act's impact on corporate compliance in India.
This methodology will blend doctrinal research with an analysis of contemporary legal and
corporate practices, ensuring the study is comprehensive, relevant, and aligned with current

legal standards.
1. Doctrinal Research (Library-Based Research):

e Primary Sources: The analysis will begin with an in-depth study of the DPDPA 2023
itself, focusing on the Act's provisions, objectives, and the legal obligations it imposes
on corporations. Critical sections of the Act will be examined to determine the scope

and extent of compliance requirements.

e Secondary Sources: Commentaries, legal journals, and books authored by legal
scholars will be reviewed to understand the broader implications of the DPDPA on
corporate governance. Relevant case laws and judicial interpretations will also be

analyzed to see how courts have applied or may apply the provisions of the Act.
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2. Comparative Legal Analysis:

e A comparative analysis of global data protection laws, such as the EU's General Data
Protection Regulation (GDPR), will be conducted. This will help identify best practices
and potential challenges Indian corporations may face in aligning with the DPDPA. The
principle of /ex loci (the law of the place) will guide this comparison, ensuring that

foreign legal principles are contextualized within the Indian legal framework.

3. Empirical Research:

o The empirical aspect will involve gathering data from corporate entities regarding their
compliance practices. This will be done through surveys, interviews, and analysis of
compliance reports. The aim is to understand companies' practical challenges and

strategies to adhere to the DPDPA.

e The principle of pacta sunt servanda (agreements must be kept) will be considered
while analyzing contractual obligations that arise from compliance requirements under

the DPDPA.

4. Analytical Framework:

o The collected data will be analyzed using qualitative and quantitative methods. This
dual approach will ensure that the research provides a descriptive account of
compliance practices and critically evaluates the DPDPA's effectiveness in enhancing

corporate accountability.

o Audi alteram partem (listen to the other side) will be a guiding maxim, ensuring the

analysis is balanced, considering corporate perspectives and legal mandates.

5. Survey:

e In order to evaluate the merits, demerits and delve into details of DPDPA 2023for the

purpose of horizontal integration, a survey among the students was conducted.

e The results of that survey titled The Impact of The Digital Personal Data Protection Act

2023 on Corporate Compliance in India are as follows
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How familiar are you with the Digital Personal Data Protection Act 2023?
110 responses

@ Very familiar
@ Somewhat familiar
@ Not familiar

The pie chart presented illustrates the extent of awareness regarding the Digital Personal
Data Protection Act 2023 among a sample of 110 participants. The information is
categorized into three distinct segments:In fact, a high proportion, 28.6%, of
respondents claim to have a very good understanding or knowledge regarding the
Digital Personal Data Protection Act 2023.About 42.9% of the respondents indicated a
moderate or partial understanding of the Act, meaning that although they may be aware
of its existence, in all probability, their understanding would not be all rounded.A
considerable percentage, that is 28.6%, has no knowledge regarding the Act, which
suggests minimal previous exposure or understanding of its provisions.The data
presented highlights that, though a significant percentage of respondents have
knowledge of the Act, more than one-quarter also stated not to know, which could

indicate a need for further consciousness-raising measures.

Which aspects of the Digital Personal Data Protection Act 2023 do you find most
challenging? (Select all that apply)

110 responses

Data collection and storage 3 (42.9%)

Data processing 1(14.3%)

Data transfer 2 (28.6%)

Data security 4 (57.1%)
User consent management )

Compliance reporting 2 (28.6%)
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The bar graph shows the distribution of responses regarding which provisions of the
Digital Personal Data Protection Act 2023 are considered most challenging based on a
sample of 110 respondents. Respondents were allowed to select multiple responses, and
the results are summarized below:Data security emerged as the most significant
challenge, with 57.1% of participants indicating difficulties in its management,
highlighting apprehensions regarding the safeguarding of personal data.Data collection
and storage (42.9%): Seen as difficult by 42.9% of the respondents, probably because
the task itself is quite complex with regard to collecting and safely storing data as
required by the Act.Data transfer, consent management, and compliance reporting each
involve challenges in which 28.6% of the respondents are operating. This hints at the
difficulties involved in efficiently managing user consent, reporting on compliance, and
transferring data in a secure manner.Data processing is the least challenging since only
14.3% of the respondents showed difficulties in processing data. The chart indicates
that concerns regarding data security represent the most urgent issue, succeeded by
difficulties associated with data collection and storage, whereas data processing is

viewed as comparatively less challenging.

What types of training or resources have been provided to students regarding the new
data protection regulations? (Select all that apply)

110 responses

Workshops 2 (28.6%)
Online courses 4 (57 1%)

Printed materials

Reguiar updates

The bar graph shows the distribution of responses regarding which provisions of the
Digital Personal Data Protection Act 2023 are provided to the students regarding the
new regulations based on a sample of 110 respondents. Respondents were allowed to
select multiple responses, and the results are summarized below:Online Courses
emerged as the most significant one, with 57.1% of participants indicating the

awareness level and ease of access regarding the safeguarding of personal
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data..Workshops, Printed Materials and Regular Updates each involve the similarity in
which 28.6% of the respondents are operating. This hints at the types of resources
involved in efficiently managing user consent, reporting on compliance, and

transferring data in a secure manner.

How likely is it that you would recommend the Digital Personal Data Protection Act
2023

110 responses

3 (42.9%)

2 (28.6%)

1(14.3%)

! 1(14.3%)
0 (0%)
0 |

1 2 3 4 5

The bar graph shows the distribution of responses regarding which provisions of the Digital
Personal Data Protection Act 2023 are considered to be the most recommended ones based on
a sample of 110 respondents. The scale from 1 to 5 was given to the respondents in the survey

to aid the level of recommendation.

What is the level of awareness about the Digital Personal Data Protection Act 2023
among your friend group?

110 responses

® High
@ Medium
© Low

The pie chart presented illustrates the extent of awareness regarding the Digital Personal Data

Protection Act 2023 among their friend group a sample of 110 participants.
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The 7 Key Areas of Impact

The DPDPA 0f 2023 is a landmark statute in India's data protection landscape: with the country
responding to the international attention towards protecting personal information. It provides
an overarching framework for regulating how digital personal data is handled while placing
responsibilities on organizations and due importance on individual privacy. Such provisions in
the DPDPA would go as far as norms in data processing, consent management, responsibility
of a data fiduciary, penalties for non-compliance, trust, and transparency. It becomes absolutely

imperative in carrying out professional research.

This in-depth analysis explores the seven core domains of influence, as defined by the DPDPA,
looking at how the Act affects businesses, organizations, and individuals, providing for deeper

understanding and comprehension of the core provisions required to be implemented.

1. Data Handling Norms

Data processing standards, therefore, form determinants for the DPDPA 2023. This feature

served as a basis on which proper handling of personal data could stand, resting on strict
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principles of data protection, retention, and usage with which organizations could comply.

a. Legality of treatment data

Thus, under the DPDPA, data processing must always be based upon valid grounds. The law
has emphasized that personal data shall only be processed if the person, for whose benefit the
data is collected, has given explicit consent or if the processing is covered by certain
exceptions, which include statutory or contractual obligations, medical emergencies, or
significant public interest. Hence, research institutions and corporate institutions will need to
reassess their mode of data collection and processing to ensure compliance with these set

guidelines.

b. Purpose Limitation

One important principle in the data processing rules of the DPDPA is that of purpose limitation,
which requires that the identified purpose of collecting data must be clearly expressed and
communicated to the entities. Further processing must be related to the initial purpose unless
consent is obtained again. This ensures that data collection is efficient and used responsibly

and not misapplied for activities unrelated to the intent for which it was gathered.

c. Data Minimization

The Act is straightforward about data minimization. Organizations should only collect as much
information as necessary to meet the purpose in mind. Such collection of data with no real need
for it is very redundant and increases the chances of breach as well as misuse. Hence,
professional researchers must ensure that their methodologies align with the principle by

collecting only the minimum amount of data needed for their respective studies.

d. Data retention

The DPDPA mandates that personal data not be stored for longer than is needed. After the
purpose of collation has been served, organizations must ensure data is securely deleted. This
brings huge design emphasis on building data retention policies and mechanisms to automate

deletion, especially large sets such as in tech, healthcare, or research organizations.
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e. Automation of Processing and Profiling

DPDPA control automated decision making and profiling by mandates of transparency and
fairness. Their systems should always explain the logic on which decisions are based and must
ensure results equitably aligned. This is quite important especially to businesses using Al and
machine learning algorithms since they now have to prove their fairness and accuracy in

providing decisions from data.

2. Area of Application

The DPDPA 2023 regulates a vast network of entities and activities connected with digital
personal data. It has provisions relating to processing that occurs within the borders of India,
as well as cross-border transfers of data-an important feature for multinational companies as

well as organizations engaged in international research.

a. Territorial Supremacy

This would bring any kind of processing of personal data within the purview of the Act based
on whether such data was collected online or offline and merely digitized later on.
Significantly, the DPDPA also applies to entities outside of India if they offer goods or services
to individuals in India or if they carry out any profiling of Indian residents. This again expands
the scope significantly so that international corporations dealing with Indian residents' data

would come under the purview of Indian data protection laws.

b. Personal Data and Sensitive Data

The DPDPA delineates personal data and sensitive personal data. Personal data would involve
any information that may be used to identify a person, which could range from a name and
contact information to an IP address. In contrast, sensitive personal data involves more limited
categories, such as health records, financial data, and biometric details. More stringent
provisions are attracted by the sensitive data, especially on getting consent and securing it,

which data researchers in a professional setup should respect when handling such information.

c. Data Fiduciary and Data Principal

The DPDPA defines a data fiduciary as a person or organization that determines the objectives
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and means of processing personal data, and it refers to the data principal as the individual to
whom the personal data is attributable. This law brings much emphasis on the fiduciary's duty
towards the protection of rights of the data principal, thus making clear the roles and

expectations of organizations in regard to this.

3. Consent Management

One of its elementary components is the consents management framework, aligned with the
idea that processing of personal data should only be done with the data principal's consent,

which must be given pursuant to information.

a. Informed and Explicit Consent

Under the DPDPA, consent must be given in such a manner that is voluntary, specifically, in
an informed, clear and distinct way, and capable of being withdrawn. The organization must
provide actual information on the types of data gathered, the purposes for which it is collected,
and how it will be used. Data fiduciaries have the duty to ensure that the individual understood
precisely what they were agreeing to, that is, the implications of their consent and it should be

context-specific. Consent obtained through vague or jargon language is not valid.

b. Consent Withdrawal Mechanism

The right to withdraw consent at any time obligates organizations to let people have easy and
convenient ways in the process. Therefore, this obligation sets an indispensible condition in
the smooth interfaces that allow people to withdraw consent, forcing organizations to design

flexible systems in order to respond to the said requests as soon as possible.

¢. Presumed Consent

Consent is however, in some cases said to be presumed given by the data subject. In this regard,
in instances where data processing serves an important governmental activity or in the case of
medical emergencies, or matters relating to employment, express consent, strictly speaking, is
not required. Though, this is a gray area which offers a scope for elasticity easily getting abused

in case there isn't proper scrutiny.
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4. Data fiduciary duties

Data fiduciaries in DPDPA have significant responsibilities. Among them is that all data
processing activities carried out under the provisions of the Act respect the privacy and rights

of the data principal.

a. Accountability

Accountability is the most critical part of the DPDPA. Organizations, especially those
considered as SDFs, that is, organization handling large volumes of sensitive personal
information would be required to show sufficient mechanisms and policies to protect personal
data. In this respect, organizations would need to keep detailed records of their processing
activities, conduct data protection impact assessments, and build frameworks that are privacy

by design.

b. Name a Data Protection Officer

A DPO shall be established for the large data fiduciaries and would monitor the compliance of
the organization with the Act. This DPO shall provide an interface between the organization
and the data principal in order to address all obligations in relation to data protection and act

as contact points for receiving and responding to complaints.

c. Cross-Border Data Transfers

The DPDPA has articulated rules for data transfer across the border. Data fiduciaries will have
to ensure that personal information is not transferred to a nation or international organization
without the approval of the Government of India. This requirement builds upon and ensures
data sovereignty and protection of Indian citizen's personal information from being exploited
in a different legal framework under foreign jurisdictions. Therefore, multinational companies,
research organizations, and data-centric startups will now have to consider these transfer

limitations while designing global data infrastructures.
5. Penalties/Sanctions
The DPDPA institutes a code of the strictest sanctions on non-compliance, which will punish

non-compliance and encourage compliance with data protection measures.
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a. Economic Punishment

Failure to comply with DPDPA will attract heavy monetary penalties. For example, failure of
data security measures or of processing personal data without consent will attract a penalty of
%250 crores, which is roughly equivalent to USD 31 million. In this way, therefore, the
penalties cannot be termed to be trivial; they do express the seriousness with which the Indian
government views data privacy breaches and thus require organizations to take data protection

seriously.

b. Penalties on Data Breach

In breach of data breach cases, the fiduciaries must report to the Data Protection Board of India
within such stipulated timeframe. Even failure concerning breach or other security breach
incidents could attract greater penalties if not reported. Additionally, there is a right of
notification of breach, which enables the data principal to take preventive measures for his data

protection.

c. Harsh punishments to collaborative organizations

Though the measures contemplated are stringent, at the same time, the Act promotes
cooperation and self-regulation. Companies which seriously engage with measures to avoid
violations or cooperate fully with regulatory bodies during investigations may be treated more
leniently. This encourages a corporate culture to be developed from inception focusing on

safety for data.

6. Training and awareness

General compliance shall be ensured by DPDPA, through proper training or awareness on the
part of persons processing personal data within the organization. This will go a long way in

creating a culture of data privacy and security.

a. Education Programs

Indeed, companies handling sensitive data should be prepared to be enrolled in the type of
integrated data protection training for their employees. This includes consent management and

best practices about processing and security of data information; it should also inform workers
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about handling personal data; risks that breach exists in it, and what appropriate reactions

should be followed in case such breaches occur.

b. Knowledge of data rules

In addition, organizations are tasked with increasing the awareness of data principals regarding
information about their rights under the DPDPA. Communication of the right of access,
correction, or deletion of personal data to the data principals and procedure for withdrawing
consent should also be carried out. Plans on how to communicate effectively with the aim of

enlightening the data principals about their entitlements should be designed.

c. Establishment of Good Practices

The DPDPA encourages organizations to follow best practices and industry standards in data
protection. Therefore, organizations have to engage with industry peers, legal experts, and data
protection authorities in constant search for ways of bettering their compliance strategies.
Conferences, workshops, and forums on data privacy also come in handy as knowledge-sharing

platforms and raise organizational awareness.

7. Trust and Transparency

This DPDPA, under one of its key objectives, is supposed to foster trust and transparency
between data principals and data fiduciaries. It will, therefore, emphasize clear communication

and equal treatment in data management.

a. Privacy Policy

Organizations are required by law to come up with a generic privacy policy that explains what
1s collected, how it shall be used, stored and then shared or disseminated. Data fiduciaries are
said to make data retention and deletion policies public in addition to the channels of exercising

rights under the Act.

b. Transparency in processing

An organization owes another duty of ensuring that there is transparency in relation to its

operations of processing data. It has the duty to inform the controller about the kinds of

Page: 7125



Indian Journal of Law and Legal Research Volume VII Issue ITI | ISSN: 2582-8878

personal information that may be gathered, the reasons for such collection, and any third parties
with whom the information may be shared. Organizations also owe it to therefore keep the

principal abreast of changes regarding their data processing activities.

c. Grievance Redressal Mechanism

The DPDPA establishes a strong grievance redressal mechanism where the data principals are
adequately equipped to raise violations or issues. The data fiduciaries are expected to institute
a pretty straightforward process for grievance handling, and matters that are not resolved can
be taken up with the Data Protection Board of India. Such a mechanism increases trust because

it provides people with a reliable avenue for addressing their concerns.

The Digital Personal Data Protection Act of 2023 brings forth a comprehensive shift in the
approach adopted by India with regard to issues on data security and privacy. Very fair and
strict measures this law takes concerning data processing standards, consent management and
obligations of data fiduciaries create an explicit regime for penalties, training, and

transparency.

Thus, harmonizing international data protection norms, DPDPA will also ensure respect and
care with which personal data is handled-thus fostering trust among organizations and
individuals alike. Where business and institution-based professional research may face the
challenge of this new DPDPA, it opens doors to equal opportunities for sure. Sure, it may well
cost infrastructure and attorney expertise, but it does challenge best practices into better
security in data, more consumer trust, and organisational resilience in this more data-driven

world.

e Research Design

The study used a mixed-method approach, where both qualitative and quantitative information
was used to determine the impact of DPDPA on corporate compliance. In the case study
approach, interviews and statistical analyses were employed to derive results on corporate

preparedness and financial implications.

e Nature and Source of Data

Primary Data- Collected through Surveys and case studies.
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Secondary Data- Sourced from academic literature and other relevant industry reports.

Structured interviews were contemplated for data collection based on consultations with the
major sectors and involvement with compliance officers. Data derived from the provisions of
the Act and corporate responses to it were found based on law reports, government documents,

and industry white papers.

e Sample and Sampling Techniques

Survey Sample: Approximately 100(industry experts, students, analysts, legal experts, and
scholars) were contacted for random sampling to ensure a diverse set of respondents across

regions.

Case Study: Selected based on successful implementation through their associations in the

field of law while focusing on projects with detailed available information.

The sampling technique adopted was purposive sampling, which was used to choose those
companies heavily reliant on digital infrastructure and processing large volumes of personal
data. A sample group of 20 companies across such diverse sectors as technology, health care,

e-commerce, and finance was considered.

e Tools and Techniques for Data Collection

Survey: Conducted using various online platforms, such as Google Forms, with questions

designed on data protection, its adoption, and challenges.

Case Study: Data was collected through semi-structured interviews, document analysis, and

direct observation.

Descriptive statistics were used to quantify compliance costs. Thematic analysis of interview
transcripts revealed the major problem that compliance officers face. The industry reports then

compare the price of compliance, both pre-DPDPA compliance and post-DPDPA compliance.

Details of the Tools:

Surveys: A structured questionnaire will measure awareness and readiness regarding the DPDP

2023.
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Interviews: Semi-structured interviews will provide in-depth insights into organizations'

operational challenges.

Reliability and Validity of the Tools Used:

The survey questionnaire will be pre-tested to ensure clarity and relevance, with adjustments
made based on feedback. Validity will be ensured through a literature review of existing

frameworks and expert opinions.

Administration of Tools and Techniques:

Surveys will be distributed electronically via email, while interviews will be conducted using

video conferencing to accommodate participants from different locations

Data Handling, Statistical Tools Used for Data Analysis:

Quantitative data will be analyzed using statistical software (e.g., SPSS) to identify trends and
correlations. Qualitative data from interviews will be coded and thematically analyzed to

extract common themes and insights.

Data Interpretation and Findings:

Findings will be presented with appropriate statistical representations, including charts and

graphs, highlighting key trends in corporate compliance and readiness toward the DPDP 2023.

Business Compliance Policy Research:

Key Provisions of DPDPA 2023

The DPDPA imposes several requirements on corporations, such as:

1) Data Minimization: Organizations should collect only the extent of information

necessary for a particular purpose.

2) Consent Management: Data collection and processing can be made only on these

persons after getting their explicit, informed consent.

3) Data Localization: All sensitive personal data shall be stored in the Indian geography.
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4) Punishments: Failure to comply will attract a maximum penalty of up to X 500 crores,

or 5% of global turnover-whichever is higher.

Company Preparedness:

The same thing has been noted through interviews with compliance officers. Big corporations
have already realized data protection measures, while small and medium enterprises need to
catch up, for again, resources are held back. For instance, "Our IT team is struggling to update
our data storage systems to meet localization, and we are unclear as to how to fund the needed

changes," a compliance officer from a mid-sized e-commerce company stated.

According to a recent report from NASSCOM in 2023, 70 percent of large companies currently
employ or are going through a compliance framework for DPDPA. For SMEs, however, 35

percent can only speak for this number.

Business-level Economics Impact on Businesses:

The monetary cost of compliance with DPDPA is very high; it poses a big challenge for
corporations that depend on cross-border data transfers. It is not inexpensive to have a local
data center for data localization. Industry estimates show that it increases the cost of new data
infrastructure by around 20%-30%, with increased operational costs mainly in the technology

and health sectors (NASSCOM, 2023).

Cost Analysis

1) Technology Sector: This sector will have higher investment requirements in improved
cybersecurity, encryption, and consent management systems due to the sector's heavy
reliance on personal data. The cost increase for technology companies' compliance will

be approximately 30 percent.

2) Healthcare Sector: This sector comprises hospitals and healthcare providers managing
sensitive personal information. They, therefore, expect the cost of operations to rise by
25% in conformance to requirements put in place regarding the storage and encryption

of such information.

3) E-commerce Industry: Online companies whose platforms manage vast volumes of
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customer data will most probably update their framework of consent management and,

in doing so, drive up the compliance cost by at least 15%.

Case Study: DPDPA Implementation in the Technology Sector

The new compliance requirements are quite heavy for the technology sector. Those such as
Google and Amazon, which handle monumental volumes of user data, have been forced to
think otherwise regarding their practice concerning data handling. In particular, it has made

them invest in building data centers within India due to the requirement of data localization.

Compliance costs surged by 35%, according to Google India's compliance team. "We are
building new data centers in Mumbai and Bangalore to meet the data localization requirement,"
said a representative. It has also built advanced consent management systems so that users are

fully aware of what is being done with their data and how it is processed.

Smaller tech companies need help to keep up. "We are not Google," says the chief executive
of a midsize software company. "The price of compliance is too heavy for us, and we will have

to decide on reducing the amount of data we collect to avoid such heavy costs.

Recommendations:

Based on the findings, actionable recommendations will be provided for organizations to
enhance their compliance frameworks, including training programs, data protection impact

assessments, and regular audits.

1) Invest in Data Governance: Companies should prioritize the development of
comprehensive data governance frameworks that align with the DPDPA’s

requirements.

2) Leverage Technology for Compliance: Investments in technology solutions, such as
automated consent management systems and data encryption tools, can help reduce the

cost of compliance over time.

3) Engage in Industry Collaboration: Corporations, particularly SMEs, should collaborate
with industry associations to share resources and best practices for meeting compliance

requirements.
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4) Government Support for SMEs: The government should consider providing financial
assistance or incentives to small and medium enterprises to help them comply with the

DPDPA.

5) Regular Employee Training: Companies must implement ongoing training programs to
ensure that all employees know the legal requirements and best practices for data

protection.

6) Monitor Legal Developments: As the DPDPA evolves, companies should stay
informed about any amendments or new guidelines that may affect their compliance

obligations.
Summary:

The summary will encapsulate the significant findings and insights drawn from the research,
emphasizing the importance of proactive compliance in the wake of the DPDP 2023. The

DPDPA 2023 is set to transform how corporations handle personal data in India.?

While the law imposes significant compliance burdens, particularly in terms of financial costs
and technological upgrades, it also offers the potential for improved data security and consumer

trust.

By investing in robust data governance frameworks and staying abreast of legal developments,

companies can turn the challenges of the DPDPA into opportunities for innovation and growth.

The Digital Personal Data Protection Act 2023 is a landmark change in India's approach to data
privacy, as it will provide a structured framework for protecting personal data. It gives primacy
to consent, requires data minimization, ensures secure processing, and provides the right to be
forgotten. Though aligned with international standards such as the EU's GDPR, its provisions
fit India's peculiar digital landscape. DPDPA 2023 is a step toward making India respectful of

privacy but encouraging innovation in becoming a player in the data-driven world.?

2 Ministry of Electronics and Information Technology. (2023). The Digital Personal Data Protection Act, 2023.
Government of India.

% Harvard Business Review. (2023). "Best Practices for Achieving Compliance with Data Protection Laws."
Retrieved from https://hbr.org/2023/07/best-practices-data-protection-compliance
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Limitations of the Project:

1) The study may face limitations in terms of response bias, as organizations may be

reluctant to disclose non-compliance issues.

2) Additionally, the evolving nature of data protection laws may impact the long-term

applicability of the findings.

Conclusion:

Higher compliance costs: Of course, the DPDPA is one brutal law to deal with by an industry
organization. Data localization and consent management systems are the two significant causes
of these costs. Impact on SMEs: Large firms can afford to comply because of resource

distribution but must catch up because they fall short in finance and technology.

Need for more regulatory support: There is also a growing need for even more regulatory
support, such as grants or tax benefits, that can ensure the smooth implementation of the Act.
Conclusion/Recommendation Government Incentives: The government shall, therefore,
provide the SME's subsidies, tax breaks, and low-interest loans to offset the very high cost of

compliance.

Shared platforms: Industry associations must develop shared platforms where the corporations
can share best practices and compliance strategies to avoid duplication of effort and cut costs.
Investment in technology: Corporations should invest in advanced technologies like automated
data protection tools and encryption software to prevent long-term costs and smoothen

compliance.
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