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ABSTRACT

In today’s digital age, cyber terrorism has become a serious challenge to
national security as it uses the cyberspace for interrupting crucial
infrastructure, financial systems, government networks, and public
communication systems. Cyber terrorism differs from traditional terrorism,
which is confined to geographic location, and therefore, harder to detect,
prevent, and legally address. This paper is an in-depth investigation of cyber
terrorism in the Indian scenario and presents an analysis theme on the
conceptual based legal implications associated with cyber terrorism. The
paper analyzes critically the existing legal provisions under the Indian law
such as the Information Technology Act, 2000 (amended), Bharatiya Nyaya
Sanhita, the Unlawful Activities (Prevention) Act, 1967 and the National
Security Act, 1980. Court rulings and case laws are examined to establish
the efficacy and loopholes of such provisions. This paper examines the
concept, scope, and techniques of cyber terrorism, distinguishing it from
ordinary cyber-crimes by its political, ideological, and security-oriented
motives. It analyses India’s legal response through the Information
Technology Act, 2000 (Section 66F), the Bharatiya Nyaya Sanhita, 2023,
and the Unlawful Activities (Prevention) Act, 1967, while highlighting
judicial interpretations and landmark cases such as Operation Sindoor (2025)
and the Gujarat CCTV Leak Case (2025). Comparative international
illustrations are also explored to situate India’s framework within the global
context. The study identifies prevalent challenges such as vagueness in
definitions, overlap of statutes, under-utilization of provisions, cross-border
jurisdictional hurdles. In response, it suggests legislative clarity,
harmonization of statutes, specialized cyber courts, updated definitions to
address Al-driven threats, enhanced forensic capacity, and stronger global
partnerships. Ultimately, the paper argues that combating cyber terrorism
requires a multi-pronged strategy legal, institutional, technological, and
diplomatic—balanced with the constitutional safeguards of privacy and civil
liberties. Only through precise laws, capable institutions, judicial oversight,
and international collaboration can India fortify itself against the evolving
menace of cyber terrorism.
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Page: 1999



Indian Journal of Law and Legal Research Volume VII Issue V | ISSN: 2582-8878

1. INTRODUCTION

The advent and growth in digital technologies have exploded in reach, reshaping how we live,
trade, and govern; yet in their wake, they’ve opened new cracks in national security. Of these
threats, cyber terrorism stands out as especially complex, using the digital realm to strike power
grids, breach government networks, disrupt banks, and jam vital communication lines. Unlike
conventional terrorism, cyber terrorism can be executed remotely, cross international borders,
and cause large-scale disruption without physical confrontation. In India, as banking apps,
power grids, hospitals, and even defense systems move deeper into the digital realm, the risk
of a crippling cyber attack has grown sharply. Terrorist groups use the internet to spread
propaganda, recruit followers, radicalize new members, and raise money, turning cyberspace
into a strategic battlefield for national security, the one where a single post can ignite unrest.
Incidents like cyber breaches shows just how urgently we need strong, effective laws and
regulations. India tackles cyber terrorism under the Information Technology Act of 2000,
reinforced by sections of the Bharatiya Nyaya Sanhita, 2023, the Unlawful Activities
(Prevention) Act of 1967, and some other statutes. Even so, attackers grow more sophisticated,
strike across borders, and force the country to walk a fine line between protecting security and
safeguarding civil liberties. This paper explores cyber terrorism in India, its meaning, reach,
and impact and then walks through key laws and court rulings, scanning how other nations
tackle it, pinpoints hurdles in enforcement, and offers practical steps for a flexible,

comprehensive response.
2. CYBER TERRORISM: CONCEPT & SCOPE

The prefix ‘cyber’ was etymologically derived from cybernetics and had specialised meaning
in the discipline. And as technology and its use alike grew in popularity in the 1980s and 1990s,
‘cyber’ started to proliferate: anything to do with a computer and the Web was ‘cyber,’
including for instance cyberspace, cyber shopping, and cyber surfing.! Cyber terrorism adds a
dangerous new front to global threats, where technology is weaponized to disrupt critical
infrastructure, compromise sensitive information, and instill fear among populations. Unlike
traditional terrorism, these strikes can be planned from thousands of miles away, slipping
across borders like an unseen signal, which makes spotting them, stopping them, and bringing

anyone to justice a tough fight. In order to understand cyber terrorism, a clear distinction from

!'Yar, M.; Steinmetz, K.F. Cybercrime and Society, 3rd ed.; SAGE Publications Ltd.: London, UK, 2019.
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conventional cyber crime is required, as the motives, targets, and societal impact differ

significantly.
2.1 Definitions and Perspectives

While there's no universally agreed single definition globally, cyber terrorism generally refers
to “The use of computer networks and digital technologies as a tool or target by terrorist
individuals or groups to cause physical violence, severe disruption, or significant economic
harm or to generate widespread fear (strike terror) with the aim of furthering political, religious,
or ideological goals, often by intimidating a population or compelling a government or an
international organization to do or to abstain from doing any act.”? Cyber terrorism can be
further defined as the use of cyberspace and digital equipment to frighten, threaten, and isolate
countries, entities, and people for political, ideological, and religious reasons. As a result, it is
more than just cyber crime as it has motives towards affecting the security of a nation as well
as public order and societal stability as opposed to just personal or financial objectives. Cyber
terrorism refers to the utilization of internet, information mediums and communication
platforms to conduct terrorist attacks or to promote terrorist causes. These attacks can take
many forms, such as disseminating propaganda, stealing or manipulation of data, or disrupting
critical infrastructure. It is also possible to refer to it as an act of unauthorized attacks and

threat-making against computers, networks, and the data they house and disseminate.?
Some examples of cyber terrorism includes-

e Virus contamination of personal networks.

e Hacking servers to disrupt networks, steal private data, and destroy communications.

e Defacement of Websites and making them privately accessible, causing public

inconvenience and financial loss.

e Violation of Communication networks for Intercepting communication, blocking them, or

making paralyzing terroristic threats over the web.

2 Bharati, R. K. (2025). Handbook on the Information Technology Act, 2000: Offences, Penalties, and the Impact
of New Criminal Laws. https://doi.org/10.70593/978-93-7185-183-1

3 Iftikhar S. Cyberterrorism as a global threat: a review on repercussions and countermeasures. Peer] Comput Sci.
2024 Jan 15;10:e1772. doi: 10.7717/peerj-cs.1772. PMID: 38259881; PMCID: PMC10803091.
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e Attacks on banks to transnationally pay and spread panic.

NATO defines cyberterrorism as "cyberattack using or exploiting computer or communication
networks to cause sufficient destruction or disruption to generate fear or to intimidate a society

into an ideological goal".*
2.2 Modes and Techniques of Cyber Terrorism

Cyber terrorists employ a wide range of methods to achieve their objectives, leveraging the
anonymity, accessibility, and transnational nature of cyberspace. Unlike traditional terrorism,
which employs boots and brute force, cyber terrorism is the soft approach. It works on the
edges of the digital world, which makes detection and assigning blame almost impossible. The

following are most techniques used-

A. Hacking and Unauthorized Access- One of the easiest techniques is accessing secured
computer systems or networks to misplace and delete files. The penetration of government
cyber systems, military submerged communication systems, and the electronic cyberspace of

corporations is done in the sophisticated use of malware or phishing way (Furnell, 2002).

B. Denial-of-Service (DoS) and Distributed Denial-of-Service (DDoS) Attacks- Online
services and platforms are being incapacitated by terrorists under the guise of cyber warfare.
Bank web portals, government web pages, and the backbone of the web infrastructure has, in

the past, been settled in silence, by means of the already sponsored cyber warfare tools

(Weimann, 2004).

C. Malware and ransom attacks- The major goal is to seize control of the world wide web and
hold it for ransom, and is being watching over. Malware is being used to receive works from
the terrorists or to pay bounties on promises unpaid. The main motive is not financial, a
terrorizing goal is to achieve major panic in order to bring down a country, it's major services,

and it's populace.

D. Cyber Espionage and Data Breaches - Obtaining secret military, economic, or diplomatic

information is yet another tactic. Cyber espionage puts national security at risk by revealing

4 Centre of Excellence Defence Against Terrorism, ed. (2008). Responses to Cyber Terrorism. NATO science for
peace and security series. Sub-series E: Human and societal dynamics, ISSN 1874-6276. Vol. 34. Amsterdam:
IOS Press. p. 119. ISBN 9781586038366.
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classified defense materials and disrupting secret negotiations. Sponsored by a country, such

actors often cross the boundaries of espionage and terrorism.

E. Propaganda, Radicalization, and Recruitment - Extremist propaganda, ideology, and
recruitment of sympathizers is a major aspect of internet usage by terrorist organizations.
Radicalized content and activity coordination is disseminated via encrypted communication

apps, social media, and the dark web (Conway, 2007).

E Attacks on Critical Infrastructure - The most direct and alarming threats come from cyber
attacks on critical infrastructure such as power systems, transport, communication, and in
particular air traffic control. The economic damage from such attacks is often accompanied by
enormous public risk. The 2010 Stuxnet cyber attack on the Iranian nuclear facilities is often
seen as an example of the 2010 Stuxnet attack on the Iranian nuclear facilities is often seen as

an example of the enormous devastating power of cyber operations.

G. Defacement and Psychological Terror- Besides defacing the sites of the government or
institutions and merely spreading false information being minimal in costs, they can be quite
effective in causing panic and, furthermore, reducing the public trust in the state institutions.
In fact, these tactics, although being less destructive, can still play a large role in the

psychological terror.
These methods, when taken together, demonstrate the complex nature of cyber terrorism.

3. LEGAL PROVISIONS UNDER INDIAN LAW

India's legal measures against cyber terrorism involve a combined approach that integrates not
only specially enacted cyber laws but also general criminal laws and national security acts. The
legal architecture comprises the Information Technology Act, 2000, the Bharatiya Nyaya
Sanhita, 2023 (BNS) substituting the IPC, the Unlawful Activities (Prevention) Act, 1967

(UAPA) and other anti-terrorism laws.
3.1 Information Technology Act, 2000 (as amended)

Section 66F of the Information Technology Act, 2000°, mentions about the punishment for

5 Information Technology Act, 2000 § 66F
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cyber terrorism. It reads as follows:

(1) Whoever,—

(A) with intent to threaten the unity, integrity, security or sovereignty of India or to strike terror

in the people or any section of the people by—

(i) denying or causing the denial of access to any person authorised to access any computer

resource, or

(ii) attempting to penetrate or access any computer resource without authorisation or

exceeding authorised access; or

(iii) introducing or causing to introduce any computer contaminant, and by means of such
conduct causes or is likely to cause death or injuries to persons or damage to or destruction of
property or disrupts or knowing that it is likely to cause damage or disruption of supplies or
services essential to the life of the community or adversely affects the critical information

infrastructure; or

(B) knowingly or intentionally penetrates or accesses any computer resource without

authorisation or exceeding authorised access, and by means of such conduct obtains access to
information, data or computer database that is restricted for the reasons of the security of the
State or foreign relations, or any restricted information, data or computer database, with
reasons to believe that such information, data or computer database so obtained may be used
to cause or likely to cause injury to the interests of the sovereignty and integrity of India, the
security of the State, friendly relations with foreign States, public order, decency or morality,
or in relation to contempt of court, defamation or incitement to an offence, or to the advantage

of any foreign nation, group of individuals or otherwise, commits cyber terrorism.

(2) Whoever commits or conspires to commit cyber terrorism shall be punishable with

imprisonment for a term which may extend to imprisonment for life.”

It can be said that if a person, with the intention of threatening India’s unity, integrity,
security, or sovereignty, or to strike terror among people: Denies access to computer systems,

Hacks or exceeds authorized access, or Introduces harmful programs (like viruses), and such
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acts cause or are likely to cause death, injury, destruction of property, disruption of
essential services, or damage to critical infrastructure, then the person is said to commit the
crime of cyber terrorism and is to be punished with imprisonment up to life. This section also
covers unauthorized access to sensitive or restricted data that could endanger national

security or benefit foreign powers.
3.2 Bharatiya Nyaya Sanhita, 2023
e Section 111 (Organised Crimes)®

(1) Any continuing unlawful activity including kidnapping, robbery, vehicle theft, extortion,
land grabbing, contract killing, economic offence, cyber-crimes, trafficking of persons, drugs,
weapons or illicit goods or services, human trafficking for prostitution or ransom, by any
person or a group of persons acting in concert, singly or jointly, either as a member of an
organised crime syndicate or on behalf of such syndicate, by use of violence, threat of violence,
intimidation, coercion, or by any other unlawful means to obtain direct or indirect material

benefit including a financial benefit, shall constitute organised crime.
(2) Whoever commits organised crime shall,

(a) if such offence has resulted in the death of any person, be punished with death or
imprisonment for life, and shall also be liable to fine which shall not be less than ten lakh

rupees,

(b) in any other case, be punished with imprisonment for a term which shall not be less than
five years but which may extend to imprisonment for life, and shall also be liable to fine which

shall not be less than five lakh rupees.
e Section 113 (Terrorist Act)’

(1) Whoever does any act with the intent to threaten or likely to threaten the unity, integrity,
sovereignty, security, or economic security of India or with the intent to strike terror or likely

to strike terror in the people or any section of the people in India or in any foreign country-

® The Bharatiya Nyaya Sanhita, 2023, No. 45 of 2023, Ministry of Law and Justice (India)§ 111.
7" The Bharatiya Nyaya Sanhita, 2023, No. 45 of 2023, Ministry of Law and Justice (India)§ 113
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(a) by using bombs, dynamite or other explosive substance or inflammable substance or
firearms or other lethal weapons or poisonous or noxious gases or other chemicals or by any
other substance (whether biological, radioactive, nuclear or otherwise) of a hazardous nature

or by any other means- ......

This section defines a terrorist act, covering use of explosives, firearms, or “other means of
whatever nature” to threaten unity, integrity, sovereignty, or security of India. Cyber terrorism

falls under “other means,” making it prosecutable as terrorism under BNS.
e Section 148 (Conspiracy to commit offences punishable by section 147)3

Whoever within or without and beyond India conspires to commit any of the offences
punishable by section 147 (Waging, or attempting to wage war, or abetting waging of war,
against Government of India)’, or conspires to overawe, by means of criminal force or the
show of criminal force, the Central Government or any State Government, shall be punished
with imprisonment for life, or with imprisonment of either description which may extend to ten

vears, and shall also be liable to fine.

Cyber attacks on critical infrastructure (defense networks, government servers, power grids)
can amount to waging war in digital form. Planning or assisting cyber terrorist activities online

qualifies as criminal conspiracy.
3.3 Unlawful Activities (Prevention) Act, 1967

The UAPA is India's primary anti-terrorism legislation. It defines "terrorist act" (Section 15)

and provides for punishment for such acts.
e Section 15 (Terrorist Act)

Broadly, including acts committed with intent to threaten or likely to threaten the unity,
integrity, security, economic security, or sovereignty of India or with intent to strike terror. It
lists various means, including "by means of bombs, dynamite or other explosive substances or
inflammable substances or firearms or other lethal weapons or poisonous or noxious gases or

other chemicals or by any other substances (whether biological radioactive, nuclear or

8 The Bharatiya Nyaya Sanhita, 2023, No. 45 of 2023, Ministry of Law and Justice (India)§ 148.
° The Bharatiya Nyaya Sanhita, 2023, No. 45 of 2023, Ministry of Law and Justice (India)§ 147.
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otherwise) of a hazardous nature or by any other means of whatever nature to cause or likely
to cause" death, injury, damage to property, disruption of essential supplies, damage to
monetary stability by smuggling high-quality counterfeit currency, etc. The phrase "by any

other means of whatever nature" in UAPA is broad enough to potentially include cyber means.!°
e Section 16 (Punishment for terrorist act)!!
(1) Whoever commits a terrorist act shall-

(a) if such act has resulted in the death of any person, be punishable with death or

imprisonment for life, and shall also be liable to fine;

(b) in any other case, be punishable with imprisonment for a term which shall not be less than

five years but which may extend to imprisonment for life, and shall also be liable to fine.

The UAPA’s broad definitions make it possible to prosecute cyber terrorism under general

terrorism provisions, though critics caution against misuse against dissent or activists.
4. JUDICIAL APPROACH & CASE LAWS

Indian courts have been very proactive in defining the ambit of information technology laws,
dealing with electronic evidence and ensuring privacy of the citizens in the online world.
Though there are few legal principles laid down in the context of "cyber terrorism," the
judiciary while deciding various matters relating to technology crimes, exchange of electronic

data and wiretapping, has indirectly paved the way for the regulation of the virtual world.
e Operation Sindoor: Jasim Shahnawaz Ansari (2025)!2

On 2025 May the Gujarat ATS (Anti-Terrorism Squad) conducted an operation named
“Operation Sindoor” following series of cyber-attacks against government websites using of
DDoS and hacking as a modus operandi. Teen hacker, Jasim Shahnawaz Ansari, and his

younger partner in crime were apprehended. The FIR had also accused under Section 66F,

10 Bharati, R. K. (2025). Handbook on the Information Technology Act, 2000: Offences, Penalties, and the Impact
of New Criminal Laws. https://doi.org/10.70593/978-93-7185-183-1

' The Unlawful Activities (Prevention) Act, 1967 § 16.

12 India, T. O. (2025, August 18). NIA files chargesheet against man for DDoS attacks on govt websites in Gujarat.
The Times of India. https://timesofindia.indiatimes.com/city/ahmedabad/nia-files-chargesheet-against-man-for-
ddos-attacks-on-govt-websites-in-gujarat/articleshow/123368949.cms
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along with others, for cyberterrorism. It is one of the highest-profile recent uses of the cyber-
terrorism provision. This case exemplifies the enforcement of Section 66F in the context of

politically motivated cyberattacks on critical infrastructure and national security.
e Gujarat CCTV Leak Case (Feb 2025)"3

On February 17, 2025, the Ahmedabad City Social Media Monitoring Cell discovered In the
beginning of 2025 personal CCTV’s gynaecological footage is hacked and uploaded on
Telegram by the attackers/attackers active in different locations abroad.The videos were
obtained by hacking into CCTV systems using Virtual Private Networks (VPNs) from various
countries, including Atlanta, Romania, Georgia, and Japan. The hackers ran 22 Telegram
channels where they were sharing the videos and at the same time allowed people various
selections of the “menu card” for obscene content. Gujarat Cyber Crime Police for the first
time used Section 66F(2) in the above scenario and registers FIRs, arrests followed and Gujarat
became first state to book accused under cyber-terrorism for such large scale privacy breach
with fast track courts and new CCTV SOPs ALSO being formed. This case demonstrates that
Section 66F can be applied beyond traditional attacks to include mass privacy violations that

threaten public security or societal trust.
e Himanshu Sharma v. State of Madhya Pradesh (2024)'*

While the judgment was not directly related to cyber-terrorism, the Supreme Court of India
clarified the role of identity-related data (such as Aadhaar) in the commission of cyber crimes,
terrorism, ransom, and kidnapping by analyzing the legal nexus of cyber threats and national
security. It broadly outlines the cross-over between technology and security issues through the

legal lens.

The case depicts the convergence of cyber crime and terrorism in the digital age with an
emphasis on how the misuse of digital identities can lead to the escalation of the threat to

sovereignty and security.

13 Kabeer, A., & Kabeer, A. (2025, May 2). Cyber Terrorism and Section 66F of the IT Act. ApnilLaw.
https://www.apnilaw.com/news/criminal/cyber-crime/cyber-terrorism-and-section-66f-of-the-it-act/

Y Himanshu Sharma V. the state of Madhya Pradesh, Supreme Court of India, judgment, law, Casemine.com.
https://www.casemine.com. (n.d.). https://www.casemine.com/judgement/in/65¢567aaaf5df1343cc591e5
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e Sumit Kumar Singh v. Union of India (2022)"3

The accused, under Section 66F(1)(B), filed a complaint with the court regarding the vagueness
of the cyber terrorism provisions. The Court dissected Section 66F in detail, underscoring the
procedural requirement of mens rea (intention) and the linking of cyber operations with the
issuance of threats to national security or sovereignty. This case is significant as a clear judicial

explanation of how Section 66F was given.

Thus, these cases goes on to show a gradual change of the character of cyber crimes from the
category of ordinary crimes to the recognition of them as a state security and society's trust
issue. While the judicial institutions of India are presently forming a complete collection of
judgments, their active reading of technology-related crimes is leading the country towards a

strong, flexible cyber-legal framework of the digital age.
4.1 International Illustrations!®
e Illustration 1

Back in 1996, a computer hacker reportedly linked to the White Supremacist movement, who
was working for a short time, shut down an Interspatial Communications (ICS) unit in the US
and corrupted the part of its record system. The ISP had tried to prevent the hacker from using
the ISP's name to send out racist messages worldwide. The hacker ended his message with the

warning, "you have not seen the real electronic terrorism so far.
e Illustration 2

Ethnic Tamil guerrillas in 1998, deluged Sri Lankan embassies daily with 800 e-mails over a
fortnight. The messages said, "We are the Internet Black Tigers and we are doing this to disrupt
your communications." The classification by the intelligence community was the first time a

terror.

15 Sumit Kumar Singh V. Union Of India on 17 June, 2022. (n.d.-b). https://indiankanoon.org/

16 Rohas Nagpal asian school of cyber laws. (n.d.-b).
https://dict.mizoram.gov.in/uploads/attachments/74154fa6ea3b0e89bcd6aa2981dd2163/Evolution_of Cyber Cr
ime.pdf
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5. CHALLENGES & ISSUES

Cyber terrorism is one of the digitally most intricate threats that have managed to flare up in
the digital era. The combination of being disruptive and their goal of undermining the security,
sovereignty and trust in the government is what characterizes cyber terrorism. Despite these
threats being somewhat addressed by India through the amended Section 66F of the
Information Technology Act, 2000, and some other laws, the effectiveness of these provisions
is still being debated. The difficulties stem not only from the technical aspects of the cyber
attacks, which go beyond borders and take advantage of the pseudonymity of the attackers but

also from the legal, procedural, and institutional limits of the present framework.

1. Vagueness of Legal Provisions- Section 66F of the IT Act, despite being a revolutionary
step, is still at times referred to in the negative sense because of its unclear and too general kind
of wording when the aspects of the act are considered. Such terms as "likely to cause terror" or
"affect critical infrastructure" are not clearly defined, thus raising the possibility of abusing the
law for the commission of ordinary cyber crimes or conversely, making it difficult to get a

conviction when the motive has not been clearly established.

2. Overlap with Other Statutes- The provisions regarding cyber terrorism overlap most of the
time with those offenses under the UAPA, IPC/BNS, and other sections of the IT Act, which
leads to duplication or confusion in charging. Besides, this legal overlap without harmonization

threatens to result in inconsistent judicial outcomes and procedural delays of the same kind.

3. Under-utilization & Enforcement Gaps- Despite the number of cyber attacks having been
on the rise, Section 66F has hardly ever been used. Offenders are mostly charged under general
hacking or cheating provisions. The gap is indicative of the lack of police training, the high

burden of proving "terror intent," and the shortage of cyber forensic resources.
p g g y

4. Cross-Border & Jurisdictional Issues- Most of the cyber terrorism acts are done beyond the
national borders. India's non-membership in the Budapest Convention and weak bilateral
treaties make data access, extradition, and evidence collection very complicated. Thus, this

jurisdictional void grants perpetrators to commit their offenses with minimal hassle.

5. Technological Obsolescence of Law- The laws, including those made after the 2008

amendments, are still focusing on the traditional threats such as viruses and denial-of-service
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attacks. However, the newer threats like Al deepfakes, crypto-funded ransomware, IoT
sabotage are barely talked about. The speed of change in technology is really fast compared to

the time it takes for the laws to be updated.

6. Privacy vs. Security Dilemma- Anti-cyber terrorism measures that are stronger usually need
mass surveillance, interception, and data retention. Though these powers do conflict with the
constitutional right to privacy (Puttaswamy v. UOI, 2017). Finding a good balance between

national security and civil liberties is still a problem.

7. Capacity & Infrastructure Deficits- India is short of trained cyber forensic experts, has not
enough specialized cyber courts, and lacks digital evidence handling protocols. The trial delays
and technical complexity are the reasons why these cases, even if they are filed, are defamation

of the deterrence.

8. Evidentiary & Procedural Hurdles- The nature of digital evidence makes it quite
susceptible and most of the time it's collected in different jurisdictions. The main reasons for
these difficulties in prosecution under Section 66F are chain of custody, determining if the
evidence is allowed, and verifying it. The new Bharatiya Sakshya Adhiniyam, 2023 has made
changes to the rules of admissibility, but there are still some difficulties with cross-border

cooperation.

9. International Cooperation Deficit- There is no globally binding treaty on cyber terrorism,
so co-operation is mostly on a case-by-case basis. The concerns about sovereignty and political
rivalry limit intelligence-sharing and coordinated enforcement. India's position on the Budapest

Convention puts it out of reach of one of the most significant global frameworks.

India's legislation against cyber terrorism suffer from issues that cut across their concept,
process, and structure. Even though the Section 66F of the IT Act outlines the basic principles
of operation, its effectiveness is undermined by ambiguity, enforcement difficulties, lack of
resources, and weak international cooperation. Without the implementation of reformed law,
widened global relations, and institutional reforms, the activities of cyber terrorists are likely

to stay one step ahead of the law.

6. SUGGESTIONS AND RECOMMENDATIONS

1. The present definition of cyber terrorism under the IT Act should be limited and made clearer
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in order to prevent its abuse. Elements such as "terror intent," "critical infrastructure," and

"sovereignty" should be exactingly defined by referring to international criteria.

2. A well-defined framework should be developed to separate the characteristics of cyber
terrorism from those of usual cyber crimes and harmonize the provisions of the IT Act, UAPA,
and BNS. Consequently, this will inhibit the occurrence of duplication, forum shopping, and

inconsistent verdicts.

3. India has to allocate the resources to develop the specialized cyber cells, equip forensic
laboratories and train investigators. Thus, setting up the cyber terror courts with judges, who
are trained in the handling of digital evidence, would be the step to minimizing the time

involved in trials and increasing the rate of the conviction.

4. Section 66F has to be modified to accommodate new threats that may include Al-based
propaganda, ransomware, attacks on IoT, and crypto-terror financing. Periodic updates in the

IT Act should also index the pace of technology.

5. Expansion in the surveillance powers must necessarily be matched with the implementation
of robust security measures, the presence of the judiciary to exercise proper control, and the

existence of laws governing data protection.

6. India must consider reversing its non-membership status in the Budapest Convention or, at
least, go for bilateral and regional agreements for cross-border data access, extradition, and
intelligence-sharing. Since cyber terrorism is transnational, the impossibility of co-operation is

the next logical step.

7. The necessity of extensive training sessions for the law enforcement, judiciary, and
government officials cannot be overemphasized. Public awareness campaigns on cyber hygiene

and resilience can make the public less susceptible to cyber-attacks.

7. CONCLUSION

Cyber terrorism represents a dynamic nature of the new world threat that endangers not only
national safety but the entire legal system. It is free from boundaries and is inherently
anonymous. It can cause chaos of both a technical and ordinary kind, without the need for a

large number of resources. To treat this menace, India has made it the primary offense under
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Section 66F of the Information Technology Act, 2000, with the Bharatiya Nyaya Sanhita, 2023,
and the UAPA provisions, 1967 acting as support. However, judicial usage stays quite confined.
Reality shows with examples like Operation Sindoor (2025) and the Gujarat CCTV Leak Case
(2025) how Section 66F can be relevant in the case of both the attack on infrastructure and the
leaked massive privacy of people, but the process of law is often faced with many difficulties
when they have to collect evidences, prove the offenders' intention, or even deal with the
situation technically. Judges have so far taken enhanced measures when it comes to privacy
and keeping a check on electronic evidence. The issue of granting the right to investigate and
at the same time protecting people's rights is at the heart of the judiciary's position on this
matter. More definite definition of cyber terrorism, the increased capacity for investigations,
the setting-up of cyber courts and closer co-ordination between the different agencies are the
measures that can pave the way for the future. All this has to be done under judicial control.
People need to be made more aware about the risks of using digital technology, as human
weaknesses are often targeted by cyber terrorists. Cyber terrorism is a constantly changing
threat that has no borders. Indirectly, India’s legal reforms will not just call for more precise
characterizations and fortified institutions but demand worldwide alliances and citizen trust
also. It is only through a comprehensive approach - legal, technological, and international - that

India can stay indomitable against the escalation of cyber terrorism.
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