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ABSTRACT

Social media is an indispensable part of modern life, particularly for minors,
who utilize these platforms for self-expression, education, and social
interaction.! However, the risks posed by unregulated access—including
cyberbullying, data exploitation, online grooming, and exposure to harmful
content—have led governments to explore regulatory measures such as
social media bans for minors. This paper critically examines the legal and
ethical implications of such measures, focusing on global case studies from
Australia, the United States, and India. It evaluates whether social media
bans align with constitutional rights, international child protection standards,
and principles of proportionality. The analysis highlights that while these
measures are often well-intentioned, they may disproportionately infringe on
minors’ digital freedoms, such as freedom of expression and privacy. The
paper proposes alternatives, including enhanced digital literacy programs,
robust regulatory oversight, and collaborative approaches that balance child
protection with minors’ autonomy. By addressing the complexities of this
debate, the research underscores the need for nuanced and inclusive policy
frameworks that prioritize the best interests of children without unduly
restricting their rights.

! Livingstone, S., and Helsper, E. J., “Balancing Opportunities and Risks in Teenagers' Use of the Internet: The
Role of Online Skills and Internet Self-Efficacy,” New Media & Society, vol. 9, no. 3, 2007, pp. 309-329.
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Introduction

The digital age has introduced unparalleled opportunities for connectivity, self-expression, and
access to information, especially for younger generations. Social media platforms such as
Instagram, TikTok, and Snapchat’ are ubiquitous among minors, serving as tools for
communication, learning, and personal growth. A 2024 report notes that nearly 60% of global
minors use social media platforms, spending an average of three hours daily online,
emphasizing their role in shaping social interactions and identities. However, alongside these
benefits are increasing concerns about the risks minors face in the digital ecosystem.
Cyberbullying, online grooming, exposure to harmful content, and privacy violations are some

of the critical threats?® that have pushed governments worldwide to explore regulatory measures.

Against this backdrop, many policymakers have turned to stringent legislative interventions,
such as banning social media access for minors or implementing age verification systems. For
instance, Australia recently proposed a ban on social media usage for children under 16 without
parental consent, citing the need to protect minors from online predators and data exploitation.*
Similarly, several states in the United States, such as Utah, have introduced parental consent
laws to address growing concerns about minors’ vulnerability online.> In India, regulatory
efforts have focused on requiring platforms to enhance moderation and privacy protections
under the Information Technology Act, reflecting a more balanced approach to child
protection.® These measures, while well-intentioned, have sparked significant debates over
their potential infringement on fundamental rights, including freedom of expression and

privacy.

The legal and ethical tensions surrounding these measures are rooted in competing priorities:
the protection of minors versus the preservation of their digital freedoms. On one hand,
governments argue that regulatory interventions are essential to safeguard children’s well-

being, in line with international commitments such as the United Nations Convention on the

2 Are There Legal Boundaries for Minors on Social Media? What Parents Need to Know,” ET Edge Insights,
accessed December 16, 2024, https://etedge-insights.com/technology/cyber-security/are-there-legal-boundaries-
for-minors-on-social-media-what-parents-need-to-know/.

3 Bastian, E., “Banning Children's Social Media Use: A Policy Analysis.”

4 Sarangi, K., “Case Study: Australia’s Social Media Ban for Under 16s.” ; Regulating Privacy: Data Protection
and Public Policy in Europe and the United States,” Cornell University Press, 1992.

5 “Social Media Bans: Balancing the Rights of Youth, Parents, and Governments,” Cornell Undergraduate Law
Review, accessed December 16, 2024,

® Davis, A., “The Limits of Social Media Regulation: Exploring Constitutional Rights and International Law,”
SMU Law Review, vol. 73, no. 4, 2020
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Rights of the Child (UNCRC). Article 17 of the UNCRC specifically obliges states to protect
children from harmful material while ensuring their access to appropriate information.” On the
other hand, critics contend that blanket bans and invasive verification mechanisms
disproportionately restrict minors’ rights to self-expression, privacy, and participation in public

discourse, as enshrined in domestic and international legal frameworks.

The debate also underscores the role of parents, educators, and social media companies in
ensuring a safer online environment.® While governments often rely on regulation as a solution,
stakeholders argue for a multi-faceted approach that prioritizes digital literacy, ethical platform
design, and collaborative oversight rather than outright restrictions. Moreover, bans raise
practical questions about enforcement and inclusivity, as marginalized children who rely on

social media for education, advocacy, and social support may be disproportionately affected.

This paper critically examines the legal, ethical, and societal dimensions of social media bans
for minors, analyzing case studies from Australia, the United States, and India. Using a
comparative approach, it evaluates whether these bans strike an appropriate balance between
child protection and minors’ digital freedoms while adhering to principles of proportionality
and necessity. The findings highlight the importance of nuanced policy-making, emphasizing

alternatives that mitigate risks without curbing fundamental rights.
1. The Rationale for Social Media Bans for Minors

1.1 Risks Associated with Social Media

Social media has become deeply integrated into the lives of minors, offering benefits such as
connectivity, creativity, and access to information. However, its unregulated use has also
exposed children to significant risks, necessitating policy interventions. One of the most
pressing concerns is the negative impact of social media on mental health. Studies show that
excessive use of platforms like Instagram and TikTok is associated with heightened rates of
anxiety, depression, and body dissatisfaction among adolescents. These platforms often
promote unattainable beauty standards and curated lifestyles, which can harm minors’ self-

esteem and lead to psychological distress.

7 Alston, P., “The Best Interests of the Child: Towards a Synthesis of Children’s Rights and Cultural Values,”
International Journal of Law and Policy, vol. 8, 1994.
8 Anderson, M., and Jiang, J., “Teens, Social Media & Technology 2022,” Pew Research Center, 2022.
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In addition to mental health challenges, minors face unique privacy vulnerabilities online.
Social media companies frequently collect and monetize personal data, including location,
behavioral patterns, and interactions, often without obtaining meaningful consent.’ The
pervasive nature of this data collection violates children’s privacy rights, as highlighted in a
UNICEF report on child protection online.!® Furthermore, children often lack the capacity to
fully understand the implications of such data practices, leaving them susceptible to

exploitation.

Another critical concern is the prevalence of cyberbullying and online harassment. A growing
number of minors experience bullying on social media platforms, often leading to emotional
and psychological trauma. Moreover, predators and exploitative individuals increasingly use
social media to target minors, engaging in grooming and other harmful activities. The ease of
access to explicit and harmful content further exacerbates the risks, exposing children to age-

inappropriate material that can have long-term impacts on their development and well-being.
1.2 Policy Goals of Social Media Bans

Governments worldwide have sought to address these risks by proposing or enacting
restrictions on minors’ social media usage. Such measures are often framed within the broader
context of international child protection obligations, such as the United Nations Convention on
the Rights of the Child (UNCRC). Article 17 of the UNCRC obliges states to ensure that
children have access to age-appropriate information while protecting them from material

harmful to their well-being.

For instance, Australia has proposed a ban on social media use for children under 16 without
parental consent, aimed at curbing online exploitation and ensuring stricter compliance with
data privacy norms. The policy requires robust age verification mechanisms and imposes
penalties on platforms that fail to enforce these requirements. Similarly, state-level regulations
in the United States, such as Utah’s parental consent laws, aim to empower parents to make
informed decisions about their children’s online activities while addressing growing concerns

about the harms of unregulated social media access.

? Nissenbaum, H., Privacy in Context: Technology, Policy, and the Integrity of Social Life, Stanford University
Press, 2010.

10 UNICEF, “Child Protection Online: Protecting India’s Children in the Digital Age,” International Centre for
Missing & Exploited Children (ICMEC), 2016
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India has opted for a more balanced approach by strengthening online safety requirements
under its Information Technology Act.!! Instead of imposing outright bans, the government
mandates content moderation, the implementation of privacy protections, and mechanisms to
block harmful content. However, challenges such as enforcement gaps, particularly in rural

areas with low digital literacy, continue to impede the effectiveness of these measures.

While the overarching goal of these policies is to protect minors from harm, critics argue that
outright bans may inadvertently exclude children from the benefits of digital engagement,
including access to educational resources, social support, and opportunities for advocacy. This
tension between child protection and minors’ digital freedoms forms the crux of the debate,

emphasizing the need for proportional, rights-based regulatory frameworks.
2. Legal and Constitutional Implications of Social Media Bans

The legal and constitutional implications of social media bans for minors are central to
understanding the tension between protecting children and safeguarding their rights. Such
measures must be evaluated against established legal principles, including freedom of
expression, proportionality, and privacy. This section explores these dimensions in the context

of regulatory efforts in Australia, the United States, and India.
2.1 The Right to Freedom of Expression

A significant concern surrounding social media bans is their potential to infringe on minors’
freedom of expression.!? In the United States, the First Amendment protects this right, which
includes access to forums like social media for self-expression and participation in public
discourse. Social media platforms have become crucial tools for activism, education, and
advocacy, particularly for marginalized youth. Restrictions that bar minors from these
platforms may unduly limit their ability to engage in conversations about issues affecting them.
For example, critics of Utah’s parental consent law argue that the measure disproportionately

affects young users by curbing their autonomy and silencing their voices in the digital space.

Similarly, international legal frameworks, such as Article 19 of the Universal Declaration of

' Narayan, S., “The Role of IT Laws in Protecting Minors from Cyber Exploitation in India,” Journal of Law
and Policy, vol. 12, no. 2, 2020.

12 Free Speech in the Algorithmic Society: Big Data, Private Governance, and New School Speech Regulation,”
University of California Law Review, vol. 51, no. 4, 2018
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Human Rights (UDHR) and Article 13 of the UN Convention on the Rights of the Child
(UNCRCQ),!3 emphasize the importance of protecting the rights of minors to seek and impart
information. Blanket bans or restrictive policies may contravene these obligations by imposing

excessive limitations on minors’ access to information and their ability to express themselves.
2.2 Proportionality and Necessity

The principle of proportionality is fundamental in assessing the legality of social media bans.
Courts and policymakers must determine whether such measures are necessary to achieve
legitimate objectives and whether less intrusive alternatives exist. In Australia, for instance, the
proposed legislation banning children under 16 from accessing social media without parental
consent has faced criticism for being overly broad and potentially excluding minors from
beneficial online experiences. Critics argue that the law fails to explore less restrictive
measures, such as enhanced content moderation, targeted safeguards, or digital literacy

initiatives, which could address the risks without unduly limiting access.'*

In contrast, India’s approach under the Information Technology Act emphasizes targeted
measures like content moderation and privacy-enhancing safeguards.!> This model seeks to
address the specific harms associated with social media use without resorting to outright bans.
However, challenges remain, particularly in ensuring equitable implementation across diverse

socio-economic contexts and regions with varying levels of digital literacy.
2.3 Privacy and Data Protection Concerns

Bans often involve age verification systems that raise significant privacy concerns. In
jurisdictions like the European Union, data protection laws such as the General Data Protection
Regulation (GDPR) impose strict requirements on collecting and processing minors’ data.
Mandatory verification mechanisms, such as those proposed in Australia, could expose minors
to new vulnerabilities, including the risk of data breaches and misuse of sensitive information.
These concerns are echoed in India’s proposed Personal Data Protection Bill, which highlights

the need to ensure children’s safety while avoiding invasive data collection practices.!®

13 UN Convention on the Rights of the Child (UNCRC)

4 Westin, A. F., Privacy and Freedom, Atheneum Press, 1967

15 Singh, R., “Evaluating the Information Technology Act: A Comparative Perspective,” Indian Journal of
Legal Studies, vol. 9, no. 3, 2021.

16 Srikrishna Committee Report, “A Free and Fair Digital Economy: Protecting Privacy, Empowering Indians,”
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The broader ethical and legal challenge lies in finding a balance between protecting minors and
respecting their fundamental rights to expression, privacy, and participation in public life.!” As
regulatory debates continue, the emphasis must be on proportionate, inclusive, and rights-based

frameworks that prioritize child protection while avoiding undue restrictions.
3. Global Case Studies: Examining Legal Frameworks
3.1 Australia: Proposed Social Media Ban for Under-16s

Australia’s proposed legislation to prohibit social media usage for children under 16 without
parental consent represents one of the most restrictive approaches to regulating minors’ online
behavior. The law mandates stringent age verification processes, with platforms facing
significant penalties for non-compliance. Advocates argue that such measures are necessary to
shield children from harmful content, cyberbullying, and online predators.!® However, critics
caution that these measures may exclude minors from valuable online opportunities, such as
accessing educational materials and participating in digital activism. This exclusion risks
violating children’s rights under Article 13 of the United Nations Convention on the Rights of
the Child (UNCRC)'", which emphasizes the importance of freedom of expression and access
to information. Additionally, there are concerns about the technological and privacy
implications of enforcing strict age verification systems, as these could inadvertently expose

minors’ data to further exploitation.
3.2 India: Child Protection through Online Regulations

India’s approach to regulating minors’ social media usage offers a more balanced model
compared to outright bans. The 2021 amendments to the Information Technology
20(Intermediary Guidelines and Digital Media Ethics Code) Rules require platforms to adopt
child-specific safety measures, such as stronger content moderation, age-appropriate privacy
settings, and reporting mechanisms for harmful content. While the regulatory framework aligns

with India's constitutional principles of reasonable restrictions under Article 19(2),

Government of India, 2018.

17 Palfrey, J., and Gasser, U., Born Digital: Understanding the First Generation of Digital Natives, Basic Books,
2008.

18 Clarke, R., “Identification, Authentication, and Anonymity in a Digital Society,” Information Technology &
People, vol. 7, 1994.

19 Universal Declaration of Human Rights (UDHR)

20 Information technology act, 2021
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implementation remains challenging.?! In rural and marginalized communities, low digital
literacy and limited awareness among parents and educators hamper effective enforcement.
Moreover, India’s regulatory efforts highlight the importance of ensuring that safety measures
do not exclude vulnerable children from digital spaces. The UNICEF report on child protection
in India emphasizes the need for a rights-based approach that promotes both safety and
inclusion, particularly for children who depend on social media for educational resources and

peer support.??
3.3 The United States: State-Level Initiatives

In the United States, state-level initiatives, such as Utah’s law requiring parental consent for
minors to access social media, have become a focal point of debate. Proponents argue that these
measures empower parents to oversee their children’s online behavior while minimizing risks
such as exposure to harmful content and online predators. However, critics highlight potential
violations of the First Amendment, which protects freedom of expression, including for
minors.>> These regulations also raise practical concerns, such as inconsistencies in
enforcement across states and the exclusion of vulnerable youth who rely on social media for
advocacy and support networks. The state-level approach further underscores the complexities
of regulating minors’ digital activities in a manner that respects constitutional rights while

addressing legitimate child protection concerns.

In sum, these case studies illustrate the diverse approaches governments have taken to address
the risks of social media for minors. Australia’s restrictive ban, India’s balanced regulatory
framework, and the United States’ state-level initiatives each provide valuable insights into the
legal and ethical challenges of crafting effective policies. While these measures share the
common goal of protecting children, they also highlight the importance of nuanced solutions

that account for the broader societal, technological, and legal implications.
4. Ethical and Practical Considerations

The regulation of minors’ social media usage extends beyond legal and constitutional

2! The Constitution of India, 1950

22 Livingstone, S., “Children's Privacy Online: Experimenting with Policy Choices for Protecting Youth from
Privacy Risks,” Information Society Journal, vol. 27,2011.

23 Zuboff, S., The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier of Power,
PublicAffairs, 2019.
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dimensions, raising significant ethical and practical concerns. Chief among these is the tension
between state intervention and parental responsibility. While governments often justify bans as
necessary to protect children from harmful content and exploitation, critics argue that such
measures risk undermining parental authority and shifting the responsibility for safeguarding
children’s well-being disproportionately to the state. Excessive state interference in regulating
minors’ digital activities can foster a culture of surveillance and overreach, potentially

normalizing intrusive practices that compromise individual autonomy.

Another ethical consideration is the exclusionary impact of social media bans, particularly on
marginalized children. Many minors rely on social media platforms for access to educational
resources, peer networks, and advocacy opportunities, especially those from low-income
backgrounds or rural areas where physical access to resources is limited. Blanket bans may
inadvertently deepen existing inequities, as these children could lose a critical avenue for social
and intellectual development. For instance, the UNICEF report on child protection in India
highlights how digital platforms play a vital role in fostering inclusivity and empowering

vulnerable groups.

From a practical perspective, enforcing social media bans often involves implementing
mandatory age verification systems, which introduce their own set of challenges. These
systems can raise privacy concerns, as they may require collecting sensitive data that could be
exploited or breached, thereby increasing the risks for the very demographic they aim to
protect. Additionally, questions about the technological feasibility and cost of such systems
make their widespread implementation difficult, particularly in developing nations or rural

regions with limited infrastructure.

5. Recommendations: Toward a Balanced Policy Framework

The debate over social media bans for minors underscores the need for a balanced approach
that protects children while safeguarding their digital rights. Several key recommendations can
help achieve this balance by focusing on education, regulatory oversight, and collaboration

between stakeholders.

5.1 Strengthening Digital Literacy Education

To protect minors from social media’s dangers without resorting to bans, governments should
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prioritize digital literacy programs. As highlighted in the UNICEF report on child protection
in India, these programs should go beyond technical skills, covering issues like privacy,
security, and ethical online behavior. Schools can play a pivotal role by integrating digital
literacy into curricula, teaching students about the risks of cyberbullying, inappropriate content,
and online predators. Furthermore, focusing on ethical online practices, such as respecting
privacy and promoting responsible digital engagement, will help minors navigate social media
safely. Additionally, parents should receive guidance on privacy settings and monitoring tools
to create a safer digital environment at home. This dual focus on educating both minors and

parents is essential for fostering an informed and responsible digital user base.

5.2 Regulatory Oversight and Accountability

Rather than imposing outright bans, there should be stronger regulatory oversight of social
media platforms. Legal frameworks articles emphasize the need for social media companies to
improve transparency, content moderation, and data protection practices. Platforms must be
held accountable for ensuring that their content and algorithms do not expose minors to harmful
material. Regulatory measures could include requiring companies to disclose their data
collection practices and implement age verification systems to prevent minors from accessing

inappropriate content.>*

5.3 Fostering Public-Private Collaboration

Creating a safer online environment for minors requires collaboration between governments,
civil society, and the private sector. Fostering partnerships between these groups can lead to
policies that balance safety with freedom. Social media companies should be incentivized to
adopt child-friendly practices, creating platforms tailored to minors’ needs while ensuring

robust protection.

In conclusion, a balanced policy framework focusing on education, accountability, and

collaboration will effectively protect minors online without curbing their digital rights.

6. Conclusion

The debate over social media bans for minors encapsulates a critical tension in contemporary

24 Warren, S. D., and Brandeis, L. D., “The Right to Privacy,” Harvard Law Review, vol. 4, 1890.
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law and policy: the imperative to protect children from the undeniable dangers of the online
world while safeguarding their autonomy and digital freedoms. Unregulated access to social
media has been linked to significant risks, including mental health issues, online exploitation,
cyberbullying, and data privacy violations. These challenges have prompted governments to
consider stringent measures, including outright bans on minors’ use of social media. While
such initiatives aim to protect children, they often fail to strike an appropriate balance between

ensuring safety and preserving minors’ rights.

For instance, Australia’s proposed legislation to prohibit social media usage for children under
16 without parental consent highlights the limitations of overly restrictive measures. While
designed to mitigate risks, such bans risk excluding minors from positive digital experiences,
including educational resources, community engagement, and advocacy opportunities.
Similarly, in the United States, state-level regulations, such as Utah’s parental consent
requirements, raise constitutional concerns, particularly regarding potential infringements on
minors’ First Amendment rights to freedom of expression. These measures also present

logistical challenges for enforcement, potentially creating new barriers to digital inclusion.

India’s regulatory approach under the Information Technology Act?

provides a more balanced
model, emphasizing measures such as content moderation and privacy protections rather than
outright bans. However, the implementation of these safeguards is hindered by infrastructure
challenges, especially in rural and marginalized communities. This underscores the importance

of prioritizing digital literacy and ensuring equitable access to online safety mechanisms.

Beyond legal and constitutional considerations, social media bans also raise ethical and
practical issues. Exclusionary measures disproportionately affect vulnerable children,
including those from low-income or marginalized backgrounds, who often depend on social
media for access to education, support networks, and information.?® Moreover, age verification
systems accompanying such bans pose privacy risks, potentially exposing minors to further

vulnerabilities.

This paper highlights the need for nuanced, multi-faceted regulatory approaches that address
the root causes of harm without unnecessarily restricting minors’ access to digital spaces.

Strengthening digital literacy programs, fostering transparency in platform governance, and

% Information technology act, 2021
26 Sen, A., Development as Freedom, Anchor Books, 1999.
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encouraging public-private collaboration are essential steps toward achieving this balance.
Policymakers must engage parents, educators, and social media companies to develop solutions

that respect children’s rights while ensuring their safety.

In conclusion, while child protection is a paramount concern, it must not come at the cost of
fundamental freedoms such as privacy and expression. By prioritizing inclusive, innovative,
and rights-based frameworks, governments can create safer and more equitable digital

environments for minors, reflecting the complexities of the digital age.?’

27 Lessig, L., Code and Other Laws of Cyberspace, Basic Books, 1999.
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