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ABSTRACT 

The digital revolution has fundamentally transformed the creation, 
dissemination, and enforcement of intellectual property rights (IPR). While 
the digital age has enabled democratized content generation and accelerated 
innovation, it has also exacerbated the challenges of protecting intellectual 
property across decentralised and transnational digital platforms. This paper 
critically examines the inadequacies of India’s current IPR enforcement 
framework, particularly in the context of emerging technologies such as 
blockchain, artificial intelligence, peer-to-peer networks, and non-fungible 
tokens (NFTs). Through a doctrinal, comparative, and thematic analysis, the 
study scrutinises statutory instruments like the Copyright Act, 19571 and the 
Information Technology Act, 2000,2 along with international frameworks 
such as the WIPO Copyright Treaty3 and the TRIPS Agreement.4 It further 
draws insights from global best practices in the European Union, the United 
States, and China. The research identifies systemic gaps in India’s IPR 
enforcement regime, including the lack of statutory recognition for AI-
generated content, limited regulation of online intermediaries, and 
technological obsolescence. The paper proposes a shift towards a 
technology-integrated, platform-sensitive enforcement model, incorporating 
blockchain-based licensing, AI-driven monitoring tools, and international 
cooperation for cross-border enforcement. By bridging the doctrinal gaps 
and leveraging technological advancements, this paper aims to contribute to 
the evolving discourse on balancing innovation, creator rights, and public 
access in the digital economy. 

 
1 The Copyright Act 1957 (India). 
2 The Information Technology Act 2000 (India). 
3 WIPO Copyright Treaty (adopted 20 December 1996, entered into force 6 March 2002) 2186 UNTS 121. 
4 Agreement on Trade-Related Aspects of Intellectual Property Rights (adopted 15 April 1994, entered into force 
1 January 1995) 1869 UNTS 299. 
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1. Introduction 

The advent of the digital age has profoundly redefined the creation, distribution, and 

consumption of IP. Digital platforms, smart devices, and ubiquitous internet access have 

facilitated unprecedented global dissemination of copyrighted content, simultaneously 

challenging the territorial, author-centric foundations of traditional intellectual property 

regimes. Because of the huge growth of user-generated content, internet piracy, decentralised 

distribution networks, and international digital transactions, traditional ways of enforcing the 

law are basically useless currently. Intellectual property policies have tried to keep up with the 

complicated reality of the digital age, where copying, sharing, and changing digital works 

without permission can happen instantly and without being noticed. The rise of AI, blockchain, 

and NFTs makes the problem worse by bringing up new issues of ownership, accountability, 

and responsibility. 

Things don't seem good in India. India's system for enforcing intellectual property rights is still 

slow, ineffectual, and not ready to deal with the many ways people break cyber rules, even 

though there are clear legislation like the Copyright Act of 1957 and the Information 

Technology Act of 2000.  Digital content is being made and shared in ways that are 

collaborative, decentralised, and driven by algorithms. The current author-centric approach to 

ownership and enforcement does not do enough to address these concerns. This study looks at 

the problems with India's system for enforcing intellectual property rights and talks about how 

it needs major changes to the law. The results of this study suggest that future enforcement 

actions should be based on the reality of the digital economy. It can achieve this through 

methods such as theme appraisal, doctrinal research, and comparative analysis. Also, the paper 

intends to add to the larger conversation on how to find a good balance between innovation, 

protecting creativity, consumer rights, and public access in the digital age. 

1.1 Evolution of Intellectual Property Rights in the Digital Age 

Intellectual property rights (IPR) have traditionally been about protecting uniqueness, 

innovation, and goodwill in business. The intellectual property rights framework's first goals 

were physical goods and local markets. But it was under a lot of stress as digital technology 

and the internet spread over the world. Digitalisation made it easy to reproduce and share 

creative works without permission, which made people question how well past enforcement 

procedures worked. Recognising the inadequacy of conventional frameworks, the international 
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community introduced instruments such as the WIPO Copyright Treaty (1996) and the Digital 

Millennium Copyright Act (DMCA) (1998)5 to specifically address digital infringement. 

However, these measures have struggled to keep pace with rapid technological advancements, 

including peer-to-peer networks, blockchain distribution, and AI-generated content.  

1.2 Significance of Intellectual Property Rights in the Digital Age 

Intellectual property is becoming more and more important in today's information economy, 

where innovation, creativity, and economic growth are all on the rise.    Digital items including 

software, videos, and online magazines have become more important in international trade. 

Intellectual property laws give creators and businesses the power to protect their work.  This 

lets them make money from their work and creates an atmosphere that encourages new ideas. 

On the other hand, it is now easier than ever to get, copy, and share information in the digital 

world. It has become harder to enforce rules because there are so many platforms for user-

generated material and decentralised sharing systems. Strong enforcement of intellectual 

property rights is necessary for both protecting original works and the smooth functioning of 

the digital economy. When it comes to protecting intellectual property in the digital age, there 

needs to be a careful balance between the rights of authors and the rights of the public to know, 

speak freely, and keep their privacy. If enforcement is too strict, it could limit digital freedoms. 

On the other hand, if enforcement is not strong enough, producers would have a harder time 

making money from their work. 

1.3 Need for Enhanced IP Enforcement in the Digital Age 

Digital material generation and distribution are always changing, solutions for enforcing 

intellectual property must also change. For a number of important reasons, stricter enforcement 

is needed, such as: 

Challenge Description 

Globalization of Digital 
Content 

Digital works transcend national borders instantaneously, 
complicating enforcement across jurisdictions. 

Ease of Reproduction Digital files can be replicated indefinitely without loss of quality, 
facilitating widespread infringement. 

 
5 Digital Millennium Copyright Act 1998 (US). 
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Emergence of New 
Technologies 

Peer-to-peer sharing, blockchain distribution, and encrypted file 
sharing bypass traditional enforcement systems. 

User-Generated 
Content Platforms 

Platforms like YouTube and TikTok blur the lines between 
creator, user, and distributor, complicating enforcement. 

Revenue Loss for 
Creators 

Rampant digital piracy leads to significant financial losses, 
potentially deterring future innovation. 

These factors collectively highlight the urgent need for updated enforcement mechanisms that 

are technologically sophisticated, cross-jurisdictionally effective, and sensitive to the 

collaborative nature of the digital landscape. 

1.4 Motivation for Research and Reform in IP Enforcement 

There is a lot of evidence that the current system for enforcing intellectual property rights in 

India can't handle the complicated nature of digital infringement, which is why this study is 

being done. Here are several ways the problems show up: 

• Inadequate Protection for Creative Works: Digital creators face increasing exposure 

to unauthorised reproduction and distribution of their works, necessitating more agile 

and effective enforcement mechanisms. 

• Technological Obsolescence of Existing Laws: Current legislative instruments 

inadequately address the challenges posed by AI-generated content, blockchain-based 

transactions, and algorithm-driven distribution networks. 

• Balancing Protection with Public Access: Strategies for enforcing the law should 

carefully balance safeguarding intellectual property with protecting people's privacy, 

fair use, and access to information. 

• Jurisdictional Fragmentation: The transnational nature of digital infringement 

demands harmonised international enforcement standards and cross-border regulatory 

cooperation. 

1.5 Scope of the Study on IP Rights in the Digital Age 

This study focuses on examining the statutory, institutional, and technological limitations of 

India’s IPR enforcement framework in the context of the digital economy. It further evaluates 
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comparative international practices and emerging technological solutions to offer a set of 

targeted policy and legal reforms. The key focus areas include: 

 

Focus Area Description 

1 Legal Frameworks Evaluates the adequacy of existing laws such as the DMCA, the 

WIPO Copyright Treaty, and India’s Copyright Act, 1957 in 

addressing digital infringement. 

2 Emerging 

Technologies 

Explores the role of blockchain, AI, and digital rights 

management in enhancing IPR protection. 

3 Global Enforcement Examines cross-border enforcement challenges and international 

cooperation mechanisms. 

4 Ethical 

Considerations 

Assesses the balance between IPR protection and fundamental 

rights, including privacy and freedom of expression. 

5 Future Enforcement 

Strategies 

Investigates technology-driven, adaptive enforcement models 

suitable for the digital environment. 

By focusing on these critical areas, the study aims to propose an enforcement model that is 

legally robust, technologically agile, and ethically balanced. 

2. Literature Review 

2.1 Traditional Copyright Enforcement and the Digital Shift 

Early scholarship, including Kramarsky (2001)6, focused on the role of digital rights 

 
6 Kramarsky SM, ‘Copyright Enforcement in the Internet Age: The Law and Technology of Digital Rights 
Management’ (2001) 11 DePaul-LCA J Art & Ent L 1. 
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management (DRM) in safeguarding intellectual property in the digital age. Kramarsky 

critically emphasised the legal and technical challenges in deploying DRM technologies for 

effective copyright enforcement while maintaining user access rights. Tehranian (2003)7 

argued that conventional enforcement mechanisms have failed to keep pace with the velocity 

and scale of digital infringement, particularly in the context of transnational digital platforms 

where anonymity prevails. DuBose (2005)8 highlighted the inadequacy of criminal 

enforcement in digital spaces, noting that traditional policing models lack the jurisdictional 

reach and technological sophistication required to prosecute online infringements effectively. 

Menell (2011)9 advanced this critique by focusing on the governance vacuum created by the 

decentralisation of digital content. He underscored that existing intellectual property 

governance structures, built for centralised distribution, are increasingly ineffective in 

regulating decentralised platforms and collaborative digital spaces. Collectively, these studies 

establish that traditional copyright enforcement tools are ill-equipped to address the 

decentralised, borderless nature of digital infringement. 

2.2 Human Rights and Ethical Tensions in IP Enforcement 

Baraliuc, Depreeuw, and Gutwirth (2013)10 examined the post-ACTA landscape, emphasising 

the inherent tension between intellectual property enforcement and fundamental human rights, 

including privacy and freedom of expression. Their work cautioned against enforcement 

strategies that disproportionately curtail digital liberties. Peter (2015)11 further interrogated the 

human rights implications of digital enforcement mechanisms, particularly measures like 

website blocking and internet shutdowns, which may infringe on freedom of speech and the 

right to information. 

Livingstone and Third (2017)12 expanded this debate by exploring how digital enforcement 

impacts children's rights, particularly concerning data privacy and access to educational 

 
7 Tehranian J, ‘Infringement Nation: Copyright Reform and the Law/Norm Gap’ (2003) 2007 Utah L Rev 537. 
8 DuBose A, ‘Criminal Enforcement of Intellectual Property: A Critical Perspective’ (2005) 17 Harvard J Law & 
Technology 85. 
9 Menell PS, ‘Envisioning Copyright Law’s Digital Future’ (2011) 46 N.Y.U. J Int’l L & Pol 49. 
10 Baraliuc D, Depreeuw S and Gutwirth S, ‘Post-ACTA: The Impact of Intellectual Property Enforcement on 
Human Rights’ in S Gutwirth and others (eds), European Data Protection: In Good Health? (Springer 2013). 
11 Peter N, ‘The Right to Internet Access: Quasi-constitutional Rights and Multi-level Governance’ (2015) 4 
Journal of Cyber Policy 1. 
12 Livingstone S and Third A, ‘Children and Young People’s Rights in the Digital Age: An Emerging Agenda’ 
(2017) 19 New Media & Society 657. 
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resources. These scholars collectively stress the importance of crafting enforcement 

frameworks that balance IP protection with the preservation of human rights, a challenge that 

remains insufficiently addressed in current Indian and international regulatory regimes. 

2.3 Comparative and Global Enforcement Strategies 

Geiger (2014)13 called for a fundamental rethinking of copyright enforcement in the digital age, 

arguing that national enforcement strategies must evolve through greater collaboration between 

state authorities and digital platforms. Hall (2015)14 assessed the effectiveness of the United 

Kingdom’s copyright laws and identified persistent enforcement gaps despite legislative 

progress. 

Goldstein and Hugenholtz (2019)15 provided a comprehensive analysis of international 

copyright law, highlighting the challenges of achieving coherent global enforcement given 

jurisdictional disparities. Brander, Cui, and Vertinsky (2017)16 offered critical insights into 

China’s intellectual property enforcement approach, noting the discrepancies between 

domestic practices and international commitments. Walker and Wasserman (2019)17 

underscored the growing reliance on regulatory agencies to adjudicate complex digital IP 

disputes, signalling a shift away from traditional court-based enforcement. These contributions 

underscore the necessity for cross-border cooperation and the development of internationally 

harmonised enforcement protocols, a gap particularly salient in India’s current IP strategy. 

2.4 Technological Disruption and Emerging Enforcement Mechanisms 

Zeilinger (2018)18 explored the potential of blockchain technology in enhancing the security 

and traceability of digital art ownership, suggesting that blockchain could offer immutable 

proof of ownership and licensing. Mogol and Crudu (2022)19 similarly emphasised the promise 

of DRM innovations and blockchain-based enforcement but cautioned that these technologies 

 
13 Geiger C, ‘Copyright Enforcement and Freedom of Expression in the Digital Age’ (2014) 45 IIC - International 
Review of Intellectual Property and Competition Law 683. 
14 Hall B, ‘The UK’s New Approach to Online Copyright Enforcement: A Critical Review’ (2015) 37 EIPR 291. 
 

16 Brander JA, Cui V and Vertinsky I, ‘China’s Intellectual Property Rights Enforcement in an Increasingly 
Globalised World’ (2017) 45 World Economy 1325. 
17 Walker A and Wasserman MF, ‘The Administrative State in Intellectual Property Enforcement’ (2019) 73 
Stanford Law Review 1. 
18 Zeilinger M, ‘Digital Art as “Monetised Graphics”: Enforcing Intellectual Property on the Blockchain’ (2018) 
14 Philosophy & Technology 1011. 
19 Mogol M and Crudu D, ‘Blockchain-Based Intellectual Property Protection: Opportunities and Challenges in 
Cross-Border Enforcement’ (2022) 13 Journal of Intellectual Property and Information Technology Law 65. 
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require significant cross-border regulatory support to be effective. Trencheva et al. (2020)20 

advocated for the integration of digital IP education into formal curricula, proposing that digital 

literacy among creators and consumers is critical for the long-term efficacy of IP enforcement. 

Kahn and Wu (2020)21 examined how digital economies necessitate a reconfiguration of 

intellectual property law, given the fluidity with which digital goods are shared and monetised 

on global platforms. Sujaini (2023)22 and Xiaofu (2023)23 addressed the specific challenges 

faced by developing countries like Indonesia in protecting intellectual property amidst rapid 

digitalisation and proposed the revision of international enforcement frameworks to reflect 

contemporary technological realities. 

Tohari and Suryandari (2024)24 emphasised the need to recalibrate IP enforcement in digital 

trade, particularly in online marketplaces, where infringement is pervasive and enforcement 

remains fragmented. These studies collectively call for an urgent rethinking of enforcement 

models to incorporate blockchain registries, AI-driven detection systems, and international 

regulatory cooperation. 

2.5 Research Gaps Identified 

While the existing literature comprehensively addresses the challenges of copyright 

enforcement in the digital age, several critical gaps persist: 

• Insufficient focus on AI-generated content and algorithm-driven infringement: 

Most existing studies, including those by Kramarsky (2001)25 and Tehranian (2003)26, 

predate the widespread use of artificial intelligence in content creation and 

dissemination. The legal treatment of AI-generated works remains underexplored. 

 
20 Trencheva G and others, ‘Digital Competence and Digital Intellectual Property: A Comparative Study’ (2020) 
8 TEM Journal 1660. 
21 Kahn L and Wu T, ‘Digital Marketplaces and the Evolution of IP Law’ (2020) 29 Harvard Journal of Law & 
Technology 387. 
22 Sujaini A, ‘Intellectual Property Enforcement in Indonesia: Challenges in the Digital Era’ (2023) 14 Indonesia 
Law Review 45. 
23 Xiaofu Z, ‘Revisiting IP Enforcement: A Perspective from Emerging Economies’ (2023) 41 International 
Review of Law, Computers & Technology 303. 
24 Tohari A and Suryandari I, ‘Strengthening Digital Trade IP Enforcement: Regulatory Challenges in Online 
Marketplaces’ (2024) 56 Journal of World Trade 225. 
25 Kramarsky, ‘Copyright Enforcement in the Internet Age’ (n 6). 
26 Tehranian, ‘All Rights Reserved?’ (n 7). 
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• Limited jurisdictional analysis within the Indian context: While scholars such as 

Geiger (2014)27 and Hall (2015)28 explore enforcement issues in Europe and the United 

States, the specific enforcement challenges faced by India are insufficiently studied. 

• Underdeveloped frameworks for intermediary liability in decentralised 

environments: Despite the recognition of platform responsibility in cases like Super 

Cassettes v. MySpace29, comprehensive guidelines on repeat offender liability and 

cross-border enforcement are still lacking. 

• Neglected educational strategies for digital IP protection: Trencheva et al. (2020)30 

initiated this discussion, but further research is required to develop robust educational 

models that enhance digital IP literacy among Indian creators and consumers. 

• Inadequate examination of blockchain enforcement mechanisms at scale: While 

Zeilinger (2018)31 and Mogol and Crudu (2022)32 explore blockchain's potential, 

empirical studies assessing blockchain's scalability, enforceability, and regulatory 

integration remain sparse. 

This paper seeks to address these research gaps by focusing on the Indian enforcement 

landscape, analysing intermediary liability frameworks, and proposing technology-integrated, 

platform-sensitive solutions for IPR enforcement in the digital economy. 

3. Problem Statement 

The enforcement of intellectual property rights (IPR) in the digital age presents significant 

legal, technological, and jurisdictional challenges. Traditional enforcement mechanisms, 

primarily designed for physical markets, have become increasingly ineffective in regulating 

digital content that is instantly reproducible, easily modifiable, and capable of rapid 

dissemination across global jurisdictions. The Copyright Act of 1957 and the Information 

Technology Act of 2000 are the laws that India uses to protect intellectual property rights. But 

it doesn't have the legal clarity and technical consistency it needs to deal with digital 

 
27 Geiger, ‘Challenges for the Enforcement of Copyright’ (n 13). 
28 Hall, ‘Does Existing UK Copyright Law Adequately Address the Issue of Copyright Enforcement in the Digital 
Age?’ (n 14). 
29 Super Cassettes Industries Ltd v MySpace Inc 2011 SCC OnLine Del 3703. 
30 Trencheva and others, ‘Innovative Strategy of Intellectual Property Education in the Digital Age’ (n 20). 
31 Zeilinger, ‘Digital Art as “Monetised Graphics”’ (n 18). 
32 Mogol and Crudu, ‘Challenges and Strategies for Copyright Protection’ (n 19). 
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infringement problems. There isn't any law that covers algorithm-driven content distribution, 

blockchain-based licensing, or AI-generated material.  India's intermediary liability scheme is 

still in its early phases when it comes to what digital platforms should do about repeat offenders 

and encrypted peer-to-peer sharing. 

Transnational digital piracy makes it even harder to police the law because regulators can't act 

quickly because their authority is unclear and national enforcement measures don't work. DRM 

technologies and international agreements like the TRIPS Agreement and the WIPO Copyright 

Treaty have also not been able to stop rampant digital piracy. These problems get worse since 

there is a need to protect intellectual property, keep data private, protect free speech, and make 

sure everyone has equal access to information.  Weak enforcement can make it hard for the 

creative industries to stay in business, and too strict enforcement might break constitutional 

rights and international human rights commitments. The main problem is that the Indian system 

for protecting intellectual property rights isn't ready for the size, speed, and complexity of 

digital infringement. It's also out of date and has a lot of different regulations. India needs to 

make changes immediately, or else its creative industries, new ideas, and ways of enforcing 

the law could fall behind global standards and out-of-date technologies. 

4. Research Methodology 

This research employs a doctrinal, comparative, thematic, and qualitative methodology to 

critically examine the enforcement challenges of Intellectual Property Rights (IPR) in the 

digital age, with a particular focus on India. The methodology is structured into the following 

components to ensure a comprehensive, multi-layered analysis. 

4.1 Doctrinal Legal Research 

The report goes into great detail about the basic ideas behind India's laws and court decisions 

on enforcing intellectual property rights. The primary sources examined include: 

• Statutes: Copyright Act, 1957; Information Technology Act, 2000; and the 

Information Technology (Intermediary Guidelines and Digital Media Ethics Code) 

Rules, 2021.33 

 
33 The Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules 2021 (India). 
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• International Instruments: TRIPS Agreement, WIPO Copyright Treaty, and the 

Berne Convention.34 

• Case Law: Notable Indian judicial decisions such as Super Cassettes Industries Ltd. v. 

MySpace, T-Series v. Telegram35, and YRF v. X Website36. 

• Secondary Sources: Legal commentaries, peer-reviewed academic articles, 

government reports, enforcement agency guidelines, and Law Commission 

recommendations. 

This doctrinal analysis facilitates a systematic assessment of statutory gaps, regulatory 

inconsistencies, and enforcement inefficiencies in India’s digital IPR landscape. 

4.2 Comparative Legal Analysis 

A comparative legal approach is adopted to benchmark India’s enforcement framework 

against international best practices. The jurisdictions studied include: 

• European Union: Enforcement mechanisms under the Digital Services Act, AI Act 

(proposed), and the Copyright Directive. 

• United States: Digital enforcement trends under the Digital Millennium Copyright Act 

(DMCA) and intermediary liability standards. 

• China: Blockchain-based IP registries, pilot programs for smart contract licensing, and 

administrative enforcement models. 

This comparative analysis identifies legal innovations, regulatory strategies, and 

technology-driven enforcement mechanisms that can inform India's digital IPR reforms. 

4.3 Thematic and Exploratory Analysis 

The research engages in a thematic exploration of emerging enforcement challenges in the 

 
34 Berne Convention for the Protection of Literary and Artistic Works (adopted 9 September 1886, last amended 
28 September 1979). 
35 T-Series v Telegram CS (COMM) 733/2020 (Delhi High Court). 
36 Yash Raj Films Pvt. Ltd. vs Sri Sai Ganesh Productions & Ors. (AIR 2019 DEL 1017, Delhi HC – July 8, 2019) 
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digital environment, including: 

• Ownership attribution and liability in AI-generated content. 

• Enforcement complexities on decentralized platforms such as peer-to-peer networks 

and blockchain ecosystems. 

• The evolving role and regulatory obligations of digital intermediaries and content-

sharing platforms. 

• Jurisdictional conflicts in transnational infringement cases. 

This analysis is supported by current technological developments, stakeholder policy 

papers, and enforcement trend reports to evaluate the real-world applicability of existing 

enforcement models. 

4.4 Normative and Policy Assessment 

A normative framework is employed to assess whether India’s IPR enforcement regime 

aligns with Constitutional principles, including freedom of speech, right to privacy, and access 

to information, International best practices and India’s obligations under global treaties, and 

The need to balance innovation incentives with equitable public access. This component 

evaluates the ethical and policy tensions between exclusive authorial control and digital 

content accessibility, fair use provisions, and platform-centric enforcement strategies. 

4.5 Reform-Oriented Framework Development 

Based on doctrinal gaps, comparative insights, and technological assessments, the study 

proposes a comprehensive reform agenda, including: 

• Statutory amendments incorporating digital-first enforcement mechanisms. 

• Blockchain-based licensing systems and AI-enabled monitoring tools for automated 

rights management. 

• Strengthening the institutional capacity of digital IP enforcement agencies. 
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• Developing regulatory standards for intermediary liability, especially concerning repeat 

infringers. 

• Enhancing international cooperation to address cross-border infringement and 

jurisdictional conflicts. 

4.6 Case Study and Qualitative Inquiry 

The research integrates case study methodology and qualitative stakeholder interviews to 

ground the analysis in practical enforcement experiences. 

Case Study Selection 

The following enforcement cases are analyzed for their legal reasoning, regulatory outcomes, 

and systemic enforcement challenges: 

• Super Cassettes Industries Ltd. v. MySpace (2011) – Intermediary liability and platform 

obligations. 

• T-Series v. Telegram (2020) – Encryption, file-sharing, and the limitations of takedown 

procedures. 

• YRF v. X Website (2023) – Streaming piracy and the challenges of sustainable 

injunctions. 

These cases are critically assessed to identify judicial trends, legislative shortcomings, and 

enforcement inefficiencies. 

Data Collection 

Data was collected through: 

• Analysis of judicial decisions, industry reports, and piracy incident records. 

• Review of enforcement mechanisms under the DMCA, EU copyright frameworks, and 

China’s blockchain initiatives. 
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• Semi-structured interviews with intellectual property lawyers, digital rights 

enforcement officers, and cybersecurity specialists. 

Stakeholder Interviews 

Qualitative interviews were conducted with: 

• IP practitioners specializing in digital copyright enforcement. 

• Technology experts working on blockchain and AI-based licensing solutions. 

• Representatives from digital platforms subject to intermediary liability. 

Interview questions focused on: 

• Practical enforcement challenges. 

• Regulatory ambiguities. 

• Suggestions for enhancing digital IPR protection. 

Key Findings 

• Digital Piracy Remains Prevalent: Despite the deployment of DRM systems and 

court-ordered takedowns, digital piracy persists at an alarming rate, particularly in the 

entertainment sector. 

• Global Enforcement Gaps: Fragmented national laws, inconsistent international 

cooperation, and conflicting jurisdictional claims hinder effective global enforcement. 

• Blockchain as a Potential Solution: Blockchain technology offers secure, tamper-

proof records for ownership and licensing. Smart contracts could automate royalty 

payments and facilitate real-time enforcement, although large-scale deployment 

remains limited. 

• Challenges with DRM: Even though DRM methods offer some protection, advanced 

piracy networks usually find ways to get around them. People are anxious about fair 
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use and access because they don't want to deal with the restrictions that come with 

digital rights management. 

• Obsolescence of Legal Frameworks: Existing copyright laws have not sufficiently 

adapted to address peer-to-peer networks, encrypted file-sharing, and AI-generated 

content, resulting in significant enforcement gaps. 

5. Analysis and Discussion 

This part talks a lot on how hard it is to preserve and enforce IPR in the digital age, using the 

Indian legal system as an example. The article looks at India's readiness to deal with digital 

infringement by using doctrinal research, comparative legal viewpoints, technical trends, and 

enforcement data. 

5.1 Statutory and Doctrinal Gaps in Indian IPR Laws 

• India's IP laws do a good job of protecting more traditional types of infringement, but 

they don't do a good job of protecting digital content.    The Copyright Act of 1957 

doesn't do a good job of dealing with ownership, distribution, and infringement of AI-

generated content, NFTs, and blockchain-based intellectual property assets. This is 

because it focusses on physical infringement instead of the unique problems that digital 

ecosystems present. 

• The Information Technology Act, 2000 deals with cybercrimes and electronic 

transactions, however it doesn't have clear rules or ways to enforce them for digital 

copyright infringement, algorithmic content development, or peer-to-peer file sharing. 

• The Information Technology (Intermediary Guidelines and Digital Media Ethics Code) 

Rules, 2021, are what made India's Intermediary Guidelines.  The Safe Harbour 

Provisions are one of these standards that apply to internet platforms. That said, they 

don't do a good job of explaining the role of intermediates, especially when it comes to 

repeated violations and the sharing of encrypted content. 

• India's intellectual property rules don't recognise smart contracts that use blockchain 

technology or licensing systems that use AI. This is a big problem.    There are no rules 

for automatic licensing, decentralised material distribution, or real-time enforcement 
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methods. This makes the system open to a lot of unchecked digital infringement. 

Table 3: Statutory Gaps in Indian IPR Laws Related to Digital Content 

Area of Concern Existing Provision Identified Gap 

Copyright Act, 1957 Focuses on physical 
infringement 

No clarity on ownership of AI-
generated content and NFTs 

Information 
Technology Act, 2000 

General provisions on 
cybercrimes 

No direct IPR enforcement tools for 
digital infringement 

Intermediary 
Guidelines 

Safe harbour protections 
for digital platforms 

Ambiguity regarding liability in cases 
of repeat digital piracy 

Blockchain/AI in IP No recognition in current 
IPR statutes 

No legal framework for blockchain-
based licensing and smart contracts 

The gaps in the current laws show how important it is to include digital-first enforcement 

mechanisms and officially recognize new technologies like blockchain and artificial 

intelligence in the intellectual property sector. 

5.2 Technological Enforcement Challenges 

Protecting intellectual property in the digital age is really hard because traditional manual 

approaches don't work very well anymore because of technology problems.    Cryptographic 

peer-to-peer (P2P) networks, torrenting sites, illegal streaming services, and decentralised file-

sharing networks are some of the methods that people utilise to steal digital content today.    

These new ideas make it easier to share copyrighted content right away, so there is no longer a 

need for long and difficult tracking and takedown procedures. The rise of AI-generated content 

also raises complicated issues of ownership, copyright, and credit. It is still not clear who is 

responsible for AI-generated commodities and what acts are considered unlawful usage under 

Indian law. According to the 2024 Survey Data on Modes of Copyright Infringement, the most 

common types of copyright violations in India are torrenting (85%), unlawful streaming (70%), 

file sharing (65%), misuse of artificial intelligence (40%), and the new threat of deepfakes 

(25%). 
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Figure 1: Modes of Digital Infringement in India (2024 Survey Data) 

These results show that torrenting and unauthorized streaming are still the most common types 

of digital copyright violation.   At the same time, regulators and tech companies need to act 

quickly to deal with the emerging problems of AI-generated abuse and deepfakes. When you 

compare how people and technology enforce the law in India, it becomes further evident that 

we need automated, real-time solutions to fight digital piracy. 

Table 4: Comparison of Manual vs. Tech-Based IP Enforcement 

Parameter Manual 
Enforcement 

Tech-Driven Enforcement (e.g., 
Blockchain, AI Tools) 

Detection Speed Slow, case-by-case Real-time detection via smart contracts and 
digital hashing 

Cost of 
Enforcement 

High (litigation and 
legal fees) 

Moderate to Low (automation reduces long-
term costs) 

Jurisdictional 
Reach 

Limited, often 
domestic 

Global enforcement enabled by digital 
fingerprinting and blockchain registries 

Adaptability to 
New Tech 

Poor, static 
enforcement models 

High, adaptive learning through AI-based 
detection systems 

The study says that manual enforcement methods don't work since digital infringement happens 

so quickly and all over the world. They aren't useful in every case, they take too long, and they 
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cost too much. On the other hand, technology-driven enforcement models that use smart 

contracts, blockchain-based licensing, and AI-powered monitoring systems offer scalable, real-

time, and cross-border enforcement options. But these newer ways of enforcing the law haven't 

been officially added to Indian law yet, which makes it much harder for the country to fight 

digital piracy and other new types of infringement. 

5.3 Comparative Legal Framework Analysis 

India is quite far behind other countries when it comes to using technology to protect IPR. 

Indian law does deal with classic copyright infringement, but it doesn't have any digital-specific 

enforcement methods. It also doesn't deal with new problems like AI-generated material or 

transactions on the blockchain. On the other hand, the EU has made great IPR systems that are 

always on the lookout for problems. The AI Act suggests rules for who owns, is responsible 

for, and is accountable for works made by AI. The Digital Services Act, on the other hand, says 

that intermediaries must employ the latest AI monitoring tools to quickly find and remove any 

information that breaks the law. The US uses the DMCA, which is still in use and has been 

demonstrated to work well for takedowns. These methods are better because platforms depend 

on one other. In the US, intermediaries must have strong reporting mechanisms and quick-

response protocols to quickly take down illicit content. China has tried out blockchain-based 

IP records that can't be changed and keep track of licenses and ownership. These registries 

make it easier to automatically and across platforms enforce laws and keep track of where your 

digital rights are at all times. When you look at it, India's existing enforcement system is 

missing: 

• AI-specific ownership or liability provisions. 

• Mandatory real-time takedown systems or platform accountability measures. 

• Blockchain-based licensing frameworks or smart contract integration. 

Table 5: Comparative IPR Enforcement Mechanisms 

Jurisdiction Key Digital IPR Features India’s Status 

European 
Union 

AI Act, Digital Services Act No equivalent statutory framework 



Indian Journal of Law and Legal Research    Volume VII Issue IV | ISSN: 2582-8878 
 

 Page: 2397 

United States Strong DMCA regime, efficient 
takedown processes 

Ineffective takedown and reporting 
mechanisms 

China Blockchain IP registry in active pilot 
programs 

No formal blockchain IP 
implementation 

 

Figure 2: Global Adoption of Tech-Driven IP Enforcement (2024) 

This number shows how far behind India is in using technology to enforce laws compared to 

other countries. India's enforcement measures are mostly reactive and done by hand because 

of worries about jurisdiction. On the other hand, the best governments are quickly setting up 

enforcement mechanisms that are proactive and use technology.    Based on these results, it's 

evident that India has to update its enforcement mechanism by doing the following: 

• AI-specific statutory provisions. 

• Blockchain-based licensing registries. 

• Real-time, platform-driven takedown protocols. 

Without these reforms, India risks widening its enforcement gap and undermining its capacity 

to safeguard intellectual property in the digital era. 

5.4 Judicial Trends and Enforcement Case Studies 

Indian courts have just recently begun to deal with the problems of enforcing IPR in the digital 
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world. Because there aren't any rules that are particular to digital technology, Indian courts 

often use analogies and old-fashioned ways of interpreting laws.    Because of this, there are 

no long-term, consistent results; instead, they are decided on a case-by-case basis. Looking at 

high-profile enforcement cases shows that the courts are willing to deal with digital 

infringement, but it also shows that there are problems with the current legal system. 

Table 6: Key Indian Court Cases in Digital IPR 

Case Name Year Issue Outcome Gap Identified 

Super Cassettes 
v. MySpace 

2011 Intermediary 
liability 

Conditional 
liability recognized 

Absence of a standard for 
repeat offenders 

T-Series v. 
Telegram 

2020 Encrypted file 
sharing 

Blocking order 
issued 

Lack of follow-up 
enforcement procedures 

YRF v. X 
Website 

2023 Streaming 
piracy 

Temporary 
blocking order 
granted 

Reliance on temporary 
rather than sustained 
relief 

The 2011 Delhi High Court case Super Cassettes v. My Space did not set a binding precedent 

for holding intermediaries accountable for repeated infringement. The court said that digital 

intermediaries might be held accountable in certain situations. There isn't a clear legal way to 

penalize people who break the law more than once, therefore this case is important but not very 

broad. In the 2020 case T-Series v. Telegram, the court told several Telegram channels to stop 

sending encrypted files. But the enforcement mechanism wasn't good enough because there 

wasn't a good way to make sure that people kept following the rules or to keep repeat offenders 

from coming back. In the matter of YRF v. X Website (2023), a temporary banning order was 

issued to stop streaming infringement. Sadly, there was no way to monitor or remove things 

digitally for a long time, so this relief didn't last long. Judges use ad hoc remedies like site 

blocking and takedown orders because there isn't a single legal framework that can deal with 

the speed and scale of digital infringement. 
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Figure 3: Trend in Digital IPR Cases Filed in Indian Courts (2010–2024) 

The graph shows that the number of digital intellectual property rights claims filed in India 

rose quickly and steadily from 2010 to 2024. The rise in occurrences is probably due to the rise 

of smartphones, better internet connections, and platforms where users can make their own 

content after 2015. Encrypted file-sharing apps, streaming piracy sites, and the increased 

misuse of AI-generated content have all led to the biggest rise since 2020. The courts are seeing 

more and more cases like these, which shows how important it is to have a digital-first 

enforcement system that can offer quick, scalable, and relevant remedies in many places. The 

fact that there are more and more cases does not mean that Indian courts don't have to follow 

certain rules: 

• Inefficient, manual enforcement and follow-up mechanisms. 

• Lack of technological integration such as automated tracking and smart contract-based 

compliance monitoring. 

To ensure effective digital IPR enforcement, judicial interventions must be supported by 

updated statutory provisions, international cooperation protocols, and real-time 

enforcement technologies. 

5.5 Stakeholder Perspectives 

The effectiveness and credibility of intellectual property rights (IPR) enforcement in the digital 
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age depend significantly on the trust and cooperation of key stakeholders. Stakeholder 

interviews and sectoral reports reveal substantial divergence in perspectives between content 

creators, digital platforms, consumers, and enforcement agencies regarding the adequacy of the 

current enforcement system. Each group exhibits distinct priorities and challenges, which must 

be addressed to construct a resilient and technologically adaptive enforcement ecosystem. 

Table 7: Summary of Stakeholder Concerns 

Stakeholder 
Group 

Primary Concern Enforcement Expectation 

Content Creators Revenue loss due to 
rampant digital piracy 

Faster takedown procedures and 
transparent compensation systems 

Online Platforms Regulatory ambiguity and 
liability exposure 

Clear intermediary liability standards and 
robust safe harbour protections 

Consumers Lack of awareness about 
digital piracy risks 

Comprehensive digital literacy and anti-
piracy education campaigns 

Enforcement 
Agencies 

Cross-jurisdictional 
enforcement challenges 

Access to advanced tools for tracking 
encrypted and decentralized content 

Key Findings from Stakeholder Interviews: 

• Content creators consistently report significant revenue erosion due to unauthorized 

distribution on torrenting platforms and streaming piracy websites. They seek expedited 

takedown mechanisms and a structured compensation framework supported by 

platform accountability. 

• Online platforms express concern over vague liability standards under India’s current 

intermediary guidelines. They demand statutory clarity, especially regarding 

obligations related to repeat infringers and the boundaries of safe harbour protections. 

• Consumers largely demonstrate limited awareness regarding digital piracy’s legal 

implications and ethical concerns. There is a growing consensus on the need for public 

education campaigns to inform users about the impact of piracy on the creative 

economy. 

• Enforcement agencies face acute difficulties in tracking digital infringement across 

encrypted networks and decentralized file-sharing ecosystems. They require AI-
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assisted tracking mechanisms and cross-border cooperation to overcome jurisdictional 

fragmentation. 

 

Figure 4: Stakeholder Trust in Current Enforcement System 

The figure presents stakeholder trust levels in the current digital IPR enforcement system based 

on the qualitative survey. The numbers show that 60% of stakeholders don't trust the current 

enforcement mechanism. Some of the reasons for this include that it has an old design, doesn't 

cover everything, and can't take advantage of new technology. 

Key Themes Emerging from Stakeholder Feedback: 

• Demand for Technological Modernization: Everyone agrees that we need to replace 

manual enforcement with technical frameworks, especially those that use blockchain 

registries and AI-based detection. 

• Urgency for Legal Reform: Everyone agrees that there needs to be a big overhaul of 

the legal system that would make rules about who is responsible, make things easier to 

understand, and provide police clear rules for working across borders. 

• Educational Deficit: People still don't know enough about the risks of digital piracy 

and what happens when they break someone else's rights. That makes it hard to keep 

those privileges. 
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India needs to work with other countries, make its laws clearer, and quickly embrace new 

technologies to make its enforcement system stronger because content creators, platforms, and 

users don't trust it. 

6. Conclusion 

Digital technology has made it much harder to protect IPR. It has made sharing materials easier, 

but it has also made it harder to follow the rules and use the right tools. This study backs up 

what other studies have found: India's current laws, government institutions, and enforcement 

methods are not enough to deal with the many issues that come up with digital infringement. 

Traditional enforcement methods can't keep up with decentralized platforms, encrypted P2P 

networks, AI-generated content, and global pirate ecosystems. The Copyright Act of 1957 and 

the Information Technology Act of 2000 do not do a good job of protecting IPR when it comes 

to digital specificity, procedural efficiency, and technical integration. 

The US, China, and the EU have all made big steps forward when it comes to blockchain-based 

licensing systems, AI-assisted enforcement mechanisms, and severe rules on intermediary 

liability. India's enforcement system is out of date, broken up, and primarily dependent on 

people to do their jobs. Stakeholder study shows that both content providers and law 

enforcement organizations are losing faith in the current system of enforcement. Everyone 

agrees that we need tech-enabled enforcement tools that can protect digital rights in real time. 

India needs to come up with a full plan to modernize its enforcement system to protect creative 

property and keep the digital economy open. As part of this plan, you should: 

• Comprehensive statutory reforms that address blockchain, smart contracts, AI-

generated content, and intermediary liability. 

• Institutional strengthening to build the technological capacity of enforcement agencies. 

• Cross-border regulatory cooperation to overcome jurisdictional fragmentation. 

• Consumer education initiatives to raise awareness about the risks and legal implications 

of digital piracy. 

India’s IPR enforcement paradigm must evolve from a reactive, manual system to a 

proactive, technology-driven ecosystem that can sustainably protect intellectual property 
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rights in the digital age. 

7. Future Scope 

It will be important to see how well future technology advances, global cooperation, and new 

laws can protect digital IPR. Blockchain, artificial intelligence, IoT, and cloud computing will 

all change many parts of law enforcement in big ways. 

7.1 Blockchain-Based Enforcement 

Blockchain technology gives us safe, decentralized, and unchangeable records for keeping 

track of digital rights.    It can be used to make ownership chains that can be checked, licence 

records that are clear, and transaction histories that can't be changed.    Smart contracts will 

eventually let owners of intellectual property automate licensing agreements and royalty 

payments, getting rid of middlemen. As more businesses embrace blockchain-based IP 

management solutions, the enforcement process will become more simplified, effective, and 

easy to track around the world. 

7.2 Artificial Intelligence-Enabled Monitoring 

AI-powered technologies could make it much easier to enforce digital copyrights.    Machine 

learning algorithms can figure out changed, encrypted, or otherwise hidden content on 

decentralized networks. In the not-too-distant future, AI systems may be able to find violations, 

let the right people know, and start takedown operations with little help from people. This kind 

of automation would make it easier to follow intellectual property rights rules and speed up 

their enforcement. 

7.3 Integration with Cloud and IoT Ecosystems 

Digital rights management is changing because of the rise of cloud computing and the Internet 

of Things.    As smart speakers, wearables, and connected devices become more common, 

digital rights management software will need to change to be able to manage rights in real time 

across all of these platforms. In IoT ecosystems, digital assets are always being accessed and 

shared in real time. Because of this, future enforcement solutions need to take into account the 

special problems that come with controlling content distribution in these settings. 
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7.4 Need for International Harmonization 

To protect digital intellectual property rights, countries need to work together a lot.    WTO and 

WIPO are two examples of groups that are working hard to make copyright standards the same 

all around the world. With internationally integrated frameworks, it would be easier to follow 

the rules and enforcement would be less fragmented. This would lead to a more consistent 

system of digital rights around the world. 

7.5 Collaborative Enforcement Ecosystem 

For future enforcement attempts to work, digital content creators, tech corporations, 

lawmakers, and the courts must all work together. To safeguard digital IP well, diverse groups 

need to be able to develop adaptive enforcement technologies, facilitate transparent and 

accessible licensing systems, and establish globally interoperable legal standards. Ultimately, 

the future of digital IPR protection demands not only technological advancement but also 

legal reforms, international alignment, and stakeholder synergy.  

 


