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ABSTRACT 

In this article, an analysis is made about the recent workings and misuse of 

§67 of the Information Technology Act. Various sections and portions of the 

act is discussed to conclude whether or not it is becoming the new §66A and 

to prevent its misuse. The article is divided into four parts; firstly the 

introduction presents a view of how the notorious §66A was declared 

unconstitutional and presents the problem we currently face with §67; 

secondly the next part paints a picture of the history of the section, ambiguity 

of the word ‘obscene’ and a close comparison with similar statutes; thirdly 

the article states the limitations of the §and how it’s sheer ambiguous nature 

affects arrests, and finally the conclusion deals with the ways the §can be 

reformed to avoid misuse. 
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I. INTRODUCTION 

From the year 2000 India has witnessed a steady increase in the number of cases regarding 

revenge porn and non-consensual porn in India. In light of this, a number of sections have been 

added to the Information Technology Act (hereinafter referred to as ‘IT Act’). §67 of the act 

prohibits transformation of obscene material in any form.  

In 2015, when §66A of the IT Act was struck down as unconstitutional1, cases booked under 

§67 saw a steep rise. With a rise in its application the act has also been misused, especially in 

the hands of law-enforcement authorities. When §66A of the IT act was struck down for being 

unconstitutional, applicability of §67 took a blow. The section offers ambiguous terms such as 

‘lascivious’ and simultaneously do not cover aspects of consent – rendering the section prone 

to misapplication. §66A’s ‘impermissibly vague’ interpretation of the term “obscenity” further 

lead to unrelated cases being booked under it. 

II. THE LAW 

Understanding the application and history of Section 67 

Succinctly, §67 precludes the distribution of data that may be construed as obscene via 

electronic media. The offense takes place when an individual distributes or causes to be 

distributed in its electronic form; any material which is 'lascivious' or appeals to the 'prurient 

interest'; or if its impact is to debase or degenerate people who may read, see or hear those 

materials; and are revolting publications in electronic form. This section imposes punishment 

on first-time offenders with detainment for a period extendible up to 3 years and fine up to Rs. 

5 Lakh; while it imposes detainment extendible up to 5 years and fine up to Rs. 10 Lakhs, on 

second-time offenders2.  

The mere browsing or possessing obscene material in private does not however constitute an 

offence. The offences’ existence is contingent on the publication of the obscene material, §67 

doesn’t cover pornographic websites or magazines produced using any electronic medium. 

While, the section may not be concerned with the person to whom the transmission was 

addressed to, the mere act of transmission is sufficient for recognizing it as an offence in the 

 
1 Shreya Singhal v. Union of India, (2013) 12 SCC 73 
2 Section 67, Information Technology Act, 2000 
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presence of the ingredients prescribed in §673.  

This section is fundamentally the same as §292 of The Indian Penal Code (hereinafter referred 

to as the ‘IPC), which constrains the selling, publishing, importing or advertising of obscene 

materials in the form of books, pamphlets, magazines, among others4.  Whereas exceptions for 

scientific, literary, artistic or religious purposes are permitted under IPC §292, there are no 

restrictions under §67 of the IT Act. Punishment is stringent under §67 as compared to §292 

and at the same time offences under §67 are also classed as a cognizable and non-bailable 

offence. 

This section recorded its first conviction in the Suhas Katti5 case, in 2004, where the defendant 

was accused of posting obscene and derogatory messages against the plaintiff, who was a 

divorced woman. §67 gained importance when the bench ruled in favour of the plaintiff and 

had the defendant sentenced to 2 years in prison. The accused was convicted within 7 months 

from filing of the First-person Information Report (hereinafter ‘FIR’)6.  The impact of the case 

was immediate.  In the backdrop of the case, Internet usage was on the rise in India and laws 

for it were practically stringent. Nonetheless, the IT Act and its application, like in this case, 

assisted both the courts and the public by setting a benchmark for the courts and encouraged 

individuals to register complaints related to obscenity and harassment via electronic means. 

Subsequently, §67 encountered controversy when it was used by the government to administer 

a partial ban on pornography in India with activists scrutinizing the obscure meaning of 

"lascivious" in the section that could be utilized to abridge any explicitly sexual material. The 

case, likewise, highlighted the duties of an intermediary like the operator of a Cyber Cafe in 

keeping a visitor's register and its significance as evidence. 

Analogous Laws 

The issue of attaching exhaustive definitions to obscene crimes has been likewise faced by 

numerous other countries such as England and the United States of America (hereinafter 

referred to as the ‘US’). 

 
3 Id. 
4 §292, Indian Penal Code 
5 Suhas Katti v. State of Tamil Nadu [2004] CC No 4860 
6 Sejal Makkad (2019). First complaint against cybercrime: Review of State of Tamil Nadu v. Suhas Katti, 

LexForti Legal News Network 
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After its first case of cyber pornography in 19977, the United Kingdom Court of Appeals 

referred to the Obscene Publications Act, 1959 and the Criminal Justice and Public Order Act, 

1994 to address whether graphical files stored in a computer fell under the definition of 

‘photograph’ and whether the hard disk in question could be considered an ‘article’ for the 

purpose of the Acts. Similarly, in the United States problems have stemmed from the aspect 

that most forms of pornography are legally considered ‘indecent’ rather than ‘obscene’. The 

difference is crucial because Americans have the First Amendment right to attain indecent 

material but the same isn’t applicable towards obscene material. However, it was held by the 

US Supreme Court in Ginsberg v. New York8 that irrespective of the aforementioned right, 

children need to be shielded from accessing ‘indecent materials. In Miller v. California9, the 

US Supreme Court set up a three-part test to clarify the definition or ‘pornography’ and 

‘obscenity’. The test established that for a material to be considered obscene; an average person 

had to find, after applying contemporary community standards, the material- appealing to 

prurient interests, perverted or offensive and as a whole lacking serious literary, artistic, 

political or scientific value10.  

Across the pond, there are similarities between the draft Convention, 2000, of the European 

Council to combat cybercrime and §67 of the IT Act11. Chapter II of the Convention prescribed 

that measures were to be taken at the national level to battle cyber pornography. Title 3 of the 

Convention manages content related offenses of which Article 9 restricts offenses related to 

cyber and child pornography.  

However, §67 of the IT Act is limited as it only recognizes uploading or distribution of 

pornographic material as an offence. Whereas, UK laws and USA laws all consider even the 

possession of pornographic material in electronic devices as an offence.  

Defining ‘obscenity’ 

Undoubtedly, there is a need to establish an almost exhaustive definition of what falls under 

 
7 R v. Fellows [1997]2 All ER 548 
8 Ginsberg v. New York [1968] 390 U.S. 629  
9 Miller v. California [1973] 413 U.S. 15 
10 The Miller test, also called the three-prong obscenity test, is the United States Supreme Court's test for 

determining whether speech or expression can be labelled obscene, in which case it is not protected by the First 

Amendment to the United States Constitution and can be prohibited. 
11 The Convention on Cybercrime, also known as the Budapest Convention on Cybercrime or the Budapest 

Convention, is the first international treaty seeking to address Internet and computer crime by harmonizing 

national laws, improving investigative techniques, and increasing cooperation among nations 

https://www.ijllr.com/
https://www.ijllr.com/volume-iii-issue-i


Indian Journal of Law and Legal Research                                                                 Volume III Issue I | ISSN: 2582-8878 

                   

 

5 
 
 

the umbrella of ‘obscene’. Predominantly, Indian courts have adopted the standards laid out in 

the Hicklin test as the test for obscenity12.   In Regina v. Hicklin13, it was ruled by the court that 

a material will be considered obscene if it tends to corrupt or deprave the minds of those into 

whose hands the material may fall and those who are open to immoral influences. Or as Lord 

Cokburn defined it -, “an obscene material would suggest impure thoughts into the minds of 

children of either sex as well as persons of more advanced years. As the English case dates 

back to 1886, it could be argued that such an out-dated definition isn't applicable to a dynamic 

society. The US also followed the Hicklin test of obscenity before considering alternatives in 

the cases of Roth v. United States14 and Miller v. California. Roth v. United States defined 

‘obscenity’ more strictly into a “material which, appears to, appeal to the prurient interests to 

any reasonable man applying contemporary community standards”. But, akin to the Hicklin 

test, the standards of obscenity established by Roth v. United States were constricting. This was 

mainly due to the dominating factor of subjectivity in determining the notion of a reasonable 

man of that society15. Keeping these shortcomings in mind, the Supreme Court of America 

later dropped the Hicklin test and developed the 3-prong test in the Miller case16. 

Closer to home, the Supreme Court of India in the case of Ranjit Udeshi v. State of 

Maharashtra17 declared D. H. Lawrence’s novel Lady Chatterley’s Lover as obscene as it held 

the tendency to corrupt, by immoral influences, the minds of anyone who was likely to come 

across it. The Apex Court was of the opinion that the definition of obscenity could never be 

vague as the meaning is well understood by every person even if they differ in attitudes or 

culture. The Supreme Court, thus, characterised ‘obscenity’ into a number of categories- 

material corrupting the minds of anyone vulnerable to such immoral influences, material 

suggesting libidinous and impure thoughts, hard-core pornography, material having abundant 

tendency to arouse lustful desires, material surpassing permitted limits conceded by community 

standards.   

The Court stated that the obscene material needed to be separated from the entire material. In 

order to determine its effect in corrupting the minds of vulnerable individuals and whether the 

 
12 The Hicklin test is a legal test for obscenity established by the English case Regina v. Hicklin. At issue was 

the statutory interpretation of the word "obscene" in the Obscene Publications Act 1857, which authorized the 

destruction of obscene books. 
13 Regina v. Hicklin [1868] 3 QB 360 
14 Roth v. United States [1957] 354 US 476 
15 Miller v. California [1973] 413 U.S. 15 
16 Supra Note 9 
17 Ranjit v. Udeshi [1966] ISCR 65 SC 
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obscene material was as intense in its impropriety as a standalone. Later, the Supreme Court 

modified its test of obscenity in Chandrakant Kalyandas Kakodar v. State of Maharashtra18 

by stating that it is the responsibility of the court to examine the obscene material by taking 

into account an overall view of the complete material and to determine its impact on the social 

morality of a contemporary society. Thus, a material may appear obscene by itself, but not so 

after taking into account, an analysis of the entire material in question. 

Owing to its history of ambiguity and inconsistency in the definition of ‘obscenity’, §67 of the 

IT Act has been facing frequent wrongful inference of the section. 

III. LIMITATIONS 

The intense absence of legal clarity on the §has prompted a defective and inconsistent 

application of §67. The causes for such blatant misuse can be attributed to these limitations of 

the section.  

Lack of weightage given to consent  

§67 has no mention of consent amongst the ingredients an offence under this section. There is 

a need for the law to recognize the difference between sexual images violating the consent of 

the receiver and sexual images received voluntarily. §67 classifies both of these under the 

umbrella of lascivious material. 

Receiving and sending of sexual images can be categorised into three parts for the purpose of 

determining the role of consent- recorded with consent but published without consent, recorded 

and published without consent and rape videos. 

Presence or an absence of consent should hold an important position amongst the ingredients 

of §67 as it ultimately determines the government’s role in curbing private consensual activities 

of people. 

A man distributing pornographic videos of his estranged girlfriend to 100 people via 

WhatsApp, a video of a woman giving birth captured and distributed by three doctors, and the 

rape of a 25-year-old man circulated on social media, were all instances booked under §67. 

However, the element of consent is different in all three cases as the first one was filmed with 

 
18 Chandrakant Kalyandas Kakodar v. State of Maharashtra [1969] SCC (2) 687 
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consent but distributed without, the second one was filmed and distributed without consent and 

the third case was a rape where a three-fold consent violation was committed- filming, 

distributing and the rape itself.   

Therefore §67 is criminalising all acts depicting ‘obscene’ activities regardless of the 

involvement of consent. Wrongful booking of cases under §67 also leads to lasting precedent 

criminalising the very portrayal of human body, misguides the determining of the actual crime 

and adversely effects actual ‘obscene’ content. 

Booking of the childbirth case under §67 presents the question of whether childbirth falls under 

the category of ‘obscene’ or if it was the mere presence of a vagina which categorises the video 

as ‘obscene’. Similarly, when the man was arrested under §67 for publishing his ex-girlfriends’ 

videos, it shifted the perspective from the actual crime of publication of the video to the 

misconstrued crime of making the video. 

Exploitation for criminalisation of Speech 

Between 2015 to 2017 India has witnessed a huge rise in the curbing of freedom of speech 

under §67. The section has been used to political speech in the form of tweets, Facebook posts, 

private chats among others. An activist was arrested for hurting the religious sentiments, head 

of a Muslim political party arrested on suspicions of waging war against India and promoting 

communal riots, Muslim journalists arrested for criticising sadhus, journalists for writing about 

the police, are all arrests that have been made under Section 67 with a wrongful application of 

the section. A man was arrested for making defamatory comments against a Chief Minister 

under §67 in spite of the crime’s defamatory nature rather than of any obscene nature. 

This is in part because there is no §dealing with online defamation in the IT Act, hence most 

cases of defamation find themselves being registered as cases of ‘obscenity’. Further, the 

ambiguous definition of the term also leaves enough room for defamation cases to be inferred 

as ‘obscene’. After §66A was struck down for curbing freedom of speech, the IT Act was left 

with no provisions to deal with ‘objectionable speech’. Upon comparison, one is left wondering 

whether with the removal of §66A, §67 is being used as a substitute and ‘objectionable speech’ 

has transformed into ‘obscene speech’. 

Being used to censor artistic content 
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The IT Amendment Act, 2008 by the insertion of §67B, inserts a class of exceptions to the 

general prohibition under §67. The provisions to §67B state that, the provisions of §67 will not 

extend to, any book, pamphlet, paper, writing, drawing, painting representation or figure in 

electronic form, if its publication proved can be justified as being for the public good on the 

ground that such book, pamphlet, paper, writing, drawing, painting representation or figure is 

in the interest of science, literature, art or learning or other objects of general concern; or kept 

or used for bona fide heritage or religious purposes. 

Regardless of the restrictions imposed on the application of §67 it has been used time and again 

to censor artistic content. Tanmay Bhat, member of a comedic team, faced a massive series of 

backlash for posting a satirical Snapchat video depicting a distasteful conversation between 

Sachin Tendulkar and Lata Mangeshkar19, and was charged under §67. Although made in poor 

intent, the contents of the video didn’t qualify as ‘obscene’. 

IV. CONCLUSION 

Taking into account the gigantic room for ambiguous application and misuse, the Government 

decided to declare §66A of the IT Act unconstitutional. Now the same misuse shifted to §67. 

From the above examples, a clear interpretation can be made of the various ways; cases are 

already being booked under this Act. To prevent further misuse, the definitions under the 

purview of the act has to be redefined to avoid loopholes and the cases being booked has to be 

limited and constricted according to suitable and closer applications. 

 

 
19 Scroll (2016). MNS files FIR after AIB’s Tanmay Bhat mocks Sachin Tendulkar, Lata Mangeshkar in a video 
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