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ABSTRACT

The rapid advancement of technology and the expansion of digital
infrastructure have transformed various sectors, including communication,
governance, healthcare, and business. While technological developments
have created numerous opportunities, they have also raised serious concerns
regarding the protection of human rights, particularly the right to privacy.
The increasing use of surveillance technologies, data collection mechanisms,
and artificial intelligence has created challenges for individual freedoms and
personal autonomy. This study examines the relationship between
technology and human rights and analyses how technological developments
influence the existing human rights framework.

The study focuses on surveillance as a major issue affecting human rights
and discusses the impact of both mass and targeted surveillance on privacy,
freedom of expression, and personal liberty. It further examines the growing
role of private corporations in collecting and processing personal data, along
with concerns relating to surveillance capitalism and accountability.
Additionally, the study analyses the implications of artificial intelligence,
facial recognition systems, internet freedom, and emerging technologies on
individual rights. It concludes that although technology contributes
significantly to development, effective legal safeguards and a balanced
rights-based approach are necessary to ensure that technological progress
does not undermine human dignity and fundamental freedoms.
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INTRODUCTION

The expeditious growth in the technology leading to the establishment of the digital world
has came up with greater impact on the section of the Human Rights along with major
alterations made to it. the digital world running on the sphere of great technology has shown
great benefits for the sectors such as businesses sector, startup sector, healthcare sector, and
even the government sector of the countries. this has also created novel threats to fundamental
freedoms. the combination of technology and the human rights is a central challenge in this
twentieth century for states, international organisations, and civil society alike and is not at

all only limited to the concern of the legal scholars and activists.

A broader research framework of this study, explains and constitutes that privacy is core of
the human rights and builds the basis of this modern world fundamental rights that a citizen
must be entitled with in order to protect the personal data of the individuals. the present article
particularly explains a detailed analytical examination of how technology, particularly
through mechanisms of mass surveillance, data collection, artificial intelligence, and digital
infrastructure,! interacts with and reshapes the human rights framework. a deep analytic
research has been shown in this article regarding the relationship between the technological
progress and the preservation of rights that have been recognised as inalienable in

international law.

The present article is in the view to explain firstly, how the modern times technology fits
within the ambit of the human rights along with it the aim is to showcase how the
contemporary technology infringes and erodes the fundamental rights of the individuals. The
global story of the combination has been shown further in the article as to how the framework
has been established internationally as well as domestically to tackle these challenges, and
critically evaluates their adequacy. Greater focus has been made on the implementation,
organisation and the judicial developments that has been taken place in order to govern the
correlation between technology and the human rights. the conclusion of the article shows how
the existing framework have to adequately resolve the issues and emerging tensions due to

the above stated problems.?

! United Nations High Commissioner for Human Rights, The Right to Privacy in the Digital Age, U.N. Doc.
A/HRC/39/29 (2018)
2 Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 Harv. L. Rev. 193 (1890)
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TECHNOLOGY AND THE HUMAN RIGHTS DISCOURSE

The universal declaration of Human Rights (UDHR) of 1948 articulated the human rights in
the era which was purely due to the consequences of World War II and provided strength to
the people by providing the protection of their dignity from the state overreach. The rights
articulated in there was, to life, liberty, expression and association were formulated with a
predominantly physical, territorial paradigm in mind. The people who have originally drafted
the Human rights were not at all aware of these modern times issues that can be faced by the
individuals in regards to the right to privacy. Back then, the drafters could not foresee that

the breach of one’s personal data could be done in such ways.?

The association of human rights and technology has taken place due to vast number of factors
in this digital modernised world. In the first place, the human rights in the digital world has
been operated by the technology that enables freedom of expression, rights such as ‘Right to
Know’, economic or financial participation and social organisations which was unimaginable
in the previous times. Numerous global movements, majorly the Arab Spring, examined and
showed how advanced technology can empower citizens in any nation to challenge dictatorial

authorities and demand accountability from them.

Secondly, which is more problematic than the first one mentioned above, technology also
acts as the boon for the individuals and operates as the vector for the violation of the human
rights. It also enable the authorities to conduct surveillance, manipulate the information,
destroys the information available on the digital platforms on which the individuals have right
to access, restrict them the use of the internet in the name of the national security and build a

system of social control unparalleled to the reach of the people arbitrarily.

The issue of technology’s dual nature in the light of the human rights discourse has always
been recognised by the United Nations and the steps has been taken in order to tackle the
issue and harness a well balanced approached between the pros and cons of the technology
in the present times with context to the Human Rights. In the resolution 20/8 of 2012 of the
Human Rights Council, it was explicitly stated that all the rights which has been exercised
by the citizens in the offline world, are entitled to be enjoyed the same rights in the online

world as well by them. The growing of the institutional acknowledgment that technology

3 Universal Declaration of Human Rights, 1948, Arts. 3, 12, 19 and 20.
Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 Harv. L. Rev. 193 (1890).
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cannot be treated as merely a neutral tool but must be subjected to rigorous rights-based
scrutiny has been reflected by the appointment of Special Rapporteurs on freedom of

expression and privacy with specific mandatory features for the digital world.*

The struggle with the structural challenge that has to be faced by the international human
Rights law is so real. In this context, it is pertinent to mention that the human rights were
majorly formed to regulate the conduct of the governmental authorities and to prevent them
to misuse their powers against the citizens. In the present times, private companies have
become extremely powerful with the advancement of the technology as they collect huge
amounts of personal data of the users, analyse the same and may misuse it for their own gains
which is purely the violation of the human rights, that is right to privacy. The private
companies mentioned above have the user’s personal data in huge extend that they sometimes

becomes greater than the governmental authorities and can act arbitrarily.

The UN Guiding Principles on the business and human rights which was adopted in 2011
were majorly formed to held, not only the governmental authorities, but also these businesses
and private companies liable in case of the breach of the privacy rights of any of the users
and also, made it responsible for protecting the same. The major issue with these guidelines
was the absence of legally binding nature upon the organisations. The organisations are not
bind to follow the guidelines and connect be forced to do the same as the guidelines suggests.
Another major issue pertains to the enforcement of these guidelines globally which is an
impossible task with the absence of it legally binding nature, and most importantly making it
consistent with existing legislatives of different countries that may contradict these

guidelines.
HUMAN RIGHTS ISSUE: IN CONTEXT TO THE SURVEILLANCE

Surveillance, in layman's terms, basically means to keep a systematic watch on individuals
or the population but the deeper meaning of the term is not as simple as it seems with the
context to the violation of Human Rights. It is one of the most consequential cross section of
the technology and the human rights. The modern day surveillance has become automatic
and widespread, which has been made easier to do so which can eventually, turn into the data

breaches and violation of the personal human rights. The technology acts as the boon, as in

4 Human Rights Council Resolution 20/8, The Promotion, Protection and Enjoyment of Human Rights on the
Internet, U.N. Doc. A/HRC/RES/20/8 (2012).
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the conventional time period, surveillance over the individuals was quite a task due to lack
of structural technological infrastructure and was only limited to the specific individuals on

target by the authorities for any reasons may including the national security interest.’

The consequences of this shift has acted as the major threat on the human rights. Continuous
surveillance on an individual itself sounds creepy as to how much personal information can
be breached during this process. This can also result in the non participation of the individuals
in expressing their opinions or associating with others, due to the fear of being watched. As
to conclude, the surveillance in nowadays is not a tool used by the authorities in the favour
of the security but is actually used by any of the organisations to breach the privacy of the

individuals which is dangerous for the rights of the population.®
Mass Surveillance and Its Rights Implications

In the study and research work curated by Edward Snowden in 2013, who is an Intelligence
Analyst in former United States National Security Agency, it was revealed that the United
States National Security Agency (NSA) and and the United Kingdom's Government
Communications Headquarters (GCHQ) were running the secret mass surveil lancing
programmes over the the individuals. The programmes including PRISM, XKeyscore, and
TEMPORA were involved in collecting the personal data of the individuals that could include
internet usages, banking details, browser histories and the list is in exhaustive. It is essential
to mention here that the data which has been talked about here, was collected of the
individuals who were the common people and someone who was the criminal or the suspects.
The most dangerous part of these data breaches was that the surveillance and the data
collection which was being done, was approved under the unrevealed laws and regulations
about which the population are not aware of. This created serious concern about the violation

of the human rights and a threat to the privacy of the People.’

The activity of the mass surveillance curated by the government in order to keep track of the
population involves direct interference with the right to privacy of the individuals. The Article
17 of the International Covenant on Civil and Political Rights (ICCPR) is another crucial

guideline that guarantees the right to privacy as the human right. Every individual has right

5 David Lyon, Surveillance Studies: An Overview (Polity Press, 2007)

¢ International Covenant on Civil and Political Rights, 1966, Arts. 17 and 19

7 Glenn Greenwald, No Place to Hide: Edward Snowden, the NSA and the U.S. Surveillance State (Metropolitan
Books, 2014)
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to keep its life personal and the authorities cannot arbitrarily interfere with the rights of the
individuals without any reason and unfairly. The General Comment No. 16 f the Human
Rights committee has defined that the right to privacy shall neither be unlawful nor the
arbitrary in nature. It is also been explained that such surveillance must be in consistent with
the human rights and the involved individuals must be made clear as to this monitoring will

be conducted.?

The major consequences of such surveillances is its inconsistency with the laws and
regulations dealing with the human rights. The bulk surveillances often results in allowing
the authorities to exercise arbitrary powers as their is very less or zero intervention of the
courts and the lack of proper legislatives dealing with such consequences. In short, these
surveillances are often considered to be the violation of the human rights in context to the
privacy breaches as it lacks the legal intervention resulting in arbitrary action of the

authorities.’

Other than right to privacy, the mass surveillance also leads to the behavioural changes of the
humans as they act differently when they have fear of being watched at the random times, the
behavioural change is known as the chilling effect.!® The effect has direct impact on the right
to freedom of expression. The individuals who file they have been watched out every time,
they tend to opt out from expressing the views and opinions of themselves in front of the
people. This exercise has mostly taken place in nations where there are dictatorial government
authorities. It eliminates them in participation in the protests against the governments,
political discussions and they may gave away their right to freedom of expression in most
cases. Even if the authorities neglects to take any actions against such individuals involved
in political discussions against the authorities in power, the fear of being surveillance is
enough to violate their right and destroy such freedoms for them. The European Courts of
human Rights has also emphasised on such fear and held that these surveillances has led to

the destruction of the freedom of expression of the individuals.
Targeted Surveillance and Accountability Deficits

The concept of mass surveillance technically deals with the scenario when the authorities

8 International Covenant on Civil and Political Rights, 1966, Art. 17

® Human Rights Committee, General Comment No.16: The Right to Respect of Privacy, Family, Home and
Correspondence(1988)

10 Roman Zakharov v. Russia, App. No. 47143/06, Eur. Ct. H.R. (2015)

Page: 3504



Indian Journal of Law and Legal Research Volume VIII Issue III | ISSN: 2582-8878

keep a track on the large numbers of groups while the targeted surveillance simply means to
keep a watch on an individual specifically being targeted by the governmental authorities.
The specific individuals may includes the journalists, activists or political opponents. The
targeted surveillance is equally dangerous as the other kinds of surveillances which have been
made on the humans. The major issue under targeted surveillance is the misuse of personal
data by the surveillant in cases where criticism of the government has been made by such an

individual. The act of targeted surveillance is totally against the Rule of Law.

A real life example of this scenarios is the Pegasus spyware, which has been made by the
NSO group. The mentioned software is capable of accessing the personal data of the users
including reading messages, listening to calls, even turning on the camera or microphone,
and what not. The software is said to be used for the security purposes by the authorities but
studies have revealed that the motive behind this software is not only security, but to spy on
the individuals who can go against the government in any format such as the journalists,

activists and the opponent political population.!!

The Pegasus software is a extraordinary software that is capable of extracting the personal
data of the target’s digital devices, without the consent of the individual. The details regarding
such misuse of the software has been revealed by the investigation which has been led by the
Amnesty International and Forbidden Stories. A technical expert committee has been
established by the Supreme Court of India, in Manohar Lal Sharma v. Union of India, 2022
SCC OnLine SC 1085. The technical expert committee is responsible to examine the use off
the mentioned software by the Indian Government to spy on the citizens of India in any
reasonable circumstances. The report prepared by the committee was not fully made available
to the public, but it definitely revealed the lack of statutory framework that is being required

by the nation in order to protect the citizens of the country against their privacy breaches.!?

The issue of accountability in the targeted surveillance reflects another greater structural
shortcoming which pertains to the rapid growth of technology in the sector of the surveillance
but the lack of legislative framework to regulate the same is responsible for creating such a
threat to the human rights of the targeted individuals. These tools are resulting in empowering

the governmental authorities to some different extend which clearly defeats the purpose of

! Pegasus Project Investigation, Amnesty International and Forbidden Stories (2021)
12 Manohar Lal Sharma v. Union of India, 2022 SCC OnLine SC 1085.
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the protection of Human Rights which has been talked about over and over.

Another key issue is the National Security. The authorities, in most of the cases justifies the
act of surveillance under the ambit of National Security but the reason mentioned cannot be
always taken into consideration, for which the major reason is lack of statutes and governing
judicial precedents. Because of these issues, the intelligence and enforcement agencies are
able to operate to in very minimised scrutiny and are will not be held liable even in the

circumstances where the surveillance is unreasonable and is being misused.
Surveillance Capitalism and the Corporate Dimension

Scholar Shoshana Zuboff, in his analysis explained and elaborated the concept of surveillance
capitalism, through which he aimed to disclose how the private companies make money from
the personal data of the users.!® The companies such as Google, Facebook, etc, collects, store
and process the personal data of the users such as browsing history, behaviour of the users
and the list is exhaustive. This data collected by the companies are termed as the raw materials
or the resource. The Data has been analysed by them and the specific patterns followed by
the users has been figured out. Subsequently, the future behaviour of the users has been
predicted such as the shopping preferences, etc. these predictions are being sold to the
companies involved in the business of marketing or the advertising or the other businesses

who may have been in the business of selling your preferred products.

The key idea behind the above explained analysis is to boost the businesses through your
preferences and the behaviour of the users in various search engines or the social medial
platforms such as Facebook, Instagram, etc. Earlier, the concept of the surveillance was used
by the government authorities only but now the tool is being used for promoting the

businesses without the consent of the Data Principal.

ARTIFICIAL INTELLIGENCE, AUTOMATED DECISIONMAKING, AND HUMAN
RIGHTS

Artificial intelligence (Al) is one of the most powerful took in the contemporary era of the
technological advancement. The application and usage of Al for the human rights are both

substantial and developing in nature. Al is now being used in various sectors which can surely

13 Shoshana Zuboff, The Age of Surveillance Capitalism (PublicAffairs, 2019)
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impact the everyday lives of the individuals such as in the health care sector, banking and
financials, jobs and hirings and what not. The major issue is not the usage of Alj it is that
these software mostly work on systems like black boxes, which means that the user is not

able to figure out how the decisions have been made by the platform.!4!3

The lack of accountability, privacy threats and low level of transparency are the another issues

with the use of such platforms while working on something crucial.
Automated Decision-Making and Due Process

It is definitely a great challenge when the usage of Artificial Intelligence is increased to such
an extent that it has been used to make high stake decisions of people’s life. When such
decisions has been taken by any of the authorities that can literally affect the basis of an
individual life, it creates a huge dent on the human rights of the population. The citizens of
any nation has right to know and challenge such decisions which has been taken by these
opaque algorithmic processes.! Consequent to such high stake decision been taken with
influence of such softwares, the individuals get deprived their accuracy or fairness,
discriminatory factor, a valid reason for their decisions, etc. the mechanism goes purely

against the principle of transparency, accountability and contestability.!”
Facial Recognition and Biometric Surveillance

The most controversial and the contested software of the Artificial Intelligence is the Facial
recognition technology (FRT) in the public domain. The entire use of the facial recognition
technology revolves around scanning of the faces so that it can be matched with the data bases
which are being available with regards to that particular individual. It is prominent to identify
the individual on immediate basis and in real time. This creates a legit threat the to anonymity
of the individuals while in the public places or anywhere else where they wish not to reveal

their identity. This is the dangerous risk to the fundamental rights of an individual such as

14 Artificial Intelligence: A Modern Approach, Stuart Russell & Peter Norvig, Artificial Intelligence: A Modern
Approach(3rd ed., Pearson, 2010)

15 Frank Pasquale, The Black Box Society: The Secret Algorithms that Control Money and Information (Harvard
University Press, 2015)

16 United Nations High Commissioner for Human Rights, The Right to Privacy in the Digital Age, U.N. Doc.
A/HRC/39/29 (2018)

17 Danielle Keats Citron, Technological Due Process, 85 Wash. U. L. Rev. 1249 (2008)
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right to privacy as well as right to freedom.'®

The Indian Government is in the beginning of announcing the most large and significant
structural system called Automated Facial Recognition System (AFRS) which will be purely
operated under the management of National Crime Records Bureau. In the present times,
India is on the motion to build a very strong Data Privacy Statute which has almost been
implemented called the Digital Personal Data Protection Act, 2023 and due to the regulatory
framework, the activities of such facial recognition and biometric surveillance can be

regularly tracked and managed."®
The Right to Explanation and Algorithmic Accountability

The individualities who are being affected by the opinions of the Artificial Intelligence have
a Right to Explanation in order to understand the base of similar decision which is another
essential mortal right. The right has significantly surfaced in the present times along with the
technological advancements covering the area of legal and scholar debates. In the cases where
the opinions are being automated by similar software, the European Union's General Data
Protection Regulation (GDPR) in its vittles, specifically in Composition 22 provides rights to
the individualities for their protection.?’ It mentions that the individualities mustn't be subject
to the duty of the major opinions to be taken by the automated software and if, it's going in
that direction, the subject must have right to be explained base and logic behind similar

opinions being taken by the automated processes.

The topmost debit is only the perpetration of similar vittles in the practical scripts. The
automated systems similar as the Artificial Intelligence are way more complex and hard to
understand. The question that how important explanation is enough explanation is still

unclear due to the specialized versatility of these automated softwares.?!

18 Facial Recognition Technology Joy Buolamwini & Timnit Gebru, Gender Shades:

Intersectional Accuracy Disparities in Commercial Gender Classification, Proceedings of Machine Learning
Research (2018)

19 Digital Personal Data Protection Act, 2023, Act No. 22 of 2023.

20 Regulation (EU) 2016/679 (General Data Protection Regulation), Art. 22

2! Sandra Wachter, Brent Mittelstadt & Luciano Floridi, Why a Right to Explanation of

Automated Decision-Making Does Not Exist in the General Data Protection Regulation, 7 International Data
Privacy Law 76 (2017).
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INTERNET FREEDOM, DIGITAL RIGHTS, AND ACCESS TO INFORMATION

The web has advanced into an fundamental spine for the work out of various essential rights,
such as opportunity of discourse, affiliation, get to to data, as well as different financial and
social privileges. As its part in regular life proceeds to extend, there is developing
acknowledgment that significant delight of these rights is progressively subordinate on
dependable web get to. This has driven to calls from UN specialists, gracious society bunches,
and researchers to treat web get to itself as a principal human right. In spite of the fact that
universal law has not however formally perceived it as such, its significance is presently

broadly acknowledged and proceeds to pick up unmistakable quality.??
Web Shutdowns and Substance Restrictions

Internet shutdowns ponder disturbances of web or broadcast communications administrations
by governments have gotten to be an progressively predominant device of social and political
control, conveyed most commonly in settings of political turmoil, decisions, and security
operations. India has obtained the unenviable qualification of being among the world's
driving professionals of web shutdowns, with the most archived occasions all inclusive in
later a long time, counting a drawn out shutdown in Jammu and Kashmir taking after the
revocation of its extraordinary status beneath Article 370 in Admirable 2019 that endured for

months.

The Preeminent Court of India, in Anuradha Bhasin v. Union of India (2020), perceived that
flexibility of discourse and expression through the web is a crucial right beneath Article
19(1)(a) of the Structure, and held that uncertain suspension of web administrations was not
passable beneath the system of the Brief Suspension of Telecom Administrations (Open
Crisis or Open Security) Rules, 2017. The court held that orders forcing shutdowns must be
subject to occasional survey.?? Be that as it may, commentators have famous that the
judgment, whereas critical in its acknowledgment of web rights, fell brief of building up a

vigorous rights-protective standard and cleared out significant tact with official authorities.

22 Human Rights Council Resolution 20/8, The Promotion, Protection and Enjoyment of Human Rights on the
Internet, U.N. Doc. A/HRC/RES/20/8 (2012).
23 Anuradha Bhasin v. Union of India, (2020) 3 SCC 637.

Page: 3509



Indian Journal of Law and Legal Research Volume VIII Issue III | ISSN: 2582-8878

Stage Control and Flexibility of Expression

Social media stages and other online mediators have ended up the prevailing open circles of
the advanced age spaces where political talk is conducted, news is spread, and open
supposition is shaped. The balance choices of these stages which substance to expel, which
accounts to suspend, which voices to increase or stifle have significant suggestions for
flexibility of expression and the right to data. The work out of these choices by private
organizations, working beneath murky inside measures and in reaction to different national

lawful administrations, raises principal questions of responsibility and governance.

Governments over the world have received disparate approaches to stage direction. The
European Union's Advanced Administrations Act (DSA),?* which entered into constrain in
2023, speaks to the most comprehensive authoritative endeavor to date to force
straightforwardness, responsibility, and hazard administration commitments on expansive
online stages, with prerequisites for chance evaluations, free examining, analyst get to to
information, and improved straightforwardness around substance control. India's Data
Innovation (Middle person Rules and Advanced Media Morals Code) Rules, 2021 forced
noteworthy compliance commitments on social media middle people but were censured by
advanced rights advocates as making intemperate legislative oversight and making roads for

censorship.?
INFORMATION ASSURANCE AS A HUMAN RIGHTS IMPERATIVE

Data security law is the body of rules administering the collection, handling, capacity, and
exchange of individual information speaks to one of the essential lawful instruments through
which protection and related rights are secured in the computerized age. Whereas information
security law has generally been caught on as a unmistakable lawful space from human rights
law, there is developing acknowledgment of their crucial interconnection: the security of
individual information is progressively caught on as a vital condition for the important delight

of a wide run of human rights.

24 Digital Services Act, Regulation (EU) 2022/2065.
25 Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021
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The GDPR and the Worldwide Standard

The European Union's Common Information Security Direction, which came into drive in
May 2018, is broadly respected as the most compelling information security instrument in
the world. Its extra-territorial reach, rigid prerequisites, and noteworthy requirement powers
have incited authoritative reactions over numerous locales looking for to accomplish
comparable benchmarks or administrative comparability. The GDPR's foundational
standards legality, reasonableness, straightforwardness, reason impediment, information
minimisation, precision, capacity confinement, astuteness, secrecy, and responsibility reflect
a rights-based approach to information administration that places the interface and

independence of information subjects at the centre.?®

The GDPR has illustrated that vigorous information security control is lawfully and for all
intents and purposes attainable, and that authorization with significant monetary results, the
direction gives for punishments of up to four percent of worldwide yearly turnover is
competent of changing the conduct of indeed the biggest innovation companies. Its impact
on the worldwide standardizing scene, counting the advancement of information assurance

systems in nations counting Japan, South Korea, Brazil, and India, has been substantial.
The Right to be Overlooked and the Right to Information Portability

Among the developments of advanced information assurance law, two rights have pulled in
specific consideration in the setting of the computerized age: the right to deletion (commonly
known as the right to be overlooked) and the right to information transportability.?” The right
to deletion, certified by the Court of Equity of the European Union in Google Spain v. AEPD
(2014), entitles people to request the expulsion of individual information that is wrong,
unimportant, or no longer essential for the purposes for which it was collected. This right
addresses the significant asymmetry of the computerized age, in which data once put online

may continue inconclusively and be recovered momentarily by anybody with a look engine.

The right to information transportability, which empowers people to get and exchange their
individual information from one benefit supplier to another, is introduced on the guideline of

information self-determination, the thought that people ought to hold important control over

26 General Data Protection Regulation, Regulation (EU) 2016/679, Arts. 5 and 6
27 Google Spain SL v. Agencia Espafiola de Proteccion de Datos, Case C-131/12, ECLI:EU:C:2014:317
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their possess data and ought to not be bolted into specific stages or administrations by the
amassing of their individual information. These rights speak to critical steps toward a more
adjusted relationship between information subjects and information processors, in spite of the

fact that their viable usage has experienced noteworthy specialized and lawful complexities.
Cross-Border Information Streams and Sovereignty

The worldwide nature of advanced communications and commerce has made the
administration of cross-border information streams one of the most challenged issues in
modern information security law. Individual information routinely crosses jurisdictional
boundaries as it is transmitted, put away, and handled in cloud foundation conveyed over
numerous nations. The address of which legitimate administration administers the assurance
of this information and whether information sent out to nations with lower guidelines of

security holds any significant assurance is of intense common sense and rights significance.

The EU's system for directing cross-border information exchanges, counting the instruments
of ampleness choices, standard legally binding clauses, and authoritative corporate rules, has
been the subject of noteworthy legitimate challenge, most outstandingly in the arrangement
of judgments from the Court of Equity of the European Union — Schrems I (2015) and
Schrems II (2020) that negated progressive transoceanic information exchange systems on
the premise that US observation law fizzled to give satisfactory security for EU information
subjects' protection rights. These judgments outlined the principal pressure between the

objectives of advanced commerce, insights participation, and the assurance of person rights.?
RISING ADVANCES AND WILDERNESS HUMAN RIGHTS CHALLENGES

Beyond the challenges as of now examined, a few rising and wilderness advances show
human rights challenges that the current legitimate and regulating system is as it were starting
to hook with. Whereas a comprehensive treatment of all such advances is past the scope of
this article, three justify specific consideration for their significant suggestions for rights in

the near-term future.?’

28 Data Protection Commissioner v. Facebook Ireland and Maximillian Schrems, Case C-311/18,
ECLI:EU:C:2020:559

2 United Nations High Commissioner for Human Rights, The Right to Privacy in the Digital Age, U.N. Doc.
A/HRC/39/29 (2018)
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Generative Al and Deepfakes

Generative counterfeit insights and Al frameworks able of creating practical content, pictures,
sound, and video presents a modern course of dangers to notoriety, respect, assent, and the
epistemic establishments of majority rule talk. Deepfake innovation, which empowers the
creation of hyper-realistic created video or sound indicating to delineate genuine people, has
as of now been sent for non-consensual hint symbolism, political disinformation, and

extortion, with results extending from extreme person hurt to dangers to appointive integrity.

The human rights suggestions of generative Al expand past deepfakes to include questions
around the right to one's claim picture and resemblance, the right to truth and exact data, and
the broader conditions for the work out of majority rule citizenship in an data environment
progressively immersed with algorithmically produced substance. Existing legal systems in
defamation, copyright, and criminal law give at most fractional and conflicting reactions to
these challenges, and there is a growing agreement that purpose-specific direction is

required.*’
Web of Things and Inescapable Information Collection

The Web of Things (IoT), the arrange of physical gadgets inserted with sensors, computer
program, and network is producing information almost people at a scale and closeness that
on a very basic level challenges existing concepts of security. Keen domestic gadgets,
wearable wellbeing screens, associated vehicles, and savvy city framework ceaselessly
collect point by point information around individuals' physical situations, wellbeing states,
developments, and behavioural designs. The accumulation of information from different [oT
sources can uncover insinuate points of interest approximately individuals' lives that might

not have been expected at the point of information collection.

The security vulnerabilities of [oT gadgets, numerous of which are conveyed with insufficient
security securities make extra dangers of information breach, unapproved get to, and misuse
by pernicious on-screen characters. The administrative challenges postured by IoT are
considerable: the heterogeneity of gadgets, the complexity of information streams, the

association of different performing artists in the information supply chain, and the visit

30 Deepfake Technology Robert Chesney & Danielle Citron, Deep Fakes: A Looming Challenge for Privacy,
Democracy and National Security, 107 Calif. L. Rev. (2019).
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nonappearance of a significant client interface through which assent or choice seem be

worked out all complicate the application of customary information assurance principles.’!
Neurotechnology and the Final Wilderness of Privacy

Perhaps the most significant long-term challenge to security and human rights lies in the
improvement of neurotechnology innovation competent of perusing, recording, and possibly
impacting brain action. Whereas still generally at early stages of advancement, progresses in
brain-computer interfacing and neuroimaging are raising questions almost what has been
named 'mental privacy' or 'cognitive liberty': the right to assurance of one's mental forms and

considerations from outside checking or control.??

Chile has gotten to be the to begin with
nation to intrinsically secure neurorights, and the Committee of Europe has started analyzing
the suggestions of neurotechnology for the European Tradition on Human Rights. These
advancements flag that the wilderness of protection law is extending into spaces that would

have appeared the area of science fiction as it were decades back.

ADJUSTING MECHANICAL ADVANCE AND HUMAN RIGHTS: THE CENTRE
TENSION

At the heart of this paper lies a essential pressure: mechanical advance offers gigantic
potential benefits to human welfare, financial advancement, and the acknowledgment of
rights, however it at the same time makes unused and genuine dangers to the rights and
flexibilities that support human nobility. The challenge for law, arrangement, and
administration is not to select between innovation and rights, but to create systems that
empower the benefits of innovative development to be figured it out whereas keeping up the

securities vital for rights to stay meaningful.

This adjusting work out is not simply specialized but profoundly standardizing and political.
The choices made around what information may be collected, what reconnaissance is
reasonable, what Al applications may be sent, and what administration components must be
in put are choices almost the kind of society we wish to possess and the nature of the

relationship between people, organizations, and the state. These choices cannot be cleared

3! Internet of Things FTC Staff Report, Internet of Things: Privacy and Security in a Connected World (2015).
32 Marcello Ienca & Roberto Andorno, Towards New Human Rights in the Age of
Neuroscience and Neurotechnology, 13 Life Sciences, Society and Policy (2017).
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out to technologists or advertise strengths alone; they require majority rule pondering,
vigorous legitimate systems, viable requirement, and the significant support of those most

likely to be affected.®

Several standards can advise this adjusting work out. The guideline of proportionality*
requires that mechanical measures influencing rights be no more meddling than essential for
the true blue point sought after. The guideline of security by plan requires that rightsprotective
contemplations be implanted in innovative frameworks from the start, or maybe than included
as an untimely idea. The guideline of responsibility requires that those who send innovation
influencing rights be subject to significant oversight and change components. And the
guideline of non-discrimination requires that the benefits and burdens of innovative

improvement not drop excessively on as of now minimized groups.3?
CONCLUSION

This article has embraced a comprehensive expository examination of the relationship
between innovation, reconnaissance, and the human rights system. It has illustrated that
innovation interatomic with human rights over numerous measurements, as a facilitator, as a
vector for infringement, and as a transformer of the basic conditions in which rights are

exercised.

The examination has uncovered a few key topics that will repeat all through this paper. To
begin with, the pace of innovative alter reliably exceeds the improvement of lawful and
regulating systems to oversee it, making periods of noteworthy rights powerlessness.
Moment, the inclusion of private enterprises as major on-screen characters in the innovation
and human rights scene makes auxiliary challenges for a legitimate system truly arranged
toward the control of state conduct. Third, the worldwide character of computerized
innovation makes jurisdictional complexities that household legitimate systems, working

inside national boundaries, are ill-equipped to address alone.

Fourth, and maybe most in a general sense, the stakes included in getting the administration

of innovation right are exceptionally tall. The sending of Al and reconnaissance innovation

33 The Age of Surveillance Capitalism Shoshana Zuboff, The Age of Surveillance Capitalism
(PublicAffairs, 2019).

34 Justice K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1 (proportionality principle)

35 General Data Protection Regulation, Regulation (EU) 2016/679, Art. 25 (Privacy by Design and Default).
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at scale in criminal equity, migration, welfare, and political control has the potential to
implant separation, dig in disparity, and make frameworks of control that are at the same time
unavoidable and misty. The right to protection, the right to a reasonable trial, opportunity of

expression, and the right to non-discrimination all hang in the balance.

The examination of this article underscores the contention progressed all through this paper:
that human rights in the age of innovation cannot be secured through piecemeal or responsive
measures, but require a coherent, principled, and persistently advancing system that takes
genuinely both the transformative potential of innovation and the sacred requests of human

respect.
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