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Legal Framework on Cybercrime and Hacking in India
1.1 Overview of the Information Technology Act, 2000

The Information Technology Act, 2000 (IT Act) is the cornerstone legislation governing cyber
activities in India. Enacted to provide legal recognition to electronic transactions and to
facilitate e-commerce and e-governance, the IT Act has evolved into India’s primary legal
instrument for regulating cybercrime, including hacking and other malicious online activities.
As technology has progressed, the Act has undergone key amendments to address emerging

cyber threats, notably through the Information Technology (Amendment) Act, 2008.!
1.1.1 Historical Background and Need for the Act

The need for comprehensive cyber legislation in India emerged in the late 1990s as the internet
began to expand rapidly, creating new forms of communication, commerce, and, consequently,
crime. Before 2000, India did not have any dedicated laws to recognize electronic records,
digital signatures, or offences committed in cyberspace. The UNCITRAL Model Law on
Electronic Commerce (1996)? provided the framework that India adopted while drafting its IT
Act. The legislation aimed to fill the legal vacuum concerning issues like electronics

authentication, cyber fraud and digital evidences.

! Information Technology Act, No. 21 of 2000, INDIA CODE (2000)
https://www.indiacode.nic.in/handle/123456789/1999#:~:text=An%20Act%20t0%20provide%20legal,storage%
2001%20information%2C%?20t0%?20facilitate

2 United Nations Commission on International Trade Law, UNCITRAL Model Law on Electronic Commerce
with Guide to Enactment 1996, with Additional Article 5 bis as Adopted in 1998, U.N. Doc. A/RES/51/162
(1999), https://uncitral.un.org/en/texts/ecommerce/modellaw/electronic_commerce
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1.1.2 Objectives of the Act

The primary objectives of the IT Act are:
i.  To grant legal recognition to electronic records and digital signatures.
ii.  To facilitate electronic governance and commerce.

iii.  To prevent and penalize cybercrimes, including hacking, data theft, identity fraud, and

cyber terrorism.

iv.  To establish regulatory bodies such as the Controller of Certifying Authorities (CCA)?
and the Indian Computer Emergency Response Team (CERT-In).

v.  To provide for procedures related to adjudication, investigation, and prosecution of

cyber offences.
1.2 Relevant Provisions to Cybercrime and Hacking

The Information Technology Act of 2000, with its amendments, has included various
provisions relating to different aspects of cybercrime. Among these, hacking and related
offences are particularly dealt with under Section 43, 66, and 66B through 66F. While Sections
67 through 69 focus on content control, regulation, cyberspace surveillance, or interception,
they share a quite substantial overlap with enforcement of cybercrime. These sections together
form the legal framework within which India attempts to scope, categorize, and prescribe

punitive measures for hacking incursions.
i.  Section 43 — Penalty for Damage to Computer Systems

Section 43 concerns itself with the unauthorized access and a manipulation of data in a
computer system. It is a civil liability provision whose primary function is to inhibit individuals
from meddling with, obliterating, or rendering useless machinery as opposed to laying criminal
charges. It aims to penalize each and every person who obtains access and downloads data,

plants autos, ruin and cause computer systems, and deny access. This provision is quite often

3 Legislative Department, Ministry of Law and Justice, Government of India, Controller of Certifying Authorities
(CCA), https://legislative.gov.in/organization/controller-of-certifying-authorities-cca/.
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invoked in cases of corporate espionage especially data breaches, internal sabotage, and denial-
of-service attacks. Compensation under this section is in form monetary damages to the
aggrieved party and is set by the adjudicating officer under the Act. While civil in nature, the
section provides a springboard for laying down provisions of greater offense under Section 66

when the intend is malicious.
ii.  Section 66 — Computer-Related Offences (Criminal Offence)

Section 66 extends the parameters of Section 43, introducing elements of dishonesty or fraud.
It effectively captures mens rea*, or intent, as a necessary feature. It is a cognizable, bailable
offence punishable by a maximum of three years’ imprisonment and/or a fine not exceeding %5

lakh.
ili.  Sections 66B to 66F — Specialized Offences

These sections classify the spectrum of technologically advanced crimes and hacking into

offenses, including ethical violations like identity theft and cyber terrorism:

a. Section 66B: Deals with the inadequate disposal of computer resources or
communication apparatus, inflicting penalties on those who obtain stolen data or

machinery in unscrupulous ways.

b. Section 66C: Deals with identity theft where someone impersonates others using a
digital signature, password, or other unique identifying features of an individual.

Particularly pertinent in phishing scams and social engineering hacking.

c. Section 66D: Addresses cheating by personation using computer resources. Commonly

used in cases involving online financial fraud, fake profiles, or impersonation scams.

d. Section 66E: Violating the right to privacy and blocking off the capturing, publishing,
or transmitting private images and videos without consent. Although said to lack
hacking components, it often intersects crimes involving the unauthorized access of

personal media and hacking.

4 LexisNexis UK, Mens Rea, https://www.lexisnexis.co.uk/legal/glossary/mens-rea.
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e. Section 66F: Deals with cyber terrorism, the gravest of cyber offences. It covers
activities that threaten the sovereignty, integrity, security, or friendly relations of India,
especially those targeting critical infrastructure or causing widespread panic.
Punishment under this section includes life imprisonment, reflecting the severity of

such threats.
iv.  Sections 67 to 69: Surveillance, Obscenity, and Interception

The content regulation and state surveillance powers which are usually involved in hacking

investigations and cyber law enforcement are now encompassed under the Act.

a. Section 67: Covers the use in publishing or transmitting any electronically obscene or
sexually explicit material. It is often relied upon in revenge porn, leaks, and dark web

media cases which are also hacking cases.

b. Section 69: The jurisdiction of interception, monitoring, or decryption of information
in any computer resource is granted to the Central Government and competent
authorities. They may exercise this power to protect the national security, sovereignty,

public order, or for prevent incitement to offenses.
1.3 Indian Penal Code (IPC)’ Provisions

The Information Technology Act, 2000 (IT Act) is the primary law dealing with cybercrime in
India, and The Indian Penal Code 1860 (IPC) complements it. In the absence of the IT Act,
most cyber offenses were prosecuted under the IPC with standard interpretations of theft,

mischief, forgery, and criminal breach of trust.
1.3.1 Section 378 — Theft

According to the Indian Penal Code Section 378, settling any movable property without the
owner's permission is considered theft. Even when the property is intangible, like in cases of
data theft that involves downloading and transferring files, the judicial system has made the
intent broader. In cases of corporate espionage or insider threats, the law can be used when

sensitive documents such as trade secrets or user databases are unlawfully duplicated.3.3.2

5 Indian Penal Code, No. 45 of 1860, India Code (1860),
https://www.indiacode.nic.in/handle/123456789/12850?locale=en.
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Section 403 — Dishonest Misappropriation of PropertyThis section also talks about
misappropriation of property whereby an individual dishonestly makes use of someone's
possession without permission. In cyber space, it is applicable when someone gains
unauthorized access and uses a system or data for personal gain by selling it or diverting its

resources.3.3.3 Section 405 & 406 — Criminal Breach of Trust.

Section 405 defines criminal breach of trust as the misuse or conversion of property his
authority, The proceeding section 406 prescribes punishment. These apply for employees and
contractors who take advantage of their access to company resources and acquire confidential
company information or destroy the internal systems. These crimes have been known to occur

with hacking from within by insiders who misuse trust and authorization.

1.3.2 Section 415 & 420 — Cheating and Cheating by Personation

Section 415 is concerned with cheating while section420 focuses on dishonest cheating with
the aim of improperly inducing property transfer. These clauses are often cited in phishing
scam schemes, online fraud, impersonation and spoofing attacks, where victims are tricked into

parting with money and sensitive information.

1.3.3 Section 463, 464, 465 — Forgery

The offence of forgery and its punishment is defined, which includes making of will, letter,
document, or false signature. In theft computer cases, it is common to see cyber criminals forge
identity documents, alter digital certificates, and create authorizations to barred systems. IPC
provisions permit the prosecutor to proceed with forging offences with or without the IT Act

being contrived.

1.3.4 Section 499 & 500 — Defamation®

Digital defamation is on the rise, especially on social networking sites. Sections 499, which
gives a definition of defamation, and 500 which describes the punishment for it, comes into
play when hackers post disparaging or false information to damage someone’s reputation or

leak confidential information to the public. These hacking provisions are for character

¢ Defamation: Section 499 to 502 of the Indian Penal Code, iPleaders, https://blog.ipleaders.in/defamation-
section-499-to-502-of-ipc/.
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assassination or defamation.

1.3.5 Section 507 — Criminal Intimidation by Anonymous Communication

Applies tactical use of spoofed calls, emails and texts from anonymous accounts to threaten or
extort money from a victim. These include cyber stalking, hate mails, and harassment where

identity is concealed to frighten the victim under threat.

1.3.6 Section 120B — Criminal Conspiracy

Hacking activities are rarely, ‘solo endeavours.'" Section 120B offenses, more commonly
referred to in societal circles as 'conspiracy' deals with the prosecution of both perpetrators and
accomplices involved in a cybercrime syndicate or group hacks both inside and outside

collusion.

1.4 Role of CERT-In and Government Cyber Agencies

The rising number and complexity of cyber incursions, especially those of a hacking nature
aimed at private people, companies, and vital systems, has compelled the Indian government
to develop strong institutional structures to deal with such issues. In response, a number of
specific agencies have been formed, with the Indian Computer Emergency Response Team
(CERT-In) emerging as a key player. This part assesses the primary functions, powers, and
self-cooperation of CERT-In and other important governmental institutions related to

cybercrime prevention, reaction, enforcement and control measures.

1.4.1 Indian Computer Emergency Response Team (CERT-In)

As per the directives from Ministry of Electronics and Information Technology (MeitY),
CERT-In is India's central body responsible for cyber security issues. It was appointed in 2004
by the IT ACT of 2000, and is Now tasked with ensuring, detecting, preventing, and responding
to malfeasance in cyber security such as hacking, setting of viruses, phishing, denial of service

(DoS) attacks, and data siphoning.

Key Functions:

1. Incident Response Coordination: CERT-In provides reactive support to organizations

Page: 5681



Indian Journal of Law and Legal Research Volume VII Issue IT | ISSN: 2582-8878

ii.

1il.

1v.

facing cybersecurity incidents, especially involving hacking or data compromise.

Alerts and Advisories: It issues regular security advisories, threat intelligence updates,
and vulnerability notices to government agencies, private companies, and the general

public.

Cyber Forensics and Analysis: It assists law enforcement in cyber forensics, analyzing

the nature and origin of hacking attacks.

Mandatory Reporting: As per directions issued in April 2022, all organizations must
report cybersecurity incidents (including hacking) within 6 hours of detection to CERT-

In.

Capacity Building: It organizes training programs, workshops, and awareness

campaigns to strengthen the nation’s cyber resilience.

Recent Initiatives:

ii.

Cyber Swachhta Kendra (Botnet Cleaning Centre)’: A national initiative to detect and

clean systems infected with malware and botnets.

Threat Sharing Platform: CERT-In facilitates the sharing of cyber threat intelligence

between private and public sectors, improving early detection of hacking attempts.

1.4.2 National Cyber Coordination Centre (NCCC)

The NCCC, launched in 2017, is a cyber security and surveillance project operated by MeitY.

It aims to provide real-time situational awareness of potential and ongoing cyber threats,

including large-scale hacking incidents.

Objectives:

1.

Centralized Monitoring: Acts as a centralized system to monitor internet traffic and

analyze patterns of potential cyberattacks.

" Cyber Swachhta Kendra, Indian Computer Emergency Response Team (CERT-In), Ministry of Electronics and
Information Technology, Government of India, https://www.csk.gov.in/
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ii.  Threat Intelligence Fusion: Collects data from multiple intelligence agencies and IT

systems to assess and neutralize threats.

iii.  Support to Law Enforcement: Provides actionable insights to police, CERT-In, and

intelligence agencies in real-time.

While NCCC strengthens cyber defense, concerns over surveillance and privacy have been

raised, necessitating proper oversight and safeguards.
1.4.3 National Critical Information Infrastructure Protection Centre (NCIIPC)

The NCIIPC was created under the National Technical Research Organisation (NTRO) in 2014
and is responsible for protecting India’s Critical Information Infrastructure (CII) from cyber

threats, including hacking.®
Functions:

1. Identifies and categorizes sectors such as banking, telecom, power grids, and transport

as critical infrastructure.

ii.  Issues guidelines, conducts vulnerability assessments, and provides incident response

services for CII stakeholders.

iii.  Coordinates with private operators and government departments to enhance cyber

resilience.

Given that hacking incidents often target national infrastructure, NCIIPC plays a strategic role

in protecting national security in cyberspace.
1.4.4 State-Level Cyber Crime Cells

Many states in India have established dedicated Cyber Crime Police Stations and Cells under
their respective Criminal Investigation Departments (CID). These units work with CERT-In

and local law enforcement to:

8 National Critical Information Infrastructure Protection Centre, National Portal of India,

https://www.india.gov.in/website-national-critical-information-infrastructure-protection-centre.

Page: 5683



Indian Journal of Law and Legal Research Volume VII Issue IT | ISSN: 2582-8878

1. Investigate hacking and cybercrime complaints.

ii.  Maintain digital forensic labs.

iii.  Conduct cyber literacy drives at the community level.

Notable examples include Maharashtra Cyber, Delhi Cyber Crime Cell, and Kerala Police
Cyberdome, which are actively engaged in combating cyber offences including hacking,

ransomware, and identity theft.

1.4.5 Coordination Among Agencies

Effective cybersecurity enforcement relies on inter-agency cooperation between:

i. CERT-In’
ii. NCCC
iii.  NCIHPC

iv.  Intelligence agencies like IB and RAW

v.  Law enforcement agencies at the central and state levels

Coordination is facilitated through national platforms like the Cyber Crisis Management Plan,

Interagency Cybersecurity Exercises, and Joint Task Forces for high-risk cyber investigations.

1.5 Judicial Interpretation and Case Laws

Judicial interpretation plays a vital role in shaping the contours of cyber law in India,
particularly in areas where statutory provisions are either ambiguous or silent. Courts act not
just as enforcers of existing cyber statutes, but also as interpreters of evolving digital
jurisprudence. Through landmark judgements, Indian Judiciary has been responded to issues

involving hacking, data breaches, privacy violations and digital frauds.

® Indian Computer Emergency Response Team (CERT-In), Ministry of Electronics and Information Technology,
Government of India, https://www.cert-in.org.in/.
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1.5.1 Shreya Singhla vs Union of India (2015)

This case, though primarily known for striking down Section 66A if IT Act, is monumental in
reinforcing the importance of balancing regulation with freedom of speech online. The
judgment emphasized that vague and arbitrary provisions that could criminalize legitimate
digital expression would not be tolerated under Article 19(1)(a). While not a hacking case per
se, its implications extend to the way digital laws must be drafted and enforced, including those

related to hacking.
1.5.2 Avnish Bajaj v. State (2008)'°

This case revolved around the liability of intermediaries in a cybercrime incident involving the
sale of obscene content through the Bazee.com platform. The court held that company directors
could not be held liable unless they were directly involved in the offence. This laid the
groundwork for the "safe harbor" principle now codified under Section 79 of the IT Act, which

is highly relevant in hacking cases where platforms are used without their consent.
1.5.3 Syed Asifuddin v. State of Andhra Pradesh (2005)"!

This case dealt with telecom software piracy, where unauthorized duplication and hacking of
mobile network systems occurred. The court recognized software code as intellectual property
and upheld the criminality of its unauthorized manipulation. It was one of the first instances
where Indian courts addressed telecom hacking and unauthorized access to technological

systems as a criminal offence.
1.5.4 Kumar v. State (2016)

In this case, the accused was involved in online defamation by hacking into the victim’s email
and social media accounts. The court ruled in favor of conviction under Section 66 and 66C of
the IT Act, reaffirming the criminal nature of identity theft and unauthorized digital access. It

helped define judicial understanding of mens rea in cybercrime.

10 Avnish  Bajaj v. State, 116 (2005) DLT 427 (Delhi H.C. 2008), available at
https://indiankanoon.org/doc/309722/.

' Syed Asifuddin And Ors. v. The State Of Andhra Pradesh And Anr., (2005) Cri. L.J. 4314 (A.P. H.C. 2005),
available at https://indiankanoon.org/doc/1459676/.
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1.5.5 WhatsApp v. Union of India (2023)"?

In this recent and high-profile case, WhatsApp challenged government directives under IT
Rules, 2021, arguing that traceability mandates would break end-to-end encryption and violate
users’ right to privacy. Though pending final judgment, the case has reignited the debate
between cybercrime regulation and digital privacy, with serious implications for future hacking

investigations.
Judicial Trends and Observations

i.  Progressive Interpretation: Courts have increasingly moved towards a technology-
neutral approach, focusing on the intent and effect of the crime rather than the specific

tools used.

ii.  Recognition of Digital Evidence: Through various decisions, the judiciary has
established the validity of electronic records and digital evidence, enhancing the

efficacy of hacking prosecutions.

iii.  Balancing Act: Judicial scrutiny has ensured that cyber laws do not violate
constitutional rights such as freedom of speech (Article 19) and privacy (Article 21),

especially in surveillance and interception-related hacking cases.

iv.  Challenges in Conviction: Several cases have highlighted the difficulty in proving
cybercrime due to lack of technical expertise, poor digital forensics infrastructure, and

limited cooperation between investigating agencies.
Conclusion

In today’s digital world, protecting against cyber threats like hacking is more important than
ever. India has taken strong steps by putting in place laws like the Information Technology
Act and building institutions such as CERT-In and NCIIPC to handle cyber issues. The courts

have also played a key role in shaping how these laws are understood and applied. While

2 Whatsdpp LLC v. Union of India, W.P. (C) No. 7284 of 2021 (Delhi H.C.), available at
https://www.medianama.com/wp-content/uploads/2021/05/Whats App-v.-Union-of-India-Filing-Version.pdf.
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progress has been made, the fast-changing nature of technology means we must keep updating

our laws, improving our systems, and building skills to stay one step ahead of cybercriminals.

Despite these efforts, challenges remain in the form of procedural delays, lack of skilled
investigators, and limited public awareness. The dynamic nature of cybercrime necessitates
constant legal and institutional evolution. Strengthening digital forensics, increasing inter-
agency coordination, and investing in capacity building through public-private partnerships are
essential for a resilient legal framework. Ultimately, the path forward lies in not only tightening

our laws but also fostering a culture of cybersecurity and digital literacy among all

stakeholders.
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